SAMPLE TRAINING REQUEST LETTER
Use the following sample request letter, or elements of it, to justify the time and budget required to complete SANS training to your manager. Simply copy and paste text into an email to your manager, then make any necessary adjustments to personalize the information. Once you hit send, you’ll be one step closer to gaining the skills required to protect your organization and advance your career.

Subject: Request for cybersecurity training from SANS Institute

[Decision Maker Name],

I’m writing to request time and budget approval to take the SANS Institute’s information security course SEC411: AI Security Principles and Practices: GenAI and LLM Defense. 

The information below clarifies how this training will benefit our organization’s security, the tasks I’ll be able to perform after completing the course, and relevant cost information.

Course Description

SEC411: AI Security Principles and Practices: GenAI and LLM Defense is a living, practitioner-focused AI security course designed for cybersecurity professionals entering GenAI and LLM defense. No prior AI experience is required.

The course features 24+ hours of expert-led video and five progressive hands-on labs with 125+ tasks. The content is updated during the 4-month access window: depending on when I enroll, I’ll receive new videos and may also get new modules and lab challenges, so training keeps pace with the rapidly evolving AI threat landscape. I’ll also have access to a student Slack community for support and collaboration.

Through Docker-based labs and an integrated Learning Assistant, I will build skills from AI fundamentals and tokenization security to advanced prompt attacks, RAG vulnerabilities, and autonomous system defense. SEC411 emphasizes practical, immediately applicable skills where I will exploit AI-specific vulnerabilities in hands-on labs and then implement production-ready defenses.

Course Objectives

Once I’ve completed the course, I’ll be able to perform critical AI security tasks that will directly benefit our organization:
· Master AI security fundamentals and close critical skills gaps: Build essential knowledge in tokenization security, attack surface analysis, and the OWASP Top 10 for LLMs with no prior AI background required.
· Exploit and defend against AI-specific attacks: Practice prompt injection, jailbreaking, RAG manipulation, and context hijacking across five hands-on labs with 125+ tasks.
· Implement production-ready defenses: Deploy practical security controls for training pipelines, inference runtime, system prompts, and RAG applications to protect our AI deployments with confidence.
· Secure agentic systems and MCP environments: Protect agentic workflows, reasoning models, and Model Context Protocol (MCP) environments by identifying attack surfaces and enforcing controls.
· Apply industry frameworks for compliance: Use the OWASP Top 10 for LLMs, MITRE ATLAS, and NIST AI RMF to align our practice with the EU AI Act and other standards.
· Bridge traditional security and AI: Connect existing cybersecurity skills to AI-specific requirements and build vendor-neutral detection and incident response for prompt, retrieval, tool, and memory-based attacks, integrated with our SOC operations.
· Build adaptive AI security programs: Design defense-in-depth strategies that balance security and usability throughout the AI lifecycle.
· 
Expected Cost

I’d like to take SEC411 online, with four months of access to the SANS OnDemand training platform. 

The attached unpaid invoice shows the cost of the course [retrieve this from the course registration page and attach]; details include:

	Course fee 
	[$X,XXX]

	Total estimated cost:  
	[$X,XXX]




Conclusion

Enrolling in the SEC411 AI Security Principles and Practices course will not only advance my capabilities as a cybersecurity professional but will also directly enhance our organization’s ability to securely deploy and defend AI systems. As our organization increasingly adopts GenAI and LLM technologies, having trained personnel who can identify AI-specific vulnerabilities, implement robust defense strategies, and respond effectively to AI security incidents is critical.

The practical skills and insights I gain will be instrumental in building our AI security program and ensuring we can leverage AI technologies safely and effectively. With the continuously updated course content, this training will keep me current with the rapidly evolving AI threat landscape throughout the 4-month access period.

Additional course information can be found on the SANS website at https://www.sans.org/cyber-security-courses/ai-security-principles-practices.

Thanks for your consideration, 
[Add standard signature] 

Attachment: 
Unpaid Invoice for SANS training [find at XXX an attach to email]

