Sample Training Request Letter

Use the following sample request letter, or elements of it, to justify the time and budget required to complete SANS training to your manager. Simply copy and paste text into an email to your manager, then make any necessary adjustments to personalize the information. Once you hit send, you’ll be one step closer to gaining the skills required to protect your organization and advance your career.

Subject: Request for cybersecurity training from SANS Institute

[Decision Maker Name],

I’m writing to request time and budget approval to take SANS Institute’s information security course SEC537: AI for Offensive Security, which combines SEC535: Offensive AI - Attack Tools and Techniques and SEC536: Adversarial AI - Penetration Testing AI Systems. I would also like approval for the optional GIAC certification exam(s) selected below.

The information below explains how this training and the optional certifications will benefit our organization, the tasks I’ll be able to perform, and relevant cost and travel information.

Course Description

SEC537: AI for Offensive Security brings together two complementary disciplines. Offensive AI teaches practitioners to use AI in authorized offensive operations, including reconnaissance, social engineering, vulnerability research, exploit development, and malware creation. Adversarial AI teaches practitioners to test the security of LLM applications, RAG pipelines, agents, APIs, MCP servers, and model infrastructure.

The training includes the full curricula of SEC535 and SEC536, completed in sequence over six days. The combination would help me evaluate both traditional attack paths enhanced by AI and weaknesses introduced by AI-enabled business systems. SEC537 is offered at the standard six-day course price, which is lower than buying both three-day courses separately.

Course Objectives

Once I’ve completed the training, I’ll be able to:

· Apply AI to reconnaissance, OSINT, social engineering, exploit development, and malware research during authorized assessments
· Build and evaluate AI-assisted offensive tools and workflows, including vulnerability research and payload development
· Assess LLM applications, RAG pipelines, AI agents, APIs, MCP servers, and supporting model infrastructure
· Identify and validate AI-specific weaknesses such as prompt injection, agent abuse, model manipulation, and API security flaws
· Test findings against realistic scenarios and map observed weaknesses to architecture, security controls, and detection opportunities
· Explain technical findings and practical security improvements to engineering teams and leadership

Expected Organizational Benefits:

After completing SEC537, I will be better equipped to help our organization:

· Strengthen authorized penetration testing and red team assessments with practical offensive AI techniques
· Evaluate AI-enabled applications and integrated systems using realistic adversarial testing
· Identify security weaknesses in AI agents, RAG systems, APIs, and supporting infrastructure before deployment or incidents
· Validate security assumptions and vendor controls with reproducible attacker-side evidence
· Translate offensive testing results into prioritized engineering and detection improvements
· Develop in-house knowledge across both Offensive AI and Adversarial AI rather than relying on separate specialists for every assessment

Associated Certifications: GIAC Offensive AI Analyst (GOAA) and GIAC AI Penetration Tester (GAIPT)

· GIAC Offensive AI Analyst (GOAA) is an optional certification that validates skills in applying AI to offensive security tasks, including reconnaissance, social engineering, exploit development, and malware-related workflows.
· GIAC AI Penetration Tester (GAIPT) is an optional certification that validates skills in testing AI-enabled systems, including LLM applications, RAG pipelines, agents, and related attack paths.
· SEC537 has no separate GIAC certification. I can add the GOAA exam, the GAIPT exam, both, or neither when registering, subject to exam availability. See the respective GIAC certification pages for current details and exam objectives.

Expected Cost

I’d like to take SEC537 [fill in either: (1) “at [event name], from [start date] through [end date].” or (2) “online, with four months of access to the SANS [select OnDemand or SelfStudy] training platform.” or (3) “online, with live virtual sessions and [select four (Simulcast) or six (vLive)] months of access via the SANS training platform [select Simulcast or vLive] from [start date] through [end date].”].

The six-day course includes SEC535 followed by SEC536. GOAA and GAIPT GIAC certification attempts are optional and may be selected individually or together.

The attached unpaid invoice shows the current price of SEC537 [retrieve this from the course registration page and attach]. SEC537 uses standard six-day pricing rather than the higher combined cost of enrolling in SEC535 and SEC536 separately. Estimated expenses include:

	Course fee 
	[$X,XXX]

	Subtract Early Bird / Online Training Discount
	[-$XXX]

	Optional GOAA certification fee
	[$XXX]

	Optional GAIPT certification fee
	[$XXX]

	Travel and hotel (In-Person only)*
	[$XXX]

	Meals (In-Person only)
	[$XXX]

	Total estimated cost:  
	[$X,XXX]


[bookmark: _Hlk535562721]
*If traveling, hotel rates and booking deadlines depend on the event. Confirm the applicable rate before requesting approval.

Conclusion

SEC537 will help me apply AI during authorized offensive engagements and evaluate the security of AI systems our organization builds, purchases, or deploys. The optional GOAA and GAIPT certifications offer independent validation of skills in offensive AI techniques and AI penetration testing, respectively. I can apply the course methods to improve assessment coverage and provide actionable findings to engineering and security teams.

Additional course information can be found on the SANS website at https://www.sans.org/cyber-security-courses/ai-offensive-security.

Thanks for your consideration, 

[Add standard signature] 

Attachment: 
Unpaid Invoice for SANS training [find at XXX and attach to email]
