Sample Training Request Letter

Use the following sample request letter, or elements of it, to justify the time and budget required to complete SANS training to your manager. Simply copy and paste text into an email to your manager, then make any necessary adjustments to personalize the information. Once you hit send, you’ll be one step closer to gaining the skills required to protect your organization and advance your career.

Subject: Request for cybersecurity training from SANS Institute

[Decision Maker Name],

I’m writing to request time and budget approval to take the SANS Institute’s information security course SEC565: Red Team Operations and Adversary Emulation and its associated GIAC Red Team Professional (GRTP) exam.

The information below clarifies how this training and certification will benefit our organization’s security, the tasks I’ll be able to perform after completing the course, and relevant cost and travel information.

Course Description

SEC565: Red Team Operations and Adversary Emulation is a six-day, hands-on course focused on planning and executing end-to-end Red Team engagements. Through adversary emulation exercises, I’ll learn to use cyber threat intelligence and the MITRE ATT&CK framework to plan realistic operations, establish resilient attack infrastructure, test enterprise defenses, and communicate findings that can improve detection and response.

This course also incorporates practical use of AI within Red Team workflows. I’ll work with AI-assisted threat intelligence analysis and TTP extraction, modernize and patch offensive tooling with AI coding assistants, build custom evasion workflows, and create MCP-integrated workflows for command-and-control operations. The course includes 28 hands-on labs and an immersive Red Team capture-the-flag exercise that applies skills across an enterprise environment.

Course Objectives

Once I’ve completed the course, I’ll be able to:

· Plan and execute structured Red Team engagements using adversary emulation methodologies
· Use cyber threat intelligence and MITRE ATT&CK to translate adversary behavior into engagement plans
· Apply AI-assisted workflows to CTI analysis and TTP extraction
· Build resilient C2 infrastructure and maintain operational security during an engagement
· Use AI coding assistants to restore or modernize offensive tooling and support custom evasion development
· Assess Active Directory and enterprise attack paths involving privilege escalation, trust abuse, and lateral movement
· Execute realistic attack chains from initial access through objectives in controlled enterprise environments
· Analyze engagement results and report findings that help improve detection, response, and defensive maturity
Associated Certification: GIAC Red Team Professional (GRTP)

· The associated GIAC Red Team Professional (GRTP) certification provides a way to validate the Red Team and adversary emulation skills developed through SEC565, including engagement planning, operational execution, and applying offensive techniques in enterprise environments.
· See the GIAC Red Team Professional (GRTP) certification page for current exam details and covered objectives.

Expected Cost

I’d like to take SEC565 [fill in either: [fill in either: (1) “at [event name], from [start date] through [end date].” or (2) “online, with four months of access to the SANS [select OnDemand or SelfStudy] training platform.” or (3) “online, with live virtual sessions and [select four (Simulcast) or six (vLive)] months of access via the SANS training platform [select Simulcast or vLive] from [start date] through [end date].”].
 
The attached unpaid invoice shows the cost of the course [retrieve this from the course registration page and attach]; details include:

	Course fee 
	[$X,XXX]

	Subtract Early Bird / Online Training Discount
	[-$XXX]

	GIAC Certification fee
	[$849]

	OnDemand Bundle fee
	[$849]

	Travel and Hotel* (for live training only)                           
	[$XXX]

	Meals (for live training only)                                                                    
	[$XXX]

	Total estimated cost:  
	[$X,XXX]



[bookmark: _Hlk535562721]*Special hotel rates for conference attendees range from [$XXX]/night, but I must register before [xx/xx/xxxx].

Conclusion

SEC565 will help me conduct more structured adversary emulation engagements and turn offensive findings into useful input for our defensive teams. The hands-on work is directly applicable to planning, execution, and reporting, including current Red Team workflows that use AI for analysis, tooling, and C2 operations.

Additional course information can be found on the SANS website at https://www.sans.org/cyber-security-courses/red-team-operations-adversary-emulation.

Thanks for your consideration,

[Add standard signature]

Attachment:
Unpaid Invoice for SANS training [find at XXX and attach to email]

