CSA OTCCF GIAC

CERTIFICATIONS

Governance, Risk, and Security Design and ‘O | Maintenance and 15 Security Monitoring and . | Respond and Recover
Compliance Engineering e Protection Assessment
CISO CISO CISO CISO CISO
ICS418 / LDR512 (GSLC) ICS418 / LDR512 (GSLC) ICS418 / LDR512 (GSLC) ICS418 / LDR512 (GSLC) ICS418 / LDR512 (GSLC)
OT Cybersecurity Risk Head of OT Head of OT Head of OT Cybersecurity Head of OT Cybersecurity
and Compliance Cybersecurity Cybersecurity Operations Operations
ICS418 / LDRAI1S ICS418 / SEC450 ICS418 / SEC450 (GSOC) ICS418 / SEC450 (GSOC) ICS418 / SEC450 (GSOC)
OT Cybersecurity Risk gsgi) _ OT Cybersecurity OT Threat and Vulnerability OT Incident Responder
and Compliance A h'y ersecurity Maintenance Specialist Specialist ICS515 (GRID) / FOR508
specialist rehitect ICS612 / SEC450 (GSOC) ICS515 (GRID) / FOR578 (GCFA)
ICS418 / SEC401 (GSEC) ICS612 / SEC530 (GDSA) . (GCTI)

OT Cybersecurity OT Cybersecurity OT Cyber Investigator

Engineer Engineer OT Threat Analyst ICS515 (GRID) / FOR578

ICS515 (GRID) / SEC530 ICS515 (GRID) / SEC530 ICS515 (GRID) / FOR578 (GCT)

(GDSA) (GDSA) (GCT)

OT Vulnerability

OT Cybersecurity Systems Analyst CSE13 / 1CS410 (GICSP
ICS410 (GICSP) / SEC504 (GCIH) / (GICSP)

OT Penetration Tester
ICS613 / SEC560 (GPEN)

OT Cybersecurity Systems Analyst
ICS410 (GICSP) / SEC450 (GSOC)

Course Certifications
- 1CS418: Security Essentials for Managers « SEC504: Hacker Tools, Techniques, Exploits, and Incident Handling + GSLC: GIAC Security Leadership Certification
- ICS515: ICS Visibility, Detection, and Response - FOR578: Cyber Threat Intelligence + GSEC: GIAC Security Essentials Certification
- 1CS612: ICS Cyber Security In-Depth - 1CS410: ICS/SCADA Security Essentials « GSOC: GIAC Security Operations Certified
+ 1CS613: ICS Penetration Testing & Assessments « SEC560: Enterprise Penetration Testing « GDSA: GIAC Defensible Security Architecture
- LDR512: Security Leadership Essentials For Managers - FOR508: Advanced Incident Response, Threat Hunting, and Digital Forensics « GCIH: GIAC Certified Incident Handler
- LDR415: A Practical Introduction to Cyber Security Risk Management + GCTI: GIAC Cyber Threat Intelligence
« SEC401: Security Essentials: Network, Endpoint and Cloud  GICSP: Global Industrial Cyber Security Professional
- SEC450: Blue Team Fundamentals: Security Operations and Analysis « GPEN: GIAC Certified Penetration Tester
« SEC530: Defensible Security Architecture and Engineering « GCFA: GIAC Certified Forensic Analyst

+ GRID: GIAC Response and Industrial Defense
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