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SANS Skills Quest by NetWars is a 6 or 12-month hands-on training solution
covering a wide range of cybersecurity topics designed with challenges and
hints that support continuous knowledge and skill development.

Train and practice online anytime and anywhere. Crucial for
individuals who need to balance training with other commitments, and reduce travel
costs, ensuring that individuals can delve into the material at a comfortable speed and
maximize retention.

Organizations can assess the proficiency of their teams, identify
areas for improvement, and ensure that employees are up to date with the evolving
field of information security challenges. Use our personalized scorecard to create a
customized training program for your personnel.

With a comprehensive content selection, the 6 or 12-
month access allows users to explore the intricacies of a topic thoroughly,
particularly valuable for practitioners who aim to master complex topics in
information security.

For more information, speak with a SANS Advisor at sans.org/cyber-ranges/contact


https://www.sans.org/cyber-ranges/contact/
https://www.sans.org/cyber-ranges/contact/
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Join SANS Skills Quest by NetWars - Core Edition to help computer scientists
and cryptologists of the past solve mysteries. They will test our defensive,
offensive, forensic, and threat intelligence aptitude.

Example Topics
) )

e SIEM/ELK threat hunting
e Cyber Threat Intelligence
Python Coding Essentials
Linux Fundamentals
PowerShell Fundamentals
Social Engineering
Regular Expressions

Focus Areas: Core, multi-disciplinary
CPEs:Upto 12

Delivery: Online

Leaderboard: Cohort only

Levels: All

Minimum Seats: 1

Moderator Required: No

Player Mode: Solo & Team Firewall Fundamentals
Run Time: 6 or 12 months Network Scanning and

Scorecard: Yes Enumeration
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Example Task

N
The Grace Hopper Fan Club has a debugger platform that's been attacked by
malicious actors. Use the web log, a packet capture, guided questions, and hints to
figure out what happened, who did it, and what follow-on actions they should expect

from the threat!
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Suggested Tools

A browser-based Linux virtual machine, Zeek, Snort, ELK, Hashcat, Exiftool, Scapy, Burp
Suite, Yafu, Nmap, jg, Docker, and others.

Computer Requirements
N

e 8GB of RAM (minimum)

e |nternet-based | Memory: 8GB; Browsers: Any browser tab or in our browser-based
virtual machine.

e Optionally, some challenge assets can be downloaded and analyzed locally.
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For more information, speak with a SANS Advisor at sans.org/cyber-ranges/contact


https://www.sans.org/cyber-ranges/contact/
https://www.sans.org/cyber-ranges/contact/
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Sections/Chapters 31and growing
Total challenges Over 200 and growing

Total points available 4000+

Difficulty mix 56% Beginner | 37% Intermediate | 6% Advanced | 1% Extreme
Deployment Browser-based; 6 and 12-month subscriptions available
Reporting Score dashboard highlights individual achievements and overall progress.
Linux Labyrinth Shell navigation, process & network basics Jr SOC, SysAdmin
ELK SIEM Log Analysis Threat-hunt in Elastic, event-ID SOC Tier 1-2,

triage, host <> network pivots Threat Hunter
Linux Binary /proc forensics, open-file & socket DFIR, Malware Analyst
Analysis discovery, malware triage
Galileo’s Enigma Encoding, password attacks, SSH/FTP enum Blue/Red Hybrid

Come Watson - CTI OSINT fundamentals, actor profiling CTI Analyst
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Grace’s Debugger
Platform

PowerShell Assault

Filament Foolery

Terminal Treasure
Hoard

Seven Deadly
Crypto Sins

Feistel's ECB School
Zeek

The Elf COde

Cloud Command Lines
Packet Analysis 101/201
SegFault Society

Ada Lovelace -
Assembly

Sort-0O-Matic / Get Big
Cabal Tracker

Cloud Storage
Employee Search
Webmail

Admin Tools

Windows debugging, credential-theft detection

PS recon & automation, web
requests, CSV parsing

Web enumeration, TLS cert
review, Python scripting

Packet filters, regex, fuzzing,
GPG, privilege escalation

Real-world crypto errors (ECB, reuse, entropy)

Block-cipher internals, padding-oracle exploits
Network forensics via Zeek scripting & logs
Python logic, type casting, control flow puzzles
AWS/Azure CLI, IMDS abuse, creds handling
PCAP triage, exfil detection, TShark, WPA/WEP
Log slicing, memory-corruption indicators

x64 shellcode, syscall crafting

Bash sort/unig, log mining at scale
Graph-query CTI, link analysis

S3 enum, pickle deserialization RCE
People OSINT, QR-code analysis
Phishing-kit reverse engineering

Admin shares, RDP security, tool misuse

DFIR, Win IR

Blue Team, Win Admin

AppSec, DevSecOps

Red/Blue Senior

App Pentest, Crypto Eng

Crypto Research
NDR Engineer, DFIR
DevSecOps

Cloud Engineer
SOC Tier 1-3

App Security

Exploit Dev

Data Ops
Threat Intel
Cloud Security
HR Security
Email Analyst

SysAdmin
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Domain Registrar

Depot - Marshal
or aMaze

WAFfle Time!

Infiltrating
Ancient Ruins

Get a Job
USB HIDden
Sort-0-Matic

Get Big

Mapped SANS Courses:

DNS/WHOIS tamper detection

Deserialization & fuzzing RCE

WAF bypass, HTTP smuggling

Advanced search-string OSINT

Social-eng résumé bait

DNS Ops

AppSec, Red Team

Web Pentest

Red Team

Sec-Awareness

USB packet crafting, HID injection DFIR

Quick log sorting (awk/uniq)

Regex on large data sets

SOC Tier 1

Data Engineer

SEC301/401 (fundamentals), SEC503/504 (blue-team and IR), SEC560/575/760 (red-team), FOR500/508 /572
(forensics), SEC488 (cloud), SEC660/663 (exploit & crypto), FOR578 (CTI), plus others per section.

Role coverage - challenges map to
SOC Tier 1-3, Threat Hunt, DFIR, AppSec,
Cloud, and Red Team tracks.

Immediate ROI - validates the skills you've
mastered and the capabilities you can immediately
apply on the job. It also provides SANS course
recommendations to accelerate your career growth
and strengthen your organization’s defenses.

Safe, repeatable labs - browser-delivered,;
practice safely in an isolated, cloud-based
environment — no software installation required.

Objective metrics - executives receive dwell-time,
success-rate, and discipline-heat-map dashboards.

Flexible delivery - self-paced
(6 or 12 month access)

Contact sales@sans.org to arrange a live demo or pilot license for your team.



