Sample Training Request Letter

Use the following sample request letter, or elements of it, to justify the time and budget required to complete SANS training to your manager. Simply copy and paste text into an email to your manager, then make any necessary adjustments to personalize the information. Once you hit send, you’ll be one step closer to gaining the skills required to protect your organization and advance your career.

Subject: Request for cybersecurity training from SANS Institute

[Decision Maker Name],

I’m writing to request time and budget approval to take the SANS Institute’s information security course SEC660: Advanced Penetration Testing, Exploit Writing, and Ethical Hacking and its associated GIAC Exploit Researcher and Advanced Penetration Tester (GXPN) exam. 

The information below explains how this training and certification will benefit our organization, the skills I will gain, and the expected costs associated with attending.

Course Description

SEC660: Advanced Penetration Testing, Exploit Writing, and Ethical Hacking is an advanced offensive security course designed for experienced penetration testers and security professionals who need to assess modern enterprise environments beyond traditional penetration testing techniques.

Through six days of instruction, more than 30 hands-on labs, evening boot camps, and a Capture-the-Flag (CTF) exercise, the course develops advanced skills in exploit development, network attacks, cryptographic implementation testing, product security testing, fuzzing, and Windows and Linux exploitation. The latest course update introduces AI-assisted workflows that accelerate vulnerability research, exploit analysis, scripting, and reverse engineering while reinforcing the technical knowledge required to validate AI-generated results.

As organizations continue adopting modern operating systems, exploit mitigations, cloud-native technologies, and AI-assisted development workflows, offensive security teams need practical experience with today's attack techniques to accurately identify security weaknesses and demonstrate real business risk.

Course Objectives

Once I’ve completed the course, I’ll be able to:

· Perform advanced penetration testing against modern enterprise networks, applications, and operating systems
· Develop and analyze custom exploits for Windows and Linux environments
· Evaluate and bypass modern exploit mitigations including ASLR, DEP, stack canaries, and return-oriented programming (ROP)
· Assess cryptographic implementations and identify weaknesses that expose organizations to attack.
· Perform product security testing and apply modern fuzzing techniques to discover software vulnerabilities
· Leverage AI to assist with exploit research, scripting, vulnerability analysis, and reverse engineering while validating results through manual analysis
· Conduct realistic post-exploitation activities including Docker escape techniques, privilege escalation, and advanced network attacks

Expected Organizational Benefits

After completing SEC660, I will be better equipped to help our organization:

· Identify complex vulnerabilities that traditional assessments often overlook
· Validate the effectiveness of security controls using advanced offensive techniques
· Improve the quality of penetration testing findings through exploit validation and proof-of-concept development
· Assess modern enterprise technologies using current offensive methodologies
· Evaluate software, products, and cryptographic implementations before attackers can exploit weaknesses
· Increase the organization's ability to understand and prioritize security risks through realistic attack simulation

Associated Certification: GIAC Exploit Researcher and Advanced Penetration Tester (GXPN)

· The GXPN certification is for offensive security professionals who perform advanced penetration testing, exploit development, and security research. It certifies that I have mastered advanced attack techniques, exploit mitigation bypasses, Windows and Linux exploitation, cryptographic implementation testing, fuzzing, and the ability to identify, validate, and demonstrate complex security vulnerabilities in modern enterprise environments.
· See the “Exam Certification Objectives and Outcomes Statements” section of the GXPN: GIAC Exploit Researcher and Advanced Penetration Tester page for a list of covered topics.

Expected Cost

I’d like to take SEC660 [fill in either: (1) “at [event name], from [start date] through [end date].” or (2) “online, with four months of access to the SANS [select OnDemand or SelfStudy] training platform.” or (3) “online, with live virtual sessions and [select four (Simulcast) or six (vLive)] months of access via the SANS training platform [select Simulcast or vLive] from [start date] through [end date].”].
 
The attached unpaid invoice shows the cost of the course [retrieve this from the course registration page and attach]; details include:

	Course fee 
	[$X,XXX]

	Subtract Early Bird / Online Training Discount
	[-$XXX]

	GIAC Certification fee
	[$849]

	OnDemand Bundle fee
	[$849]

	Travel and Hotel* (for live training only)                           
	[$XXX]

	Meals (for live training only)                                                                    
	[$XXX]

	Total estimated cost:  
	[$X,XXX]



[bookmark: _Hlk535562721]*Special hotel rates for conference attendees range from [$XXX]/night, but I must register before [xx/xx/xxxx].

Conclusion

I believe this course will significantly strengthen my ability to perform advanced penetration testing and exploit development against today's enterprise environments. The updated curriculum combines current offensive techniques with AI-assisted workflows while emphasizing the technical expertise needed to validate findings and accurately assess security risks.

Because SEC660 is taught by experienced practitioners and emphasizes hands-on application throughout the course, I'll be able to immediately apply these techniques to improve the quality, depth, and effectiveness of our organization's offensive security assessments.

Additional course information can be found on the SANS website: https://www.sans.org/cyber-security-courses/advanced-penetration-testing-exploits-ethical-hacking 

Thanks for your consideration, 

[Add standard signature] 

Attachment: 
Unpaid Invoice for SANS training [find at XXX and attach to email]
