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Deployment Readiness Guide

Mapped is an AI-powered independent data layer for commercial and industrial spaces, helping property owners, facility operators, and solution providers rapidly access real-time data from building systems, sensors, devices, and vendor APIs. 
The following document outlines the various bits of information required to ensure a successful implementation of Mapped, whether it’s a single building, a portfolio of buildings, all cloud connector based or requiring an edge gateway.

Each section covers a portion of the information required – each row also has a “Responder” field. This field will need the name of the individual that provided the answer, so we know who to check with should further questions arise during the deployment.
To avoid complications and added effort during the deployment, we typically need answers to the full list of questions, but some are more critical than others. Required questions will be labeled “Req” whereas questions with less impact will be marked “Opt. We recommend having, at minimum, the following roles involved in the review to cover the widest possible set of questions:

Customer Participants in Document
	Name
	Role

	
	Project Sponsor

	
	Facilities Management

	
	Security

	
	IT / Networking


It is entirely feasible the above roles and responsibilities are covered by a single individual or team, depending on the size of the building and the complexity of the systems. We'll be set as long as someone knowledgeable enough to address the questions related to these areas is available.
Mapped Organization Users
If applicable, please provide a list of users that should be added to your Mapped Org (to view the building and the data we retrieve) and which users should be admins (able to add/remove users and user related information like API tokens):
	Name
	Email
	Admin?

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Business Needs
	Question
	Req / Opt
	Answer
	Responder

	Will an edge gateway be needed (to retrieve data from BACNet, Modbus, etc)?
	Req
	
	

	Will cloud connectors be required (i.e Butlr, Energy Star, Kastle, View, etc)
	Req
	
	

	How many buildings are in scope?
	Req
	
	

	What constitutes success? Example: access control connectors deployed across portfolio of 3 buildings
	Req
	
	

	Are there any specific deadlines or time frames required?
	Req
	
	


BMS (Building Management System) Access
Skip this section if no BMS is implemented.
	Question
	Req / Opt
	Answer
	Responder

	Which Building Management System(s) are implemented?
	Req
	
	

	Do we have someone available that has full access to the BMS in use?
	Opt
	
	

	Is it possible for someone on the Mapped side to be provided with a read-only user to the BMS, to directly review?
	Opt
	
	

	Can an export of devices and / or points from a BMS be provided?
	Opt
	
	




Cloud Connectors
Skip this section if no cloud connectors are required / expected.
	Question
	Req / Opt
	Answer
	Responder

	What connectors are must have / required?
	Req
	
	

	What connectors are nice to have?
	Opt
	
	

	If more than one building is in scope, which building utilizes which connector?
	Opt
	
	

	Is API access to the connector vendor already available (some vendors require API activation), and are any credentials needed to connect to the vendor API also available?
	Req
	
	

	If a connector is needed and has not yet been developed by Mapped, is a test environment, documentation and credentials available to aid in the development?
	Req
	
	

	What usecases are in mind the required connectors – what kind of data is desired, what kind of analytics or applications will make use of the data? 
	Opt
	
	

	If the connector provides multiple types of data (like occupancy sensing as well as air quality), which specific types are needed?
	Opt
	
	


Gateway Deployment
The following sections cover the in-depth questions needed to quickly and efficiently deploy a gateway. Whether it’s the on-prem hardware option or virtualized software gateway, we will need to know and understand your network structure. OT (Operational Technology) networks are often segmented from the IT network, and typically have different security and topology that needs shared in advance.
Skip this section if no gateways will be needed.
Documentation & Files
There are several files needed to successfully deploy a gateway - if the entire set of files are unavailable, even a partial set is helpful. Each file type supports a different part of the deployment – network diagram enables us to better configure the gateway to locate devices, floorplans allow us to render a building in our console and helps with space mapping, mechanical and as-built drawings help with device and point labeling accuracy.
	File Name
	Available?
	Responder

	Network Diagram
	
	

	Floorplans
	
	

	Mechanical Drawings
	
	

	As-Built Drawings
	
	




Gateway to Mapped Cloud 
	Question
	
	Answer
	Responder

	Will you use DHCP (dynamic or reserved) for the gateway’s WAN/cloud facing port or will you need a static IP assigned to the gateway? 

If a static IP needs to be assigned, please provide it here, along with subnet, DNS and gateway servers. 

If a specific NTP server is needed, please provide that as well.
	Req
	
	

	Is outbound port 443 open on your network?
	Req
	
	

	Does your firewall have destination IP / hostname restrictions, and if so, are you able to allow our destination hostnames (FQDN ACLs)? 
	Req
	
	

	Do you make use of a proxy, such as socks5 or http-connect? If so, please provide the following details:
· Proxy type: (socks4, socks5, http-connect, or http-relay)
· IP: 
· Port: 
· Login (if required):
· Password (if required):
	Req
	
	


Gateway to On-Prem Devices
	Question
	
	Answer
	Responder

	Do you plan to deploy a physical (Mapped provided) gateway or make use of a virtualized gateway (VMWare, Hyper-V, Nutanix) or (Kubernetes, Docker, Neeve Secure Edge)? If a software option, which deployment platform is in use?
	Req
	
	

	Do you have a separate BMS / OT network, or are the devices accessible through your IT network? 
	Req
	
	

	If there is a separate BMS / OT network, does it have access to the Internet, or is it isolated?
	Req
	
	

	The previous two questions determine if we need to configure one port or two ports

	Will you use DHCP (dynamic or reserved) for the gateway’s LAN/devices facing port or will you need a static IP assigned to the gateway? If a static IP needs defined, please provide it here.
	Req
	
	

	Please provide the IP and subnet ranges for all applicable network (IT and OT / BMS).
	Req
	
	

	Please also provide all Egress IP addresses from the network where the gateway is deployed – i.e. any IP addresses we may see sending traffic to our network.
	Opt
	
	

	Are all devices and controllers visible to a single network, either directly or through VLAN trunking at the switch? If not, multiple gateways may be required.
	Req
	
	

	Do you use custom ports for any on-prem control network protocols? For example, BACnet on a port other than 47808, C-Bus (CNI) on a port other than 10001, KNX on a port other than 3671, etc.
	Req
	
	

	Do you have any port filtering or port authentication in place, such as 802.1X?
	Req
	
	

	Are you using any protocols besides BACnet, like oBIX with Niagara, OPC-UA, KNX or others? 
	Req
	 
	

	If using BACnet protocol, do you make use of BACnet/IP Broadcast Management Devices (BBMDs)? If so, please provide the BBMD IP(s) here.
	Req
	
	

	If using OPC-UA, please provide the endpoint, credentials, and the BMS system or server (including version) exposing the provided OPC-UA endpoint. 
	Opt
 
	 
	

	If using a hardware gateway, will the gateway be housed in close proximity to the network switches/routers?
	Opt
	
	

	By default, our gateway will scan for all accessible data – in some buildings, this could be hundreds of thousands of points. Do you have a subset of data you want us to focus on, like specific Controllers or specific devices, like certain AHUs?

If so, please provide as much detail about those devices as possible, especially IP and port information, so we can reduce our scans to the desired data.
	Req
	
	



Misc Building Details
	Question
	
	Answer
	Responder

	Please provide the address(es) of the building(s) in scope.
	Req
	
	

	How many floors are there in the building(s)?

If files like floorplans were provided, skip this question.
	Opt
	
	

	Do you consider the ground floor the first floor (standard in Europe and most British influenced countries) or is the first floor the next level up from the ground floor (standard in the U.S.)
	Req
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