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SYSTEMS, METHODS, AND DEVICES FOR
PREVENTING CREDENTIAL PASSING
ATTACKS

INCORPORATION BY REFERENCE TO ANY
PRIORITY APPLICATIONS

This application claims the benefit of U.S. Provisional
Application No. 63/325,419, filed Mar. 30, 2022, and titled
PREVENTING CREDENTIAL PASSING ATTACKS. Each
of the foregoing applications is hereby incorporated by
reference in their entirety.

Any and all applications for which a foreign or domestic
priority claim is identified in the Application Data Sheet as
filed with the present application are hereby incorporated by
reference under 37 CFR 1.57.

BACKGROUND
Field

The embodiments herein are generally directed to sys-
tems, methods, and devices for computer security.

Description

There are various forms of credential passing attacks
whereby an attacker attempts to use a credential obtained on
one node of a network to gain access to one or more other
nodes. Forms of credential passing attacks may include, for
example, pass the ticket (PTT) attacks, pass the hash (PTH)
attacks, ticket granting ticket (TGT) attacks (also known as
a “golden ticket attack™), and ticket granting service (TGS)
attacks (also known as silver ticket attacks). As known
generally in the field, a PTT attack is a credential theft
technique that enables attackers to use stolen tickets to
authenticate to resources without compromising a user’s
password. TGT and TGS attacks may work in a similar
fashion. A PTH attack is a technique in which an attacker
captures a password hash and simply passes it through for
authentication to a network system.

Novel techniques for detecting and preventing credential
passing attacks are needed.

SUMMARY OF THE INVENTION

Various embodiments described herein relate to systems,
devices, and methods for preventing credential passing
attacks. For purposes of this summary, certain aspects,
advantages, and novel features of the invention are described
herein. It is to be understood that not all such advantages
necessarily may be achieved in accordance with any par-
ticular embodiment of the invention. Thus, for example,
those skilled in the art will recognize that the invention may
be embodied or carried out in a manner that achieves one
advantage or group of advantages as taught herein without
necessarily achieving other advantages as may be taught or
suggested herein.

In some embodiments, described herein is a computer-
implemented method for preventing credential passing
attacks, the computer-implemented method comprising:
receiving, by a computer system, an input; determining, by
a credential passing mitigation module, whether the input is
a credential access command, wherein the determination of
whether the input is a credential access command comprises
searching for occurrences of references to executables
related to adding, reading, copying, or performing actions
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2

with respect to a credential in a user session; if the input is
determined to be a credential access command, performing,
by an anomaly detection module, anomaly detection corre-
sponding to the credential access command, wherein per-
forming the anomaly detection comprises: evaluating
whether a user is a valid domain user to which the creden-
tials belong; evaluating whether an elapsed time of the
credential is greater than a maximum lifetime of the cre-
dential; and evaluating whether a privilege attribute certifi-
cate of the credential is valid; determining that an anomaly
exists if: the console command was generated by an invalid
domain user; an elapsed time of a credential is greater than
a maximum lifetime for the credential; or the privilege
attribute certificate of the credential is invalid; and if an
anomaly is determined to exist, performing mitigation of the
anomaly, wherein the computer system comprises a proces-
sor and memory.

In some embodiments, provided herein is the computer-
implemented method, wherein the input comprises a console
command and command parameters, an intercepted API call,
payload data in network packets, and/or a credential ticket.

In some embodiments, provided herein is the computer-
implemented method, wherein the input is a file transfer API
call that references a file to be transferred, and wherein the
method further comprises: determining whether the file to be
transferred is an executable; if the file to be transferred is
determined to be an executable, transmitting, by the com-
puter system, a report to a security module, wherein the
report includes a hash generated from the executable file.

In some embodiments, provided herein is the computer-
implemented method, further comprising: receiving, by a
security module, a report from one or more other computer
systems; performing, by the security module, pattern rec-
ognition, wherein the pattern recognition comprises com-
paring the report to a plurality of predetermined patterns;
determining, by the security module, that an alert threshold
has been met based on whether the report matches any one
of the predetermined pattern.

In some embodiments, provided herein is the computer-
implemented method, further comprising: generating an
alert, wherein the alert includes data from the reports; and
mitigating, by the computer system, the alert by deleting the
executable file.

In some embodiments, provided herein is the computer-
implemented method, wherein the input comprises network
packet data, wherein the network packet data is determined
by: intercepting, by the computer system, network packets,
wherein the network packets comprise incoming or outgoing
packets relative to the computer system; parsing, by the
computer system, each packet of the network packets
according to a protocol used to generate each packet, in
order to obtain network packet data from each packet; and
decoding, by the computer system, each packet in order to
obtain network packet data from each packet.

In some embodiments, provided herein is the computer-
implemented method, wherein performing mitigation of the
anomaly comprises deleting the input, adding a representa-
tion of the input to an anti-virus software, restoring files
modified by the input, and taking steps to reduce actions
performed by the input.

In some embodiments, provided herein is the computer-
implemented method, wherein evaluating whether the user
is a valid domain user to which the credentials belong
comprises querying a domain controller to determine
whether the user is a member of the domain.

In some embodiments, provided herein is the computer-
implemented method, wherein evaluating whether the
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elapsed time of the credential is greater than a maximum
lifetime of the credential comprises determining whether the
elapsed time since the credential was issued is greater than
the maximum lifetime for that type of credential according
to a KERBEROS policy.

In some embodiments, provided herein is the computer-
implemented method, wherein evaluating whether a privi-
lege attribute certificate of the credential is valid comprises
evaluating logs of a logon server to determine existence of
an issuance record of the credential to the user.

In some embodiments, described herein is a computer-
implemented method for preventing credential passing
attacks, the system comprising: one or more non-transitory
computer storage media configured to store computer-ex-
ecutable instructions that when executed by the central
coordinating processing node and/or the plurality of pro-
cessing nodes, cause the central coordinating processing
node and/or the plurality of processing nodes to: receive an
input; determine whether the input is a credential access
command, wherein the determination of whether the input is
a credential access command comprises searching for occur-
rences of references to executables related to adding, read-
ing, copying, or performing actions with respect to a cre-
dential in a user session; if the input is determined to be a
credential access command, perform anomaly detection
corresponding to the credential access command, wherein
performing the anomaly detection comprises: evaluating
whether a user is a valid domain user to which the creden-
tials belong; evaluating whether an elapsed time of the
credential is greater than a maximum lifetime of the cre-
dential; and evaluating whether a privilege attribute certifi-
cate of the credential is valid; determining that an anomaly
exists if: the console command was generated by an invalid
domain user; an elapsed time of a credential is greater than
a maximum lifetime for the credential; or the privilege
attribute certificate of the credential is invalid; and if an
anomaly is determined to exist, perform mitigation of the
anomaly.

In some embodiments, provided herein is the computer-
implemented method, wherein the input comprises a console
command and command parameters, an intercepted API call,
payload data in network packets, and/or a credential ticket.

In some embodiments, provided herein is the computer-
implemented method, wherein the input is a file transfer API
call that references a file to be transferred, and wherein the
method further comprises: determining whether the file to be
transferred is an executable; if the file to be transferred is
determined to be an executable, transmitting, by the com-
puter system, a report to a security module, wherein the
report includes a hash generated from the executable file.

In some embodiments, provided herein is the computer-
implemented method, further comprising: receiving, by a
security module, a report from one or more other computer
systems; performing, by the security module, pattern rec-
ognition, wherein the pattern recognition comprises com-
paring the report to a plurality of predetermined patterns;
determining, by the security module, that an alert threshold
has been met based on whether the report matches any one
of the predetermined pattern.

In some embodiments, provided herein is the computer-
implemented method, further comprising: generating an
alert, wherein the alert includes data from the reports; and
mitigating, by the computer system, the alert by deleting the
executable file.

In some embodiments, provided herein is the computer-
implemented method, wherein the input comprises network
packet data, wherein the network packet data is determined
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by: intercepting, by the computer system, network packets,
wherein the network packets comprise incoming or outgoing
packets relative to the computer system; parsing, by the
computer system, each packet of the network packets
according to a protocol used to generate each packet, in
order to obtain network packet data from each packet; and
decoding, by the computer system, each packet in order to
obtain network packet data from each packet.

In some embodiments, provided herein is the computer-
implemented method, wherein performing mitigation of the
anomaly comprises deleting the input, adding a representa-
tion of the input to an anti-virus software, restoring files
modified by the input, and taking steps to reduce actions
performed by the input.

In some embodiments, provided herein is the computer-
implemented method, wherein evaluating whether the user
is a valid domain user to which the credentials belong
comprises querying a domain controller to determine
whether the user is a member of the domain.

In some embodiments, provided herein is the computer-
implemented method, wherein evaluating whether the
elapsed time of the credential is greater than a maximum
lifetime of the credential comprises determining whether the
elapsed time since the credential was issued is greater than
the maximum lifetime for that type of credential according
to a KERBEROS policy.

In some embodiments, provided herein is the computer-
implemented method, wherein evaluating whether a privi-
lege attribute certificate of the credential is valid comprises
evaluating logs of a logon server to determine existence of
an issuance record of the credential to the user.

BRIEF DESCRIPTION OF THE DRAWINGS

In order that the advantages of the methods and devices be
readily understood, a more particular description briefly
described above will be rendered by reference to specific
embodiments illustrated in the appended drawings. Under-
standing that these drawings depict only typical embodi-
ments of the methods and devices and are not therefore to be
considered limiting of its scope, the systems, methods, and
devices will be described and explained with additional
specificity and detail through use of the accompanying
drawings.

The drawings are provided to illustrate example embodi-
ments and are not intended to limit the scope of the disclo-
sure. A better understanding of the systems and methods
described herein will be appreciated upon reference to the
following description in conjunction with the accompanying
drawings, wherein:

FIG. 1A is a schematic block diagram illustrating an
example embodiment(s) of a network environment for per-
forming a method for detecting credential passing attacks;

FIG. 1B is schematic block diagram illustrating an
example embodiment(s) of components on a computer sys-
tem for preventing credential passing;

FIG. 2A is a process flow diagram illustrating an example
embodiment(s) of a method for detecting credential passing
attacks input through a console;

FIG. 2B is a process flow diagram illustrating an example
embodiment(s) of a method for detecting API calls per-
formed in a credential passing attack;

FIG. 3A s a process flow diagram illustrating an example
embodiment(s) of a method for reporting movement of
executable files across a;
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FIG. 3B is a process flow diagram illustrating an example
embodiment(s) of a method for monitoring movement of
executable files across a network;

FIG. 4 is a process flow diagram illustrating an example
embodiment(s) of a method for processing domain control-
ler traffic;

FIG. 5 is a process flow diagram illustrating an example
embodiment(s) of a method for performing anomaly detec-
tion; and

FIG. 6 is a schematic block diagram illustrating an
example embodiment(s) of a computer system suitable for
implementing the present methods.

FIG. 7 is a schematic block diagram illustrating an
example embodiment(s) of components on a computer sys-
tem.

DETAILED DESCRIPTION

Although certain preferred embodiments and examples
are disclosed below, inventive subject matter extends
beyond the specifically disclosed embodiments to other
alternative embodiments and/or uses and to modifications
and equivalents thereof. Thus, the scope of the claims
appended hereto or as presented in the future is not limited
by any of the particular embodiments described below. For
example, in any method or process disclosed herein, the acts
or operations of the method or process may be performed in
any suitable sequence and are not necessarily limited to any
particular disclosed sequence. Various operations may be
described as multiple discrete operations in turn, in a manner
that may be helpful in understanding certain embodiments;
however, the order of description should not be construed to
imply that these operations are order dependent. Addition-
ally, the structures, systems, and/or devices described herein
may be embodied as integrated components or as separate
components. For purposes of comparing various embodi-
ments, certain aspects and advantages of these embodiments
are described. Not necessarily all such aspects or advantages
are achieved by any particular embodiment. Thus, for
example, various embodiments may be carried out in a
manner that achieves or optimizes one advantage or group of
advantages as taught herein without necessarily achieving
other aspects or advantages as may also be taught or
suggested herein.

It can be readily understood that the components of the
inventive subject, as generally described and illustrated in
the Figures herein, can be arranged and designed in a wide
variety of different configurations. Thus, the following more
detailed description of the embodiments, as represented in
the Figures, is not intended to limit the scope of the
disclosure, as claimed, but is merely representative of cer-
tain examples of presently contemplated embodiments in
accordance with the inventive subject matter. For example,
in any method or process disclosed herein, the acts or
operations of the method or process may be performed in
any suitable sequence and are not necessarily limited to any
particular disclosed sequence. Various operations may be
described as multiple discrete operations in turn, in a manner
that may be helpful in understanding certain embodiments;
however, the order of description should not be construed to
imply that these operations are order dependent. The pres-
ently described embodiments can be best understood by
reference to the drawings, wherein like parts are designated
by like numerals throughout.

Certain exemplary embodiments will now be described to
provide an overall understanding of the principles of the
structure, function, manufacture, and use of the devices and
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methods disclosed herein. One or more examples of these
embodiments are illustrated in the accompanying drawings.
Those skilled in the art will understand that the systems,
devices, and methods specifically described herein and illus-
trated in the accompanying drawings are non-limiting exem-
plary embodiments and that the scope of the present inven-
tion is defined solely by the claims. The features illustrated
or described in connection with one exemplary embodiment
may be combined with the features of other embodiments.
Such modifications and variations are intended to be
included within the scope of the present technology.

Embodiments in accordance with the inventive subject
matter may be embodied as an apparatus, systems, method,
device, or computer program product. Accordingly, the
inventive subject matter may take the form of an entirely
hardware embodiment, an entirely software embodiment
(including firmware, resident software, micro-code, etc.), or
an embodiment combining software and hardware aspects
that may all generally be referred to herein as a “module” or
“system.” Furthermore, the inventive subject matter may
take the form of a computer program product embodied in
any tangible medium of expression having computer-usable
program code embodied in the medium.

Any combination of one or more computer-usable or
computer-readable media may be utilized. For example, a
computer-readable medium may include one or more of a
portable computer diskette, a hard disk, a random-access
memory (RAM) device, a read-only memory (ROM) device,
an erasable programmable read-only memory (EPROM or
Flash memory) device, a portable compact disc read-only
memory (CDROM), an optical storage device, and a mag-
netic storage device. In some embodiments, a computer-
readable medium may comprise any non-transitory medium
that can contain, store, communicate, propagate, or transport
the program for use by or in connection with the instruction
execution system, apparatus, or device.

Computer program code for carrying out operations of the
embodiments herein may be written by any combination of
one or more programming languages, including an object-
oriented programming language such as Java, Smalltalk,
C++, or the like, and conventional procedural programming
languages, such as the “C” programming language or similar
programming languages, and may also use descriptive or
markup languages such as HTML, XML, JSON, and the
like. The program code may execute entirely on a computer
system as a stand-alone software package, on a stand-alone
hardware unit, partly on a remote computer spaced some
distance from the computer, or entirely on a remote com-
puter or server. In the latter scenario, the remote computer
may be connected to the computer through any type of
network, including a local area network (LAN) or a wide
area network (WAN), or the connection may be made to an
external computer (for example, through the Internet using
an Internet Service Provider).

The embodiments herein are described below with refer-
ence to flowchart illustrations and/or block diagrams of
methods, apparatus, systems, and computer program prod-
ucts according to some embodiments. It can be understood
that each block of the flowchart illustrations and/or block
diagrams, and combinations of blocks in the flowchart
illustrations and/or block diagrams, can be implemented by
computer program instructions or code. These computer
program instructions may be provided to a processor of a
general-purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data
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processing apparatus, create means for implementing the
functions/acts specified in the flowchart and/or block dia-
gram block or blocks.

In some embodiments, these computer program instruc-
tions may also be stored in a non-transitory computer-
readable medium that can direct a computer or other pro-
grammable data processing apparatus to function in a
particular manner, such that the instructions stored in the
computer-readable medium produce an article of manufac-

8

For example, a normal domain user may not have the
privilege to connect to a domain controller to obtain user
login information or user password hashes, such as those
that are stored in the NTDS.dit file on the domain controller.
To obtain such access, an attacker may (1) obtain access to
the user session of a normal domain user, (2) generate the
forged golden ticket for a privileged user locally, (3) inject
the forged golden ticket into the user session, (4) use the
forged golden ticket to grant a silver ticket to access the

ture including instruction means which implement the func- 10 - .
tion/act specified in the flowchart and/or block diacram domain controller, and (5) access the domain controller
P & machine and steal the NTDS.dit file, which is a database file
block or blocks. . .
. . . storing all password hashes for all domain users.
In some embodiments, the computer program instructions In th ) % described ab h "
may also be loaded onto a computer or other programmable = } e example attac . e§1:r1 cda OVE’ the an?C e(ri may
data processing apparatus to cause a series of operational 15 US¢ 10r example, a Mimikatz or Rubeus tool and run
steps to be performed on the computer or other program- commands supported by these tools to get the forged golden
mable apparatus to produce a computer implemented pro- ticket for an administrator and then insert the ticket into
cess such that the instructions which execute on the com- currf:nt user session. To do so, these tools may make use of
puter or other programmable apparatus provide processes a windows API such as "LsaCallAuthentlcatlonPackage.”
for implementing the functions/acts specified in the flow- 20 Using Dynamic Link Library (DLL) hooks, applications
chart and/or block diagram block or blocks. accessing this API may be monitored to determine which
The methods disclosed herein provide an improved user is submitting a credential. When a normal domain user
approach for preventing credential passing attacks. In an submits a credential for a privileged user, this can be
operating system, a KERBEROS protocol may be used for detected and blocked according to the embodiments herein.
authenticating service requests between trusted hosts across 25 Various approaches for blocking such credential passing
an untrusted network, such as .the. inFernet. Under this attacks are described in detail below.
protocol, a KERBEROS Key Distribution Center (KDC) Referring to FIG. 1A, the methods disclosed herein may
issues a ticket authenticate a user. The ticket includes a b practiced in a network environment 100 including one or
uﬁnque session kelzydarlld tlmestampkthat specifies how ipng more server system(s) 102 connected to a network 104, such
that session 1s valid. In some attacks, open-source applica- 30 ,q o Internet, local area network (LAN), wide area network
tion tools such as Mimikatz and Rubeus can be used to
. . (WAN), or another type of network. One or more server
generate forged KERBEROS golden or silver tickets that . . .
. . . . . systems 102 in the network environment 100 may imple-
can be injected into a user session to gain control of an active .
- - - . .. ment network services (e.g., database, remote desktop,
directory (AD) domain and acquire higher privileges domai ice (DNS b 1
enabling performing any action available to an administra- 35 Omaln name service (, ,)’ WED Server, email Server, etc.)
tor. An attacker may use these tools to generate a forged domain controllers, active directory services, and the like. In
golden ticket for a privileged user after stealing credentials some embodiments, one or more user endpoints 106 may
of the privileged user from LSASS.exe memory locally. For access the one or more serv er systems 102 .by means of the
example, attackers who forge KERBEROS ticket-granting network 104. In some embodiments, endpoint 106 may be a
tickets (golden tickets) may generate authentication material 40 desktop or laptop computer, tablet computer, smartphone,
for any account. Using these types of tickets, attackers may wearable computing device, 10T device, or any other type of
request TGS tickets to enable access to specific resources. computing device.
For example, attackers who forge KERBEROS ticket-grant- In some embodiments, one or more security modules 108
ing tickets (golden tickets) may generate authentication may execute within the network environment 100 and
material for any account. Using these types of tickets, 45 implement methods ascribed herein to the security module
attackers may request TGS tickets to enable access to 108. The security module 108 may implement some or all of
specific resources. In another example, an attacker may the functions ascribed to the BotSink in the applications
create a silver ticket by cracking a computer account pass- listed in Table 1, which are hereby incorporated herein by
word in order to generate a fake authentication ticket. reference in their entirety.
TABLE 1
INCORPORATED APPLICATIONS
Filing Date Serial No. Title
Now. 7, 2013 14/074,532 Methods and Apparatus for Redirecting Attacks on a
Network
May 7, 2014 61/989,965 Distributed System for Bot Detection
Aug. 12,2014 14/458,065 Emulating Successful Shellcode Attacks
Aug. 12,2014 14/458,026 Distributed System for Bot Detection
Aug. 22,2014 14/466,646 Evaluating URLS for Malicious Content
Nowv. 20, 2014 14/549,112 System and Method for Directing Malicious Activity to
a Monitoring System
Jul. 21, 2015 14/805,202 Monitoring Access of Network Darkspace
Dec. 10, 2015 14/965,574 Database Deception in Directory Services
Apr. 29, 2016 15/142,860 Authentication Incident Detection and Management
May 12, 2016  15/153,471 Luring Attackers Towards Deception Servers
May 17, 2016  15/157,082 Emulating Successful Shellcode Attacks
Jul. 7, 2016 15/204,779 Detecting Man-In-The-Middle Attacks
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TABLE 1-continued

10

INCORPORATED APPLICATIONS

Filing Date Serial No. Title

Nowv. 23, 2016  15/460,117 Implementing Decoys in Network Endpoints
Dec. 19, 2016 15/383,522 Deceiving Attackers in Endpoint Systems

Sep. 5, 2017 15/695,952 Ransomware Mitigation System

Feb. 9, 2018 15/893,176 Implementing Decoys in a Network Environment
Sep. 5, 2017 15/695,952 Ransomware Mitigation System

Feb. 9, 2018 15/893,176 Implementing Decoys in a Network Environment
May 22, 2019 16/420,074 Deceiving Attackers in Endpoint Systems

May 31, 2019 201921021696 Implementing Decoys in a Network Environment
Aug. 16,2019 16/543,189 Deceiving Attackers Accessing Active Directory Data
Apr. 15,2020 16/849,813 Deceiving Attackers Accessing Network Data
Jul. 13, 2021 17/374,087 Preserving DLL Hooks

In some embodiments, an attacker system 110 may
attempt to access a server system 102 or endpoint 106. In
some embodiments, the attacker system 110 may be a
separate computer system or malicious code executing on a
server system 102 or endpoint 106. As discussed herein, the
attacker system 110 may attempt a credential passing attack.
One or both of the server system 102 and endpoint 106 may
implement methods disclosed herein to detect and/or other-
wise mitigate the attack.

The methods disclosed herein may make use of DLL
hooks in order to detect and/or otherwise mitigate credential
passing attacks. The incorporated applications describe vari-
ous approaches for implementing DLL hooks, any of which
may be used to implement DLL hooks according to the
method described herein. For example, U.S. application Ser.
No. 15/383,522 describes a system that intercepts certain
operating system commands to determine whether the com-
mands reference protected data. The interception of these
commands may be implemented by DLL hooks substituted
for DLL executables for these commands. In another
example, U.S. application Ser. No. 15/695,952 describes a
system that modifies file system commands to mitigate
ransomware attacks. File system commands may be modi-
fied by using a DLL hook to replace a file system command
executable with a modified DLL executable performing the
modified file system commands. U.S. application Ser. No.
17/374,087 describes various approaches for implementing
DLL hooks and preventing detection and removal of DLL
hooks.

Referring to FIG. 1B, server system 102 and endpoint 106
may implement some or all of the illustrated components. In
some embodiments, these components may include an oper-
ating system 112. The operating system 112 may be imple-
mented as WINDOWS, LINUX, MACOS, 10S, OSX, or
another operating system. In some embodiments, the oper-
ating system 112 may define a user space 114 and a kernel
space 116. As used herein, the terms ‘“kernel space” and
“user space” may be understood to refer to the two types of
virtual memory provided by the modern computer operating
systems such as LINUX and WINDOWS. Primarily, sepa-
ration between the kernel and user space serves to provide
memory protection and hardware protection from malicious
or errant software behavior. In some embodiments, kernel
space is strictly reserved for running a privileged operating
system kernel, kernel extensions, and most device drivers. In
contrast, in some embodiments, user space refers to the
memory area used to execute various programs and libraries
interacting with the privileged operating system running in
the kernel space: software that performs input/output,
manipulates file system objects, application software, etc.
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In some embodiments, a console 118 (e.g., a command
line interface (CU)) and one or more applications 120 may
be executed in the user space 114. Methods described herein
as being performed on a server system 102 or user endpoint
106 may be implemented by a credential passing mitigation
module 122 operating in the user space 114. In some
embodiments, the credential passing mitigation module 122
may include an anomaly detection module 124 configured to
detect anomalies with respect to credentials used by the
operating system 112 to access data and/or services on the
computer system executing the operating system 112 or a
remote computer system, e.g., server system 102. The opera-
tion of the anomaly detection module 124 is described in
greater detail below.

In some embodiments, the credential passing mitigation
module 122 may further include a reporting module 126. In
particular, the reporting module 126 may report activities
detected on the computer system hosting the operating
system 112 to the security module 108. The operation of the
reporting module 126 in cooperation with the security
module 108 is described in greater detail below.

In some embodiments, the kernel space 116 may imple-
ment a network interface 128 for managing the transmission
and receipt of packets over the network 104, establishing
network connections over the network 104, encryption and
decryption of data transmitted over the network 104, and/or
other functions relating to communication over the network
104. As described in greater detail below, a packet filter 130
operating in kernel space 116 may inspect packets received
and/or transmitted using the network interface and forward
packets identified as suspicious, or data derived therefrom,
to the credential passing mitigation module 122.

In some embodiments, the kernel space 116 may imple-
ment a file system application programming interface (API)
132 for receiving and processing file system commands
from user space 114 (e.g., file, read, write, and create
commands and file system navigation commands). In some
embodiments, a file system filter 134 may be configured to
execute in cooperating with the credential passing mitigation
module 122 in order to detect API calls that may be
suspicious. In some embodiments, the file system filter 134
may be an executable used in place of a mini filter of the file
system API 132 and configured to perform the functions of
the mini filter in addition to cooperation with the credential
passing mitigation module 122 as described herein. In
particular, in some embodiments, the file system filter 134
may detect file system commands and report them to the
credential passing mitigation module 122 as described in
greater detail below.
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In some embodiments, the user space 114 may further
execute an authentication API 136. The authentication API
136 may manage, among other things, associating creden-
tials 138 with user session 140. For example, the authenti-
cation API 136 may be an API used to read and/or write to
the local security authority (LSA) cache in WINDOWS
(e.g., LsaCallAuthenticationPackage). The authentication
API 136 may therefore implement one or more commands
to associate a credential 138 with a user session 140.
Credentials 138 may be KERBEROS tickets, public keys, or
credentials according to any authentication approach known
in the art. In some embodiments, the authentication API 136
may be modified with one or more authentication hooks 142.
The authentication hooks may be implemented as DLL
hooks that are executed in response to calls to one or more
commands of the authentication API, such as calls to one or
more commands to add a credential 138 to a user session
140. Upon receipt of an API command associated with an
authentication hook 142, the authentication hook 142 may
transmit a message to the credential passing mitigation
module 122 reporting the APl command and parameters
received with the command, such as a credential 138 refer-
enced by the command, an identifier of the user in whose
session the command was received, and/or other informa-
tion.

Referring to FIG. 2A, in one embodiment of a credential
passing attack, an attacker may read user inputs to a console
118 and attempt to execute the same inputs to achieve the
same result, such as gaining access to credentials 138 of the
user or inserting a different credential 138 into the user
session 140. In some embodiments, the console 118 may be
modified to cooperate with the credential passing mitigation
module 122 and perform the method 200a.

The method 200a may include receiving an input in the
console 118 at step 202. In response to the input, at step 204,
the console 118 may perform keyword matching with
respect to one or both of a command and command param-
eters included in the input. In some embodiments, perform-
ing keyword matching may include searching for occur-
rences of APl commands related to adding, reading,
copying, or performing other actions with respect to cre-
dentials 138 in a user session 140. For example, these
commands may be those included in the [saCallAuthenti-
cationPackage in WINDOWS. In some embodiments, per-
forming keyword matching may include searching for ref-
erences to files or directories storing credentials 138 or
references to executables relating to credentials 138 for a
user session 140, such as the LSASS.exe that is used for
storing credentials in WINDOWS.

If the input from step 202 is found to be a credential
access command at step 206, the command is blocked and
is not executed, as shown at step 208. The input may be
found to be a credential access command if the command
and/or parameters of the input are found to include occur-
rences of keywords evaluated during the keyword matching
as described above at step 204. Command blocking the
credential access command at step 208 may include refrain-
ing from passing the command to the operating system 112,
such as an API 132, 136 of the operating system 112 for
execution. In some embodiments, commands that are not
blocked 208 may be allowed to execute or may be subject to
further security checks and allowed to execute if these
further security checks are satisfied.

Method 200qa therefore has an advantage of preventing
insertion of credentials 138 into user session 140. Method
200a may further hinder the creation, writing, or use of
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forged credentials that is performed using the commands,
files, directories, or executables evaluated at keyword
matching step 204.

Referring to FIG. 2B, in the event that the attacker system
110 does not use a console 118, the method 2006 may
additionally or alternatively be used to prevent credential
passing attacks. The method 2005 may include receiving an
API call at step 208, such as a call to a command to either
of file system API 132 or authentication API 136. In some
embodiments, receiving an API call may include detecting
the API call using DLL hooks, such as authentication hooks
142 or a modified executable for processing the API call,
such as the file system filter 134.

Method 2005 may include receiving an API call at step
208. At step 210, the method may evaluate whether the API
call is a credential access API call. As noted above, a
credential access API call may include an API call relating
to creating, adding, reading, copying, or performing other
actions with respect to credentials 138 in a user session 140.
Credential access API calls may include calls to submit
tickets to the LSA cache. A credential access API call may
be a call that includes parameters referencing files or direc-
tories storing credentials 138 or referencing executables
relating to credentials 138 for a user session 140. In some
embodiments, step 210 may be omitted since a DLL hook
for a credential access API call may inherently invoke
subsequent processing of method 2005 whenever that cre-
dential access API call is invoked.

For each credential access API call identified at step 210
or otherwise determined to be a credential access API call,
method 2005 may include performing anomaly detection at
step 212. For example, an anomaly may occur when a
normal (e.g., non-privileged, non-administrator) user
attempts to inject a credential granting the user privileges
(e.g., administrator or ticket granting privileges). For
example, injecting a TGT or TGS may be deemed to be an
anomaly. An example method for detecting anomalies may
be below with respect to FIG. 5.

If the credential access API call is found to be an anomaly
at step 214, the method 2006 may include, at step 216,
removing a credential referenced by the credential access
API call from the user session 140 of the user that submitted
the credential access API call. The credential may be an
authentic credential obtained without authorization or a
forged credential. Removing the credential may prevent the
user from using the credential on the computer system
performing method 2005 or infiltrating other computer sys-
tems using the credential.

FIGS. 3A and 3B illustrate an approach for detecting
lateral movement around a network. Once malicious code
executes on one computer system of a network, the code will
often seek to move laterally, i.e., to copy itself onto other
nodes of the network, particularly to nodes that have greater
access privileges. In some embodiments, the approach of
FIGS. 3A and 3B may be used to detect lateral movement.

FIG. 3A illustrates a method 300qa that may be executed
on a computer system such as a server system 102 or user
endpoint 106. The method 300¢ may include receiving a file
transfer API call at step 302. For example, the file transfer
API call may be detected using the modified file system filter
134 or a DLL hook. The file transfer API call may be a
command to transfer a file to a remote computer system,
such as in the same domain or a different domain as the
computer system. Some API calls may include:

the Powershell command: Copy-Item-Path attack.exe-

Destination\\servera\c$\windows\system32\attack.exe
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the CMD.EXE shell command: copy

attack.exe\\servera\c$\windows\system32\attack.exe

WINDOWS Apis: CreateFile, ReadFile, and WriteFile

The method 300a may include, at step 304, evaluating
whether the file referenced by the file transfer API call is an
executable file. Executable files may include binary
executables, scripts, portable executable (PE), or other types
of executable code. In some embodiments, other types of
files are checked, such as whether the file is a particular kind
of executable file, a credential, or other file type. In the
following description, executable files are discussed as an
example embodiment with the understanding that other
types of files could be processed in the same manner.

At step 304, if the file is found to be an executable, the
method 300a may include reporting the file to the security
module 108 at step 306. A report sent to the security module
may include a hash generated from the executable file and
transmitting the hash to the security module 108. In some
embodiments, the hash may be a locality sensitive or non-
locality sensitive hash. Although “hash” is referenced
throughout, the hash may be substituted with any value
generated as a signature or identifier of a file according to
any approach known in the art. In some embodiments, the
report may include a file name, file size, or other attributes
of the executable file. The report may also include an
identifier (IP address, name, machine access code (MAC
address), etc.) of one or both of the computer system and the
destination computer system to which the executable file
was transferred. Where network bandwidth and storage are
available, the entire executable file may be transmitted, such
as in a compressed and/or encrypted form.

The method 300a may further include monitoring actions
performed by the executable file. For example, at step 308,
the method may evaluate whether a process executing the
executable file has attempted to perform credential access.
Whether the process executing the executable file performs
credential access may be detected using any of the
approaches described herein for detecting a credential pass-
ing attack, such as the approach described below with
respect to FIG. 5. For example, upon detecting an API call
or input to the console 118 relating to credentials as dis-
cussed herein, the process that made the API call or gener-
ated the input may be identified and the executable being
executed by the process may also be identified. If the
executable is an executable identified as being transferred
according to steps 302 and 304, the condition of step 308
may be found to be met. The type of credential access that
is sufficient to meet the condition of step 308 may be that
which is identified as anomalous according to any of the
approaches described herein. In other embodiments, non-
anomalous API calls relating to credentials will also meet
the condition of step 308.

Atstep 310, if the condition of step 308 is found to be met,
a report of this may also be transmitted to the security
module 108. In some embodiments, the report may include
the hash or other identifier of the executable and a descrip-
tion or code representing a description of the action per-
formed, e.g., an attempt to forge a golden ticket or silver
ticket, an attempt to insert a credential into a user session, an
attempt to insert a credential that is found to be an anomaly
according to the methods described herein, or other action.

Referring to FIG. 3B, the method 3005 may, at step 312,
be executed by the security module 108, such as by the
reporting module 126, in response to reports received from
one or more computer systems (e.g., server systems 102
and/or user endpoints 106) according to the method 300a. At
step 314, the method 30056 may include performing pattern
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recognition with respect to the reports. Below are some
non-limiting examples of patterns:

1. A chain of N transfers where N is an integer that is 2
or greater, the chain of transfers including, for example,
a transfer of a file matching a hash from computer
system Csi to computer system Csi+1 at least N times,
e.g., CS1, to CS2, ... to CSN.

2. A report of a transfer from a user endpoint 106 to a
server system 102.

3. A first report of a transfer of a hash to a computer
system followed by a second report including the same
hash and which reports an attempt to insert a credential
into a user session on the computer system.

4. A first report including a hash and which reports an
attempt to insert a credential into a user session fol-
lowed by a second report of a transfer of the same hash.

5. Performing correlation with respect to multiple reports
from a single endpoint according to a correlation algo-
rithm and the correlation algorithm indicating suspi-
cious activity.

At step 316, the method 30056 may further include evalu-
ating whether an alert threshold has been met. In some
embodiments, the threshold may include matching any of
the patterns checked at step 314. In some embodiments, the
threshold may include a minimum chain length of computer
systems (e.g., N=2, 3, or some other value) between which
the executable file matching a hash has been passed. In some
embodiments, the threshold may include a requirement for
a chain of a minimum length for an executable file as well
as at least one report of credential use by the executable file
that is found to be anomalous according to the approach
described herein. A chain of minimum length along with
other malicious access by an executable file is another
example of activity that may meet an alert threshold.

If the alert threshold is found to be met at step 316, the
method 3005 may include, at step 318, generating an alert,
such as in the form of an email, text, or voice message,
message output on a computer system operated by an
administrator, or some other form. In some embodiments,
generating an alert may include transmitting an alert to users
of computer systems identified in the reports from step 312.
In some embodiments, the alert may include data from the
reports or data derived from the reports such as file name of
the executable, names and/or addresses of computer systems
referenced in the reports, or other data. In some embodi-
ments, an administrator may review the reports or data
derived therefrom and take appropriate action.

Step 318 may additionally include performing mitigation.
In some embodiments, mitigation may include deleting the
executable file found to meet the alert threshold on the
computer systems referenced in the reports from step 312.
Mitigation may also include adding a representation of the
executable file to anti-virus software such that the execut-
able file will be detected and deleted. In some embodiments,
mitigation may include restoring files modified by the
executable file or taking other steps to reduce actions
performed by the executable file. In some embodiments,
mitigation may include blocking a source (e.g., attacker
system 110 from which the executable file was received.

FIG. 4 illustrates an additional method 400 for preventing
credential passing attacks. The method 400 may be per-
formed by a computer system embodied as a server system
102 or a user endpoint 106. In some embodiments, the
method 400 may be particularly helpful for computer sys-
tems acting as a domain controller, such as an active
directory domain controller (ADDC).
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The method 400 may include intercepting network pack-
ets at step 402. In some embodiments, the intercepted
packets may include incoming or outgoing packets relative
to the computer system. In some embodiments, the packets
may be intercepted by the network interface 128 and passed
to the packet filter 130 in kernel space 116. In some
embodiments, the packet filter 130 may pass the packets to
the credential passing mitigation module 122 in user space
114. In some embodiments the packet filter 130 may selec-
tively pass packets such that some packets are not passed to
user space 114. For example, packets received on specific
ports may be passed to the user space 114. For example, the
packet filter 130 may pass packets received on the KER-
BEROS port (88), remote procedure call (RPC) Port 135,
server message block (SMB) port 445, Dynamic RPC port
(49152 to 65535) redirected from port 135, lightweight
directory access protocol (LDAP) port 389, or others.

In some embodiments, upon receiving a packet from
kernel space 116, the credential passing mitigation module
122 may perform the remaining steps of the method 400. At
step 404, the method 400 may include parsing each packet
according to protocol used to generate each packet in order
to obtain payload data from the packet. In some embodi-
ments, packets may be encrypted such that the packets are
decoded at step 406. The credential passing mitigation
module 122 may have network connection information,
including encryption information for each network connec-
tion and may use the connection information to decode 406
the payload data of each packet. In some embodiments, the
credential passing mitigation module 122 may assemble
payloads from multiple packets received in a network con-
nection to obtain files or other data transmitted over a
network connection. In some embodiments, the credential
passing mitigation module 122 may obtain a privileged
attribute certificate (PAC) from a credential and decode the
PAC to obtain data such as user permission, user groups,
date and/or time, logon server, and/or other data that may be
used for detection anomalies.

At step 408, the method 400 may include performing
anomaly detection with respect to the data obtained from
parsing and/or decoding the payload data from the packets.
For example, performing anomaly detection may include
performing any of the approaches described herein for
detecting credential passing attacks. In particular, step 408
may include evaluating whether the payload data includes a
network credential, or other action that may be part of a
credential passing attack. In some embodiments, step 408
may include performing the anomaly detection approach of
FIG. 5 with respect to credentials included in or referenced
by the payload data.

At step 410, the method 400 may include evaluating
whether the anomaly detection at step 408 identified an
anomaly corresponding to a credential passing attack. If so,
an alert may be generated at step 412 and/or mitigation may
be performed. In some embodiments, step 412 may include
performing some or all of the actions described above with
respect to step 318. In particular, an executable that gener-
ated the packets found to indicate an anomaly at step 412
may be mitigated as described above with respect to step
318.

FIG. 5 illustrates a method 500 that may be used to
perform anomaly detection. In some embodiments, the
method 500 may be performed with respect to a credential
referenced by a console command, intercepted API call, or
payload data in network packets according to the methods
described herein. In particular, in some embodiments, data
obtained from decoding a PAC in the credential may be
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used. In some embodiments, the method 500 may also be
performed with respect to a user, i.e., user session that
generated the console command, API call, or payload data
that references the credential. In some embodiments, the
method 500 may be performed by the anomaly detection
module 124 and/or the security module 108.

In some embodiments, at step 502, the method may
include evaluating whether the user is a valid domain user
for the domain to which the credential belongs. For example,
the PAC may indicate that the user is a member of a domain,
e.g., an administrator domain. In some embodiments, the
method 500 may include querying a domain controller to
determine whether the user is in fact a member of that
domain. In some embodiments, step 502 may include evalu-
ating whether or not the user is associated with user group
membership data in the PAC. This may also include query-
ing the domain controller to determine whether the user is a
member of the group referenced in the group membership
data included in the PAC.

In some embodiments, at step 504, evaluating whether a
credential that is a golden ticket or silver ticket is still valid
according to a maximum lifetime, i.e. whether the elapsed
time since the credential was issued is greater than the
maximum lifetime for that type of ticket (golden or silver)
according to a KERBEROS policy of a domain for which the
credential purports to be valid. For example, the PAC may
include a date and/or time indicating when it was purport-
edly issued. Step 504 may include evaluating whether the
time elapsed since the date and/or time Is greater than the
maximum lifetime according to the KERBEROS policy.

In some embodiments, at step 506, evaluating whether the
PAC received in the credential is valid or not. Step 506 may
further include obtaining an identifier of a logon server from
the PAC. Step 506 may include evaluating logs of the logon
server to determine if there is a record of issuing the
credential to the user. If not, the credential may be found to
be invalid. There may be multiple logon servers used in a
load-balancing arrangement such that the identifier of the
logon server may be used to determine which of the logon
servers is claimed to have issued the credential.

The method 500 may further include, at step 508, evalu-
ating whether some or all of steps 502-506 indicate a
credential passing attack. In some embodiments, only one,
any two, or all three of steps 502-506 may indicate a
credential passing attack: the user is not a valid domain user
or not associated with group membership data of the PAC,
the maximum lifetime has elapsed, and/or the PAC is not
valid. If a credential passing attack is found 508 to be
indicated, then an anomaly is detected 510. Otherwise, the
method 500 may end.

FIG. 6 is a block diagram illustrating an example com-
puting device 600 which can be used to implement the
system and methods disclosed herein. In some embodi-
ments, each server system 102, user endpoint 106, and
attacker system 110 may have some or all of the attributes
of the computing device 600. In some embodiments, a
cluster of computing devices interconnected by a network
may be used to implement any one or more components of
the invention.

In some embodiments, computing device 600 may be
used to perform various procedures, such as those discussed
herein. For example, computing device 600 can function as
a server, a client, or any other computing entity. Computing
device can perform various monitoring functions as dis-
cussed herein, and can execute one or more application
programs, such as the application programs described
herein. Computing device 600 can be any of a wide variety
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of computing devices, such as a desktop computer, a note-
book computer, a server computer, a handheld computer,
tablet computer and the like.

In some embodiments, computing device 600 may
include one or more processor(s) 602, one or more memory
device(s) 604, one or more interface(s) 606, one or more
mass storage device(s) 608, one or more Input/Output (I/O)
device(s) 610, and a display device 630 all of which are
coupled to a bus 612. In some embodiments, processor(s)
602 may include one or more processors or controllers that
execute instructions stored in memory device(s) 604 and/or
mass storage device(s) 608. Processor(s) 602 may also
include various types of computer-readable media, such as
cache memory.

Memory device(s) 604 may include various computer-
readable media, such as volatile memory (e.g., random
access memory (RAM) 614) and/or nonvolatile memory
(e.g., read-only memory (ROM) 616). Memory device(s)
604 may also include rewritable ROM, such as Flash
memory.

Mass storage device(s) 608 may include various computer
readable media, such as magnetic tapes, magnetic disks,
optical disks, solid-state memory (e.g., Flash memory), and
so forth. As shown in FIG. 6, mass storage device 608 may
be a hard disk drive 624. Various drives may also be
included in mass storage device(s) 608 to enable reading
from and/or writing to the various computer readable media.
In some embodiments, mass storage device(s) 608 may
include removable media 626 and/or non-removable media.

1/O device(s) 610 may include various devices that allow
data and/or other information to be input to or retrieved from
computing device 600. For example, /O device(s) 610 may
include cursor control devices, keyboards, keypads, micro-
phones, monitors or other display devices, speakers, print-
ers, network interface cards, modems, lenses, CCDs or other
image capture devices, and the like.

Display device 630 may include any type of device
capable of displaying information to one or more users of
computing device 600. For example, display device 630 may
include a monitor, display terminal, video projection device,
and the like.

Interface(s) 606 may include various interfaces that allow
computing device 600 to interact with other systems,
devices, or computing environments. Example interface(s)
606 may include any number of different network interfaces
620, such as interfaces to local area networks (LLANs), wide
area networks (WANSs), wireless networks, and the Internet.
Other interface(s) may include user interface 618 and
peripheral device interface 622. The interface(s) 606 may
also include one or more user interface elements 618. The
interface(s) 606 may also include one or more peripheral
interfaces such as interfaces for printers, pointing devices
(mice, track pad, etc.), keyboards, and the like.

Bus 612 may allow processor(s) 602, memory device(s)
604, interface(s) 606, mass storage device(s) 608, and 1/0
device(s) 610 to communicate with one another, as well as
other devices or components coupled to bus 612. Bus 612
may represent one or more of several types of bus structures,
such as a system bus, PCI bus, IEEE 1394 bus, USB bus, and
so forth.

For purposes of illustration, programs and other execut-
able program components are shown herein as discrete
blocks, although it is understood that such programs and
components may reside at various times in different storage
components of computing device 600 and are executed by
processor(s) 602. Alternatively, the systems and procedures
described herein can be implemented in hardware, or a
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combination of hardware, software, and/or firmware. For
example, one or more application specific integrated circuits
(ASICs) can be programmed to carry out one or more of the
systems and procedures described herein.

Computer Systems

FIG. 7 is a block diagram depicting an embodiment of a
computer hardware system configured to run software for
implementing one or more embodiments disclosed herein.

In some embodiments, the systems, processes, and meth-
ods described herein are implemented using a computing
system, such as the one illustrated in FIG. 1. The example
computer system 702 is in communication with one or more
computing systems 720 and/or one or more data sources 722
via one or more networks 718. While FIG. 7 illustrates an
embodiment of a computing system 702, it is recognized that
the functionality provided for in the components and mod-
ules of computer system 702 may be combined into fewer
components and modules, or further separated into addi-
tional components and modules.

The computer system 702 can comprise a data manage-
ment and query module 114 that carries out the functions,
methods, acts, and/or processes described herein. The data
management and query module 714 is executed on the
computer system 702 by a central processing unit 706
discussed further below.

In general, the word “module,” as used herein, refers to
logic embodied in hardware or firmware or to a collection of
software instructions, having entry and exit points. Modules
are written in a program language, such as JAVA, C or C++,
Python, or the like. Software modules may be compiled or
linked into an executable program, installed in a dynamic
link library, or may be written in an interpreted language
such as BASIC, PERL, LUA, or Python. Software modules
may be called from other modules or from themselves,
and/or may be invoked in response to detected events or
interruptions. Modules implemented in hardware include
connected logic units such as gates and flip-flops, and/or
may include programmable units, such as programmable
gate arrays Or processors.

Generally, the modules described herein refer to logical
modules that may be combined with other modules or
divided into sub-modules despite their physical organization
or storage. The modules are executed by one or more
computing systems and may be stored on or within any
suitable computer readable medium or implemented in-
whole or in-part within special designed hardware or firm-
ware. Not all calculations, analysis, and/or optimization
require the use of computer systems, though any of the
above-described methods, calculations, processes, or analy-
ses may be facilitated through the use of computers. Further,
in some embodiments, process blocks described herein may
be altered, rearranged, combined, and/or omitted.

The computer system 702 includes one or more process-
ing units (CPU) 706, which may comprise a microprocessor.
The computer system 702 further includes a physical
memory 710, such as random-access memory (RAM) for
temporary storage of information, a read only memory
(ROM) for permanent storage of information, and a mass
storage device 704, such as a backing store, hard drive,
rotating magnetic disks, solid state disks (SSD), flash
memory, phase-change memory (PCM), 3D XPoint
memory, diskette, or optical media storage device. Alterna-
tively, the mass storage device may be implemented in an
array of servers. Typically, the components of the computer
system 702 are connected to the computer using a standards-
based bus system. The bus system can be implemented using
various protocols, such as Peripheral Component Intercon-
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nect (PCI), Micro Channel, SCSI, Industrial Standard Archi-
tecture (ISA) and Extended ISA (EISA) architectures.

The computer system 702 includes one or more input/
output (I/O) devices and interfaces 712, such as a keyboard,
mouse, touch pad, and printer. The /O devices and inter-
faces 712 can include one or more display devices, such as
a monitor, which allows the visual presentation of data to a
user. More particularly, a display device provides for the
presentation of GUis as application software data, and
multi-media presentations, for example. The I/O devices and
interfaces 712 can also provide a communications interface
to various external devices. The computer system 702 may
comprise one or more multi-media devices 708, such as
speakers, video cards, graphics accelerators, and micro-
phones, for example.

The computer system 702 may run on a variety of
computing devices, such as a server, a Windows server, a
Structure Query Language server, a Unix Server, a personal
computer, a laptop computer, and so forth. In other embodi-
ments, the computer system 702 may run on a cluster
computer system, a mainframe computer system and/or
other computing system suitable for controlling and/or com-
municating with large databases, performing high volume
transaction processing, and generating reports from large
databases. The computing system 702 is generally con-
trolled and coordinated by an operating system software,
such as Windows XP, Windows Vista, Windows 7, Windows
8, Windows 10, Windows 11, Windows Server, Unix, Linux
(and its variants such as Debian, Linux Mint, Fedora, and
Red Hat), SunOS, Solaris, Blackberry OS, z/OS, iOS,
macOS, or other operating systems, including proprietary
operating systems. Operating systems control and schedule
computer processes for execution, perform memory man-
agement, provide file system, networking, and I/O services,
and provide a user interface, such as a graphical user
interface (GUI), among other things.

The computer system 702 illustrated in FIG. 7 is coupled
to a network 718, such as a LAN, WAN, or the Internet via
a communication link 116 (wired, wireless, or a combination
thereof). Network 718 communicates with various comput-
ing devices and/or other electronic devices 715. Network
718 is communicating with one or more computing systems
720 and one or more data sources 722. The data management
and query module 714 may access or may be accessed by
computing systems 720 and/or data sources 722 through a
web-enabled user access point. Connections may be a direct
physical connection, a virtual connection, and other connec-
tion type. The web-enabled user access point may comprise
a browser module that uses text, graphics, audio, video, and
other media to present data and to allow interaction with data
via the network 718.

Access to the data management and query module 714 of
the computer system 102 by computing systems 720 and/or
by data sources 722 may be through a web-enabled user
access point such as the computing systems’ 720 or data
source’s 722 personal computer, cellular phone, smart-
phone, laptop, tablet computer, e-reader device, audio
player, or another device capable of connecting to the
network 718. Such a device may have a browser module that
is implemented as a module that uses text, graphics, audio,
video, and other media to present data and to allow inter-
action with data via the network 718.

The output module may be implemented as a combination
of an all-points addressable display such as a cathode ray
tube (CRT), a liquid crystal display (LCD), a plasma display,
or other types and/or combinations of displays. The output
module may be implemented to communicate with input
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devices 712 and they also include software with the appro-
priate interfaces which allow a user to access data through
the use of stylized screen elements, such as menus, win-
dows, dialogue boxes, tool bars, and controls (for example,
radio buttons, check boxes, sliding scales, and so forth).
Furthermore, the output module may communicate with a
set of input and output devices to receive signals from the
user.

The input device(s) may comprise a keyboard, roller ball,
pen and stylus, mouse, trackball, voice recognition system,
or pre-designated switches or buttons. The output device(s)
may comprise a speaker, a display screen, a printer, or a
voice synthesizer. In addition, a touch screen may act as a
hybrid input/output device. In another embodiment, a user
may interact with the system more directly such as through
a system terminal connected to the score generator without
communications over the Internet, a WAN, or LAN, or
similar network.

In some embodiments, the system 702 may comprise a
physical or logical connection established between a remote
microprocessor and a mainframe host computer for the
express purpose of uploading, downloading, or viewing
interactive data and databases online in real time. The
remote microprocessor may be operated by an entity oper-
ating the computer system 702, including the client server
systems or the main server system, an/or may be operated by
one or more of the data sources 722 and/or one or more of
the computing systems 720. In some embodiments, terminal
emulation software may be used on the microprocessor for
participating in the micro-mainframe link.

In some embodiments, computing systems 720 who are
internal to an entity operating the computer system 702 may
access the data management and query module 714 inter-
nally as an application or process run by the CPU 706.

In some embodiments, one or more features of the sys-
tems, methods, and devices described herein can utilize a
URL and/or cookies, for example for storing and/or trans-
mitting data or user information. A Uniform Resource Loca-
tor (URL) can include a web address and/or a reference to
a web resource that is stored on a database and/or a server.
The URL can specify the location of the resource on a
computer and/or a computer network. The URL can include
a mechanism to retrieve the network resource. The source of
the network resource can receive a URL, identify the loca-
tion of the web resource, and transmit the web resource back
to the requestor. A URL can be converted to an IP address,
and a Domain Name System (DNS) can look up the URL
and its corresponding IP address. URLs can be references to
web pages, file transfers, emails, database accesses, and
other applications. The URLs can include a sequence of
characters that identify a path, domain name, a file exten-
sion, a host name, a query, a fragment, scheme, a protocol
identifier, a port number, a username, a password, a flag, an
object, a resource name and/or the like. The systems dis-
closed herein can generate, receive, transmit, apply, parse,
serialize, render, and/or perform an action on a URL.

A cookie, also referred to as an HTTP cookie, a web
cookie, an internet cookie, and a browser cookie, can include
data sent from a website and/or stored on a user’s computer.
This data can be stored by a user’s web browser while the
user is browsing. The cookies can include useful information
for websites to remember prior browsing information, such
as a shopping cart on an online store, clicking of buttons,
login information, and/or records of web pages or network
resources visited in the past. Cookies can also include
information that the user enters, such as names, addresses,
passwords, credit card information, etc. Cookies can also
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perform computer functions. For example, authentication
cookies can be used by applications (for example, a web
browser) to identify whether the user is already logged in
(for example, to a web site). The cookie data can be
encrypted to provide security for the consumer. Tracking
cookies can be used to compile historical browsing histories
of individuals. Systems disclosed herein can generate and
use cookies to access data of an individual. Systems can also
generate and use JSON web tokens to store authenticity
information, HTTP authentication as authentication proto-
cols, IP addresses to track session or identity information,
URLs, and the like.

The computing system 702 may include one or more
internal and/or external data sources (for example, data
sources 722). In some embodiments, one or more of the data
repositories and the data sources described above may be
implemented using a relational database, such as Sybase,
Oracle, CodeBase, DB2, PostgreSQL., and Microsoft® SQL
Server as well as other types of databases such as, for
example, a NoSQL database (for example, Couchbase, Cas-
sandra, or MongoDB), a flat file database, an entity-rela-
tionship database, an object-oriented database (for example,
InterSystems Cache), a cloud-based database (for example,
Amazon RDS, Azure SQL, Microsoft Cosmos DB, Azure
Database for MySQL, Azure Database for MariaDB, Azure
Cache for Redis, Azure Managed Instance for Apache Cas-
sandra, Google Bare Metal Solution for Oracle on Google
Cloud, Google Cloud SQL, Google Cloud Spanner, Google
Cloud Big Table, Google Firestore, Google Firebase Real-
time Database, Google Memorystore, Google MongoDB
Atlas, Amazon Aurora, Amazon DynamoDB, Amazon Red-
shift, Amazon ElastiCache, Amazon MemoryDB for Redis,
Amazon DocumentDB, Amazon Keyspaces, Amazon Nep-
tune, Amazon Timestream, or

The computer system 702 may also access one or more
databases 722. The databases 122 may be stored in a
database or data repository. The computer system 702 may
access the one or more databases 722 through a network 718
or may directly access the database or data repository
through I/O devices and interfaces 712. The data repository
storing the one or more databases 722 may reside within the
computer system 702.

ADDITIONAL EMBODIMENTS

In the foregoing specification, the invention has been
described with reference to specific embodiments thereof. It
will, however, be evident that various modifications and
changes may be made thereto without departing from the
broader spirit and scope of the invention. The specification
and drawings are, accordingly, to be regarded in an illus-
trative rather than restrictive sense.

Indeed, although this invention has been disclosed in the
context of certain embodiments and examples, it will be
understood by those skilled in the art that the invention
extends beyond the specifically disclosed embodiments to
other alternative embodiments and/or uses of the invention
and obvious modifications and equivalents thereof. In addi-
tion, while several variations of the embodiments of the
invention have been shown and described in detail, other
modifications, which are within the scope of this invention,
will be readily apparent to those of skill in the art based upon
this disclosure. It is also contemplated that various combi-
nations or sub-combinations of the specific features and
aspects of the embodiments may be made and still fall within
the scope of the invention. It should be understood that
various features and aspects of the disclosed embodiments
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can be combined with, or substituted for, one another in
order to form varying modes of the embodiments of the
disclosed invention. Any methods disclosed herein need not
be performed in the order recited. Thus, it is intended that the
scope of the invention herein disclosed should not be limited
by the particular embodiments described above.

It will be appreciated that the systems and methods of the
disclosure each have several innovative aspects, no single
one of which is solely responsible or required for the
desirable attributes disclosed herein. The various features
and processes described above may be used independently
of one another or may be combined in various ways. All
possible combinations and subcombinations are intended to
fall within the scope of this disclosure.

Certain features that are described in this specification in
the context of separate embodiments also may be imple-
mented in combination in a single embodiment. Conversely,
various features that are described in the context of a single
embodiment also may be implemented in multiple embodi-
ments separately or in any suitable subcombination. More-
over, although features may be described above as acting in
certain combinations and even initially claimed as such, one
or more features from a claimed combination may in some
cases be excised from the combination, and the claimed
combination may be directed to a subcombination or varia-
tion of a subcombination. No single feature or group of
features is necessary or indispensable to each and every
embodiment.

It will also be appreciated that conditional language used
herein, such as, among others, “can,” “could,” “might,”
“may,” “e.g.,” and the like, unless specifically stated other-
wise, or otherwise understood within the context as used, is
generally intended to convey that certain embodiments
include, while other embodiments do not include, certain
features, elements and/or steps. Thus, such conditional lan-
guage is not generally intended to imply that features,
elements and/or steps are in any way required for one or
more embodiments or that one or more embodiments nec-
essarily include logic for deciding, with or without author
input or prompting, whether these features, elements and/or
steps are included or are to be performed in any particular
embodiment. The terms “comprising,” “including,” “hav-
ing,” and the like are synonymous and are used inclusively,
in an open-ended fashion, and do not exclude additional
elements, features, acts, operations, and so forth. In addition,
the term “or” is used in its inclusive sense (and not in its
exclusive sense) so that when used, for example, to connect
a list of elements, the term “or” means one, some, or all of
the elements in the list. In addition, the articles “a,” “an,”
and “the” as used in this application and the appended claims
are to be construed to mean “one or more” or “at least one”
unless specified otherwise. Similarly, while operations may
be depicted in the drawings in a particular order, it is to be
recognized that such operations need not be performed in the
particular order shown or in sequential order, or that all
illustrated operations be performed, to achieve desirable
results. Further, the drawings may schematically depict one
more example processes in the form of a flowchart. How-
ever, other operations that are not depicted may be incor-
porated in the example methods and processes that are
schematically illustrated. For example, one or more addi-
tional operations may be performed before, after, simulta-
neously, or between any of the illustrated operations. Addi-
tionally, the operations may be rearranged or reordered in
other embodiments. In certain circumstances, multitasking
and parallel processing may be advantageous. Moreover, the
separation of various system components in the embodi-
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ments described above should not be understood as requir-
ing such separation in all embodiments, and it should be
understood that the described program components and
systems may generally be integrated together in a single
software product or packaged into multiple software prod-
ucts. Additionally, other embodiments are within the scope
of the following claims. In some cases, the actions recited in
the claims may be performed in a different order and still
achieve desirable results.

Further, while the methods and devices described herein
may be susceptible to various modifications and alternative
forms, specific examples thereof have been shown in the
drawings and are herein described in detail. It should be
understood, however, that the invention is not to be limited
to the particular forms or methods disclosed, but, to the
contrary, the invention is to cover all modifications, equiva-
lents, and alternatives falling within the spirit and scope of
the various implementations described and the appended
claims. Further, the disclosure herein of any particular
feature, aspect, method, property, characteristic, quality,
attribute, element, or the like in connection with an imple-
mentation or embodiment can be used in all other imple-
mentations or embodiments set forth herein. Any methods
disclosed herein need not be performed in the order recited.
The methods disclosed herein may include certain actions
taken by a practitioner; however, the methods can also
include any third-party instruction of those actions, either
expressly or by implication. The ranges disclosed herein also
encompass any and all overlap, sub-ranges, and combina-
tions thereof. Language such as “up to,” “at least,” “greater
than,” “less than,” “between,” and the like includes the
number recited. Numbers preceded by a term such as
“about” or “approximately” include the recited numbers and
should be interpreted based on the circumstances (e.g., as
accurate as reasonably possible under the circumstances, for
example £5%, £10%, £15%, etc.). For example, “about 3.5
mm” includes “3.5 mm.” Phrases preceded by a term such
as “substantially” include the recited phrase and should be
interpreted based on the circumstances (e.g., as much as
reasonably possible under the circumstances). For example,
“substantially constant” includes “constant.” Unless stated
otherwise, all measurements are at standard conditions
including temperature and pressure.

As used herein, a phrase referring to “at least one of” a list
of items refers to any combination of those items, including
single members. As an example, “at least one of: A, B, or C”
is intended to cover: A, B, C, A and B, A and C, B and C,
and A, B, and C. Conjunctive language such as the phrase “at
least one of X, Y and Z,” unless specifically stated otherwise,
is otherwise understood with the context as used in general
to convey that an item, term, etc. may be at least one of X,
Y or Z. Thus, such conjunctive language is not generally
intended to imply that certain embodiments require at least
one of X, at least one of Y, and at least one of Z to each be
present. The headings provided herein, if any, are for con-
venience only and do not necessarily affect the scope or
meaning of the devices and methods disclosed herein.

Accordingly, the claims are not intended to be limited to
the embodiments shown herein but are to be accorded the
widest scope consistent with this disclosure, the principles
and the novel features disclosed herein.

What is claimed is:

1. A computer-implemented method for preventing cre-
dential passing attacks, the computer-implemented method
comprising:

receiving, by a computer system, an input;
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determining, by a credential passing mitigation module,

whether the input is a credential access command,

wherein the determination of whether the input is a

credential access command comprises searching for

occurrences of references to executables related to

adding, reading, copying, or performing actions with

respect to a credential in a user session;

the input is determined to be a credential access

command, performing, by an anomaly detection mod-

ule, anomaly detection corresponding to the credential

access command, wherein performing the anomaly

detection comprises:

evaluating whether a user is a valid domain user to
which the credential belong;

evaluating whether an elapsed time of the credential is
greater than a maximum lifetime of the credential;
and

evaluating whether a privilege attribute certificate of
the credential is valid;

determining that an anomaly exists if:

(1) a console command was generated by an invalid
domain user;

(i1) an elapsed time of the credential is greater than a
maximum lifetime for the credential; or

(iii) the privilege attribute certificate of the credential is
invalid; and

if an anomaly is determined to exist, performing mitiga-

tion of the anomaly,

wherein the computer system comprises a processor and

memory.

2. The computer-implemented method of claim 1,
wherein the input comprises a console command and com-
mand parameters, an intercepted application programming
interface (API) call, payload data in network packets, and/or
a credential ticket.

3. The computer-implemented method of claim 1,
wherein the input is a file transfer application programming
interface (API) call that references a file to be transferred,
and wherein the method further comprises:

determining whether the file to be transferred is an

executable; and

if the file to be transferred is determined to be an execut-

able, transmitting, by the computer system, a report to
a security module, wherein the report includes a hash
generated from the executable file.

4. The computer-implemented method of claim 1, further
comprising:

receiving, by a security module, a report from one or more

other computer systems;

performing, by the security module, pattern recognition,

wherein the pattern recognition comprises comparing
the report to a plurality of predetermined patterns; and
determining, by the security module, that an alert thresh-
old has been met based on whether the report matches
any one of the plurality of predetermined patterns.

5. The computer-implemented method of claim 4, further
comprising:

generating an alert, wherein the alert includes data from

the report; and mitigating, by the computer system, the
alert by deleting the executables.

6. The computer-implemented method of claim 1,
wherein the input comprises network packet data, wherein
the network packet data is determined by:

intercepting, by the computer system, network packets,

wherein the network packets comprise incoming or
outgoing packets relative to the computer system;

—
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parsing, by the computer system, each packet of the
network packets according to a protocol used to gen-
erate each packet, in order to obtain network packet
data from each packet; and

decoding, by the computer system, each packet in order to

obtain network packet data from each packet.

7. The computer-implemented method of claim 1,
wherein performing mitigation of the anomaly comprises
deleting the input, adding a representation of the input to an
anti-virus software, restoring files modified by the input, and
taking steps to reduce actions performed by the input.

8. The computer-implemented method of claim 1,
wherein evaluating whether the user is a valid domain user
to which the credential belong comprises querying a domain
controller to determine whether the user is a member of the
domain.

9. The computer-implemented method of claim 1,
wherein evaluating whether the elapsed time of the creden-
tial is greater than a maximum lifetime of the credential
comprises determining whether the elapsed time since the
credential was issued is greater than the maximum lifetime
for that type of credential according to a KERBEROS
policy.

10. The computer-implemented method of claim 1,
wherein evaluating whether a privilege attribute certificate
of the credential is valid comprises evaluating logs of a
logon server to determine existence of an issuance record of
the credential to the user.

11. A computer system for preventing credential passing
attacks, the computer system comprising:

one or more non-transitory computer storage media con-

figured to store computer-executable instructions that
when executed by a central coordinating processing
node and/or a plurality of processing nodes, cause the
central coordinating processing node and/or the plural-
ity of processing nodes to:
receive an input;
determine whether the input is a credential access
command, wherein the determination of whether the
input is a credential access command comprises
searching for occurrences of references to
executables related to adding, reading, copying, or
performing actions with respect to a credential in a
user session;
if the input is determined to be a credential access
command, perform anomaly detection correspond-
ing to the credential access command, wherein per-
forming the anomaly detection comprises:
evaluating whether a user is a valid domain user to
which the credential belong;
evaluating whether an elapsed time of the credential
is greater than a maximum lifetime of the creden-
tial; and
evaluating whether a privilege attribute certificate of
the credential is valid;
determining that an anomaly exists if:
(1) a console command was generated by an invalid
domain user;
(i1) an elapsed time of the credential is greater than
a maximum lifetime for the credential; or
(ii1) the privilege attribute certificate of the credential
is invalid; and
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if an anomaly is determined to exist, perform mitiga-
tion of the anomaly.

12. The computer system of claim 11, wherein the input
comprises a console command and command parameters, an
intercepted application programming interface (API) call,
payload data in network packets, and/or a credential ticket.

13. The computer system of claim 11, wherein the input
is a file transfer application programming interface (API)
call that references a file to be transferred, and wherein the
method further comprises:

determining whether the file to be transferred is an

executable; and

if the file to be transferred is determined to be an execut-

able, transmitting, by the computer system, a report to
a security module, wherein the report includes a hash
generated from the executable file.

14. The computer system of claim 11, further comprising:

receiving, by a security module, a report from one or more

other computer systems;

performing, by the security module, pattern recognition,

wherein the pattern recognition comprises comparing
the report to a plurality of predetermined patterns; and
determining, by the security module, that an alert thresh-
old has been met based on whether the report matches
any one of the plurality of predetermined patterns.

15. The computer system of claim 14, further comprising:

generating an alert, wherein the alert includes data from

the report; and

mitigating, by the computer system, the alert by deleting

the executables.
16. The computer system of claim 11, wherein the input
comprises network packet data, wherein the network packet
data is determined by:
intercepting, by the computer system, network packets,
wherein the network packets comprise incoming or
outgoing packets relative to the computer system;

parsing, by the computer system, each packet of the
network packets according to a protocol used to gen-
erate each packet, in order to obtain network packet
data from each packet; and

decoding, by the computer system, each packet in order to

obtain network packet data from each packet.

17. The computer system of claim 11, wherein performing
mitigation of the anomaly comprises deleting the input,
adding a representation of the input to an anti-virus software,
restoring files modified by the input, and taking steps to
reduce actions performed by the input.

18. The computer system of claim 11, wherein evaluating
whether the user is a valid domain user to which the
credential belong comprises querying a domain controller to
determine whether the user is a member of the domain.

19. The computer system of claim 11, wherein evaluating
whether the elapsed time of the credential is greater than a
maximum lifetime of the credential comprises determining
whether the elapsed time since the credential was issued is
greater than the maximum lifetime for that type of credential
according to a KERBEROS policy.

20. The computer system of claim 11, wherein evaluating
whether a privilege attribute certificate of the credential is
valid comprises evaluating logs of a logon server to deter-
mine existence of an issuance record of the credential to the
user.
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