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CLASSIFYING CYBERSECURITY THREATS
USING MACHINE LEARNING ON
NON-EUCLIDEAN DATA

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional
Patent Application No. 63/479,956, entitled “SYSTEMS,
METHODS, AND DEVICES FOR CLASSIFYING
THREATS USING MACHINE LEARNING,” filed Jan. 13,
2023, the contents of which are incorporated by reference
herein in their entirety.

Any and all applications for which a foreign or domestic
priority claim is identified in the Application Data Sheet as
filed with the present application are hereby incorporated by
reference under 37 CFR 1.57.

TECHNICAL FIELD

The embodiments herein are generally related to the field
of detection of malicious software (malware), and more
specifically, to the use of machine learning models in the
context of behavior-based malware detection for identifying
and classifying threats to computer and network systems.

BACKGROUND

With the rapid growth of computer technology and wide-
spread Internet access, malware threats have continued to
grow significantly in recent decades, and thus have caused
severe damage to systems, such as hardware failures and
loss of critical data, etc.

Various antivirus technologies are currently in use,
including signature and behavior based analysis, which aim
to identify and prevent further spread of malware in the
network. Signature-based analysis involves searching for
known patterns of malicious code within executable code.
However, malware is often modified (e.g., by obfuscating
and randomizing content) in order to change its signature
without affecting functionality, which renders the signature-
based analysis mechanism as being increasingly ineffective.
Due to an increase in malware variants (e.g., malware
variants with the same behavior but different signatures),
behavior-based analysis may be used to identify malware
variants that have similar effects and thus can be handled
with similar security measures.

Behavior-based analysis detects malware by monitoring
behaviors of malicious activities rather than static signa-
tures. Existing behavioral monitoring systems include a
database of actions that are blacklisted and indicate mali-
cious intent. If a given process or program performs any of
the actions listed in the database, the action is blocked, and
the process may be identified as malicious, and thus be
terminated, by the monitoring system.

Behavior-based security is a proactive approach to secu-
rity in which all relevant activity is monitored so that
deviations from normal behavior patterns can be identified
and dealt with quickly. Traditional security software is
signature-oriented, such that the software monitors data
streams and compares data in transit to signatures in an
anti-virus vendor’s library of known threats. Behavior-based
security programs, on the other hand, monitor data streams
and compare data stream activity to a baseline of normal
behavior to identify anomalies. In general, signature-based
tools are best at identifying and repelling known threats,
while behavior-based are best for fighting zero-day exploits
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2

that have not yet made it onto a list of known threat
signatures. Most behavior-based security programs come
with a standard set of policies for which behaviors should be
allowed and which should be considered suspicious, but also
allow administrators to customize policies and create new
policies. As such, unlike for signature-oriented programs,
there is no particular indicator of compromise or piece of
information that can be identified in behavior-based sys-
tems.

This means that identification and classification of threats
using behavior-based systems takes additional time and
resources. For instance, there can be much time spent behind
the scenes (e.g., outside of real-time monitoring and detec-
tion) in investigating different behavior patterns to define
which behaviors are suspicious in the standard set of poli-
cies. Furthermore, the criteria used by behavior-based sys-
tems to catch suspicious behaviors may also change and
evolve over time as malware adapts and exploits change.

It would be a good use of machine learning to automate
these tasks and to train a machine learning model on
suspicious behavior patterns. The model could be updated to
learn new suspicious behavior patterns as they change over
time. It could also be applied in real-time for behavior-based
analysis to detect suspicious behaviors and identify/classify
threats. However, traditional machine learning techniques
are not well-suited for handling data that is non-Euclidean in
nature (e.g., is not easily captured by a grid-like arrange-
ment). Data associated with the actions and behaviors ini-
tiated by malware, which may contain complex relationships
and sequencing, may be of this nature. It is not easy or
straightforward to adapt the use of machine learning to such
data, and vice versa.

Accordingly, there is a need in the art for new systems,
methods, and devices in behavior-based cybersecurity that
can employ machine learning approaches with a better
understanding of the complex relationships and sequencing
associated with behavior-based data, and that can effectively
apply machine learning for behavior-based analysis, mal-
ware detection, and identifying and classifying threats in
real-time.

SUMMARY

For purposes of this summary, certain aspects, advan-
tages, and novel features are described herein. It is to be
understood that not necessarily all such advantages may be
achieved in accordance with any particular embodiment.
Thus, for example, those skilled in the art will recognize the
disclosures herein may be embodied or carried out in a
manner that achieves one or more advantages taught herein
without necessarily achieving other advantages as may be
taught or suggested herein.

All of the embodiments described herein are intended to
be within the scope of the present disclosure. These and
other embodiments will be readily apparent to those skilled
in the art from the following detailed description, having
reference to the attached figures. The invention is not
intended to be limited to any particular disclosed embodi-
ment or embodiments.

The embodiments of the disclosure are directed to sys-
tems, methods, and devices in behavior-based cybersecurity
that can employ machine learning approaches with a better
understanding of the complex relationships and sequencing
associated with behavior-based data, and that can effectively
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apply machine learning for behavior-based analysis, mal-
ware detection, and identifying and classifying threats in
real-time.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other features, aspects, and advantages of the
disclosure are described with reference to drawings of
certain embodiments, which are intended to illustrate, but
not to limit, the present disclosure. It is to be understood that
the accompanying drawings, which are incorporated in and
constitute a part of this specification, are for the purpose of
illustrating concepts disclosed herein and may not be to
scale.

FIG. 1 a functional block diagram illustrating a malware
detection system, in accordance with embodiments of the
present disclosure.

FIGS. 2A and 2B are schematic illustrations of an exem-
plified stateful model and an exemplified updated stateful
model, in accordance with embodiments of the present
disclosure.

FIG. 3 illustrates an example of how a stateful model and
its associated data can be represented as a graph, in accor-
dance with some embodiments herein.

FIG. 4 is a generalized flowchart of generating a graph
input for a GNN, in accordance with embodiments of the
present disclosure.

FIG. 5 illustrates an example of how a GNN layer updates
a graph, in accordance with embodiments of the present
disclosure.

FIG. 6 illustrates an example of applying a GNN for
predictive tasks in behavior-based analysis, in accordance
with embodiments of the present disclosure.

FIG. 7 is a generalized flowchart of generating a graph
input for a transformer using stateful model data, in accor-
dance with embodiments of the present disclosure.

FIG. 8 is a generalized flowchart for applying a trans-
former for predictive tasks in behavior-based analysis, in
accordance with embodiments of the present disclosure.

FIG. 9 illustrates an example of encoding the structure of
a graph for a transformer to use in behavior-based analysis,
in accordance with embodiments of the present disclosure.

FIG. 10 is a generalized flowchart of converting stateful
model data into a tabular data format, in accordance with
embodiments of the present disclosure.

FIG. 11 is a block diagram depicting an embodiment of a
computer hardware system configured to run software for
implementing one or more embodiments disclosed herein.

DETAILED DESCRIPTION

Although several embodiments, examples, and illustra-
tions are disclosed below, it will be understood by those of
ordinary skill in the art that the inventions described herein
extend beyond the specifically disclosed embodiments,
examples, and illustrations and includes other uses of the
inventions and obvious modifications and equivalents
thereof. Thus, the scope of the claims is not limited by any
of the particular embodiments described below. For
example, in any method or process disclosed herein, the acts
or operations of the method or process may be performed in
any suitable sequence and are not necessarily limited to any
particular disclosed sequence. Various operations may be
described as multiple discrete operations in turn, in a manner
that may be helpful in understanding certain embodiments;
however, the order of description should not be construed to
imply that these operations are order dependent. Addition-
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ally, the structures, systems, and/or devices described herein
may be embodied as integrated components or as separate
components. For purposes of comparing various embodi-
ments, certain aspects and advantages of these embodiments
are described. Not necessarily all such aspects or advantages
are achieved by any particular embodiment.

Certain exemplary embodiments will now be described to
provide an overall understanding of the principles of the
structure, function, manufacture, and use of the devices and
methods disclosed herein. One or more examples of these
embodiments are illustrated in the accompanying drawings.
Those skilled in the art will understand that the devices and
methods specifically described herein and illustrated in the
accompanying drawings are non-limiting exemplary
embodiments and that the scope of the present invention is
defined solely by the claims. The features illustrated or
described in connection with one exemplary embodiment
may be combined with the features of other embodiments.
Such modifications and variations are intended to be
included within the scope of the present technology.

Embodiments of the inventions are described with refer-
ence to the accompanying figures, wherein like numerals
refer to like elements throughout. The terminology used in
the description presented herein is not intended to be inter-
preted in any limited or restrictive manner simply because it
is being used in conjunction with a detailed description of
certain specific embodiments of the inventions. In addition,
embodiments of the inventions can comprise several novel
features and no single feature is solely responsible for its
desirable attributes or is essential to practicing the inven-
tions herein described.

As used herein, the term malware may include, for
example and without limitation, any type of malicious
software and/or files that include malicious software. Mali-
cious software can include, for example and without limi-
tation any software or code designed to disrupt the operation
of a computer system, network, etc., and/or to gain unau-
thorized access to a computer system, network, etc. Malware
can include, for example and without limitation, computer
viruses, worms, trojans, ransomware, rootkits, dialers, spy-
ware, adware, wipers, keyloggers, malicious browser helper
objects (BHOs), rogue security software (e.g., software
designed to mislead users into believing other malware is
present on their computers), and so forth.

As used herein, the terms stateful model, storyline, or
endpoint model may include a logical structure representa-
tion of a sequence of linked operations performed in a live
environment and the objects associated with those linked
operations. An overview of stateful models and their gen-
eration is provided herein. However, additional discussion
of this process is helpful and is provided in U.S. Pat. No.
9,710,648, filed under U.S. application Ser. No. 14/456,127,
entitled “METHOD OF MALWARE DETECTION AND
SYSTEM THEREOE,” which is hereby incorporated by
reference in its entirety.

It should be noted that, for ease of facilitating understand-
ing, many of the steps and processes described herein are
within the context of processing a single stateful model on
an endpoint and applying machine learning models for
real-time threat classification and malware detection. How-
ever, a person skilled in the art will recognize that these steps
can also be adapted and used for training machine learning
models and/or processing training data to train those models.
For example, a large amount of training data (e.g., associated
with many observed stateful models) can be collected and
similarly processed to train different models for feature
extraction, transforming embeddings, and/or performing
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predictive tasks on graphs. In some embodiments, the train-
ing data may include labels (e.g., classifications for the
various stateful models). In some embodiments, the training
data may not be labeled (e.g., for pretraining a transformer
model).

There are many different kinds of machine learning
models and approaches that exist. In the realm of traditional
machine learning, supervised learning paradigms like deci-
sion trees, support vector machines, Bayesian networks, and
regression analysis are widely used for simple predictive
tasks. For more complex machine learning tasks, like object
detection, machine translation, and speech recognition, fea-
ture learning techniques like artificial neural networks (e.g.,
CNNs, RNNs, autoencoders) can be used to automatically
extract features from raw input data.

However, while these aforementioned approaches are
good at capturing hidden patterns in well-structured data,
such as Fuclidean data that can fit into a grid-like structure
(e.g., data in tabular, text, image, or video format), there are
many applications where data is generated from non-Eu-
clidean domains, with complex relationships and interde-
pendencies between objects. Traditional machine learning
approaches are not well suited to handling data with rela-
tionships and understanding the relationships between
objects. It is not immediately clear how relationships should
be encoded in the input data and it can be unwieldy to work
with. Unfortunately, there are often many cases in which
real-world objects, entities, and events are defined in terms
of their relationships (e.g., connections, links, or associa-
tions) to other objects, entities, or events. Some common
types of relationships include dependency relationships
(e.g., parent-child), grouping relationships (e.g., sets and
subsets), and ordering relationships (e.g., sequencing or
chronology).

As previously alluded to, one such case is behavior-based
analysis in the cybersecurity context to detect malware by
monitoring behaviors of malicious activities rather than
static signatures. There exists heuristics-based engines that
can monitor activity on an endpoint and utilize contextual
information to detect malicious or anomalous behavior. For
example, a system may monitor the operations that occur on
an endpoint, which may include the processes, files, threads,
and events that are initiated or modified by a threat (e.g.,
malware) executing on the endpoint. In some embodiments,
the system may automatically correlate all related objects
(processes, files, threads) and events associated with the
threat, generating data that can be collected and analyzed to
detect and identify the threat in real-time.

However, use of machine learning may be advantageous
for behavior-based analysis because it may allow new
instances of malware, which frequently change behaviors, to
be detected faster. Unfortunately, the collected endpoint data
may contain various relationships that can be relevant to
detecting and identifying the threat, such as the source object
associated with a particular operation, the target object
associated with a particular operation, the sequence of
operations, and so forth. In order for a machine learning
model to better detect and identify threats, it needs to be able
to properly model, understand, and utilize these relation-
ships in the data. For example, there may be a sequence of
events, and each event, when considered independently, may
not be identifiable as malicious, but when considered within
the context of the other events, it becomes clear that the
entire sequence of events is actually performing a malicious
action. Accordingly, there is an issue of how to properly
adapt a machine learning model for behavior-based analysis
on data collected from monitoring operations on an endpoint
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(which contains complex relationships, e.g., non-Euclidean
data), and vice versa, to enable the model to better detect
suspicious behavior and identify threats.

One workaround, which is described herein, is to directly
transform that data into a Euclidean input as required by
existing techniques. For example, the data can be trans-
formed into tabular data format. This approach is described
in connection with FIG. 10. However, this approach may not
capture all the complex relationships that exist in the data.

The other approaches described herein involve machine
learning techniques that directly process the non-Euclidean
structured data as input, so that any useful information
derived from the relationships and interdependencies
between objects is not lost in transforming the data. More
specifically, the sequence of operations and collected end-
point data may first be modeled using a graph data structure
(e.g., comprising nodes and edges). The use of a graph in this
manner is described in connection with FIGS. 2A, 2B, and
3.

In one approach, graph neural networks (GNNs) can be
used to learn about the structure and sequence of the graph
components. GNNs are a class of deep learning methods
designed to perform inference on data described by a graph
data structure to perform node-level, edge-level, and graph-
level prediction tasks. GNNs can model relations between
objects in both the spatial and temporal domains, which is
essential for learning discriminative features for detection
and data association. This approach is described in connec-
tion with FIGS. 4-6.

In another approach, transformers can be used to learn
about the structure and sequence of the graph components.
Transformers are a class of deep learning methods based on
an attention mechanism that can learn context by tracking
relationships in sequential data. Although they have gener-
ally been associated with natural language processing (e.g.,
to learn words in a sentence), they can be adapted for use
with data described by a graph data structure to perform
predictive tasks. This approach is described in connection
with FIGS. 7-9.

FIG. 1 illustrates a malware detection system 100 that can
utilize machine learning to classify threats, in accordance
with embodiments of the present disclosure.

In some embodiments, the malware detection system 100
illustrated in FIG. 1 implements a computer-based malware
detection mechanism, which enables end users to detect
malware in real time in a live environment. The term “live
environment” used in this specification should be expan-
sively construed to include any kind of host machine con-
figuration where computer programs and products are actu-
ally put into operation for their intended uses by end users,
such as, for example, an end user station with programs
concurrently running in a production environment, in con-
trast to a safe environment, such as, for example, an emu-
lated environment, or a sandboxed virtual machine environ-
ment.

As shown, the malware detection system 100 includes at
least one processing unit 101. In some embodiments, the
processing unit 101 may comprise one or more of the
following functional modules: monitoring module 104,
event parsing module 106, behavior analyzing module 110,
and decision making module 114. Alternatively the process-
ing unit 101 can be operatively coupled to the functional
modules, and configured to receive instructions therefrom
and execute operations in accordance with the instructions.

In some embodiments, the monitoring module 104 can be
configured to monitor, in real time, one or more operations
102 of at least one computer program that runs concurrently
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in the live environment. It is to be noted that the term
“operation” used in this specification should be expansively
construed to include any kinds of actions performed by one
or more processes, threads, applications, files or any other
suitable entities in any operating system. By way of non-
limiting example, in a Windows operating system, opera-
tions can be performed by one or more processes of the
computer programs. For purpose of illustration only, refer-
ences are made in part of the following description with
respect to operations performed by one or more processes.
Embodiments are, likewise, applicable to operations per-
formed by any other suitable entities in any operating system
as described above.

A process is an instance of a computer program that is
being executed. A process can further create child processes,
and a computer program can be associated with one or more
processes. It should be noted that the term “program” used
in this specification should be expansively construed to
include any kind of system software (e.g., operating system,
device drivers, etc.) and application software (e.g., office
suites, media players, etc.) that perform specified tasks with
a computer.

As aforementioned, monitoring module 104 can monitor
all the operations (e.g., performed by processes or other
entities) occurred in the live system environment. According
to certain embodiments, the monitoring module 104 can
further include two sub-components: an in-process monitor-
ing module 107 and a kernel monitoring module 109. The
in-process monitoring module 107 can monitor all in-pro-
cess operations that are performed at process level and do
not necessarily involve the kernel of an operating system.
The kernel monitoring module 109 can monitor all opera-
tions that request services from an operating system’s ker-
nel, such as file system operations, process and memory
operations, registry operations, and network operations, and
so forth.

It is to be further noted that, without limiting the scope of
the disclosure in any way, in some cases one operation can
be construed to include a single action, such as “file read”.
In some other cases, one operation can also be construed to
include a sequence of actions, for example, “file copy” can
be regarded as one operation which includes a sequence of
three sequential actions “file create”, “file read”, and “file
write”.

In some embodiments, the event parsing module 106 can
be configured to build at least one stateful model 108 in
accordance with the one or more operations that are moni-
tored by the monitoring module 104. According to certain
embodiments, a stateful model 108 is a data model with
hierarchical structure that contains information indicative of
a real time updated system state resulted from a sequence of
operations performed in a live environment. The sequence of
operations can be linked together by context. Thus the
stateful model 108 can be a logical representation (e.g., a
tree structure, etc) of a sequence of linked operations. For
instance, the stateful model 108 can include one or more
objects derived from real time operations 102, and one or
more relationships identified among the objects in accor-
dance with the operations. According to certain embodi-
ments, each of the objects of the stateful model 108 can
represent an entity related in the operations and can be of a
type selected from a group that includes: process object, file
object, network object, registry object and windows object.
The stateful model 108 can further include attributes char-
acterizing the objects and the identified relationships therein,
as further elaborated with respect to FIG. 3. As used in this
specification, the term “storyline” may be used synony-
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mously with a stateful model or it may refer to a graphical
representation of a stateful model (e.g., displayed on a
graphical user interface).

In some embodiments, the stateful model 108 that is built
by the event parsing module 106 can also be stored in the
storage module 105. In some embodiments, the stateful
model 108 may be saved and/or provided to a centralized
location (e.g., a server, the cloud, etc.) to serve as additional
training data for training and improving the ML model(s)
112.

In some embodiments, the behavior analyzing module
110 can be configured to analyze the stateful model 108
constructed by event parsing module 106 to identify one or
more behaviors. It should be noted that the term “behavior”
used in this specification should be expansively construed to
include any sequence of operations performed by one or
more processes that may fit one or more behavioral patterns.

According to certain embodiments, the malware detection
system 100 can further comprise a storage module 105 that
comprises a non-transitory computer readable storage
medium. The storage module 105 can include one or more
ML model(s) 112 that are operatively coupled to the behav-
ior analyzing module 110 and are trained and configured to
classify behaviors according to specific behavioral patterns.

In some cases, the ML, model(s) 112 may be trained and
configured using training data, such as stateful models or
storyline data, collected from the historical monitoring of
real time operations exhibiting behaviors under different
scenarios. There may be prior knowledge of the types of
behaviors exhibited in the stateful models or storyline data,
including behaviors identified to be associated with malware
(e.g., based on prior knowledge of certain malware behav-
iors, such as, for instance, self-deletion, self-execution, and
code injection, etc.) or behaviors that are known to be benign
behaviors. Accordingly, the ML model(s) 112 may be trained
to recognize these specifical behavioral patterns and then
identify these different types of behaviors in stateful models
or storyline data.

In some embodiments, the malware detection system 100
is not directly involved in the training of the ML model(s)
112; the ML model(s) 112 may be trained separately from
the malware detection system 100 in order to maintain a
lightweight footprint on the malware detection system 100.
Instead, the pretrained ML model(s) 112 may be made
accessible to the malware detection system 100 (e.g., saved
onto the storage module 105), so that the malware detection
system 100 can apply the ML model(s) 112 in real time.

In some embodiments, the decision making module 114
may be configured to determine the presence of malware
based on the one or more behaviors identified by the
behavior analyzing module 110. In some embodiments, the
decision making module 114 may take into account various
factors to determine if malware is present, including the
analysis provided by the behavior analyzing module 110.
For example, the behavior analyzing module 110 may apply
the ML model(s) 112 to classify a behavior exhibited in the
stateful model 108 or collected storyline data as being
associated with malware, and the decision making module
114 may be able to look at the scores (e.g., probabilities,
confidence levels) associated with that classification as part
of its determination whether malware is present.

According to certain embodiments, the processing unit
101 can further include a mitigation module 116 configured
to eliminate the determined malware by remediating the one
or more operations indicated by the stateful model 108.

According to further embodiments, the malware detection
system 100 can further include an I/O interface 103 com-
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municatively coupled to the processing unit 101. In some
embodiments, the I/O interface 103 can be configured to
perform the following actions: receive instructions from end
users and/or from one or more of the functional modules,
and provide an output of processed information obtained
from the functional modules, e.g., an illustration of the
determined malware, to the end users.

According to certain embodiments, the processing unit
101 is further configured to perform at least one of the
aforementioned operations of the functional components of
the malware detection system 100 in real time.

It should be further noted that the aforementioned func-
tional components of the malware detection system 100 can
be implemented in a stand-alone endpoint or computer, such
as the end user station. Or alternatively, one or more of the
functional components can be distributed over several com-
puters in different locations. In addition, the above referred
modules can, in some cases, be cloud based.

Those versed in the art will readily appreciate that the
teachings of the presently disclosed subject matter are not
bound by the system illustrated in FIG. 1. Alternative to the
example shown in FIG. 1, the malware detection system 100
can, in some cases, include fewer, more and/or different
modules than shown in FIG. 1. Equivalent and/or modified
functionality can be consolidated or divided in another
manner and can be implemented in any appropriate combi-
nation of software, firmware and hardware.

One or more operations of at least one program that runs
in a live environment can be monitored in real time, e.g., by
the monitoring module 104 of the malware detection system
100. As aforementioned, in contrast to a safe environment,
a live environment should include one or more computer
programs that are put into operation for their intended uses.
The computer programs run concurrently and interactively
(e.g., with other programs and/or end users) in the live
environment. According to certain embodiments, one or
more processes can be launched by the one or more pro-
grams. Each process can perform one or more operations in
order to communicate with and/or request services from the
operating system. Accordingly, the monitoring module 104
can be configured to monitor the one or more operations
performed by each process.

Due to the large number of concurrently running pro-
grams and operations thereof in a live environment, the
amount of information contained in the monitored opera-
tions can be huge. According to certain embodiments, the
monitoring module 104 can be configured to select at least
one operation of interest from the one or more operations,
and monitor the selected at least one operation of interest.

According to certain embodiments, the at least one opera-
tion of interest includes one or more in-process operations
and/or one or more kernel related operations. In-process
operations can include any operation performed in user
space (i.e., the memory area where application software
executes) and do not necessarily involve the kernel of an
operating system, such as, by way of non-limiting example,
local process memory allocation, mapping functions from
imported libraries, and read/write process memory. In some
cases, the in-process operations can be monitored (e.g., by
the in-process monitoring module 107) by intercepting one
or more library calls (e.g., API calls) that represent the
corresponding operations. By way of non-limiting example,
the in-process monitoring module 107 can attach monitoring
hooks to the library calls in user space in order to monitor
these calls.

The kernel related operations, on the other hand, can
include one or more of the following operations that are
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performed in kernel space (i.e., the memory area reserved
for running privileged kernel, kernel extensions, and most
device drivers): file system operations, process and memory
operations, registry operations, and network operations.
Specifically, by way of non-limiting example, file system
operations can include any operation and interaction with
the storage medium of the host machine. Process and
memory operations can include any operation of creating,
terminating, modifying, querying, suspending and resuming
processes, as well as memory management (e.g., allocating
memory, creating a memory section, mapping/unmapping a
memory section, writing/reading memory, etc). Registry
operations can include any operation related to registry
manipulation. Network operations can include any operation
of sending or receiving data through network and network
connection management.

The kernel related operations can be monitored by the
kernel monitoring module 109 through different mecha-
nisms, e.g., in accordance with different operating system
platforms. For instance, for Mac OS X operating system, the
kernel related operations can be monitored, by way of
non-limiting example, by intercepting one or more system
calls (in kernel space) that represent the corresponding
operations. For the Windows operating system, kernel
related operations can be monitored, by way of non-limiting
example, by registering one or more kernel filter drivers for
the kernel related operations via one or more callback
functions. Windows operating system allows new drivers to
be registered as part of the existing kernel stack, and thus
information regarding a specific type of operation can be
filtered by a corresponding kernel filter driver and passed
through to the Kernel Monitoring Module via callback
functions.

According to certain embodiments, OOB (Out-of-Band)
monitoring approach can be adapted in the monitoring
process (e.g., by the kernel monitoring module 109). OOB
enables the monitoring module to get notified on selected
operations/events while not to have control over these
operations/events, which allows the monitoring module to
utilize different monitoring mechanisms (e.g., kernel call-
back functions) to accomplish a full system monitoring in an
optimized manner OOB also allows the events to be pro-
cessed and analyzed into a stateful model in real time while
the events are happening, as further described below.

According to certain embodiments, OOB can also enable
the sequence of operations described herein, e.g., the moni-
toring operations, building stateful models, analyzing
behaviors by applying ML models, determining if malware
present, and eliminating the determined malware, to be
performed in the same machine, such as an end user station.

It is to be noted that the aforementioned categorized
operations that are monitored respectively by different moni-
toring modules are provided for exemplary purposes only
and should not be construed as limiting. For instance, in
some cases one or more of the operations monitored by the
in-process monitoring module 107 can also be monitored by
the kernel monitoring module 109, and vice versa. Accord-
ing to one embodiment, at least one of the kernel related
operations can be only monitored by the kernel monitoring
module 109.

It should be noted that above mentioned examples of
operations and implementations of the monitoring mecha-
nisms are illustrated for exemplary purposes only. Addi-
tional kinds of operations and implementations can be
applied in addition to or instead of the above.

It is also noted that the implementation mechanisms of the
kernel monitoring module 109 can expedite system process-
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ing and enable the monitoring of the operations to be
performed in a real time manner in a live environment.

According to certain embodiments, each monitored
operation of the one or more operations constitutes an event.
The monitoring module 104 can be further configured to
generate event data characterizing one or more events.
Optionally, an event data can be generated to characterize a
respective event. According to certain embodiments, the
event data can include at least the following attributes of the
respective event: operation type, and source of the event.

Specifically, operation type is an identifier indicative of
the type of the monitored operation that constitutes the
event. The source of an event is the originating entity that
performs the operation. Optionally, event data can include
one or more additional attributes. For example, in some
cases event data can include a target of an event, such as a
targeting process, a targeting file, or any other entities that
the operation is performed upon by the source of the event.
In some further cases, event data can also include additional
attributes according to different types of operations. For
instance, event data that characterize file system operations
can include additional attributes such as file permissions,
full path of the file, size of the file, etc, while event data that
characterize process and memory operations can include
additional attributes such as address of the memory on
which the operation is performed, size of the data that was
written or read, memory permissions, etc.

According to certain embodiments, the event data gener-
ated by the monitoring module 104 is created based on a
large amount of raw data gathered through different routes,
e.g., low level system calls and kernel driver callbacks, etc,
thus the event data are generated in various forms. Accord-
ing to certain embodiments, this raw form of event data can
be normalized by the event parsing module 106 into a logical
data structure, giving rise to an abstract event which allows
each segment of the attributes encoded in the event data to
be accessed and analyzed. Specifically, the event parsing
module 106 can format the event data and parse the format-
ted event data in order to generate the abstract event.
Through the event data normalization, event data indicative
of similar operations but generated in various forms can also
be normalized into a single format and categorized into the
same event type. For example, various system API calls
generated to allocate memory will be categorized into a
single type of abstract event, e.g., a memory allocation
event.

According to certain embodiments, the event parsing
module 106 can select event data associated with events of
interest from all event data received from the monitoring
module 104 based on one or more predefined filtering rules,
and apply the normalization with respect to the selected
event data. By way of non-limiting example, the one or more
predefined filtering rules can include filtering out event data
associated with the following events: uncompleted events,
memory related events in which the targeting process is not
a remote process, and events in which the targeting process
does not exist.

Based on the generated abstract event, a stateful model
108 can be created or updated. As aforementioned, a stateful
model can be a logical structure representation of a sequence
of linked operations performed in a live environment. At
least one stateful model 108 can be built in accordance with
the one or more operations described herein, e.g., by the
event parsing module 106 of the malware detection system
100.

According to certain embodiments, for each event data
that is normalized to an abstract event, one or more objects
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can be retrieved from the abstract event. As aforementioned,
each of the retrieved objects represents an entity related in
a corresponding event, and each object can be of a type
selected from a group that includes: process object, file
object, network object, registry object, and windows object.
At least one of the objects represents the source of the event
that performs a corresponding operation. By way of non-
limiting example, the source of the event can be represented
by a process object indicating an originating process that
performs the operation. For example, a process P1 performs
an operation of “system shutdown”. In this case, a process
object will be retrieved from the corresponding abstract
event to represent P1 as the source of the event.

In some cases an operation is performed upon a target
entity (i.e. target of the event) by the source of the event. For
example, a process P1 opens a file F1. A process object will
be retrieved from the corresponding abstract event to rep-
resent P1 as the source of the event for the operation “file
open”, and a file object will be retrieved to represent F1 as
the target of the event.

It is to be noted that an operation is usually initiated by a
process. Thus the source of an event is normally represented
by a process object. The target of the event, however, can be
of various types of objects that are manipulated in the
operation, such as a process object, file object, network
object, registry object, etc.

According to further embodiments, a process can own
resources, such as a source file that the process is initiated
from. The source file can be of various types, such as, by
way of non-limiting example, a document file, an image file
that contains the executable program that the process is
launched from, or any other relevant types of files. A source
file, if related to an operation, can also be represented by a
file object.

It is to be noted that the above mentioned object types are
merely illustrated for exemplary purposes only and should
not be construed as limiting the present disclosure in any
way. Additional types of objects that may occur in an
operation can be included in addition to or instead of the
above.

Following retrieving the objects from an abstract event,
the event parsing module 106 can identify one or more
relationships among the objects in accordance with the
abstract event, and generate respective associations among
the objects corresponding to the identified relationships,
giving rise to an event context corresponding to the abstract
event. The event context contains context information of the
corresponding event, and comprises the one or more objects
of the event and the associations therein.

The event parsing module 106 can further determine if a
current event is a first event of a stateful model, as described
below in detail with respect to FIG. 2A. In case of the above
condition being met, a new stateful model can be generated
and include the event context, namely, the one or more
objects and the one or more associations therein. The
process then repeats, wherein the next event data can be
processed.

FIG. 2A illustrates an example of a stateful model, in
accordance with embodiments described herein.

In some embodiments, the exemplified stateful model 200
may be created based on an abstract event 201. Abstract
event 201 is normalized from an event data characterizing an
event E1 of a process P1 creating a child process P2. The
abstract event 201 comprises the following attributes of the
event: operation type—process creation; source of the
event—P1 (as the originating process of the event), source
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file of P1-F1, target of the event—P2 (as a targeting process
of the event), and source file of P2-F2.

Based on the abstract event 201, four objects can be
retrieved: a process object 202 indicative of the source of the
event P1, a process object 204 indicative of the target of the
event P2, a file object 206 indicative of the source file F1 of
P1, and a file object 208 indicative of the source file F2 of
P2. According to certain embodiments, file objects 206 and
208 can be affiliated with, or correlated with, their respective
process objects 202 and 204 as illustrated. The data for the
abstract event 201 can further include additional attributes
which contain more information of the operation if appli-
cable.

A relationship indicative of process creation can be iden-
tified between process objects 202 and 204 in accordance
with the abstract event. A corresponding association
between 202 and 204 can be generated accordingly based on
the identified relationship, giving rise to an event context
that comprises the process objects 202 and 204 (together
with their correlated file objects 206 and 208) and the
association therebetween. The association can be repre-
sented, e.g., as a direct linkage between the two related
objects 202 and 204, as illustrated in FIG. 2A.

According to certain embodiments, one or more fields can
be created for each of the objects, storing one or more
parameters characterizing the respective object and the
association related thereto. By way of non-limiting example,
the process object 202 can have one or more fields selected
from a group that includes: process identifier (e.g., a unique
identifier assigned by the operating system for each pro-
cess), one or more source file identifiers (e.g., a pointer to
file object 206), and one or more operations and correspond-
ing associations related thereto (e.g., an operation of process
creation and a corresponding linkage to P2). The file object
206 can have one or more of fields selected from a group that
includes: file identifier (e.g., the full path of the file), process
identifier, and one or more operations and corresponding
associations related thereto. Assume that E1 is a first event
in a stateful model, a stateful model 200 can be generated
and include the event context of E1.

It should be noted that the term “stateful model” should be
expansively construed to include any of the following situ-
ations:

1) A stateful model can be a program-level stateful model
that represents a sequence of linked operations related
to a given program (and in some cases, also operations
related to one or more other programs that are linked to
the given program due to operations). In this case, a
stateful model represents a program context that
reflects all the operations related to the given program
by context.

A first event of the program-level stateful model can be
determined to be any event that relates to the given pro-
gram’s first interaction with the system. For instance, a first
event can be determined to be an event of “process creation”
that creates the initiating process of the given program. An
initiating process is the process that is created upon the given
program being executed, which may also be the root process
of a stateful model that performs further operations. A first
event can also be determined to be an event performed by
the initiating process upon other objects.

In the above example illustrated in FIG. 2A, if the
originating process P1 is the initiating process of a certain
program, the creation of P1 can be determined as the first
event in the stateful model. Since the initiating process may
be created by a system process P0, in some cases the stateful
model can include PO, P1 and the association of process
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creation between P0 and P1. In some other cases the stateful
model may include only the object P1, and a reference
therewith indicating that PO is the parent of P1. In some
further cases a first event can also be determined as an event
that P1 performs on other objects, for example, an event of
“process creation” performed by P1 to create a child process
P2.

In some circumstances events can be delayed to be
processed by the event parsing module 106 due to unex-
pected system processing problems. Thus a first event of the
stateful model can also be an event that does not occur first
in terms of time, but is first processed by the event parsing
module 106. Accordingly, following the above mentioned
example of FIG. 2A, if a further event E2 of P2 opening a
file F1 is first processed by the event parsing module 106, the
event E2 can be determined to be a first event of the stateful
model, and any event that occurs before it (e.g., the event E1
of P1 creating P2) can be processed retroactively and
reflected in the stateful model.

Thus, depending on the number of programs concurrently
running in the live environment and the operational rela-
tionships among them, there may be one or more program
stateful models co-existing, each of which represents a
respective program context of a given program;

2) A stateful model can be a system-level stateful model

that represents operations related to all programs that
run concurrently in a live environment. In this case a
first event of the stateful model can be determined to be
the event of “system start” that is initiated when the
operating system initially starts. Accordingly, there is
only one stateful model existing at any given time in the
system which represents a system context of the entire
environment. According to some embodiments, the
system-level stateful model can be created upon the
initialization of the operating system, and can be kept
updating while the operating system and program pro-
cessing proceeds. In accordance with further embodi-
ments, the system-level stateful model may be created
by including one or more program-level stateful models
each related to one program of all the programs running
in the live environment as described above.

It is to be noted that the definition and implementation of
the above stateful model structure are illustrated for exem-
plary purposes only and should not be construed as limiting
the present disclosure in any way. Alternative data structures
can be applied to implement equivalent functionality of the
stateful model in addition to or in lieu of the above.

If the current event is not a first event of a stateful model,
a previous stateful model corresponding to at least one
previous event that precedes the current event exists. The
event parsing module 106 can update the previous stateful
model based on the event context of the current event, giving
rise to an updated stateful model that is updated.

According to certain embodiments, a previous stateful
model can be updated in accordance with the following
scenarios:

1) If all the objects of the current event are already
included in the previous stateful model, the one or more
associations of the event context can be added to the
previous stateful model, giving rise to the updated
stateful model;

2) Otherwise at least one object of the one or more objects
should be a new object that does not exist in the
previous stateful model. Thus the new object, together
with the one or more associations, can be added to the
previous stateful model, giving rise to the updated
stateful model.
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Continuing with the example illustrated in FIG. 2A,
assume that the illustrated stateful model 200 (including
process objects P1, P2 and the association between P1 and
P2 representing the event E1 of P1 creating P2) is a previous
stateful model that exists, and a current event E2 arrives,
wherein the same process P1 allocates memory in the same
child process P2. The event data that characterizes the
current event E2 is normalized to an abstract event. Objects
P1 and P2 are retrieved based on the abstract event. A
relationship indicative of memory allocation can be identi-
fied between P1 and P2 based on the abstract event, and an
association between P1 and P2 can be generated based on
the identified relationship. Thus an event context for the
current event E2 comprises objects P1 and P2 and the
association therebetween. Since the current event E2 is not
a first event in the previous stateful model 200, the stateful
model 200 will be updated based on the current event
context. In this case, since all the objects of the current
event, namely, P1 and P2, are already included in the
previous stateful model 200, the currently generated asso-
ciation between P1 and P2 representing an operation of
memory allocation, will be added as a new association
between P1 and P2 in the stateful model 200, besides the
previous association therebetween representing the opera-
tion of process creation, giving rise to an updated stateful
model. By way of non-limiting example, the new association
can be added in the stateful model by adding a respective
field for P1 and/or P2 to indicate the operation of memory
allocation therebetween. Since only the association has been
updated, the hierarchical structure of the updated stateful
model may look similar as illustrated in FIG. 2A, with a
newly added association.

Continuing with the same example, assume that another
event E3 arrives after E2, wherein the process P2 creates a
child process P3. Following the same process, the event data
that characterizes the current event E3 is normalized to an
abstract event. Objects P2 and P3 are retrieved based on the
abstract event. A relationship indicative of process creation
can be identified between P2 and P3 based on the abstract
event, and an association between P2 and P3 can be gener-
ated based on the identified relationship. Thus an event
context for the current event E3 comprises objects P2 and P3
and the association therebetween. Since the current event E3
is not the first event in the stateful model 200, the stateful
model 200 will be updated based on the current event
context. In this case, since P3 is a new object that does not
exist in the previous stateful model, the new object P3 can
be added to the stateful model 200 as a process object 210.
Optionally a file object F3 that is correlated with P3 can also
be added as a file object 212. The association between P2
and the new object P3 can be added in the stateful model, by
way of non-limiting example, by adding a respective field
for P2 and/or P3 to indicate the operation of process creation
therebetween, giving rise to an updated stateful model, as
illustrated in FIG. 2B.

It is to be noted that the specific examples of building and
updating the stateful model illustrated above are provided
for exemplary purposes only and should not be construed as
limiting. Accordingly, other ways of implementation of
building and updating the stateful model can be used in
addition to or in lieu of the above.

FIG. 3 illustrates how an example graph 300 may corre-
spond to a stateful model, in accordance with some embodi-
ments disclosed herein.

For a stateful model (e.g., the stateful models shown in
FIGS. 2A and 2B), there may be a corresponding data table
350 may store information about the events associated with
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a stateful model, including the relative sequence or order
that the events occurred. For example, each row of the data
table 350 may correspond with an event associated with the
stateful model. In some embodiments, the ordering of events
in the data table 350 (e.g., the top-down order of rows) may
correspond to the relative sequence or order that the events
occurred. The GroupID column 352 may show an identifier
for each event that indicates its grouping or associated
stateful model; all the events from the same stateful model
may have the same group identifier. The Event column 354
may indicate information indicating the type of each event
(e.g., a process creation event). The SourcelD column 356
and the Target]D column 358 may indicate identifiers of the
source object and target object associated with each event.

In some embodiments, the information in the data table
350 may correspond to the fields created for objects and
events during creation of the stateful model. For example,
during generation of the stateful model, a process object that
creates a file object can have one or more fields selected
from a group that includes: a process identifier (e.g., a
unique identifier assigned by the operating system for each
process), one or more source file identifiers (e.g., a pointer
to file object), and one or more operations and corresponding
associations related thereto (e.g., an operation of process
creation and a corresponding linkage). The file object can
have one or more of fields selected from a group that
includes: file identifier (e.g., the full path of the file), process
identifier, and one or more operations and corresponding
associations related thereto. Accordingly, a row in the data
table 350 that corresponds to this file creation event may
indicate a file creation event type in the Event column 354,
the process identifier assigned to the originating process in
the SourcelD column 356, and the file identifier assigned to
the created file in the TargetID column 358.

In some embodiments, a graph may be adapted that
corresponds to the stateful model and the data in its corre-
sponding data table 350. In computer science, a graph is an
abstract data type that is meant to implement the undirected
graph and directed graph concepts from the field of graph
theory within mathematics. A graph consists of a finite (and
possibly mutable) set of vertices (also called nodes or
points), together with a set of unordered pairs of these
vertices for an undirected graph or a set of ordered pairs for
a directed graph. These pairs are known as edges (also called
links or lines), and for a directed graph are also known as
edges but also sometimes arrows or arcs. The vertices may
be part of the graph, or may be external entities represented
by integer indices or references.

It should be noted that a graph data structure may be any
suitable data structure that can be used to capture all the
information of a graph and its attributes, such as the overall
structure and connectivity of the nodes and edges in the
graph, the information associated with each node, the infor-
mation associated with each edge, and so forth. For instance,
in some embodiments, a set of matrices or arrays can be used
for the graph data structure to store all the information of a
graph and its attributes. Information may be embedded in the
nodes and/or edges of the graph data structure, e.g., by
associating each edge with some edge value, such as a
symbolic label or a numeric attribute (cost, capacity, length,
etc.).

For example, graph 300 in FIG. 3 may correspond a
hypothetical stateful model and the data table 350. The
graph 300 has multiple nodes and directed edges connecting
pairs of nodes. The stateful model and any important infor-
mation associated with it can be embedded into the nodes
and edges of the graph 300.
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In some embodiments, the nodes of the graph represent
various objects in the stateful model, such as processes and
files. For example, in graph 300, the node 302 represents a
process (with ID: 11BBFE234), node 304 represents an
endpoint (with ID: 10.0.0.128, e.g., IP address), node 306
represents a process (with ID: 343462AAA), node 308
represents a file (with ID: AAABBBAI).

In some embodiments, each directed edge connecting a
pair of nodes in the graph represents an event in the stateful
model, examples of which include process creation, process
termination, process modification, IP connect, IP listen, file
modification, file creation, file scan, and file deletion. The
direction of the edge (e.g., the arrow) indicates the source
and the target associated with the corresponding event. For
example, in graph 300, a directed edge 312 spans from node
302 to node 308, indicating that the node 302 process
created the node 308 file. A directed edge 314 spans from
node 302 to node 306, indicating that the node 302 process
created the node 306 process. Then, a directed edge 310
spans from node 302 to node 304, indicating that the node
302 process initiated a network connection with the node
304 endpoint. A directed edge 316 spans from node 306 to
node 308, indicating that the node 306 process then modified
the node 308 file. The directed edge 318 spans from node
302 to node 306, indicating that the node 302 process
terminated the node 306 process. The directed edge 320 then
indicates that the node 302 process then exited.

FIG. 4 illustrates a process for generating graph inputs for
GNNs based on stateful models obtained from monitoring
operations on an endpoint, in accordance with embodiments
of the present disclosure.

This process is illustrated and described within the con-
text of processing a single stateful model on an endpoint and
applying machine learning models for real-time threat clas-
sification and malware detection. However, a person skilled
in the art will recognize that these steps can also be adapted
and used for training machine learning models or for pro-
cessing training data to train those models. For example, a
large amount of training data (e.g., associated with many
observed stateful models) can be collected and similarly
processed to train different models for feature extraction,
transforming embeddings, and/or performing predictive
tasks on graphs. In some embodiments, the training data
may include labels (e.g., classifications for the various
stateful models).

At block 402, input data may be collected and prepro-
cessed. This input data may include a stateful model
obtained from monitoring operations on an endpoint and any
associated stateful model data. Examples of stateful model
data may include the fields assigned to the objects and events
in the stateful model and any information about the stateful
model (e.g., the number of processes in the stateful model
that are LOLBins). Generally, the input data may include
any information that may be a useful feature for analyzing
a stateful model and classifying threats.

At block 404, a graph (e.g., a graph data structure or
representation) with nodes and edges may be constructed
based off the stateful model. Graphs have up to four types of
information that can be used to make predictions: nodes,
edges, global-context and connectivity. Accordingly, the
objects in the stateful model may be represented by nodes in
the graph, and the events or links in the stateful model may
be represented by edges in the graph.

In some embodiments, the graph may be embodied or
represented in a series of matrices, vectors, and/or tuples.
For example, the nodes can be represented by a node feature
matrix N, by assigning each node an index i and storing the

10

15

20

25

30

35

40

45

50

55

60

65

18

feature vector for node-iin N. The edges may be represented
in a feature matrix E by assigning each edge an index i and
storing the feature vector for edge-i in E. The global context
may be represented by a feature vector. The structure and
connectivity of the graph may be represented in an adja-
cency matrix or an adjacency list, which describes the
connectivity of edge e-k between nodes n-i and and n-j as a
tuple (i,j) in the k-th entry of an adjacency list. Accordingly,
the graph data structure may comprise a set of matrices,
vectors, and/or tuples.

At block 406, feature vectors may be extracted for each of
the various components of the graph (such as the nodes,
edges, and global context) using the stateful model and the
input data collected at block 402. More specifically, the
relevant information associated with each component of the
graph may be converted into an array of numbers (e.g., a
feature vector) that is easier for machine learning models to
work with. For example, an object in the stateful model may
be represented by a node, and categorical information about
that object (e.g., that the object is a process) may be
converted into a number that is included in the feature vector
that corresponds to that node. The feature vector for that
node may include many numbers (e.g., features) based on
the amount of information available and relevant to a
machine learning model. Accordingly, based on the stateful
model data and any additional input data collected, a feature
vector may be created for each node and edge in the graph.
In some embodiments, a feature vector may also be created
for the global context of the graph.

In some embodiments, one or more trained machine
learning models, such as a neural network, may be used to
automatically extract features from the stateful model data
and any additional input data. In some embodiments, a
single model may be used to extract features for the com-
ponents of the graph. In some embodiments, different mod-
els may be used to extract features for different types of
components of the graph. For example, a trained neural
network may be used to extract features for nodes in the
graph, another neural network may be used to extract
features for edges in the graph, and another neural network
may be used to extract features for the global context.

At block 408, the features may be added as embeddings
to the graph. For example, in some embodiments, the
features vectors for all the nodes may be added to the node
feature matrix, the feature vectors for all the edges may be
added to the edge feature matrix, and so forth. In some
embodiments, feature reduction techniques may be used to
reduce the dimensionality of the features before they are
embedded into the graph.

At block 410, the graph and its embeddings may be
provided as an input to a GNN. In some embodiments, the
GNN may adopt a “graph-in, graph-out” architecture, mean-
ing that it accepts a graph as input, with information loaded
into its nodes, edges and global-context, and progressively
transform these embeddings, without changing the connec-
tivity of the input graph.

The GNN may output a graph with updated embeddings
that can be used for predictive tasks (e.g., as an input for a
classification model), which is further described in connec-
tion with FIG. 6. This may be done over many layers (e.g.,
the GNN may comprise many layers), and a simplified
explanation of a GNN layer is described in connection with
FIG. 5.

FIG. 5 illustrates an example GNN layer for transforming
a graph and its embeddings, in accordance with embodi-
ments disclosed herein.
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An example input graph 502 is shown with nodes and
edges. Not all the information that may be stored or embed-
ded in the various components of the input graph 502 (e.g.,
each node—node embedding, each edge—edge embedding,
and the entire graph—graph embedding) is shown. The only
embeddings shown are node embedding 506 for node A
(e.g., target node 504) and embedding 508 for the global
context of the graph.

In order to enable a machine learning model to take full
advantage of all the information in the graph 502 (e.g.,
information stored in the nodes, information stored in the
edges, and the overall connectivity of the graph), informa-
tion has to be pooled by routing information between
different parts of the graph. For instance, there may be
information in the graph stored in neighboring nodes or
neighboring edges that is needed to make a prediction on a
node, which requires collecting information from neighbor-
ing nodes and/or edges and giving them to the node for
prediction.

This can be accomplished through messaging passing
using a GNN layer, which has two main components—an
aggregation/pooling function and an update function. To
facilitate ease of understanding, FIG. 5 illustrates only a
single GNN layer 510 in which node-to-node message
passing is used to embed a single target node 504 (e.g., node
A) with information about its neighboring nodes. However,
in practice, each node in the graph 502 could be updated
with information about its respective neighboring nodes
over a single GNN layer.

In some embodiments, the embedding for each target
node is enriched by aggregating the messages received from
all its neighboring nodes. For example, target node 504 (e.g.,
node A) is identified to have neighboring nodes B, C, and F.
The first component of the GNN layer 510, the aggregation
function 512, involves taking as input the representations or
messages of node A's neighbors (e.g., the embeddings for
nodes B, C, and F) and aggregating them (e.g., like sum or
mean). The aggregated messages are passed with the embed-
ding of node A through an update function 514, usually a
learned neural network. The update function 514 produces
an updated embedding 518 for node A, which now incor-
porates information from the aggregated embeddings of its
neighboring nodes. This can be done for all nodes, so that
each node’s updated embedding becomes a weighting of its
previous embeddings and a weighting of its neighbor’s
embedding.

Although FIG. 5 only illustrates message passing using a
single GNN layer 510, this overall process can be performed
iteratively; the rounds of message passing can be viewed as
a series of layers. Additional GNN layers can then be
stacked to enable message passing beyond immediate neigh-
bors. By stacking message passing GNN layers together, a
node can eventually incorporate information from across the
entire graph: after three layers, a node has information about
the nodes three steps away from it. Over sufficient rounds of
message passing and GNN layers, a final graph can be
obtained with embeddings for each node in the graph that
well describe it given the larger context.

It should be noted that information from neighboring
edges can be incorporated, in the same fashion as neighbor-
ing node information (e.g., by first pooling neighboring edge
information and transforming it with an update function into
an updated embedding). However, the node and edge infor-
mation stored in a graph are not necessarily the same size or
shape. A linear mapping from the space of edges to the space
of'nodes, and vice versa, could be used. Or neighboring edge
information can be concatenated with the target embedding
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before the update function. Furthermore, the embedding of
a target edge can be updated, in addition to, or instead of, the
embedding of a target node. Accordingly, in some embodi-
ments, message passing with a GNN layer can be performed
at least node-to-node, node-to-edge, edge-to-edge, and/or
edge-to-node.

However, nodes that are far away from each other in the
graph may never be able to efficiently transfer information
to one another, even if message passing is applied several
times. For one node, there are k-layers in the GNN; infor-
mation will propagate at most k-steps away. This can be a
problem for situations where the prediction task depends on
nodes, or groups of nodes, that are far apart. One solution
would be to have all nodes be able to pass information to
each other. Unfortunately for large graphs, this quickly
becomes computationally expensive.

Another solution is to use a global representation of a
graph (U) which is sometimes called a master node or global
context vector (e.g., a graph-level embedding 508). This
global context vector is connected to all other nodes and
edges in the graph, and can act as a bridge between them to
pass information, building up a representation for the graph
as a whole. This creates a richer and more complex repre-
sentation of the graph than could have otherwise been
learned. In other words, the global context vector can be
updated or used to update node/edge embeddings in a GNN
layer. Accordingly, in some embodiments, message passing
with a GNN layer can be performed at least node-to-node,
node-to-edge, node-to-global, global-to-node, edge-to-edge,
edge-to-node, edge-to-global, and/or global-to-edge.

Furthermore, any combination of information from neigh-
boring nodes, neighboring edges, and/or the global context
can be incorporated to update a particular graph attribute in
a GNN layer. In some embodiments, the set of information
can be leveraged during pooling by conditioning the embed-
ding on the graph attribute of interest with respect to that set
of information. For example, a target node’s embedding can
be updated by considering information from neighboring
nodes, connected edges, and also the global information. In
some embodiments, to condition the new node embedding
on all these possible sources of information, they can be
simply concatenated during the pooling step. In some
embodiments, the different types of embeddings may be
mapped to the same space via a linear map (e.g., to put node,
edge, and global embeddings into a similar format) and
added. In some embodiments, a feature-wise modulation
layer may be applied to the different embeddings, which can
be considered a type of feature-wise attention mechanism.

As such, there may be many design decisions when
constructing GNN5s and also in constructing GNN layers. In
some embodiments, each GNN layer may factor in decisions
on which types of graph attributes (e.g., nodes, edges, and/or
global-context) are updated. In some embodiments, each
GNN layer may factor in decisions on what information is
used to update a type of graph attribute (e.g., for targets
nodes, consider information from neighboring nodes, con-
nected edges and the global information). In some embodi-
ments, each GNN layer may factor in decisions on the order
that different types of graph attributes are updated (e.g.,
updating node embeddings before edge embeddings, or the
other way around).

Furthermore, these decisions are not relegated to just a
single GNN layer and they may also be applied across
different layers of the GNN. For example, two adjacent
GNN layers may be ordered so that node embeddings are
updated in the first GNN layer of the pair and edge embed-
dings are updated in the second GNN layer of the pair, or the
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other way around. Accordingly, in some embodiments, the
entire GNN may factor in decisions on which types of graph
attributes (e.g., nodes, edges, and/or global-context) are
updated in which layers. In some embodiments, the entire
GNN may factor in decisions on what information is used to
update graph attributes in which layers. In some embodi-
ments, the entire GNN may factor in decisions on the order
that different types of graph attributes are updated across the
different layers.

In some embodiments (not shown), the GNN may be an
attentional GNN (also known as Graph Attention Networks)
that uses a self-attention mechanism similar to transformer
models to learn weights between each couple of connected
nodes.

To summarize, a GNN consists of a number of layers,
each of which updates the representation of each node
(and/or each edge and/or the global-context) based on its
local neighborhood. For example, the representation of each
node is typically a low-dimensional vector that encodes the
node’s properties and its relationships with other nodes. The
layers of a GNN are designed to capture increasingly
complex features of the graph by aggregating information
from the neighborhood of each node. In some embodiments,
each GNN layer generates an output graph based on the
input graph. In some embodiments, each GNN layer does
not update the connectivity of the input graph, and the output
graph of has the same adjacency list and the same number
of feature vectors as the input graph. The output graph just
has updated embeddings, since the GNN layer has updated
each of the node embeddings.

FIG. 6 illustrates an example of applying a GNN for
predictive tasks in behavior-based analysis, in accordance
with embodiments of the present disclosure.

After all the GNN layers 604 have been applied to an
input graph 602, the final output graph 606 and its trans-
formed embeddings can be used to train or apply one or
more predictive machine learning models to perform pre-
dictive tasks on graphs at various different levels, such as
graph-level prediction (e.g., predicting a single property for
a whole graph), node-level prediction (predicting some
property for a node in a graph), and edge-level prediction
(e.g., predicting the property or presence of an edge in a
graph). For example, the finalized graph 606 can be used to
train or apply a predictive model 608 to generate a prediction
610.

In some embodiments, the predictive model 608 may be
a scoring model, and the generated prediction 610 may be
associated with a score. For example, the predictive model
608 may generate a behavior score that corresponds to a
degree of suspiciousness of the behavior in the stateful
model the graph is based on. In some embodiments, the
predictive model 608 may be a classification model, and the
generated prediction 610 may be a classification. For
example, the predictive model 608 may classify or identify
any threat associated with the stateful model the graph is
based on. In some embodiments, the predictive model 608
may be a neural network. In some embodiments, the pre-
dictive model 608 may be based on a learning algorithm
such as logistic regression, linear regression, naive Bayes,
linear discriminant analysis, stochastic gradient descent,
K-Nearest neighbors, decision trees, random forest, or sup-
port vector machines.

In some embodiments, the model 608 may be used for
graph-level prediction tasks, such as classification of a
graph, associated with behavior-based analysis. For
example, in some embodiments, a machine learning model
may be trained to analyze a graph corresponding to a stateful
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model and classify it as a threat (e.g., embodying a series of
operations that fit a behavioral pattern associated with
malware) or benign.

In some embodiments, the model 608 may be used for
node-level prediction tasks, such as predicting the identity or
role of each node within a graph, associated with behavior-
based analysis. For example, in some embodiments, a
machine learning model may be trained to analyze a node in
a graph corresponding to a stateful model to classify the
node and its corresponding object in the stateful model. In
other words, different types of objects in the stateful model
can be further classified. For instance, objects can be clas-
sified as suspicious, malicious, or benign; process objects
may be classified as LOLBins; and so forth.

In some embodiments, the model 608 may be used for
edge-level prediction tasks, such as to predict the presence
or property of an edge in the graph, associated with behav-
ior-based analysis. For example, in some embodiments, a
machine learning model may be trained to analyze a graph
corresponding to a stateful model to predict an event or
relationship between objects in the stateful model (e.g.,
assuming this behavior pattern is suspicious, then we should
expect that this process object will delete this file object that
it created) or to classify an event (e.g., this is a suspicious
event).

All or some of the information associated with the final
output graph 606 may be used as inputs for the predictive
model 608; in some embodiments, a machine learning
model trained or applied for graph-level, node-level predic-
tion, and/or edge-level prediction may use any combination
of the information within the final output graph 606 and its
transformed embeddings, including any combination of the
transformed graph-level embedding, the transformed node
embeddings, and/or the transformed edge embeddings. For
example, in some embodiments, a model can be trained or
applied for graph-level prediction using all the transformed
embeddings. As another example, in some embodiments, a
model can be trained or applied for node-level prediction
using the transformed node embeddings and the transformed
graph-level embedding, but not the transformed embed-
dings.

In some embodiments, the inputs for the predictive model
608 may include additional information beyond the final
output graph 606 and its embeddings. For example, a model
608 used to classify the graph as a threat may also consider
information such as the number of process objects in the
stateful model that are LOLBins, the number of file objects
in the stateful model that were in temporary directories, the
number of file objects in the stateful model that were in
system directories, and so forth. In some embodiments,
features may be extracted from this additional information
and used an additional inputs for the model 608.

There may be numerous benefits to a GNN-based
approach for classifying behaviors or threats from stateful
model data. In particular, graphs can be used to describe
complex connections and GNNs can be used to learn those
complex connections. Accordingly, the overall structure of
the stateful model or storyline has an effect on any predic-
tions made.

FIG. 7 is a generalized flowchart of generating an input
for a transformer, in accordance with embodiments of the
present disclosure.

At block 702, input data may be collected and prepro-
cessed. This input data may include a stateful model
obtained from monitoring operations on an endpoint and any
associated stateful model data. Examples of stateful model
data may include the fields assigned to the objects and events
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in the stateful model and any information about the stateful
model (e.g., the number of processes in the stateful model
that are LOLBins). Generally, the input data may include
any information that may be a useful feature for analyzing
a stateful model and classifying threats.

At block 704, a graph (e.g., a graph data structure or
representation) with nodes and edges may be constructed
based off the stateful model. Graphs have up to four types of
information that can be used to make predictions: nodes,
edges, global-context and connectivity. Accordingly, the
objects in the stateful model may be represented by nodes in
the graph, and the events or links in the stateful model may
be represented by edges in the graph.

In some embodiments, the graph may be embodied or
represented in a series of matrices, vectors, and/or tuples.
For example, the nodes can be represented by a node feature
matrix N, by assigning each node an index i and storing the
feature vector for node-iin N. The edges may be represented
in a feature matrix E by assigning each edge an index i and
storing the feature vector for edge-i in E. The global context
may be represented by a feature vector. The structure and
connectivity of the graph may be represented in an adja-
cency matrix or an adjacency list, which describes the
connectivity of edge e-k between nodes n-i and and n-j as a
tuple (i,j) in the k-th entry of an adjacency list.

Atblock 706, feature vectors may be extracted for each of
the various components of the graph (such as the nodes,
edges, and global context) using the stateful model and the
input data collected at block 702. More specifically, the
relevant information associated with each component of the
graph may be converted into an array of numbers (e.g., a
feature vector) that is easier for machine learning models to
work with. For example, an object in the stateful model may
be represented by a node, and categorical information about
that object (e.g., that the object is a process) may be
converted into a number that is included in the feature vector
that corresponds to that node. The feature vector for that
node may include many numbers (e.g., features) based on
the amount of information available and relevant to a
machine learning model. Accordingly, based on the stateful
model data and any additional input data collected, a feature
vector may be created for each node and edge in the graph.
In some embodiments, a feature vector may also be created
for the global context of the graph.

In some embodiments, one or more trained machine
learning models, such as a neural network, may be used to
automatically extract features from the stateful model data
and any additional input data. In some embodiments, a
single model may be used to extract features for the com-
ponents of the graph. In some embodiments, different mod-
els may be used to extract features for different types of
components of the graph. For example, a trained neural
network may be used to extract features for nodes in the
graph, another neural network may be used to extract
features for edges in the graph, and another neural network
may be used to extract features for the global context.

At block 708, the features may be added as embeddings
to the graph. For example, in some embodiments, the
features vectors for all the nodes may be added to the node
feature matrix, the feature vectors for all the edges may be
added to the edge feature matrix, and so forth. In some
embodiments, feature reduction techniques may be used to
reduce the dimensionality of the features before they are
embedded into the graph.

At block 710, the graph and its embeddings may be
provided as an input to a transformer. In some embodiments,
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the transformer may accept a graph as input, with informa-
tion loaded into its nodes, edges and/or global-context.

FIG. 8 is a generalized flowchart for applying a trans-
former for predictive tasks in behavior-based analysis, in
accordance with embodiments of the present disclosure.

Like recurrent neural networks (RNNs), transformers
have become famous due to their ability to process and
model sequential information, especially for use cases such
as natural language processing (with applications towards
tasks such as translation and text summarization).

Unlike RNNs, transformers can process the entire input
all at once and are incredibly good at keeping track of
context since they utilize an attention mechanism that pro-
vides context for any position in the input sequence. Not
only can they make sense of a sequence of words in a
sentence, but they can also keep track of the larger context
while ‘writing’ and generating consecutive words within that
context. Transformers also adopt the mechanism of self-
attention, differentially weighting the significance of each
part of the input data. For natural language processing, this
self-attention mechanism captures the semantic similarity
between tokens in a sentence or sentence-like structures.

The basic transformer architecture has five main parts:
tokenization, embedding, positional encoding, a series of
transformer blocks, and softmax. For natural language pro-
cessing and an input of a sentence (e.g., sequence of words),
the tokenization step takes every word, prefix, suffix, and
punctuation sign, and assigns them to a known token from
a library (e.g., a large dataset of tokens, including all the
words, punctuation signs, etc). Once the input has been
tokenized, the embedding step turns each token into num-
bers. More specifically, the text embeddings converts every
piece of text to a vector (e.g., an array) of numbers. If two
pieces of text are similar, then the numbers in their corre-
sponding vectors are similar to each other (componentwise,
meaning each pair of numbers in the same position are
similar). Otherwise, if two pieces of text are different, then
the numbers in their corresponding vectors are different.

Afterwards, positional encoding is performed to modify
the vectors, so that each modified vector additionally carries
information about the relative position of the token. For
example, positional encoding may involve adding a posi-
tional vector to each word, in order to keep track of the
positions of the words. Positional encoding consists of
adding a sequence of predefined vectors to the embedding
vectors of the words, ensuring a unique vector for every
sentence, and sentences with the same words in different
order will be assigned different vectors. Thus, a vector is
obtained for every token that takes into account the order
and position of the respective token. This positional encod-
ing encodes the sequential relationship among the words in
the sentence. It is important because the transformer would
otherwise not understand the sequence and ordering of
words in a sentence, and where in the sequence a particular
word is located.

In order to perform a task such as predicting the next word
in the sentence, a large neural can be trained with that goal
(e.g., to predict the next word in a sentence) in mind so that
the trained model can be applied to input data. The large
feedforward network, (e.g., a transformer) can be formed of
several blocks of smaller neural networks, and an attention
component is added to each one of these blocks. Each
component of the transformer, called a transformer block, is
then formed by two main components: the attention com-
ponent and the feedforward component.

Like with message passing, the attention component
moves the words in a sentence (or piece of text) closer in the
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word embedding, so that a word’s embedding will carry
some information of its neighboring words (e.g., providing
context). The transformer blocks carry out repeated trans-
formations on the vector representations of the words,
extracting more and more linguistic information. These
consist of alternating attention and feedforward layers.

The transformer outputs scores for all the words, where
the highest scores are given to the words that are most likely
to be next in the sentence. In some cases, there can be a
softmax or unembedding layer, which converts the final
vector representations back to a probability distribution over
the tokens. In other words, the softmax can turn scores into
probabilities (that add to one), where the highest scores
correspond to the highest probabilities.

Once a transformer has been trained to predict the next
word, post-training can be performed to teach the trans-
former to do more specific tasks, such as to answer ques-
tions, perform as a chatbot, write code, and so forth.

Turning back now to FIG. 8, just like how transformers
can make sense of a sequence of words in a sentence, a
stateful model or storyline can be thought of as a sequence
of events (e.g., between different types of objects in the
stateful model). This similarity may allow transformers to be
adapted for use with stateful models to make sense of the
sequence of events in a the stateful model. However, instead
of words serving as the tokens, objects and/or events in the
stateful model may serve as tokens.

Although theoretically, feature vectors for objects and/or
events in the stateful model can be passed as inputs to a
transformer, it may be preferable to pass an input graph 802
instead because it preserves the structure of the graph and
the spatial relationships between nodes. Accordingly, a
graph representation of the stateful model may be generated
to serve as the input graph 802 for the transformer. In some
embodiments, the transformer technique used may be
adapted for use with graphs as input data, and such trans-
formers may sometimes be referred to as graph transformers
or graphormers.

There may be many different ways to adapt the trans-
former architecture to learn on graphs. In general, various
structural embedding or encoding methods can be used to
model a graph’s structure and other useful information in the
graph (e.g., centrality encoding and spatial encoding). Other
examples of these different approaches include incorporat-
ing adding a virtual node to represent graph-level represen-
tation (similar to message passing in GNNs when there are
many nodes), selecting different types of tokens (e.g., nodes
and/or edges for tokens), using Laplacian eigenvectors to
replace position/spatial encoding, and so forth.

At block 804, the desired attributes of the input graph 802
are tokenized. Just nodes can be tokenized, just edges can be
tokenized, or nodes and edges can be tokenized. Addition-
ally, in some embodiments, an extra graph-level token can
be added in order to make graph-level predictions. However,
selecting nodes as tokens means that the information in the
edges between nodes must be somehow encoded into the
node features at block 806, and selecting the edges as tokens
means that information in the nodes must be somehow
encoded into the edge features at block 806. An example
embodiment in which nodes and edges are both used as
features is discussed in connection with FIG. 9.

At block 806, the tokens may be converted to feature
vectors (e.g., an array of numbers) and embedded with
information about the tokens. For example, a node’s feature
vector may be embedded with information about that node.
This information may include a subtype for the token. For
example, for nodes, it may include the type of object (e.g.,
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process, file, etc.) corresponding to the node in the stateful
model, and for edges, it may include the type of event (e.g.,
process creation, process termination, file creation, etc.)
corresponding to the edge in the stateful model. In some
embodiments, one of the tokens may be a graph-level token,
and a graph-level feature vector may be embedded with
information about the graph.

Encoding may be performed to add to modify the feature
vectors for the tokens, so that each feature vector carries
additional information about the context of surrounding
graph attributes (neighboring nodes or edges) and/or the
overall graph (e.g., the relative position of the token in the
graph, the structure and connectivity of the graph, etc.). This
is necessary to provide the transformer an understanding of
the structure and connectivity of the graph. In other words,
the structure and connectivity of the graph may be embed-
ded and encoded at step 806 into the feature vectors pro-
vided to the transformer.

In some embodiments, centrality encoding may be per-
formed and added to the feature vector. For example, when
nodes are tokens, centrality encoding may be performed and
added to feature vector of the nodes to provide context about
the position of a node in the graph, the importance of the
node in the graph, the connectiveness of the nodes in the
graph, and so forth. In some embodiments, a centrality
encoding may involve adding a centrality vector to each
token’s feature vector.

In some embodiments, positional or spatial encoding may
be performed and added to the feature vector. For example,
when nodes are tokens, spatial encoding may be performed
and added to the feature vector of the nodes to provide
context about the spatial position of a node in the graph, the
relative distance between nodes in the graph, and so forth. In
some embodiments, spatial encoding may involve adding a
spatial vector to each token’s feature vector.

In some embodiments, sequencing encoding may be
performed and added to the feature vector. For example,
when edges are tokens, sequencing encoding may be per-
formed and added to the feature vector of the edges to
provide context about the relative sequence and order of
occurrence for the events associated with the edges in the
graph. In some embodiments, sequencing encoding may
involve adding a sequencing vector to each token’s feature
vector.

In some embodiments, connectivity encoding may be
performed and added to the feature vector. For example,
connectivity encoding may be performed and added to the
feature vector of the tokens to provide context about which
nodes and/or edges are connected in the graph. In some
embodiments, connectivity encoding may involve adding a
connectivity vector to each token’s feature vector.

In some embodiments, edge encoding may be performed
and added to the feature vector. For example, when nodes
are tokens, edge encoding may be performed and added to
the feature vector of the nodes to provide context about
which nodes are connected by edges, the information asso-
ciated with a particular edge, the directionality of a particu-
lar edge, and so forth.

In some embodiments, node embedding may be per-
formed and added to the feature vector. For example, when
edges are tokens, node encoding may be performed and
added to the feature vector of the edges to provide context
about which pairs of nodes that each respective edge links,
the information associated with that pair of nodes, the
directionality of the edge, and so forth.

Afterwards, the feature vectors of the tokens may be
provided as input to a transformer neural network 810,
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which can be trained for any suitable predictive task. The
transformer neural network 810 may comprise a number of
transformer blocks 812, each of which include an attention
component 814 and feedforward component 816. The trans-
former blocks 812 may carry out repeated transformations
on the vector representations of the tokens based on context,
to eventually output a final set of vector representations of
all the tokens. In some embodiments, there may be a sofimax
820 or unembedding step to transform the final vector
representations into scores or probability distributions.

Examples of predictive tasks include graph-level predic-
tions, node-level predictions, edge-level predictions, and so
forth. In some embodiments, the final transformed graph-
level feature vector (e.g., graph token) may be used to make
graph-level predictions. For example, in some embodiments,
the transformer neural network 810 may be trained to
determine whether the stateful model associated with the
input graph 802 is suspicious or benign. In some embodi-
ments, the transformer neural network 810 may be trained to
classify or identify a threat associated with the input graph
802 and its corresponding stateful model.

In some embodiments, the final transformed feature vec-
tors for nodes may be used to make node-level predictions.
For example, the transformer neural network 810 may be
trained to determine whether a process object or file object
within the stateful model associated with the input graph 802
is suspicious or benign.

In some embodiments, the final transformed feature vec-
tors for edges may be used to make edge-level predictions.
For example, the transformer neural network 810 may be
trained to determine whether a particular event within the
stateful model associated with the input graph 802 is sus-
picious or benign.

In some embodiments, post-training can be performed to
improve the transformer at performing specific tasks. For
example, beyond classifying behavior as suspicious or
benign, the behavior may be classified as being associated
with a particular type of threat, and so forth.

FIG. 9 illustrates an example of modeling graph structure
for a transformer to use in behavior-based analysis, in
accordance with embodiments of the present disclosure.

More specifically, FIG. 9 illustrates an example of how
both nodes and edges (e.g., objects and events in a stateful
model) can be used as tokens for a transformer.

An input graph 902 is shown with four nodes (node 1, 2,
3, and 4) and four edges. Not shown are the information
associated with each node (e.g., information about the
corresponding object in the stateful model) and each edge
(e.g., information about the corresponding event in the
stateful model).

All nodes and edges can be treated as independent tokens.
However, in some embodiments, their feature vectors are
augmented with token-wise embeddings—more specifically,
type identifiers (to encode whether a token is a node or an
edge) and a pair of node identifiers (e.g., to represent the
connectivity of the tokens, such as the pair of nodes that an
edge links). In some embodiments, the ordering of the node
identifiers may be used to convey directionality for a
directed edge (e.g., 1, 2 may convey that an edge goes from
node 1 to node 2). In some embodiments, the feature vectors
for edges may also be augmented with order embeddings
(not shown), such as to indicate the relative order that the
events associated with those edges occurred. Collectively,
these embeddings directly provide information about how
each token fits within the overall structure and sequence of
the graph, thereby reducing the additional encodings that
may have to be performed.
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Once token-specific information has been embedded into
the feature vector for each token (e.g., all the information
associated with an event has been embedded into the feature
vector for the edge corresponding to that event), the set of
feature vectors can be provided to the transformer 906 to
transform the vectors and generate a prediction 908. For
graph-level prediction tasks, an extra graph-level token 904
can be embedded/encoded and provided to the transformer
906.

There may be numerous benefits to a transformer-based
approach for classifying behaviors or threats from stateful
model data. First, transformers are well researched with high
visibility since the public success of transformer-based
models such as Chat-GPT, and there have been many
improvements to transformers that have been discovered and
made. Accordingly, any improvements to transformers are
well known and could potentially be applicable for classi-
fying behaviors or threats using stateful model data.

Additionally, transformers are good at finding suspicious
events. For example, language-based transformers have a
good understanding an individual word’s meaning, which is
greatly improved from the context provided by the other
words in the sentence. Similarly, transformers adapted for
behavior-based analysis of stateful models would have a
good understanding of any event that is improved from the
context provided by the other events in the stateful model.

Furthermore, transformers can great for describing the
“similarity” between stateful models and threats (e.g., asso-
ciated with different stateful models). There are many
approaches for determining semantic similarity, which is a
metric defined over a set of documents or terms, where the
idea of distance between items is based on the likeness of
their meaning or semantic content as opposed to lexico-
graphical similarity. For example, two very different sen-
tences (having different words and structure) may have a
very similar meaning. The most straightforward and effec-
tive method now is to use a powerful model (e.g. a trans-
former) to encode sentences to get their embeddings and
then use a similarity metric (e.g. cosine similarity) to com-
pute their similarity score that indicates whether two texts
have similar or more different meanings. Similarly, a trans-
former can be used to encode events and stateful models to
compute similarity scores indicating whether two stateful
models are similar, allowing for similarities between threats
(both local and global) to be identified.

However, there may be some drawbacks with such an
approach. Compared to other approaches, the finalized trans-
former model is not lightweight. Even the smallest of saved
transformer models have many millions of parameters and
require at least a gigabyte or two of storage space.

Furthermore, creating the transformer model is a two-step
process. Transformers typically undergo unsupervised pre-
training with a very large dataset, followed by post-training
(e.g., supervised fine-tuning with labeled training data). The
entire process requires a large amount of training data and
resources (e.g., compute resources and compute time). It can
be difficult to obtain the vast amount of training data
required. For example, well known transformer-based mod-
els like Chat-GPT were trained on large volumes of text
collected from multiple sources on the Internet, and the
training process also took several months. Accordingly, such
models may also be unwieldy to update over time (e.g., if
entirely new kinds of threats and behavioral patterns arise).

FIG. 10 is a generalized flowchart of converting stateful
model data into a tabular data format (e.g., a Euclidean
format), in accordance with embodiments of the present
disclosure.
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At block 1002, stateful model data is collected and
processed (e.g., by monitoring operations on an endpoint, as
described herein). In some embodiments, the stateful model
data may be collected and stored in a format such as data
table 350, with each row pertaining to an event inside the
storyline.

At block 1004, features (e.g., a feature vector) may be
extracted for each source object in the stateful model based
on at least the stateful model data. In some embodiments,
features (e.g., a feature vector) may be extracted for each
source process in the stateful model based on at least the
stateful model. In other words, each object (or each of a
particular type of object) in the stateful model or storyline
can be converted into an array of numbers that is a mean-
ingful representation of the respective object.

At block 1006, features (e.g., a feature vector) may be
extracted for each event in the stateful model based on at
least the stateful model data. In other words, each event (or
each of a particular type of event) in the stateful model or
storyline can be converted into an array of numbers that is
a meaningful representation of the respective event. In some
embodiments, this involves extracting statistics for any
quantitative data associated with any of the events inside the
storyline (e.g., for each row of the data table 350). Examples
of the statistics include min, max, mean, and median.

At block 1008, the feature vectors may be put into a
tabular data format (e.g., a table or matrix). For example, in
some embodiments, some of the feature vectors may be
concatenated into a list or matrix. In some embodiments,
some of the feature vectors may be modified or combined
using with a mathematical operation (e.g., two feature
vectors may be summed). As a result, the stateful model ends
up being represented by data in a Euclidean format, which
can then be used as input to train or apply a machine learning
model 1010 for predictive tasks, such as to classify a
particular event as suspicious, to classify the entire stateful
model as suspicious, and so forth.

In some embodiments, the architecture of the ML model
1010 may comprise one or more tree-based algorithms
involving the use of XGBoost, which may leverage the
stateful model data (e.g., endpoint data) and corresponding
stateful models. XGBoost, or Extreme Gradient Boosting, is
a scalable, distributed gradient-boosted decision tree
(GBDT) machine learning library. XGBoost provides par-
allel tree boosting, instead of sequential tree bosting like
GBDT and is the leading machine learning library for
regression, classification, and ranking problems. A Gradient
Boosting Decision Trees (GBDT) is a decision tree
ensemble learning algorithm similar to random forest, for
classification and regression. Ensemble learning algorithms
combine multiple machine learning algorithms to obtain a
better model. The term “gradient boosting” comes from the
idea of “boosting” or improving a single weak model by
combining it with a number of other weak models in order
to generate a collectively strong model. Gradient boosting is
an extension of boosting where the process of additively
generating weak models is formalized as a gradient descent
algorithm over an objective function. Gradient boosting sets
targeted outcomes for the next model in an effort to mini-
mize errors. Targeted outcomes for each case are based on
the gradient of the error (hence the name gradient boosting)
with respect to the prediction. GBDTs iteratively train an
ensemble of shallow decision trees, with each iteration using
the error residuals of the previous model to fit the next
model. The final prediction is a weighted sum of all of the
tree predictions. Random forest “bagging” minimizes the
variance and overfitting, while GBDT “boosting” minimizes
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the bias and underfitting. XGBoost is a scalable and highly
accurate implementation of gradient boosting that pushes the
limits of computing power for boosted tree algorithms,
being built largely for energizing machine learning model
performance and computational speed. With XGBoost, trees
are improved with the results of prior trees. It follows a
level-wise strategy, scanning across gradient values and
using these partial sums to evaluate the quality of splits at
every possible split in the training set.

One benefit of this approach is that the resulting model is
simple and lightweight (at least, in comparison to the GNN
or transformer approaches described herein), and thus it is
easier and less resource intensive to train and apply. It is also
easier to understand and explain since it involves more
commonly used machine learning techniques.

However, the drawback of this approach is that it is more
difficult to describe complex features in the data because
tabular data is not well-suited for mapping out the complex
relationships between objects in a stateful model. Addition-
ally, it cannot be used to assess real similarity between
stateful models or to assess the similarity of an observed
stateful model to a model storyline encapsulating a behav-
ioral pattern.

Some embodiments herein are directed to systems, meth-
ods, and devices for training and utilizing a machine learn-
ing (ML) model based on endpoint data. In some embodi-
ments, the endpoint data may be obtained via an Endpoint
Protection Platform (EPP), which may be configured, via
one or more software agents, to search for attack indicators,
investigate existing incidents, perform file integrity moni-
toring, and identify threats. In some embodiments, the one
or more software agents may provide visibility to operating
system processes and/or encrypted network traffic of one or
more endpoints of a computer network (i.e., endpoint data).
In some embodiments, the endpoint data may provide com-
prehensive insight into all endpoints. In some embodiments,
the endpoint data may be provided to users via a dynamic
user interface. In some embodiments, the endpoint data
collected by the agent may be organized into one or more
databases, wherein the databases are configured with full
real-time and historic retrospective search capabilities, even
for offline endpoints. In some embodiments, the telemetry
data collected from endpoints and/or servers may be used to
correlate activity, such as lateral movement and callbacks,
with other threat indicators. In some embodiments, endpoint
data may be collected from all endpoints, including endpoint
devices that exist outside of a network perimeter. In some
embodiments, each agent creates and aggregates events
based on endpoint processes to create an endpoint model or
an stateful model, which may be stored in the one or more
queryable databases. In some embodiments, connections
between events may also be stored in the one or more
queryable databases. In some embodiments, an ML model
may be generated and trained using endpoint models for
various applications.

Some embodiments herein provide advanced detection
capabilities, enhanced visibility, and custom detection rules
that address new threats or targeted threats. In some embodi-
ments, they systems, methods and devices herein may be
configured to allow incorporation of custom detection logic
and immediate deployment, automatically mitigating threats
and quarantining endpoints. In some embodiments, the
systems, methods, and devices herein may be integrated into
a security information and event management (SIEM) sys-
tem to support threat detection, compliance and security
incident management through the collection and analysis of
security events.
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In some embodiments, endpoint data collected via an EPP
may be organized into one or more queryable databases. In
some embodiments, queries to the one or more databases
may be transformed into automated rules that trigger alerts
and responses when the rules detect matches in endpoint
data. In some embodiments, the systems, methods, and
devices may comprise an automated process for reviewing
every endpoint event collected across all endpoints and
evaluate each of those events against a list of rules.

In some embodiments, each software agent may be con-
figured to build a model, using endpoint data, of a corre-
sponding endpoint infrastructure and real-time running
behavior. In some embodiments, an identifier may be
assigned to a group of related events within the generated
model. In some embodiments, when an abnormal event is
identified, the identifier may be used to quickly locate all
related processes, files, threads, events, and other data with
a single query to the one or more databases. In some
embodiments, full, contextualized data may be provided in
response to the query, including a root cause behind a threat
including context, relationships, and activities. In some
embodiments, the model may be continuously updated in
real-time as new telemetry data is ingested, providing a full
picture or storyline of real-time endpoint activity.

According to some embodiments herein, the endpoint
data and corresponding endpoint models constructed using
endpoint data may be utilized in connection with a ML
model to, for example, classity threats. In some embodi-
ments, the ML, model may be used in various applications,
such as identifying similar endpoint models that behave the
in the same manner, or to identify true positives and false
positives of previously identified suspicious indicators.

In some embodiments, the agents of the system may
collect data and send the data to a centrally accessible
location (e.g., a server, the cloud, etc.) so that the entire
network is contextualized and Indicators of Compromise
(IoCs) or threats across one or more endpoints (including
ones that go offline) can be investigated. In some embodi-
ments, the data collected and sent by the agents may include
network traffic, so that there is visibility of all network traffic
and any lateral movement within the network can be
observed. In other words, the compiled data (e.g., comprised
of data collected from endpoints) can be used to correlate
activity (such as lateral movement and callbacks) with other
threat indicators to gain deeper insights, perform full and
filtered 1OC searches on all endpoint and network activities,
investigate threats at different levels of granularity, and/or
initiate containment/mitigation actions.

In some embodiments, the system may be able to collect
log entries from many different sources and different for-
mats. In some embodiments, the system may compile data or
logs associated with a threat into a threat log. In some
embodiments, some features used in the predictive model
may be derived from the data found in threat logs collected
by the system.

In some embodiments, various events on an endpoint may
be monitored and captured by the system and used as
features to input into the endpoint model (e.g., stateful
model). For example, in some embodiments, the features
used by the stateful model may comprise events such as
process exit, process modification, process creation, dupli-
cate process handle, duplicate thread handle, open remote
process handle, remote thread creation, remote process
termination, command script, IP connect, IP listen, file
modification, file creation, file modification, file creation,
file scan, file deletion, file rename, login, logout, DNS
resolved, task register, task update, task start, task trigger,
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task delete, registry key create, registry key rename, registry
key delete, registry key export, and so forth.

Embodiments herein may comprise engineering one or
more features from the endpoint data and corresponding
endpoint models (e.g., stateful models). In some embodi-
ments, features may be formed from one or more of the
functions making up the events. Other features may include,
for example, the number of processes in the endpoint data
and corresponding stateful models, the number of processes
in the endpoint data and corresponding stateful models
comprising Living Off the Land Binaries (LOLBins), the
number of files in temporary directories and/or in system
directories, command line lengths and entropies, the number
of network connections, and/or the number of unique behav-
ioral indicators, among others.

In some embodiments, a feature used in the ML model
may be the number of processes in a storyline that are
LOLBins. A LOLBin (Living Off the Land Binary) is any
executable that is already installed on an endpoint but can be
adapted or exploited to further an attack. For example, the
executable may come installed by default as part of the
operating system or it may have been added by a user for
legitimate purposes (e.g., as part of a common or widely
used third party software installation). A malicious actor
may hijack this existing software for malicious purposes.
For one, it is less work to adapt existing software than to
develop custom malware. Furthermore, the chances of
detection may be decreased because the executable is more
likely to be trusted and treated without suspicion by both
user and admins. In some cases, security tools may even
whitelist the executable as benign.

In some embodiments, the system may keep track of a list
of commonly-found or well-known LOLBins (e.g., Power-
Shell, Windows Management Instrumentation, msiexec,
psxec, desktopimgdownldr, etc.) and/or executables with
functionality and capabilities that can be leveraged for
malicious purposes. Accordingly, such a list can be refer-
enced in order to determine the number of processes in a
storyline that are LOLBins. The hijacking of LOLBins may
be associated with certain behavior patterns (e.g., fileless
attacks) associated with malware, and thus the number of
processes that are LOLBins may be a useful feature.

In some embodiments, a feature used in the ML model
may be, for a storyline, the number of files touched that were
in temporary directories. The access or modification of files
in temporary directories may be associated with certain
behavior patterns associated with malware, and thus the
number of files touched in temporary directories may be a
useful feature.

In some embodiments, a feature used in the ML model
may be, for a storyline, the number of files touched that were
in system directories. The access or modification of files in
system directories may be associated with certain behavior
patterns associated with malware, and thus the number of
files touched in temporary directories may be a useful
feature.

In some embodiments, some features used in the ML
model may include command lines lengths and/or entropies.
For example, commands associated with command-line
shells (e.g., PowerShell) can be monitored, parsed, and
processed (e.g., to determine lengths, entropies, and any
other useful information). The use of command-line shells
may be associated with certain behavior patterns associated
with malware, and thus the lengths and/or entropies of
command lines may be a useful feature. In some embodi-
ments, a feature used in the ML model may be the number
of network connections involved in the storyline. In some
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embodiments, a feature used in the ML model may be the
number of unique behavior indicators involved in the sto-
ryline.

In some embodiments, a user interface (UI) implementing
an ML model may be used to identify true positives and false
positives according to some embodiments herein. In some
embodiments, the ML model may be used to review iden-
tified threats or indications of compromise and determine if
those threats or indications of compromise (IOCs) are true
positives or false positives. In some embodiments, a
dynamic Ul may generate a list of the threats or IOCs for
review of a user, wherein the dynamic Ul may comprise a
result of the ML model based on the endpoint data and
corresponding endpoint models. In other words, the ML
model may query the relevant information and reprocess it
and extract some prediction, which may be displayed to a
user via the dynamic user interface. Using this method, users
may be provided with a better understanding of whether
certain threats or IOCs are likely to be false positive or true
positive.

In some embodiments, the endpoint data and correspond-
ing endpoint models may be used in one or more statistical
methods and ML models to assist users in making more
informed decisions with respect to identified threats and/or
10Cs. In some embodiments, these threats and/or IOCs may
be discovered using one or more agents, which monitor one
or more endpoints in real time.

In some embodiments, one or more ML, models may be
used with the endpoint data and corresponding endpoint
models. In some embodiments, the one or more ML models
may be used to determine what caused specific computer
processes to be defined as threats and/or IOCs in a more
granular way. In some embodiments, the one or more ML
models may be used to determine the similarity between two
or more threats and/or IOCs, or between a threat and/or IOC
and a legitimate process. In some embodiments, endpoint
data and corresponding endpoint models may be stored in
one or more databases, such that newly identified threats
and/or IOCs may be compared to previous legitimate or
illegitimate processes. In some embodiments, the one or
more ML models may be especially useful in determining
the validity of threats and/or IOCs in edge cases, where
previously, user intervention was necessary to determine
whether the threats and/or IOCs were true positives or false
positives.

In some embodiments, the endpoint data and correspond-
ing endpoint models may be used as an input to one or more
ML models. In some embodiments, the endpoint data and
corresponding endpoint models may comprise a collection
of'events occurring on one more endpoints. In some embodi-
ments, each of the events of the collection of events may be
very different from each other event of the collection of
events. For example, there may be one or more types of
events, and in each type of event, there may be one or more
different fields, such as words, strings, and/or Boolean fields,
among others. Thus, in some embodiments, the endpoint
data and corresponding endpoint models may comprise a
diverse data set. In some embodiments, to be usable in the
one or more ML, models, the endpoint data and correspond-
ing endpoint models must be normalized and transformed
into one or more features, both for each one of the events and
for each aggregation of related events. Thus, in some
embodiments, preprocessing of the endpoint data and cor-
responding endpoint models must be performed before
inputting the endpoint data and corresponding endpoint
models to the one or more ML models.
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In some embodiments, a ML method according to the
embodiments herein may comprise engineering one or more
features from the endpoint data and corresponding endpoint
models. In some embodiments, features may be formed from
one or more of the functions making up the events. Other
features may include, for example, the number of processes
in the endpoint data and corresponding endpoint models, the
number of processes in the endpoint data and corresponding
endpoint models comprising Living Off the Land Binaries
(LOLBins), the number of files in temporary directories
and/or in system directories, command line lengths and
entropies, the number of network connections, and/or the
number of unique behavioral indicators, among others.

In some embodiments, a ML model architecture must be
constructed. In some embodiments, the ML model must
undergo a training process using a training data set. In some
embodiments, the ML, model architecture and training pro-
cess must be designed to minimize and/or eliminate bias in
the ML model. For example, overfitting may occur when a
model learns the detail and noise in the training data set to
the extent that it negatively impacts the performance of the
model on new data. This means that the noise or random
fluctuations in the training data is picked up and learned as
concepts by the model. These concepts may not always
apply to new data and negatively impact the model’s ability
to generalize. Overfitting can pose a significant difficulty as
many threats and/or IOCs are similar to one another.

In some embodiments, the model architecture may com-
prise a graph neural network (GNN) model. A GNN is an
optimizable transformation on all attributes of the graph
(nodes, edges, global context) that preserves graph symme-
tries (permutation invariances).

In some embodiments, the approach used for the model
architecture may first transform the input data (e.g., endpoint
data, storyline data, etc.) into a Euclidean input, such as into
tabular data format (e.g., an array or matrix of numbers).
Then any suitable traditional machine learning technique
can be used to train the model and perform predictive tasks
such as threat detection (e.g., by classifying a set of storyline
data as a threat). For example, supervised learning tech-
niques can be used, such as decision trees, random forest,
gradient boosting, support vector machines, Bayesian net-
works, regression analysis, and so forth, to teach the model
to differentiate between threats and non-threats. Feature
learning techniques can be used, such as artificial neural
networks, to automatically extra features from the data and
to discover better representations of the inputs (e.g., higher-
level, more abstract features) provided during training.

In some embodiments, one or more ML, models may be
used to identify similarities in identified threats and/or IOCs
in order to obviate the need for manual review of each threat
by a user. For example, in any single corporate network,
there may be 10,000 computers and 500 of those computers
may be attacked with the same threat. This threat may look
slightly different on each of the computers because, for
example, the threat comprises a command line argument
specific to the name of the machine, the threat may comprise
a file that is slightly different for different operating systems,
or the threat comprises a file that compiled differently on
each computer. Traditionally, each of these threats may be
individually elevated for user review. However, in some
embodiments, the one or more ML models herein may be
able to identify these threats as being substantially identical
despite the slight differences inherent to the threats, such that
all of the threats may be dealt with collectively, greatly
increasing efficiency in detection and response. In some
embodiments, the ML, models may be used for threat pri-
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oritization by collecting general threat metadata, including,
for example, information about the account from which the
threat arises, information about past threats, and the number
of times the specific threat has been identified. In some
embodiments, the ML may be used to identify similarities
between threats, including local similarities between threats
on the same network, and global similarity between threats
on different networks. In some embodiments, the ML mod-
els may be used for attribution of threats to identify known
or unknown repeat attackers.

Computer Systems

FIG. 11 is a block diagram depicting an embodiment of a
computer hardware system configured to run software for
implementing one or more embodiments disclosed herein.

In some embodiments, the systems, processes, and meth-
ods described herein are implemented using a computing
system, such as the one illustrated in FIG. 11. The example
computer system 1102 is in communication with one or
more computing systems 1120 and/or one or more data
sources 1122 via one or more networks 1118. While FIG. 11
illustrates an embodiment of a computing system 1102, it is
recognized that the functionality provided for in the com-
ponents and modules of computer system 1102 may be
combined into fewer components and modules, or further
separated into additional components and modules.

The computer system 1102 can comprise an ML Model
module 1114 that carries out the functions, methods, acts,
and/or processes described herein. The ML Model module
1114 is executed on the computer system 1102 by a central
processing unit 606 discussed further below.

In general, the word “module,” as used herein, refers to
logic embodied in hardware or firmware or to a collection of
software instructions, having entry and exit points. Modules
are written in a program language, such as JAVA, C or C++,
Python, or the like. Software modules may be compiled or
linked into an executable program, installed in a dynamic
link library, or may be written in an interpreted language
such as BASIC, PERL, LUA, or Python. Software modules
may be called from other modules or from themselves,
and/or may be invoked in response to detected events or
interruptions. Modules implemented in hardware include
connected logic units such as gates and flip-flops, and/or
may include programmable units, such as programmable
gate arrays or processors.

Generally, the modules described herein refer to logical
modules that may be combined with other modules or
divided into sub-modules despite their physical organization
or storage. The modules are executed by one or more
computing systems and may be stored on or within any
suitable computer readable medium or implemented in-
whole or in-part within special designed hardware or firm-
ware. Not all calculations, analysis, and/or optimization
require the use of computer systems, though any of the
above-described methods, calculations, processes, or analy-
ses may be facilitated through the use of computers. Further,
in some embodiments, process blocks described herein may
be altered, rearranged, combined, and/or omitted.

The computer system 1102 includes one or more process-
ing units (CPU) 1106, which may comprise a microproces-
sor. The computer system 1102 further includes a physical
memory 1110, such as random-access memory (RAM) for
temporary storage of information, a read only memory
(ROM) for permanent storage of information, and a mass
storage device 1104, such as a backing store, hard drive,
rotating magnetic disks, solid state disks (SSD), flash
memory, phase-change memory (PCM), 3D XPoint
memory, diskette, or optical media storage device. Alterna-
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tively, the mass storage device may be implemented in an
array of servers. Typically, the components of the computer
system 1102 are connected to the computer using a stan-
dards-based bus system. The bus system can be imple-
mented using various protocols, such as Peripheral Compo-
nent Interconnect (PCI), Micro Channel, SCSI, Industrial
Standard Architecture (ISA) and Extended ISA (EISA)
architectures.

The computer system 1102 includes one or more input/
output (I/O) devices and interfaces 1112, such as a keyboard,
mouse, touch pad, and printer. The /O devices and inter-
faces 1112 can include one or more display devices, such as
a monitor, that allows the visual presentation of data to a
user. More particularly, a display device provides for the
presentation of GUIs as application software data, and
multi-media presentations, for example. The I/O devices and
interfaces 1112 can also provide a communications interface
to various external devices. The computer system 1102 may
comprise one or more multi-media devices 1108, such as
speakers, video cards, graphics accelerators, and micro-
phones, for example.

The computer system 1102 may run on a variety of
computing devices, such as a server, a Windows server, a
Structure Query Language server, a Unix Server, a personal
computer, a laptop computer, and so forth. In other embodi-
ments, the computer system 1102 may run on a cluster
computer system, a mainframe computer system and/or
other computing system suitable for controlling and/or com-
municating with large databases, performing high volume
transaction processing, and generating reports from large
databases. The computing system 1102 is generally con-
trolled and coordinated by an operating system software,
such as Windows XP, Windows Vista, Windows 7, Windows
8, Windows 10, Windows 11, Windows Server, Unix, Linux
(and its variants such as Debian, Linux Mint, Fedora, and
Red Hat), SunOS, Solaris, Blackberry OS, z/OS, iOS,
macOS, or other operating systems, including proprietary
operating systems. Operating systems control and schedule
computer processes for execution, perform memory man-
agement, provide file system, networking, and I/O services,
and provide a user interface, such as a graphical user
interface (GUI), among other things.

The computer system 1102 illustrated in FIG. 11 is
coupled to a network 1118, such as a LAN, WAN, or the
Internet via a communication link 616 (wired, wireless, or a
combination thereof). Network 1118 communicates with
various computing devices and/or other electronic devices.
Network 1118 is communicating with one or more comput-
ing systems 1120 and one or more data sources 1122. The
ML Model module 1114 may access or may be accessed by
computing systems 1120 and/or data sources 1122 through a
web-enabled user access point. Connections may be a direct
physical connection, a virtual connection, and other connec-
tion type. The web-enabled user access point may comprise
a browser module that uses text, graphics, audio, video, and
other media to present data and to allow interaction with data
via the network 1118.

Access to the MLL Model training module 1114 of the
computer system 1102 by computing systems 1120 and/or
by data sources 1122 may be through a web-enabled user
access point such as the computing systems’ 1120 or a
personal computer, cellular phone, smartphone, laptop, tab-
let computer, e-reader device, audio player, or another
device capable of connecting to the network 1118. Such a
device may have a browser module that is implemented as
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a module that uses text, graphics, audio, video, and other
media to present data and to allow interaction with data via
the network 1118.

The output module may be implemented as a combination
of an all-points addressable display such as a cathode ray
tube (CRT), a liquid crystal display (LCD), a plasma display,
or other types and/or combinations of displays. The output
module may be implemented to communicate with input
devices 1112 and they also include software with the appro-
priate interfaces which allow a user to access data through
the use of stylized screen elements, such as menus, win-
dows, dialogue boxes, tool bars, and controls (for example,
radio buttons, check boxes, sliding scales, and so forth).
Furthermore, the output module may communicate with a
set of input and output devices to receive signals from the
user.

The input device(s) may comprise a keyboard, roller ball,
pen and stylus, mouse, trackball, voice recognition system,
or pre-designated switches or buttons. The output device(s)
may comprise a speaker, a display screen, a printer, or a
voice synthesizer. In addition, a touch screen may act as a
hybrid input/output device. In another embodiment, a user
may interact with the system more directly such as through
a system terminal connected to the score generator without
communications over the Internet, a WAN, or LAN, or
similar network.

In some embodiments, the system 1102 may comprise a
physical or logical connection established between a remote
microprocessor and a mainframe host computer for the
express purpose of uploading, downloading, or viewing
interactive data and databases on-line in real time. The
remote microprocessor may be operated by an entity oper-
ating the computer system 1102, including the client server
systems or the main server system, an/or may be operated by
one or more of the data sources 1122 and/or one or more of
the computing systems 1120. In some embodiments, termi-
nal emulation software may be used on the microprocessor
for participating in the micro-mainframe link.

In some embodiments, computing systems 1120 which
are internal to an entity operating the computer system 1102
may access the ML Model module 1114 internally as an
application or process run by the CPU 1106.

In some embodiments, one or more features of the sys-
tems, methods, and devices described herein can utilize a
URL and/or cookies, for example for storing and/or trans-
mitting data or user information. A Uniform Resource Loca-
tor (URL) can include a web address and/or a reference to
a web resource that is stored on a database and/or a server.
The URL can specify the location of the resource on a
computer and/or a computer network. The URL can include
a mechanism to retrieve the network resource. The source of
the network resource can receive a URL, identify the loca-
tion of the web resource, and transmit the web resource back
to the requestor. A URL can be converted to an IP address,
and a Domain Name System (DNS) can look up the URL
and its corresponding IP address. URLs can be references to
web pages, file transfers, emails, database accesses, and
other applications. The URLs can include a sequence of
characters that identify a path, domain name, a file exten-
sion, a host name, a query, a fragment, scheme, a protocol
identifier, a port number, a username, a password, a flag, an
object, a resource name and/or the like. The systems dis-
closed herein can generate, receive, transmit, apply, parse,
serialize, render, and/or perform an action on a URL.

A cookie, also referred to as an HTTP cookie, a web
cookie, an internet cookie, and a browser cookie, can include
data sent from a website and/or stored on a user’s computer.
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This data can be stored by a user’s web browser while the
user is browsing. The cookies can include useful information
for websites to remember prior browsing information, such
as a shopping cart on an online store, clicking of buttons,
login information, and/or records of web pages or network
resources visited in the past. Cookies can also include
information that the user enters, such as names, addresses,
passwords, credit card information, etc. Cookies can also
perform computer functions. For example, authentication
cookies can be used by applications (for example, a web
browser) to identify whether the user is already logged in
(for example, to a web site). The cookie data can be
encrypted to provide security for the consumer. Tracking
cookies can be used to compile historical browsing histories
of individuals. Systems disclosed herein can generate and
use cookies to access data of an individual. Systems can also
generate and use JSON web tokens to store authenticity
information, HTTP authentication as authentication proto-
cols, IP addresses to track session or identity information,
URLs, and the like.

The computing system 1102 may include one or more
internal and/or external data sources (for example, data
sources 1122). In some embodiments, one or more of the
data repositories and the data sources described above may
be implemented using a relational database, such as Sybase,
Oracle, CodeBase, DB2, PostgreSQL., and Microsoft® SQL
Server as well as other types of databases such as, for
example, a NoSQL database (for example, Couchbase, Cas-
sandra, or MongoDB), a flat file database, an entity-rela-
tionship database, an object-oriented database (for example,
InterSystems Caché), a cloud-based database (for example,
Amazon RDS, Azure SQL, Microsoft Cosmos DB, Azure
Database for MySQL, Azure Database for MariaDB, Azure
Cache for Redis, Azure Managed Instance for Apache Cas-
sandra, Google Bare Metal Solution for Oracle on Google
Cloud, Google Cloud SQL, Google Cloud Spanner, Google
Cloud Big Table, Google Firestore, Google Firebase Real-
time Database, Google Memorystore, Google MongoDB
Atlas, Amazon Aurora, Amazon DynamoDB, Amazon Red-
shift, Amazon ElastiCache, Amazon MemoryDB for Redis,
Amazon DocumentDB, Amazon Keyspaces, Amazon Nep-
tune, and Amazon Timestream.

ADDITIONAL EMBODIMENTS

In the foregoing specification, the systems and processes
have been described with reference to specific embodiments
thereof. It will, however, be evident that various modifica-
tions and changes may be made thereto without departing
from the broader spirit and scope of the embodiments
disclosed herein. The specification and drawings are,
accordingly, to be regarded in an illustrative rather than
restrictive sense.

Indeed, although the systems and processes have been
disclosed in the context of certain embodiments and
examples, it will be understood by those skilled in the art
that the various embodiments of the systems and processes
extend beyond the specifically disclosed embodiments to
other alternative embodiments and/or uses of the systems
and processes and obvious modifications and equivalents
thereof. In addition, while several variations of the embodi-
ments of the systems and processes have been shown and
described in detail, other modifications, which are within the
scope of this disclosure, will be readily apparent to those of
skill in the art based upon this disclosure. It is also contem-
plated that various combinations or sub-combinations of the
specific features and aspects of the embodiments may be
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made and still fall within the scope of the disclosure. It
should be understood that various features and aspects of the
disclosed embodiments can be combined with, or substituted
for, one another in order to form varying modes of the
embodiments of the disclosed systems and processes. Any
methods disclosed herein need not be performed in the order
recited. Thus, it is intended that the scope of the systems and
processes herein disclosed should not be limited by the
particular embodiments described above.

It will be appreciated that the systems and methods of the
disclosure each have several innovative aspects, no single
one of which is solely responsible or required for the
desirable attributes disclosed herein. The various features
and processes described above may be used independently
of one another or may be combined in various ways. All
possible combinations and sub-combinations are intended to
fall within the scope of this disclosure.

Certain features that are described in this specification in
the context of separate embodiments also may be imple-
mented in combination in a single embodiment. Conversely,
various features that are described in the context of a single
embodiment also may be implemented in multiple embodi-
ments separately or in any suitable sub-combination. More-
over, although features may be described above as acting in
certain combinations and even initially claimed as such, one
or more features from a claimed combination may in some
cases be excised from the combination, and the claimed
combination may be directed to a sub-combination or varia-
tion of a sub-combination. No single feature or group of
features is necessary or indispensable to each and every
embodiment.

It will also be appreciated that conditional language used
herein, such as, among others, “can,” “could,” “might,”
“may” “for example,” and the like, unless specifically stated
otherwise, or otherwise understood within the context as
used, is generally intended to convey that certain embodi-
ments include, while other embodiments do not include,
certain features, elements and/or steps. Thus, such condi-
tional language is not generally intended to imply that
features, elements and/or steps are in any way required for
one or more embodiments or that one or more embodiments
necessarily include logic for deciding, with or without
author input or prompting, whether these features, elements
and/or steps are included or are to be performed in any
particular embodiment. The terms “comprising,” “includ-
ing,” “having,” and the like are synonymous and are used
inclusively, in an open-ended fashion, and do not exclude
additional elements, features, acts, operations, and so forth.
In addition, the term “or” is used in its inclusive sense (and
not in its exclusive sense) so that when used, for example,
to connect a list of elements, the term “or”” means one, some,
or all of the elements in the list. In addition, the articles “a,”
“an,” and “the” as used in this application and the appended
claims are to be construed to mean “one or more” or “at least
one” unless specified otherwise. Similarly, while operations
may be depicted in the drawings in a particular order, it is to
be recognized that such operations need not be performed in
the particular order shown or in sequential order, or that all
illustrated operations be performed, to achieve desirable
results. Further, the drawings may schematically depict one
or more example processes in the form of a flowchart.
However, other operations that are not depicted may be
incorporated in the example methods and processes that are
schematically illustrated. For example, one or more addi-
tional operations may be performed before, after, simulta-
neously, or between any of the illustrated operations. Addi-
tionally, the operations may be rearranged or reordered in
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other embodiments. In certain circumstances, multitasking
and parallel processing may be advantageous. Moreover, the
separation of various system components in the embodi-
ments described above should not be understood as requir-
ing such separation in all embodiments, and it should be
understood that the described program components and
systems may generally be integrated together in a single
software product or packaged into multiple software prod-
ucts. Additionally, other embodiments are within the scope
of' the following claims. In some cases, the actions recited in
the claims may be performed in a different order and still
achieve desirable results.

Further, while the methods and devices described herein
may be susceptible to various modifications and alternative
forms, specific examples thereof have been shown in the
drawings and are herein described in detail. It should be
understood, however, that the embodiments are not to be
limited to the particular forms or methods disclosed, but, to
the contrary, the embodiments are to cover all modifications,
equivalents, and alternatives falling within the spirit and
scope of the various implementations described and the
appended claims. Further, the disclosure herein of any
particular feature, aspect, method, property, characteristic,
quality, attribute, element, or the like in connection with an
implementation or embodiment can be used in all other
implementations or embodiments set forth herein. Any
methods disclosed herein need not be performed in the order
recited. The methods disclosed herein may include certain
actions taken by a practitioner; however, the methods can
also include any third-party instruction of those actions,
either expressly or by implication. The ranges disclosed
herein also encompass any and all overlap, sub-ranges, and
combinations thereof. Language such as “up to,” “at least,”
“greater than,” “less than,” “between,” and the like includes
the number recited. Numbers preceded by a term such as
“about” or “approximately” include the recited numbers and
should be interpreted based on the circumstances (for
example, as accurate as reasonably possible under the cir-
cumstances, for example +5%, £10%, £15%, etc.). For
example, “about 3.5 mm” includes “3.5 mm.” Phrases
preceded by a term such as “substantially” include the
recited phrase and should be interpreted based on the
circumstances (for example, as much as reasonably possible
under the circumstances). For example, “substantially con-
stant” includes “constant.” Unless stated otherwise, all mea-
surements are at standard conditions including temperature
and pressure.

As used herein, a phrase referring to “at least one of” a list
of items refers to any combination of those items, including
single members. As an example, “at least one of: A, B, or C”
is intended to cover: A, B, C, A and B, A and C, B and C,
and A, B, and C. Conjunctive language such as the phrase “at
least one of X, Y and Z,” unless specifically stated otherwise,
is otherwise understood with the context as used in general
to convey that an item, term, etc. may be at least one of X,
Y or Z. Thus, such conjunctive language is not generally
intended to imply that certain embodiments require at least
one of X, at least one of Y, and at least one of Z to each be
present. The headings provided herein, if any, are for con-
venience only and do not necessarily affect the scope or
meaning of the devices and methods disclosed herein.

Accordingly, the claims are not intended to be limited to
the embodiments shown herein but are to be accorded the
widest scope consistent with this disclosure, the principles
and the novel features disclosed herein.
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We claim:

1. A computer-implemented method of detecting malware
in real-time in a live environment, the method comprising:

monitoring a sequence of linked operations performed by

a program running in the live environment;

generating an event data characterizing each monitored
operation, wherein the event data comprises, for each

monitored operation, at least an operation type and a

source of the operation;

building an updated stateful model in accordance with the
event data, wherein the updated stateful model com-
prises a data structure representing a real-time updated
system state resulting from the sequence of linked
operations, and wherein the building the updated state-
ful model comprises:

retrieving one or more objects associated with the event
data, each of the one or more objects representing an
entity involved in one of the monitored operations,
the retrieved one or more objects comprising at least
one object for each monitored operation that repre-
sents the source of the operation;

determining one or more relationships among the one
or more objects in accordance with the event data,
the determined relationships comprising at least the
type of each monitored operation and one or more
interconnections between the objects of one moni-
tored operation and the objects of another monitored
operation;

inferring an event context comprising the one or more
objects and the determined relationships thereof; and

generating a stateful model comprising the event con-
text if the monitored operation is a first monitored
operation or otherwise updating an existing stateful
model based at least in part on the event context,
thereby building the updated stateful model repre-
senting a hierarchical structure comprising one or
more entities involved in the sequence of linked
operations and interconnections between the one or
more entities resulting from the linked operations;

generating a graph data structure corresponding to the
updated stateful model, wherein the graph data struc-
ture comprises:

a representation of a structure of a graph comprising
nodes and edges linking the nodes, wherein the
nodes correspond to the one or more entities of the
updated stateful model, and wherein the edges cor-
respond to the interconnections between the one or
more entities of the updated stateful model;

an embedding for each node comprising information
associated with the entity that corresponds to the
respective node; and

an embedding for each edge comprising information
associated with the interconnection that corresponds
to the respective edge;

applying a graph neural network to the graph data struc-
ture to transform one or more embeddings in the graph
data structure based on the structure of the graph;

applying a machine learning model to the one or more
transformed embeddings to identify one or more sus-
picious behaviors associated with the updated stateful
model, wherein the machine learning model is trained
to identify suspicious behavior based on graph data
structures corresponding to stateful models; and

determining the presence of malware based on the iden-
tified one or more suspicious behaviors.

2. The computer-implemented method of claim 1,

wherein the one or more objects are of a type selected from
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a group comprising: a process object, a file object, a network
object, a registry object and a windows object.
3. The computer-implemented method of claim 1,
wherein the embedding for each node comprises a feature
vector associated with the entity that corresponds to the
respective node.
4. The computer-implemented method of claim 1,
wherein the embedding for each edge comprises a feature
vector associated with the interconnection that corresponds
to the respective edge.
5. The computer-implemented method of claim 1,
wherein a feature used by the machine learning model
comprises a number of the one or more entities that are both
process objects and [LOLbins.
6. The computer-implemented method of claim 1,
wherein a feature used by the machine learning model
comprises a number of the one or more entities that are file
objects in temporary directories.
7. The computer-implemented method of claim 1,
wherein a feature used by the machine learning model
comprises a number of the one or more entities that are file
objects in system directories.
8. A non-transient computer readable medium containing
program instructions for causing a computer to perform a
method for detecting malware in real-time in a live envi-
ronment, the method comprising:
monitoring a sequence of linked operations performed by
a program running in the live environment;

generating an event data characterizing each monitored
operation, wherein the event data comprises, for each
monitored operation, at least an operation type and a
source of the operation;

building an updated stateful model in accordance with the

event data, wherein the updated stateful model com-

prises a data structure representing a real-time updated

system state resulting from the sequence of linked

operations, and wherein the building the updated state-

ful model comprises:

retrieving one or more objects associated with the event
data, each of the one or more objects representing an
entity involved in one of the monitored operations,
the retrieved one or more objects comprising at least
one object for each monitored operation that repre-
sents the source of the operation;

determining one or more relationships among the one
or more objects in accordance with the event data,
the determined relationships comprising at least the
type of each monitored operation and one or more
interconnections between the objects of one moni-
tored operation and the objects of another monitored
operation;

inferring an event context comprising the one or more
objects and the determined relationships thereof; and

generating a stateful model comprising the event con-
text if the monitored operation is a first monitored
operation or otherwise updating an existing stateful
model based at least in part on the event context,
thereby building the updated stateful model repre-
senting a hierarchical structure comprising one or
more entities involved in the sequence of linked
operations and interconnections between the one or
more entities resulting from the linked operations;

generating a graph data structure corresponding to the

updated stateful model, wherein the graph data struc-

ture comprises:

a representation of a structure of a graph comprising
nodes and edges linking the nodes, wherein the
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nodes correspond to the one or more entities of the
updated stateful model, and wherein the edges cor-
respond to the interconnections between the one or
more entities of the updated stateful model;
an embedding for each node comprising information
associated with the entity that corresponds to the
respective node; and
an embedding for each edge comprising information
associated with the interconnection that corresponds
to the respective edge;
applying a graph neural network to the graph data struc-
ture to transform one or more embeddings in the graph
data structure based on the structure of the graph;
applying a machine learning model to the one or more
transformed embeddings to identify one or more sus-
picious behaviors associated with the updated stateful
model, wherein the machine learning model is trained
to identify suspicious behavior based on graph data
structures corresponding to stateful models; and
determining the presence of malware based on the iden-
tified one or more suspicious behaviors.
9. The non-transient computer readable medium of claim
8, wherein the one or more objects are of a type selected
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from a group comprising: a process object, a file object, a
network object, a registry object and a windows object.

10. The non-transient computer readable medium of claim
8, wherein the embedding for each node comprises a feature
vector associated with the entity that corresponds to the
respective node.

11. The non-transient computer readable medium of claim
8, wherein the embedding for each edge comprises a feature
vector associated with the interconnection that corresponds
to the respective edge.

12. The non-transient computer readable medium of claim
8, wherein a feature used by the machine learning model
comprises a number of the one or more entities that are both
process objects and [LOLbins.

13. The non-transient computer readable medium of claim
8, wherein a feature used by the machine learning model
comprises a number of the one or more entities that are file
objects in temporary directories.

14. The non-transient computer readable medium of claim
8, wherein a feature used by the machine learning model
comprises a number of the one or more entities that are file
objects in system directories.
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