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Key Takeaways:
● WatchTower analysts are actively monitoring an attack vector that leaves victims open to an AmadeyBot

strain that was discovered four years ago.
● Previously, SentinelOne published research on how AmadeyBot used the RIG Exploit Kit to enter a device.
● We recently observed AmadeyBot piggybacking on Smoke Loader, using crack software and a key

generator utility.
● Researchers know that the FlawedAmmy RAT, TA505 threat actor group, Fallout EK, and the AZORult

infostealer have pushed AmadeyBot.

Technical Details:

AmadeyBot is capable of stealing a user’s data, conducting system reconnaissance and installing additional

payloads on victim machines. Amadey also downloads the RedLine infostealer

(SHA1:07c96d4348f195664d7cc90e575d2496c5c43389) onto targeted machines.

First spotted in the wild in 2013, Smoke Loader is often used to distribute additional malicious components or

artifacts.
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https://www.sentinelone.com/labs/rig-exploit-kit-chain-internals/
https://www.sentinelone.com/blog/going-deep-a-guide-to-reversing-smoke-loader-malware/


In a test that ran Smoke Loader (SHA1:ac07bcd011fbc57f143e1ebc8bdeff2e70c050f8) on isolated

environments, the Sentinel Agent’s static and dynamic AI detect the loader as a threat.

Figure 1: Sentinel Agent Detects SmokeLoader

In another test, WatchTower tested AmadeyBot samples

(SHA1:32738ba5a82e9394232b7a844b410adef82e9f5b) in an isolated environment, where the Sentinel

Agent tagged the samples as malware.

Figure 2: Sentinel Agent Detects AmadeyBot

Amadey targets FTPs, VPN clients, and emails, among other data. After collecting the information, the bot sends

the data it exfiltrated to a C&C server. Amadey also periodically sends screenshots of the device’s active screen to

a C&C server as JPG files, as shown in Figure 3.
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Figure 3: POST screenshot of victim machine

Figure 4 shows the current version of AmadeyBot’s C&C panel.

Figure 4: AmadeyBot’s C&C panel login page

WatchTower analysts are continually monitoring the known threats to see if they resurface.

Tactical Tools for HuntOps:

Deep Visibility Queries:

EndpointOS = "windows" AND EventType = "Process Creation" AND TgtProcName In

Contains Anycase ("powershell.exe","pwsh.exe") and TgtProcCmdLine Contains

Anycase "-windowstyle hidden" And TgtProcCmdLine Contains Anycase

"Add-MpPreference -ExclusionPath"

EndpointOS = "windows" AND EventType = "Process Creation" AND TgtProcName In

Contains Anycase ("powershell.exe","pwsh.exe") and TgtProcCmdLine Contains
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Anycase "-windowstyle hidden" And TgtProcCmdLine Contains Anycase

"Invoke-WebRequest -Uri"

4


