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Disaster Recovery Companion Service

8x8 Disaster Recovery Companion Service provides continuity if the data center hosting your primary 8x8 Virtual
Contact Center suffers a disaster or site failure.

8x8 Virtual Contact Center Disaster Recovery Companion Tenant is a scheduled replica of your primary Virtual Contact
Center tenant in the standby mode. This instance of your Virtual Contact Center tenant is hosted in a geographically
diverse data center. It enables continuity for the contact center telephony traffic in the event of a site failure or natural
disaster where your Virtual Contact Center cannot be accessed.

On-demand administration is available using the 8x8 Account Manager application, whether you just want more
flexibility in everyday call routing, or plan for business continuity. You can divert your contact center inbound telephony
traffic to your companion tenant or alternate phone numbers.

Features
= Ability to maintain business telephony continuity
= Provides geographically-diverse data center for the Companion tenant
= Ability to define and validate rerouting plans in advance
= Ability to quickly switch and self-manage routing plans
= Ability to archive routing plans

= Ability to access and restore a historical version of a routing plan

Rerouting Options

The following built-in rerouting options in Virtual Contact Center help you maintain business continuity:
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= Disaster Recovery (DR) Tenant: Subscribe to Disaster Recovery Companion Service, which provides access to
a secondary tenant.
= / Note: The Companion Disaster Recovery Tenant is an add-on service that can be purchased

separately. It requires prior configuration.

» Forward Calls: Route your contact center inbound calls to an alternate phone number such as a phone queue or

workplace.

Rerouting Plans

Virtual Contact Center facilitates channel or agent rerouting using routing plans. A routing plan determines how your
contact center traffic is channeled. During normal operation, you can route traffic to the primary tenant. During a
disaster, you can redirect the traffic to a DR tenant or forward them to another phone number. By default, all routing

plans are set to direct inbound traffic to the primary tenant.

Virtual Contact Center allows you to define:
= Normal Routing Plan: Determine call routing during normal business operation.
» Disaster Routing Plan: Determine call routing during a disaster event.
= Alternate Routing Plan: Allows to test the set up in Voice Services Channel Rerouting, validate selected routing

options, and copy the validated plan to the Normal or Disaster routing plan.

Plan for a Disaster Recovery Event

An exclusive test phone number is provided with every DR tenant. At a minimum, you should use this test number as
well as other designated channel numbers monthly. 8x8 strongly recommends, and most industry guidelines require,
conducting a full DR failover test at least once a year.

As contact center managers , you must set up a disaster event contingency plan for the contact center, test the plan
ahead of time so you can activate it instantly when you need it. The plan should identify the VCC channel numbers to
be rerouted to the companion tenant or to the alternate phone numbers, as needed. With the plan in place and with a
few clicks in 8x8 Account Manager, your contact center traffic is automatically rerouted without the need to contact 8x8

Support.
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Set up Voice Channel Rerouting

Before you activate a routing plan, we recommend testing out the plan. You can use the alternate routing plan to test if
a routing plan works as intended without disturbing the settings in the other two plans. With a routing plan, you can be
assured your disaster recovery plan is ready for activation when you need it.

The following features give you the ability to reroute the inbound traffic to your contact center:

= Voice Services Channel Rerouting: Allows you to divert the contact center's inbound telephony traffic to the
companion tenant or alternate phone numbers. This feature is available to both VO-VCC and Virtual Contact
Center users with dedicated public numbers.

= VCC Agent Login and Direct Dial Rerouting: Allows you to divert calls for agents with private channel
numbers to the companion tenant or an alternate phone number in case of emergency. During a disaster event, the
agents log in to their application URL like before, but the system diverts them to the disaster recovery site as
configured by the Account Manager administrator prior to the disaster. This feature is only available to VO-VCC
users.

We recommend the following workflow for setting up Channel and VCC Agent Login and Direct Dial Rerouting:
Step 1: Create an Alternate Routing Plan
1. Log in to Account Manager by going to http://login.8x8.com from your preferred browser.

2. Click Contact Center in the top navigation bar.

Account Manager | Phone System Name:
88 8x8,Inc. Welcome, Sarsh Thomas | Sign Out Account: Busingss =
Email: sthomas@8x8.com
Edi e Phone System Name: | qatestrranet |
HOME | PHONE SYSTEM { CONTAGT CENTER J) BILLING | REPORTING | ORDERS | MY ACCOUNT | SUPPORT | VIRTUAL OFFICE ONLINE
Enter keyword
CallLog Summary Phone System Sefup
Seleot Time Frame =| Cois S Setup Features
ot ) View User Profiles -
Next Payment Due: 07-02-2013 View Priviloges Cerparats Diractery
Rupali Rane
View Call Logs L ] installation Appointment(s) LIy cnat
Update Biling Profile Download Activation Codes chat
Account Updates
£, Order Status | View Al
CO1000004502 - Pending ACD Request
8x8 Network Alerts | Support
(D)) D&
All systems and netwarks are currently functioning at 100%
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3. From the Contact Center menu, select one of the following:

= Voice Services Channel Rerouting: View and set up the Virtual Contact Center channel routing plans.

8x8

HOME | PHONE SYSTEM | CONTACTCENTER | BILLING | REPORTING | ORDERS |

Account Manager

Company Name:

Welcome, Sarah Thomas | Sign Out
Email: sthomas@8x8.com
Edit My Profile

| SUPPORT | VIRTUAL OFFICE ONLINE

Account: | Business R

CONTACT CENTER

> Contact Center
Calling Plans

> Voice Services
Channel Rerouting

> Agent Login &
Direct Dl

Home > Contact Center > VICC Disaster Recovery Channel Rerouting

Virtual Contact Center - Voice Services Channel Rerouting

View Primary Tenant Site | View Disaster Tenant Site

First [4] 1-10 of 311 5] Lest

etorkapword
@ Help

* * Channes per Page (10 %

o
Select previous version

Dieactar Bouting bl tornate Rout
v Select previous version
11/07/2017 06:11 PM Alternate Routing Plan Kourosh Dowlatshahi

Reroutr
" 07/10/2017 06:21 PM Alternate Routing Plan Kourosh Dowlatshahi
10/16/2017 10:10 PM Disaster Routing Plan Kourosh Dowlatshahi
Switch To DR
Samantha (8s5)202.0048  (TPAmaIY Tanant + 0 10/16/2017 10:07 PM Disaster Routing Plan Kourosh Dowlatshahi  Tenant §
Jones, = |
Samantha  (925)266:5819 | Primary Tenant i O 09/26/2017 06:20 PM Disaster Routing Plan Kourosh Dowlatshahi [Tenant ¢
Jones, 9/26 DR Service channels e
Samantha (eas) 2085020 (FPAmRIyTanany + B 07/10/2017 06:21 PM Disaster Routing Plan Kourosh Dowlatshahi  Tenant ¢
Tones, 07/10/2017 06:21 PM Normal Routing Plan Kourosh Dowlatshahi ~ ————————————————|
Simantha (6252685821 | Primary Tenant D Disastet TRy TR | Ursgmtr revery Tenant §
saes . (@s)265822 | Primary Tenant 5 Disaster Recovery Tenant & Disaster Recovery Tenant
ones  (s)o6ese23 | Primary Tenant B Disaster Recovery Tenant & Disaster Recovery Tonant §
e (9252665624 | Primary Tenant D Disaster Recovery Tenant & Disaster Recovery Tenant
P (925)266-5625 | Primary Tenant ‘ Disaster Recovery Tenant ¢ Disaster Recovery Tenant
Samamha  (925)2665626 | Primary Tenant B Disaster Recovery Tenant & Forward Calls 4 aomsssirz
Smimba (625)266:5827 | Primary Tenant 5 Disaster Recovery Tenant + Forward Cals 4 [atesssiziz
Savo Changes
Gopyright 2017 &, nc. T Gobrowso Holp

= VCC Agent Login and Direct Dial Rerouting: View and set up agent login and routing plans.

Account Manager

8x8: P ————

HOME | PHONE SYSTEM | CONTACT CENTER | BILLING | REPORTING | ORDERS | ACCOUNTS | SUPPORT | VIRTUAL OFFICE ONLINE

Company Name: " Inc

I

Home > Contact Center > Agent Login & Direct-in-Dial Rerouting

Virtual Contact Center - Agent Login & Direct-in-Dial Rerouting * *
CONTACT CENTER

ertorkoyword
* @ Help

> Contact Canter

‘Agent Login & Ditect-in-Dial Rerouting
Calling Plans.

8% Select previous version

- Select previous version

- Route All Channes - :_ - Route All Channels -

RACEQRIE  Koly Grace 6004 Prmry Tonant : Disastor Rocovery Tenant & Prmary Tonant :

sweme e e Prmry Tonant : Disastor Rocovery Tenant & Prmary Tonant :
DowNogRKE (Do, sooa Prmry Tonant : Disastor Rocovery Tenant & Prmary Tonant :

ROBGRIE  Townsend Rob 1002 TownsondRob 2255 | prmary Tonant : Disastor Rocovry Tenant & Prmary Tonant :

NAGRE  GarnorAa 1018 Prmry Tonant : Disastor Recovry Tenant & Prmary Tonant :

P R T T — : Disastr Recovery Tonan & Forvard Calls ¢ stosssizie
Koutosiar VORAGUL 101 Prmry Tonant : Disastor Recovry Tenant & Prmary Tenant B

Gobrowse Holp

Field ' Description

User ID The agent user ID that is used to log in to Agent Console.

Last, First The last and first name used for the account.
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Field

Description

Ext

The dedicated or virtual extension number assigned to the agent.

Calling Name

Name displayed on PSTN calls, which contains the first 15 characters from the agent's first and
‘last name.

Channel Name

The name of the channel that you are planning to reroute.

Channel The telephone number of the channel that receives the incoming calls.

Number

VCC Channels All Virtual Contact Center channels are listed. You can select all channels or only the ones you
' like to reroute.

Route all If selected, the system reroutes all Virtual Contact Center channels.

Channels

Primary Tenant Forwards all traffic to the channels that come to the primary tenant.

Forward Calls

Forwards inbound traffic to a specified phone number.

Normal Routing Indicates the plan for call routing during normal business operation.

Plan

Alternate Allows you to test the set up channel rerouting, validate routing options, and copy the validated
Routing Plan  : plan to the normal or disaster plan.

Disaster Indicates the plan for call routing during a disaster.

Routing Plan

4. Select a channel and specify a routing option under Alternate Routing Plan from the available choices:

» Primary Tenant: forwards all traffic to the channels in the primary tenant.

= Disaster Recovery Tenant: forwards all traffic to the dedicated DR tenant.

|

Note: DR Tenant is limited to tenants with the 8x8 Disaster Recovery Service.

= Forward Calls: forwards inbound traffic to a specified phone number. Enter a valid phone number.
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5. Alternately, you can route all channels to the same destination by selecting an option from the Route All
Channels drop-down menu.

Virtual Contact Center Channel Rerouting

Normal Routing Plan
Select previous version

VCC Channels

Search by Name o Y | Soarch Select

Channel Name Channel Number Route All Channels -
- Route All Channels -
(101) 131-6248 Primary Tenant

Disaster Recovery Tenant
(101)131-6249 Forward Calls

(BEE) 950-6806 Primary Tenant j

6. Click Save Changes. You are prompted to save with comments.
7. Enter a brief note to indicate the changes you made.

Saving takes a snapshot of the settings in the Alternate Routing Plan column.

Step 2: Activate the Alternate Routing Plan

Changes to your routing plan take effect upon activating the plan. To activate a routing plan, click Select under a plan.
The call redirection takes effect immediately. The ability to automatically store and retrieve previous versions of plans
provides the flexibility to revert to a previous plan any time.

1. Click Select to activate the alternate routing plan.

- Route All Channels - -

Disaster Recovery Tenant |

Disaster Recovery Tenant -

Disaster Recovery Tenant |

Disaster Recovery Tenant =

2. Test if the calls are routed as intended.
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3. When the selected plan operates successfully, you are now ready to copy the plan to the Normal Routing Plan
or the Disaster Routing Plan.
Step 3: Copy the Tested Plan

1. From the drop-down menu under Disaster Routing Plan or Normal Routing Plan, select the Alternate Routing
Plan you just validated.

Account Manager Company Name: (44 Inc
8x8 Wecome, o s | 530

Email sthomas@ers.com Account: ( Business

Eait My Profle

HOME | PHONE SYSTEM | CONTACTCENTER | BILLING | REPORTING | ORDERS | ACCOUNTS | SUPPORT | VIRTUAL OFFICE ONLINE

Home > Contact Center > VCC Disaster Recovery Channel Rerouting Enter keyword

Virtual Contact Center - Voice Services Channel Rerouting @ Help

View Primary Tenant Site | View Disaster Tenant Site l
First [4] 1-10 of 311 [3] Last ‘ Channels Per Page | 10 4

iormal Rou tar Routing b
‘Select previous version 5 v Select previous version
11/07/2017 06:11 PM Alternate Routing Plan Kourosh Dowlatshahi

CONTACT CENTER

VEC Channels

[T

07/10/2017 06:21 PM Alternate Routing Plan Kourosh Dowlatshahi
- 10/16/2017 10:10 PM Disaster Routing Plan Kourosh Dowlatshahi

Switch To DR
(855)202:0048 | Primary Tenant O 10/16/2017 10:07 PM Disaster Routing Plan Kourosh Dowlatshahi  Tenant &
Normal Normal
(es)2es6819  (fIPAmary Tanant B 09/26/2017 06:20 PM Disaster Routing Plan Kourosh Dowlatshahi  Tenant ¢
9/26 DR Service channels
(925)266-5620 | Primary Tenant + O 07/10/2017 06:21 PM Disaster Routing Plan Kourosh Dowlatshahi  Tenant &
07/10/2017 06:21 PM Normal Routing Plan Kourosh Dowlatshahi
(625)266:5821 | Primary Tenant Disaser nevuvery ronain v rsaser ewovery Tenant §
(e25)266:5822 | Primary Tenant D Disaster Recovery Tenant $ Disaster Recovery Tenant
(625)266:5823 | Primary Tenant D Disaster Recovery Tenant $ Disaster Recovery Tenant ¢
amr (625)266:5824 | Primary Tenant D Disaster Recovery Tenant $ Disaster Recovery Tenant ¢
snes . (9252665625 | Primary Tenant 5 Disaster Recovery Tenant $ Disaster Recovery Tenant
soes  saesws | prmay Tonant : Disaser Recovery Tt & Forward Call ¢ aossssion
e, (9252065027 | Primary Tenant O Disaster Recovery Tenant $ Forward Calls 4 arssssior

Savo Changes

(Copyright 2017 88, Inc. _ w818 com | Reforals | Pivcy | Torms & Condions | ContactUs | Support| Feadback Cobrowse Holp

2. Referto the comments to make sure you are copying the right version.

3. The copy action highlights the channels with changed settings.

Note: You can access up to five previously-saved versions of a routing plan. You have the

flexibility to revert to these plans, should the need arise.

Note: When you save changes to a routing plan, a snapshot of the plan is saved as a new version for
that plan. You can access up to five previously-saved versions for each plan. Saving changes across allé
three plans provides a separate version for each plan. Each of these versions reflects a snapshot of the

plan itself. This way, you can copy the settings from a column by selecting the desired version specific
to the plan.
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Set up Voice Channel Rerouting

Virtual Contact Center Disaster Recovery Companion Service is intended to provide on-demand administration to

manually re-direct your contact center voice traffic to your companion tenant or other phone numbers. If you are utilizing

the Virtual Contact Center email and chat media channels, the following steps are required by your system

administrators.

= Email Channel: As part of tenant synchronization process email channels can be synchronized to the companion

tenant. The email channel on DR tenant needs to be activated to retrieve emails from the email server. Same mail

server credentials as the primary tenant are put in place. Just enable the channel.

Email channel on primary tenant needs to be stopped from retrieving emails, assuming the tenant is still

accessible. Otherwise, in DR emergency where the primary tenant is not accessible, no action is required.

POC@E corp.com

< Back to channel list
Properties
Configuration

Channel type

* Channel Name

Channels » Email » Properties

Email

POC Test

* Incoming Email Address

*UserID

* Password

POC@  sorp.com

POC@ corp.com

* Uses Existing User Profile
credentials from Primary Email
tenant Channel

* Retype Password

* Incoming Mail Server
Protocol

* Email Script

Test

Outlook.office365.com

POP3 over SSL

POC Test

Check this field to Enable Email

*Port  |995

Once done entering the connection parameters to the mail server in the form below, you should test the connection with the mail server by clicking on the 'Test' button below.

Test Save Cancel

= Chat channel: The Code snippet generated by the primary tenant which is being used on your web page offering

chat service needs to be updated with snippet generated from the Companion (DR) tenant.
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My Profile | Co-browsing | Help | Logout

Scripts » Chat » Code

Security
Groups
Users
Queves Ghat Ghannel Sales
Channels
4 Back to script st
Scripts
CRM luRroperties sy e Soiplagl|  Code
Support Center Code snippet
Outbound Setup
e Please, copy and paste this code exactly on the pk toinsert the chat bution into your website: (remember to selact the fight channel beore generating the code snippe). Refor that, for each channel selected, a new code will generata,
Broadcast * Channel _[KD Chat Test |
Integration
S <1-- Place this code snippet anywhere you want the Button 1o appaar in your page. If no button has baen configured i the chat seript, it will not shew U nor take any space. ——>
<divide” iner-script .84395131"> </civ>
Transaction Codes
T - This seript vl not interfere with the button layout, yeu just need to include itin the same page. It must aleo b within the <body> sectien of the page, preferably just befere the ending tag. -->
onips e <script types"textfavascript
e var_Bx8C!
prT— it "ecript 1408806 5875303074614203.94 385131,
WSIMDE",
Chat design i "KD Chat Test’,
hitpsjvec-nai2. BB com’,
i,
inerid: =_ iner-seript_ 94398131,
align: "right*
3
(tunetiong {
var se = documeni.creatoElement("script);
se.type = “textavascriot’;
se.asyne = true;
se.src = _BxBChat.domain + _Bx8Chat,path + “/CHAT/cammonlis/chat s";
var os = document getElementsByTagName(script'J(0]
os.parentiade insertBoforelse, 0s);
o
<fseript>
Genarata Cods «
i€ )

Note: You cannot predict when or where disaster will strike. You must manually redirect your voice

traffic to your 8x8 DR tenant as your service does not automatically failover.

Rerouting tool in the 8x8 online Account Manager.

If you use 8x8 carrier services, quickly redirect your inbound voice traffic by using the Channel

If you do not use 8x8 as your carrier, we work with you during your DR planning to identify the steps

your carrier requires for manually redirecting your calls.

Configure Bria Softphone for Disaster Recovery

If your agents use Bria softphone, you must create and enable two Bria accounts (one for each proxy address): the

primary tenant proxy address and DR companion tenant proxy address. Select Auto Select from the drop-down.
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[ X N ] Bria 4 - kourosh

. Available -

Auto Select «
I..-I-"!::I *J e —— . i

Enter name ar number

COUNTERPATH

Add your primary and disaster recovery accounts in Bria and enable them.

Set up Voice Channel Rerouting
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o000 Preferences
on Accounts A s D Ce Call Dir
| J L ]
Enabled Status Account Name Protocol  User ID Call
] @ EU3-Eurcpe sIP kourosh «
D @ MAC Address Book MADR  MAC Address Book X
& @  US1 - Primary SIP Kourosh o7
| () US2-DR Tenant siP Kourash @
+ = Preferred account for calls m

The following example displays the details of sip account settings. The proxy address for the primary tenant is vce-sip-
us1.8x8.com and the proxy address for the DR tenant is vce-sip-us2.8x8.com.

Set up Voice Channel Rerouting
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Sip Account - Ready

Account name: US1 - Primary

Use for: [#] call
|:| IM/Presence

General Woicemail Topeology Transpeort Advanced

User Details

* User ID Kourosh

* Domain  8xB.com

Password

Display name

Authorization name
Domain Proxy
[#] Register with domain and receive calls

Send outbound via:

© Domain @ Proxy Address vcc-sip-usl.8x8.com |

Dial plan ' #1\a\a.T;match="1;prestrip=2;

I - | -

For more details on how to configure Bria, refer to Bria for Windows and Bria for MAC guides.

12


https://www.get8x8.com/8x8WebHelp/BriaWindows/Default.htm
https://www.get8x8.com/8x8WebHelp/BriaMac/Default.htm
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