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trained. Lastly, the committee monitors system controls, including any risk models, 
internal/external audits, or quality assurance processes to confirm the effectiveness in 
managing applicable risks through adequate reporting. 

3.1.3 Individual Roles and Responsibilities 

The following individuals have direct involvement and responsibility for the risk 
management assessment process: 

• The president and chief executive officer are primarily responsible for the 
management of strategic business decisions and technology risk. 

• The chief financial officer is responsible for ensuring the accuracy of internal and 
external financial information, managing liquidity risks, and evaluating the risk of 
[Sample Client]’s investment portfolio. 

• The chief information security officer is responsible for information technology risk 
management, including information technology security and data security services. 

• The chief operations officer is responsible for all the following: 
o Working with appropriate parties to establish credit policies and standards 
o Developing reporting mechanisms and tools for monitoring compliance with lending 

policies 
o Evaluating the overall quality of the total loan portfolio 
o Identifying credit exposure trends 
o Evaluating the credit quality of individual loans 

• The chief compliance officer or chief risk officer is responsible for all the following: 
o Maintenance of an appropriate compliance program 
o Compliance testing necessary to assess the adequacy of the program and to identify 

and correct compliance 
o Regulation monitoring and dissemination to the appropriate business units 
o Procedural, systematic, and regulatory compliance by business unit managers 
o Knowledge of regulations and guidelines among executives, managers, and staff 
o Maintenance of reference materials and compliance guides 

• Internal auditors are responsible for the coordination of risk management and internal 
control processes, confirming that operating procedures, accounting controls, and 
security measures are commensurate with the expectations established by the board 
of directors. 
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3.6.6 Maturing a Risk Management Program 

A mature risk management program requires board involvement, historical tracking, 
interpretive analysis, and corrective action. [Sample Client] also considers feedback from 
internal staff, regulatory agencies, and consumers to determine the best methods for 
improving marketing strategies, operational processes, and company culture. 

The board and management prioritizes the annual risk assessment, demonstrating to all 
employees the importance of effective risk management. The board and management 
also communicates the results, recommendations, and resolutions with employees to 
quickly effect change and stress the importance of cohesion in adopting improvements. 
Lastly, results of the annual risk management assessment directly affect how resources 
are allocated. Risks can decrease with proper staffing and conversely, risks can increase 
with thin resources and lack of attention. 

As [Sample Client]’s risk management program builds historical data and gains more 
discernable results, [Sample Client] can continue to expand its enterprise risk 
management qualitative and quantitative assessments across and into new business 
segments. 

The following actions and attitudes ensure a progressive enterprise risk management 
strategy: 

• Use risk management as a competitive advantage 

• Involve the risk function in key decision-making 

• Refine measurement and modeling of risks to facilitate a complete analysis and 
evaluation of risk scenarios 

• Develop risk awareness across the organizational culture 

• Focus on being proactive, rather than merely reactive 

• Strive for continuous improvement SAMPLE
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Appendix 2 Exhibits 

Fannie Mae Target Defect Rate Tutorial 

Fannie’s Mae’s Quality Control Self-Assessment Worksheet details procedures for 
creating an effective target defect rate. 

 

SAMPLE

https://www.fanniemae.com/content/tool/qc-self-assessment-worksheet.pdf
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Cybersecurity Assessment Tool (FFIEC) 

The assessment is completed through two parts, Inherent Risk Profile and Cybersecurity 
Maturity. For additional information, refer to the FFIEC Cybersecurity Assessment Tool 
User’s Guide. 

Inherent Risk Profile 

Inherent risk levels are rated as follows: 

• Least 

• Minimal 

• Moderate 

• Significant or most 

The Inherent Risk Profile includes a review of the following categories: 

• Technologies and connection types: Higher inherent risk may exist depending on the 
complexity and maturity, connections, and nature of specific technology products or 
services used by [Sample Client], including the following: 
o Number of internet service providers (ISP) and third-party connections 
o Whether systems are hosted internally or outsourced 
o Number of unsecured connections 
o Use of wireless access 
o Volume of network device 
o End-of-life systems 
o Extent of cloud service 
o Use of personal devices 

• Delivery channels: Higher inherent risk may exist depending on the nature of the 
specific products or services offered through the various delivery channels. Inherent 
risk increases as the variety and number of delivery channels increases and if 
services are available through online or mobile delivery channels. 

• Online/mobile products and technology services: Higher inherent risk may exist 
through different products and technology services including an increased number of 
payment service types. 

• Organizational characteristics: This category considers organizational 
characteristics, such as the following: 
o Mergers/acquisitions 
o Number of direct employees and cybersecurity contractors 
o Changes in security staffing 
o Number of users with privileged access 

SAMPLE

https://www.ffiec.gov/cyberassessmenttool.htm
https://www.ffiec.gov/cyberassessmenttool.htm

	Table of Contents
	Section 1 General
	1.1 Statement of Purpose
	1.2 Objective
	1.3 State Law and Agency Guidelines

	Section 2 Summary
	2.1 Coverage

	Section 3 Requirements
	3.1 Risk Management Governance
	3.1.1 Board of Directors
	3.1.2 Risk Management Committee
	3.1.3 Individual Roles and Responsibilities

	3.2 Identifying Risks
	3.2.1 Credit Risk
	3.2.2 Market Risk
	3.2.3 Liquidity Risk
	3.2.4 Operational Risk
	3.2.5 Compliance and Legal Risk
	3.2.6 Reputation Risk
	3.2.7 Strategic Risk
	3.2.8 Inherent Risk

	3.3 Determining Risk Appetite
	3.3.1 Overview of Risk Appetite
	3.3.2 Risk Appetite Review
	3.3.3 Communicating Risk Appetite
	3.3.4 Applying Risk Appetite
	3.3.5 Updating Risk Appetite

	3.4 Measuring Risk
	3.4.1 Quantitative Assessments
	3.4.2 Qualitative Assessments
	3.4.3 Assigning Significance

	3.5 Assessing Risk
	3.5.1 Compliance Risk Assessment
	3.5.1.1 Quality Control Monitoring
	3.5.1.2 Post-Closing Quality Control Reviews
	3.5.1.3 Creating a Target Defect Rate
	3.5.1.4 Fraud and Misrepresentation
	3.5.1.5 Regulatory Monitoring
	3.5.1.6 Policies and Procedures

	3.5.2 Operational Risk Assessment
	3.5.2.1 Operational Processes
	3.5.2.2 Accountability and Communication
	3.5.2.3 Repurchase Risk
	3.5.2.4 Representation and Warrant Risk
	3.5.2.5 Non-Saleable Loan Risk
	3.5.2.6 Legal and Regulatory Risk

	3.5.3 Marketing and Advertising Risk Assessment
	3.5.3.1 Unfair, Deceptive, and Abusive Acts and Practices
	3.5.3.2 Regulatory Requirements and Definitions
	3.5.3.3 Testing for UDAAP
	3.5.3.4 UDAAP Rulemaking and Enforcement
	3.5.3.5 Mortgage Acts and Practices
	3.5.3.6 Truth-in-Lending Act
	3.5.3.7 Fair Debt Collection Practices Act
	3.5.3.8 Equal Credit Opportunity Act
	3.5.3.9 Fair Housing Act
	3.5.3.10 Secure and Fair Enforcement for Mortgage Licensing Act
	3.5.3.11 Telemarketing and Consumer Fraud and Abuse Prevention Act
	3.5.3.12 Advertising Monitoring
	3.5.3.13 Social Media Requirements

	3.5.4 Consumer Complaints
	3.5.4.1 Sources of Complaints
	3.5.4.2 Complaint Reporting and Analysis

	3.5.5 Credit Risk Assessment
	3.5.5.1 Product Risk
	3.5.5.2 Ability-to-Repay/Qualified Mortgage Rule
	3.5.5.3 Mitigating Credit Risk
	3.5.5.4 Credit Risk Monitoring
	3.5.5.5 Re-Verifications
	3.5.5.6 Exceptions Tracking

	3.5.6 Hedging Risk Assessment
	3.5.6.1 Fallout Risk
	3.5.6.2 Interest Rate Risk
	3.5.6.3 Reporting and Monitoring

	3.5.7 Information Technology and Security Risk Assessment
	3.5.7.1 Security Audits
	3.5.7.2 Cybersecurity Risks
	3.5.7.3 Business Continuity
	3.5.7.4 Disaster Recovery

	3.5.8 Vendor Risk Assessment and Due Diligence
	3.5.8.1 Due Diligence
	3.5.8.2 Contract Review
	3.5.8.3 Ongoing Oversight

	3.5.9 Servicing Risk Assessment
	3.5.9.1 Data Analysis
	3.5.9.2 Early Identification
	3.5.9.3 Tracking and Analytic Reporting
	3.5.9.4 Collections Best Practices
	3.5.9.5 Regulatory Requirements


	3.6 Implementing a Risk Management Strategy
	3.6.1 Risk Monitoring
	3.6.2 Internal Audit
	3.6.3 Stress Testing
	3.6.4 Risk Management Reporting
	3.6.5 Consequences for Insufficient Risk Management
	3.6.6 Maturing a Risk Management Program


	Section 4 Origination Compliance
	Section 5 Servicing Compliance
	Section 6 Record Retention
	Appendix 1 Definitions
	Appendix 2 Exhibits
	Fannie Mae Target Defect Rate Tutorial
	Policies and Procedures Checklist
	Cybersecurity Assessment Tool (FFIEC)

	Appendix 3 Best Practices
	International Professional Practices Framework
	Corporate Governance of the Internal Audit Function
	Rating and Reporting of Internal Audit Issues
	Common Internal Audit Examination Issues

	Appendix 4 Reference List



