Al & Data Protection Series

Al and biometric yr
data/special category ¢

. o
October 2025 4

Jérémie Doornaert, Partner, Dispute Ré’
Camille Saettel, Counsel, DigiEal Busines‘s."..



+Llmmons

sSIMMmons

Our speakers

Jérémie Doornaert Camille Saettel



+Llmmons

sSIMMmons

List of webinars and dates

AI and biometric data/special category data
Al and data security
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AI and biometric data/special category data
Today's topics

 Biometric data at the GDPR-AIA intersection
 Defining biometric data
e Special categories of data in AI Systems (GDPR)
« The Al Act's risk-based approach

« Banned Al practices

 High-risk Al Systems

 Additional transparency obligation
 |everaging cross-regulatory compliance
e Use cases
e Sanctions and enforcement
« Key takeaways
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Biometric data at the GDPR-AIA intersection

GDPR Al Act

Processing of S Risk-based
personal data, Biometric regulatory framework
including special data for Al systems

categories



Defining biometric data

Definition

“personal data resulting from specific
technical processing relating to the
physical, physiological or behavioural
characteristics of a natural person, which
allow or confirm the unique
identification of that natural person,
such as facial images or dactyloscopic
data” (Art. 4(14))

GDPR AI Act

“personal data resulting from specific
technical processing relating to the physical,
physiological or behavioural characteristics of
a natural person, such as facial images or
dactyloscopic data” (Art. 2(34))

Recitals

“..] photographs should not
systematically be considered to be
processing of special categories of
personal data as they are covered by the
definition of biometric data only when
processed through a specific technical
means allowing the unique identification
or authentication of a natural person”
(Recital 51)

‘The notion of ‘biometric data’ used in this
Regulation should be interpreted in light of the
notion of biometric data [from the GDPR].
Biometric  data  can allow for the
authentication, identification or
categorisation of natural persons and for the
recognition of emotions of natural persons.”
(Recital 14)

Additions vs GDPR: “categorisation” and
“recognition of emotions”
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Special categories of data (SCD) in AI Systems

Art. 9 GDPR
&R 7
Racial or ethnic origin Political opinions
O O o ‘ )
Wy a2
Trade union Genetic, biometric,

membership and health data
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Religious or
philosophical beliefs

Sex life and sex
orientation
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Lawfulness, simmons
GDPR fairness, and

Principles and obligations

transparency

Purpose

Accountability limitation

Integrity and Data
confidentiality minimisation

Storage
limitations

Accuracy
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The AI Act’s risk-based approach
Biometric data and SCD

Systems that categorise natural persons based on their biometric data to deduce
or infer their race, political opinions, sexual orientations
. Emotion recognition in workplace and education;

‘Real-time’ remote biometric identification systems in publicly accessible spaces

‘ ‘ Insofar as permitted, Al systems used in remote biometric identification systems,
High-risk Al biometric categorisation, and emotion recognition
systems .

Processing of SCD allowed if strictly necessary for bias detection/correction

Transparency obligations for
limited AI systems

Emotion recognition systems and biometric categorisation systems

Relevant provisions apply from:

General-purpose Al models

2 August 2026
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Banned Al practices
Al Act

* Placing on the market, putting into service for this specific purpose, or
the use of

 Systems that categorise natural persons based on their biometric data
to deduce or infer their race, political opinions, trade union
membership, religious or philosophical beliefs, sex life or sexual
orientation

Al systems to infer emotions of a natural person in the areas of
workplace and education institutions (unless for medical/safety
reasons)

— A * ‘Real-time’ remote biometric identification systems in publicly
accessible spaces
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High-Risk Al Systems
AI Act - ANNEXE III

 Remote biometric identification systems (excl. biometric verification)

Al systems intended to be used for biometric categorisation, according to
sensitive or protected attributes or characteristics based on the inference

of those attributes or characteristics
Al systems intended to be used for emotion recognition

 Unless it does not pose a significant risk of harm to the health, safety or
fundamental rights of natural persons, including by not materially
Influencing the outcome of decision making

« E.g., narrow procedural task, improvement of completed human activity, mere
detection of decision-making patterns, preparatory task

« Exception to the exception: profiling (as defined in GDPR) with biometric data
always high-risk

11
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High-Risk Al Systems JFEIIER

Obligations

Possibly additional provision to
transparency users
obligation!

management
system
Incl. bias detection

Data and correction

governance measures, possibly
with SCD

Accuracy,
robustness, and
cubersecurity

Human Technical
oversight documentation

Transparency

and information :
Record-keeping

12
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High-Risk Al Systems

SCD In bias detection and correction measures

 (Obligation to adopt appropriate data governance and management
practices in training, validation, and testing of data sets

* nter alia concerning examination in view of possible biases that are
likely to affect the health and safety of persons, have a negative
Impact on fundamental rights or lead to discrimination prohibited
under Union law, especially where data outputs influence inputs for

future operations

 and measures to detect, prevent, and mitigate those biases

13
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High-Risk Al Systems

SCD In bias detection and correction measures

 TJo the extent necessary for those purposes, providers of those systems
may exceptionally process special categories of personal data (as defined
in GDPR), subject to appropriate fundamental rights safeguards

« Conditions in addition to (Article 9) GDPR:

Not effectively possible with other data (e.g., anonymised or synthetic data)

Technical limitations on the re-use of the personal data, and state-of-the-art security and privacy-
preserving measures, incl. pseudonymisation

Measures to ensure that the personal data processed are secured, protected, subject to suitable
safeguards, including strict controls and documentation of the access, to avoid misuse and ensure that
only authorised persons have access to those personal data with appropriate confidentiality obligations
No transmission, transfer, or other access by other parties

Delete once the bias has been corrected or the personal data has reached the end of its retention period,
whichever comes first

GDPR records include the reasons why the processing of special categories of personal data was strictly
necessary to detect and correct biases, and why that objective could not be achieved by processing
other data.

14
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Additional transparency obligation
Al Act

 Deployers of an emotion recognition system or a biometric
categorisation system shall inform the natural persons exposed thereto
of the operation of the system (Art. 50(3))

 No formal requirements: possibility to combine with GDPR transparency

 BUT: Al Act covers all interactions with Al systems, not only
processing of personal data
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GDPR - AI Act obligations

Leveraging cross-regulatory compliance?

Establishment
of a risk
management
system

Lawfulness,
fairness, and
transparency |

Accurac
Purpose . Data

L robustness, and
limitation : governance
cubersecurity

Accountability

Integrity and Data Human Technical
confidentiality minimisation oversight documentation

Transparency
Storage and information
o Accuracy o
limitations provision to
users

Record-keeping

16



GDPR - AI Act obligations

Leveraging cross-regulatory compliance?

 AI Act documentation to conduct a DPIA
 AI Act - GDPR transparency obligations
Al Act often builds upon GDPR, but is still different in nature!

i i ¥
o

AAAAAA

Lé)pinjon of the Board (Art. 64)
)

mmmmmm

PROTEGER les données personnelles
ACCOMPAGNER linnovation
[ ] PRESERVER les libertés individuelles

Les fiches pratiques IA

+Llmmons

sSIMMmons

17



Use Case 1 @@

Emotion recognition in recruitment

GDPR

« Involves processing of biometric and (psychological) health data
 Special categories of personal data

o Explicit consent most likely required, in addition to Art. 6 lawful basis

AIA
« Banned Al practice in the workplace (incl. recruitment)
« Unless for medical/safety reasons, which probably is not the case
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Use Case 2 ﬁ
B

Biometric identification in hospitals

GDPR
 Involves processing of biometric data
 Special category of personal data

 Art. 9 exception of consent or healthcare, in addition to Art. 6 lawful
basis

AIA

* High-risk Al system (unless it does not pose a significant risk of
narm to the health, safety or fundamental rights of natural
persons); authentication / verification process?




Sanctions and enforcement

Al Act

« Enforcement by national authority to be .
determined by Member States (European
Commission for GPAI models) °

« Breach of obligation by
providers/deployers/importers/distribut
ors:

 Up to EUR 15 million or 3% of
annual worldwide turnover of
preceding financial year

«  Exception: SME's up to lowest of
the two caps above

GDPR

Enforcement by national supervisory
authority
Breach of obligation by
controllers/processors, e.g.:
 Investigations with broad powers
« Temporary ban of the processing
activity (e.g. Al tool)
« Up to EUR 20 million or 4% of annual
worldwide turnover of preceding
financial year

20



Key takeaways
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How to achieve compliance?

1
2

Or & O

Identify whether biometric data or SCD is processed

Identify whether tool for processing data qualifies as an Al system

Determine applicable AI Act risk-based regime(s)

Map personal data and determine the context under which data is processed

Establish a GDPR lawful basis and an additional Art. 9(2) exception

21
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Useful resources

CtrlTransfer Digital Regulation Tracker Al Literacy Programme
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Next session > 4 November: Al and data security
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