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GDPR: Consequences for digital marketing

Pro-active consent

= Dealing with new customers

= Preserving existing customer consents
How granular does consent need to be?
Is consent needed?

Impact on profiling and personalisation — consent needed for
profiling that produces a legal effect or has a significant impact

E-Privacy Regulation

Impact on data sharing arrangements and big data analytics
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Cyber security — UK reflections

= 2017 UK Government survey:

46% of businesses hacked

Most common type of breaches related to staff receiving

fraudulent emails

Human factors involved in most breaches — staff awareness

and training crucial

Protection of customer data seen as being the key driver for

security expenditure
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Cyber security — UK reflections

Increased Governmental and regulatory focus
NIS Directive or equivalent implementation in the UK?

Increased focus on dealings with suppliers and other third

parties
= Contract provisions

= Due diligence
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Cyberattacks: legal consequences

IT systems incidents > NIS Directive
Theft of personal data > GDPR

Theft of IP/confidential information > breach

of third party rights/agreements
Business interruption > breach of contract

Inside jobs > compliance issues
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» Would you buy a cyber-risk?
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Quick recap of the M&A process

Post-closing
integration

Share Purchase
Agreement

Closing

Conditions
precedent / pre-
closing obligation
\

© Simmons & Simmons LLP 2015. Simmons & Simmons is an international legal practice carried on by Simmons & Simmons LLP and its affiliated partnerships and other entities.



Simmons & Simmons

Cybersecurity and M&A

= Not considered a due diligence item

= Do M&A guys and IT guy talk?

= Cybersecurity and integration process
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M&A process: due diligence

= Technical due diligence
= Legal due diligence
v Cybersecurity policies > personnel
v IT risk management
v" Incident response plan
v Cyberattacks reports
v Insurance policies (cyber-risks e business
Interruption)

v Suppliers’ due diligence / cyberwarranties
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M&A process: pre-closing

= Interim period obligations of the seller >
policies, disclosures, reports

= Condition precedent > cybersecurity audit

= MAE (material adverse event) clause > when

the closing Is far
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M&A process: post-closing

= R&W (representations and warranties)

Incidents, sanctions, thefts, etc.

= |ndemnities
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France
Digital regulatory update

Christophe Fitchet
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1. Big data and data protection (1/3)
New decision of the Consell d’Etat dated 8 February 2017

Background and CNIL’s decision
On 16 July 2015, the French data protection authority (CNIL) rejected JCDecaux request for authorization of a

processing of personal data for an experimentation of a new analytics tool.

1. Processing details

—  WIiFi mobile tracking device of pedestrians flow (via their mobile device) located in La Defense
next to 6 of its billboards (25 meters radius)

— No consent requested and information of the individuals provided on the billboards (A4 paper)

— But alleged almost immediate “anonymization” of the personal data collected by cumulative
methods of “salting” and “key hashing”

2. CNIL’s legal grounds
—  Legitimate interest: yes
—  But, the methods used to anonymize the data were considered insufficient:
— JCDecaux was still in a position to identify the persons concerned

—  Purpose of the processing (tracking of pedestrians routes and passage repetition) was in
contradiction with the concept of “anonymization”

— and thus, the limited information for anonymized data (art. 32 IV of the law Informatique et
Libertés) did not apply: full information was required and JCDecaux did not comply as the
information JCDecaux had planned was insufficient


Presenter
Presentation Notes
CNIL’s decision: Délibération n°2015-255 du 16 juillet 2015 (demande d’autorisation n° 1833589). 

Facts: JCDecaux wanted to test a methodology for measuring pedestrian traffic by placing WiFi counting boxes on the company’s billboards in order to detect MAC addresses (unique identifier) of mobile devices with WiFi enabled, within 25 meters, and calculate their geographical positions. 

Ground for autorisation: Art. L581-9 of the Environment Code provides for a special prior authorization procedure before the CNIL for « any system for the automatic measurement of the audience for advertising or for analyzing the typology or behaviour of persons passing close to an advertising device ». The CNIL states that this request has to be examined in the light of Loi Informatique et Libertés, 1978 and Directive 95/46/EC on data protection. 

Anonymisation techniques: “Salting” method (truncate the MAC addresses and completing them with a series of characters)/ “Key hashing” method (transform the data).

Limited information duty for « anonymized data »: Art. 32 IV law Informatique et Libertés « If the personal data obtained are, within a short period of time, to form part of an anonymisation procedure that was recognized beforehand by the CNIL as complying with the provisions of this Act, the information delivered by the data controller to the data subject may be limited to that mentioned in Sub-section 1° and 2° of Section I.” (identity of data controller and purpose of the processing).  

Full information duty: Art. 32 “I. law Informatique et Libertés- The data controller or their representative must provide a data subject from whom personal data are obtained with the following information, except where they already have it: 1° the identity of the data controller and of their representative, if any; 2° the purposes of the processing for which the data are intended; 3° whether replies to the questions are compulsory or optional; 4° the possible consequences for them of the absence of a reply; 5° the recipients or categories of recipients of the data; 6° the rights granted them by Section 2 of this Chapter (rights of individuals in relation to the processing of data); 7° when applicable, the intended transfer of personal data to State that is not a Member State of the European Union."

=> CNIL considered measures JCDecaux had planned were insufficient (appearing only on the advertisement boards where the radius covered was of 25 meters) and incomplete (the rights of the data subjects were not mentioned). 
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1. Big data and data protection (2/3)
New decision of the Conseil d’Etat dated 8 February 2017

Conseil d’Etat’s decision:

On 8 February 2017, the highest administrative court (Conseil d’Etat or CE) confirmed the CNIL’s decision

1. Legal value of Article 29 WP’s opinions: no normative value

JCDecaux raised that the CNIL ignored Article 29 WP’s Opinion 05/2014 on Anonymisation
Techniques dated 10 April 2014: it recommended that the assessment of the risk of identification
should be carried out in the light of the circumstances specific to each case

Shift in legal analysis between Article 29 WP and national authority

Impact of GRDP: may change this decision with the notion of supervisory authority and the
obligation to cooperate with other national authorities involved in processing

2. Notion of anonymization: confirm CNIL's position on the lack of anonymization

Data will not be considered anonymous when a unique identifier is associated to a data subject
and the data controller is able to relate different data to that same identifier

Difficulties for 0T companies to rely on anonymization technique to provided only limited
information

Additional costs associated with information notice and data subject rights’ obligation as well as
practicality issues

Potential negative impact on businesses using IoT and big data: it will be more difficult to avoid
the data protection regulation (To be noted in GRDP: anonymised data fall out of the scope — no
information requirements).


Presenter
Presentation Notes
Exception to the information duty also provided for in Art. 14 5 b) of the GDPR. 
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1. Big data and data protection (3/3)
New decision of the Consell d’Etat dated 8 February 2017

B Conseil d’'Etat’'s decision:

3.

Notion of “indirect” collection

No intervention of the individual concerned in the processing
JCDecaux tried to argue that the processing was an “indirect” collection

—  This could trigger an exception to the information obligation when “the provision of such
information proves impossible or would involve a disproportionate effort” (Art. 32-Ill of
French data protection law)

Nevertheless, the CE decided that it was a “direct” collection of personal data — no exception
possible

Therefore, the use of such technical sensor is not considered as an indirect collection
Difficulties for 10T in terms of increased costs and practicality issues

CE’s decision is even more impacting as the GDPR provides for this same exception (Art.14
5. b) GDPR).


Presenter
Presentation Notes
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2. Blockchain in French securities law (1/2)

B Minibons (type of securities) can be represented and transmitted using distributed ledger
technology (DLT):

1. Law: Law No. 2015-990 of 6 August 2015 for growth, activity and equality and equal economic
opportunity (Article 168)
— grants the Government power (within 9 months) to reform securities laws on minibons
2. Ordinance: Ordinance No. 2016-520 of 28 April 2016 on minibons
— Issuance:
—  Securities issued via internet crowdfunding platforms

—  Platforms having the status of Conseil en investissement participatif (CIPs) or Prestaire de services
d’'investissement (PSIs); (Art. L.223-6 of the Monetary and Financial Code)

—  Same rules of conduct applicable to CIPs and PSls for the intermediation of shares and bonds and
minibons (e.g. competence, declaration, transparency, test of the suitability of the offer to the investor’s
profile...)

—  Suscription: suscription possible by natural or legal persons

—  Transfer of ownership:
—  Transfer of minibons may be handled via DLT using blockchain (Article L.223-12)
—  Transfer qualifies as a written contract (Article L.223-13).

3. Decree: A decree specifying the conditions of issue and transfer of minibons using
blockchain is still awaited


Presenter
Presentation Notes
Article 168 �Dans les conditions prévues à l'article 38 de la Constitution, le Gouvernement est autorisé à prendre par ordonnance, dans un délai de neuf mois à compter de la promulgation de la présente loi, toutes mesures relevant du domaine de la loi visant à :�1° Modifier le chapitre III du titre II du livre II du code monétaire et financier, afin notamment de renforcer la protection des souscripteurs et de préciser les obligations des émetteurs de bons de caisse, et à prendre toute mesure de coordination rendue nécessaire ;�2° Adapter les dispositions relatives au financement participatif et celles des chapitres Ier et III du titre Ier du livre II, de l'article L. 312-2 et de la section 2 du chapitre Ier du titre Ier du livre V du code monétaire et financier, notamment pour permettre l'intermédiation des bons de caisse définis au chapitre III du titre II du livre II du même code ou faciliter l'intermédiation des titres de créances dans le cadre du financement participatif.

The Government announced the future publication of the decree specifying the conditions of issue and transfer of minibons via blockchain in a Press communication dated 3 november 2016. 




Simmons & Simmons

2. Blockchain in French securities law (2/2)

B Extension to all securities

1. Law: Article 120 of Law No. 2016-1691 of the Transparency, Anti-Corruption and Economic
Modernisation Act dated 9 December 2016 « Loi Sapin Il »

— grants the Government power (up until 9 December 2017) to reform securities laws

— so that securities that are not traded via a central securities depository and a securities
settlement system can be represented and transmitted using distributed ledger technology
(DLT)

2. Ordinance: Ongoing public consultation from the Trésor on the scope of the required reform of
security law (response required before 19 May 2017)

B Impacts:

— Recognition of the legal value of blockchain paves the way for more applications of this technology
in the future

—  Government’s will to diversify the means for financing companies via alternative credit channels

— Possible challenge to banking monopoly on credit (comparable trend concerning payment
methods)

— BNP Paribas Securities Services and crowdfunding platform SmartAngels have already
announced a partnership on minibons based on blockchain


Presenter
Presentation Notes
Le Trésor lance une consultation favorable à la blockchain :
http://www.agefi.fr/fintech/actualites/quotidien/20170330/tresor-lance-consultation-favorable-a-blockchain-214925?utm_source=newsletter&utm_medium=quotidienne_11h&utm_campaign=30032017
 
consultation :
http://www.tresor.economie.gouv.fr/16101_consultation-publique-ordonnance-blockchain-applicable-a-certains-titres-financiers
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