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Agenda

 Backdrop of increased digital regulation, resulting in a broader range of
requirements needing to be met

 Focus today on incident response and reporting under:
« EUand UK GDPR; and
« EUAI Act

« Questions?



Incident reporting under EU and UK GDPR
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Incident Reporting under EU and UK GDPR (1)
« Controllers must notify "personal data breaches" (PDBs) to:

0 Supervisory authorities without undue delay and, where feasible, within 72 hours of becoming aware, unless the
PDB is unlikely to result in a risk to affected data subjects. Phased notification is possible

o0 Affected data subjects without undue delay, if the PDB is likely to result in a high risk to affected data subjects

‘personal data breach’ means a breach of security leading to the accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed;

e Controllers must document all PDBs (whether or not notifiable) to enable the supervisory authority to verify
compliance with notification obligations

e (Categories of Breach: "Confidentiality", "Integrity" and "Availability"
 To qualify as a "personal data breach", there must be a "breach of security"

e Risk factors include: type of breach, personal data affected, ease of identification and consequences.
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Incident Reporting under EU and UK GDPR (2)

Processors must notify "personal data breaches" to controllers without undue delay

Under contract, processors must assist the controller in ensuring compliance with Article 32-36 (security
and breach notification obligations)

Other points:
o notification forms vary by supervisory authority
o Under EU GDPR, "one stop shop" notification possible in relation to breaches affecting multiple
jurisdictions to "lead supervisory authority" (supervisory authority of "main establishment" of

controller or processor)

o UK and EU Member State laws may require (as part of supervisory authority enforcement powers)
additional provision of information. For example, in the UK, the IC may serve "Information Notices"
and, following the DUAA, "Interview Notices" under the Data Protection Act 2018.



Incident Reporting under the EU AI Act
Article 73 for high-risk Al systems

Based on draft Commission guidance -
interpretive points may still evolve
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Why Article 73 matters - and what it covers

Article 73 is designed as an early-warning and
accountability mechanism.

The draft guidance describes various policy aims. Together Creates an early-warning Supports accountability,
they explain why incident reporting is framed as a public-law mechanism for risks from co[)rlgctélve sctlon, elne
safety and oversight obligation, not just an internal control PUBHCETHS

exercise.

This guidance focuses on

high-risk Al systems - not
GPAI systemic-risk model
reporting
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What counts as a reportable serious
incident?

[ Trigger ] [Impact]

[Cause]

Incident Serious Harm -
OR (Health [Reportable

Malfunction Direct Infrastructure, Serious

(Not performing OR Rights
as intended per Indirect '

- . Property,
technical Causation c opP yt)
documentation) nviromen

Incident]

Crucial Distinction: A malfunction (failing to perform as intended) is distinct from an incident
(actual negative consequence). However, both can trigger reporting if the vector and impact align.



Causality & Foreseeability

Direct Causation

The Al system acts directly on the
environment or person, physically
or systematically causing the
event.

AI Output

Indirect Causation

The Al output influences a human
or secondary system that
ultimately causes the harm.

Al misclassifies medical image
Doctor relies on it
Patient is harmed.

e Alflags CV
e HRdiscards it
e Discrimination occurs.

Foreseeability

Causation is only legally
valid if the Al is used
according to its intended
purpose or reasonably
foreseeable misuse.

Unexpected user errors
break the chain of
causality.
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Serious Harm: Physical & Infrastructure

Person's Health or Life (Art 3(49)(a)) Critical Infrastructure (Art 3(49)(b))

[0 Thresholds: [0 Thresholds:
« Life-threatening illness/injury «  Severe operational disruption (aligns with
- Condition requiring hospitalization (or NIS2/CER)

« Imminent threat to life/supplies
« Destruction of key infrastructure

prolongation)
« Temporary/permanent impairment
* Fetal distress or congenital abnormality
* Death

Key Condition - [rreversibility: Disruption must be
irreversible. Requires rebuilding specialized
equipment, years-long lead times to replace (e.g.,

rail junctions, space-based assets), or permanent
data corruption.
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The Harm Diagnostic: Rights, Property &
Environment

Fundamental Rights (Art Serious Harm to Property (Art Environment (Art 3(49)(d))

3(49)(c)) 3(49)(d))

Thresholds: ‘ Thresholds: Thresholds:

Must be an interference with EU Damage impairs intended Irreversible or long-lasting

Charter of Fundamental rights usability or substance. widespread damage to

on a large scale. ecosystems, protected

habitats, soil, or water (aligns
Art. 8 Charter: Protection of with Environmental Crime
personal data = GDPR! Directive).

Hard Metric: Damage, repair

Examples: .
costs, or value reduction

e Systemic biometric
misidentification of ethnic
groups.

e Al recruitment systems
systematically excluding
candidates by gender.

must exceed 5% of the
purchase price.




Responsibilities: Deployer to Provider
Escalation

Step 1: Deployer Identification
Deployer identifies a serious incident.

Step 2: The 24-Hour Window

Deployer has 24 hours to inform the

24—'Hour Provider, the Importer/Distributor, and the
Time relevant Market Authorities.

Alt. A: Success Alt. B: Failure

Provider responds reporting and assumes primary Provider Provider is unreachable or
reporting and investigation duties. unresponsive within 24 hours.

If Branch B occurs, the Deployer
inherits all Provider reporting
obligations
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Deadline: 2 days, 10 days or 15 days

Awareness by provider starts the clock. The guidance prioritises speed over a perfect fact pattern.

—0—©

Widespread Death of a person Other serious incidents
infringement, or serious
and irreversible
disruption of critical
infrastructure

Default rule: report immediately, but no later than the applicable deadline.



Widespread Infringement

(Either condition
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Definition: An act/omission contrary to Union
law harming the collective interests of
individuals (e.g., public health, environmental
protection, democratic institutions).

applies)
Condition A: Impacts at least Condition B: Occurs
two Member States other than concurrently (simultaneously)
where the act originated, the in at least three member
provider is established, or the states, sharing common
deployer is located. features or unlawful practices

by the same operator
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Provider Obligations Post-Incident
Investigate Preserve (The Golden Rule) Cooperate
— ﬂ\ {@
Perform immediate risk DO NOT alter the Al system in any Must respond to and comply
assessment and implement way that affects subsequent with measures requested by
corrective actions without delay. evaluation without prior authority market surveillance authorities
notification within a maximum of 24 hours.

Prohibited actions

« Qverwriting training datasets

*  Modifying log files or sensor data
* Silently patching algorithms

* Replacing hardware
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Who does what?

Article 73 works as an escalation chain, not just a reporting form.

Deployer Provider

Identifies serious Main reporting duty.
incident and informs Investigate, assess
provider immediately. risk, take corrective
action, cooperate.

- _/

Important evidence point

Do not alter the system in a way that could compromise the
later technical evaluation before notifying authorities.
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Interplay with GDPR and other incident
regimes

Overlap is common. The safe message is to analyse each regime on its own terms.

GDPR Article 33 NIS2 / CER / DORA \

A serious Al incident may For some Annex III sectors
also be a personal data already subject to equivalent
breach. The draft guidance incident-reporting duties, Al
says overlap may occur, but Act reporting is limited to
the Commission will clarify fundamental-rights incidents.

the interplay later.
— }




A practical playbook for organisations
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This is the operational response pattern that helps organisations meet Article 73 deadlines.

Triage fast: Is this a high-risk Al system and
could one of the four Article 3(49) outcomes
be in play?

° Escalate internally: legal, product, security,
compliance, safety, and sector specialists.

Decide on parallel filings: AI Act, GDPR, NIS2,
CER, DORA, medical-device, or sectoral
obligations.

Investigate without compromising the later
technical assessment.
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Useful resources

CtrlTransfer STRIDE Al Literacy Programme
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