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COMMUNICATIONS POLICY

Regulatory and institutional structure
Summarise the regulatory framekorD for the communications sectorz Bo 
any foreign oknership restrictions apply to communications servicesI

Background

In the European Union, the progressive yet quick liberalisation of electronic communications 
services paved the way for the creation of a single electronic communications market. The 
liberalisation process, which began in the 1980s, Jnally led to a full opening of the electronic 
communications sector on 1 Sanuary 1998. 5ince then, the never-ending evolution of the 
electronic communications market, reshaped notably by the convergence of the electronic 
communications, broadcasting and IT sectors, has required several reforms of the EU 
electronic communications framework. The new EU electronic communications frameworks 
generally come in packages of directives. The Jrst Telecom Package was adopted in 2002. 
It was later amended in 2009 and 201:.

Electronic communications regulatory framework

The current EU electronic communications framework includes the following texts•

D /irective 20023:83EC (/irective on Privacy and Electronic Communications), as 
amended by /irective 200931z63EC (Citi’ens; Rights /irective), which, inter alia, deals 
with the processing of personal data in the context of the provision of electronic 
commu nications services and contains provisions in relation to the security of 
networks and services and notiJcation of breaches of security7

D /ecision No. 6W6320023EC (Radio 5pectrum /ecision), which establishes the 
European policy for radio spectrum with the aim of ensuring coordination between EU 
member states and harmonisa tion conditions for the eFcient use of radio spectrum7

D Regulation (EU) 201:32120, laying down measures concerning open internet access 
and amending /irective 20023223EC on universal service and users; rights relating to 
electronic commu nications networks and services and Regulation (EU) No. :z132012 
on roaming on public mobile communications networks within the European Union, 
amended by Regulation (EU) 201W39207

D /irective 20143613EU on measures to reduce the cost of deploying high-speed 
electronic communications networks7

D Regulation (EU) 201W319:z, amending Regulations (EU) No. 1z163201z and 
Regulation (EU) No. 28z32014, regarding the promo tion of internet connectivity in 
local communities (‘iJ4EU)7

D Regulation (EU) 20183180W on a framework for the free €ow of non-personal data in 
the European Union7

D Regulation (EU) 2018319W1 establishing the Body of European Regulators for 
Electronic Communications (BEREC) and the Agency for 5upport for BEREC 
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(BEREC OFce), amending Regulation (EU) 201:32120 and repealing Regulation (EC) 
1211320097

D /irective (EU) 2018319W2 establishing the European Electronic Communications 
Code (the EECC /irective)7 and Implementing Regulation (EU) 20193224z, 
establishing a template for the contract summary to be used by providers of publicly 
avail able electronic communications services pursuant to /irective (EU) 2018319W27

D Regulation (EU) 20223612 of the European Parliament and of the Council of 6 April 
2022 on roaming on public mobile communications networks within the Union 
(recast)7

D Regulation (EU) 20223206: on a 5ingle Market jor /igital 5ervices and amending 
/irective 20003z13EC (/igital 5ervices Act)7

D Regulation (EU) 20223192: on contestable and fair markets in the digital sector 
and amending /irectives (EU) 2019319zW and (EU) 202031828 (/igital Markets Act) 
(/MA)7

D Regulation (EU) 20223868 on European data governance and amending Regulation 
(EU) 201831W24 (/ata Governance Act)7

D /irective (EU) 202232::: on measures for a high common level of cybersecurity 
across the Union, amending Regulation (EU) No. 91032014 and /irective (EU) 
2018319W2, and repealing /irective (EU) 201631148 (NI52 /irective)7

D Regulation (EU) 202232::4 on digital operational resilience for the Jnancial sector 
and amending Regulations (EC) No. 106032009, (EU) No. 64832012, (EU) No. 
60032014, (EU) No. 90932014 and (EU) 201631011 (/ORA)7

D /irective (EU) 202232::6 amending /irectives 200936:3EC, 200931z83EC, 
20113613EU, 201z3z63EU, 20143:93EU, 201436:3EU, (EU) 201:32z66 and (EU) 
201632z41 as regards digital operational resilience for the Jnancial sector (/ORA).

D /irective (EU) 202232::W on the resilience of critical entities and repealing Council 
/irective 200831143EC (Critical Entities Resilience /irective).

The EECC /irective introduced several changes, inter alia, new measures to•

D increase competition and predictability for investments7

D reduce regulation for co-investment of rival operators in very high-capacity networks7

D improve coordination and use of spectrum across the European Union7

D strengthen consumer protection7 and

D create a safer online environment.

The EECC /irective had to be transposed into national law by 21 /ecember 2020, except for 
article :z Von coordinated timing of assign ments for access to radio spectrum;, which applies 
as of 20 /ecember 2018 (articles 124 and 126 of the EECC /irective). The /irective repealed, 
from 21 /ecember 2020, the four main directives of the pre-existent Telecom Package, 
namely•

D /irective 20023213EC (jramework /irective), as amended by /irective 20093140 
(Better Regulation /irective)7
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D /irective 20023203EC (Authorisation /irective), as amended by the Better Regulation 
/irective7

D /irective 20023193EC (Access /irective), as amended by the Better Regulation 
/irective7 and

D /irective 20023223EC (Universal 5ervice), as amended by the Citi’ens; Rights 
/irective.

Overhaul of the electronic communications regulatory framework

Considering the rapid digitalisation of the world market and the opportunities it entails, 
the European Commission (the Commission) identiJed the completion of the /igital 5ingle 
Market as one of the Commission;s 10 political priorities.

The /igital 5ingle Market is deJned by the Commission as a market in which•

the free movement of goods, persons, services and capital is ensured and 
where individuals and businesses can seamlessly access and exercise online 
activities under conditions of fair competition, and a high level of consumer 
and personal data protection, irrespective of their nationality or place of 
residence.

The goal of the Commission is to help generate Q41: billion per year and create z.8 million 
Hobs by knocking down regulatory barriers in the digital space and transforming 28 separate 
digital markets across the European Union into a single one.

The /igital 5ingle Market 5trategy, which was launched in May 201:, was built on three 
pillars•

D better access for consumers and businesses to digital goods and services across the 
European Union7

D creating the right conditions and a level playing Jeld for digital networks and 
innovative services to €ourish7 and

D maximising the growth potential of the digital economy.

The EECC /irective is part of the wider connectivity package proposed by the Commission 
in 5eptember 2016. It aims at enabling the full participation of EU citi’ens and businesses 
in the digital economy. This initiative plans to achieve the following milestones by 202:•

D gigabit connectivity for maHor economic drivers such as schools, medium-si’ed and 
large enterprises and main providers of public services7

D upgradeable connectivity of at least 100 megabits per second for all European 
households7 and

D :G coverage for all urban areas and all maHor terrestrial trans port paths.
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To take into account the recent developments in the communications sector such as 
the increased use by end users of services based on –oice over Internet Protocol (–oIP), 
messaging services or web-based email services in place of traditional voice and short 
message services, the EECC /irective sets out a new deJnition of the term Velectronic 
commu nications service;. Three types of service categories are introduced•

D internet access services7

D interpersonal communications service (allows direct communica tions over an 
electronic communications network between Jnite numbers of people either based, 
or not, on a number)7 and

D services consisting wholly or mainly of the conveyance of signals (eg, for 
machine-to-machine communications or for broadcasting).

Most provisions apply indifferently to all electronic communication services except 
number-independent interpersonal communications services.

Institutions

The Commission is the main institution responsible for the enforcement of the electronic 
communications policy and regulation. Two /irectorates-General are mainly involved in the 
electronic communica tions policy•

D the /irectorate-General for Communications Network, Content and Technology 
headed by Thierry Breton7 and

D the /irectorate-General for Competition headed by Olivier Guersent.

BEREC also plays a key role in the development and better functioning of the internal 
market for electronic communications. On W March 2020, BEREC published guidelines for 
intra-EU communications. These guidelines clariJed the provisions for regulating intra-EU 
communications services to ensure a common regulatory approach and assist EU member 
states in their consistent implementation. These Guidelines are complementary to the 
provisions set out in the Regulation and are not presented as an oFcial legal interpretation 
of those provisions.

BEREC has so far issued 11 guidelines on•

D Intra-EU Communications (update)7

D Minimum Criteria for a Reference Offer7

D General Authorisation NotiJcations7

D Network Termination Point7

D Geographical 5urveys of Network /eployments7

D Numbering Resources for non-ECN3non-EC57

D üuality of 5ervice7

D Public ‘arning 5ystems7

D –ery Kigh Capacity Networks7
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D 5ymmetric Access Obligations7 and

D Co-Investment Criteria.

The Independent Regulators Group as well as each EU member state;s national regulating 
authority (NRA) are also in€uential actors. jinally, decisions of national courts and tribunals 
and the Court of Sustice of the European Union (CSEU) also signiJcantly contribute to the 
interpretation of the electronic communications framework.

The EECC /irective enhanced the role of BEREC and reinforced the role of NRAs, both at the 
national and EU level, to increase consistency and predictability of the application of the rules 
in the context of the /igital 5ingle Market.

joreign ownership

The EU electronic communications framework does not contain provisions imposing foreign 
ownership restrictions for the provision of electronic communications services.

Law stated - 13 May 2024

Authorisation/licensing regime 
Bescribe the authorisation or licensing regimez

Under EU law, the freedom to provide services is guaranteed under article :6 of the Treaty 
on the junctioning of the European Union, according to which•

restrictions on freedom to provide services within the Union shall be prohibited 
in respect of nationals of member states who are established in an EU member 
state other than that of the person for whom the services are intended.

This principle is re€ected in article 12(1) of the EECC /irective, according to which EU 
member states shall•

ensure the freedom to provide electronic communications networks and 
services, subHect to the conditions set out in the /irective.

jor this purpose, the EECC /irective is based on a Vgeneral authorisation; regime. Under this 
authorisation regime, the provision of electronic communications networks or services can 
only be subHect to a Vgeneral authorisation; (namely, the operator may be required to submit a 
prior notiJcation of its activity to the NRA but cannot be required to obtain an explicit decision 
or any other administrative act). As an exception to the Vgeneral authorisation; regime, EU 
member states can grant, upon request, individual licences for the use of scarce resources 
like frequen cies, numbers and rights of way.
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The list of information required as part of the notiJcation procedure to the NRAs has been 
harmonised by the EECC /irective to avoid excessive administrative costs for operators.

In /ecember 2019, under article 12 of the EECC, to approximate notiJcation requirements 
and to harmonise accordingly the notiJcation forms currently in use at the national level, 
BEREC published guidelines for the notiJcation template. These guidelines deJne a template 
of the notiJcation form to be Jlled up at the beginning of the activities by electronic 
communications network (ECN) or electronic communications service (EC5) providers. A 
set of minimum operator;s rights are attached to the Vgeneral authorisation;. Thanks to the 
Vgeneral authori sation;, an operator has notably the rights to•

D operate electronic communications networks and provide elec tronic 
communications services7

D apply for rights of way7

D negotiate interconnection with and where applicable obtain access to or 
interconnection from other operators7

D be allowed being designated to provide different elements of a universal service7 and

D have access to scarce resources (radio spectrum and numbering resources) (article 
1: of the EECC /irective).

On 21 /ecember 2021, BEREC released an Opinion on the national implementation and 
functioning of the general authorisation. The main purpose of this Opinion is to provide ideas 
for the Commission to consider for future re€ections on the general authorisation regime, in 
the light of the challenges reported by the stakeholders and of BEREC;s own experience. In 
this Opinion, BEREC came to the conclusion that the general authorisation regime has been 
properly working so far in regulating market entry, without creating barriers for operators in 
entering national markets. According to BEREC, the general authorisation regime appears as 
a winning choice as it was reported to guarantee simplicity, together with a clear overview 
of the markets, hence a good transparency level.

The EECC /irective also provides for an exhaustive list of conditions that an EU member 
state may attach to the general authori sation such as•

D fees for the rights of use7

D administrative charges7

D interoperability and interconnection7

D accessibility by end users of numbers from the national numbering plan7 or

D Vmust carry; obligations (article 1z of the EECC /irective).

EU law does not provide for a limit on the duration of the Vgeneral authorisation;. Kowever, 
when individual rights to the use of scarce resources are granted for a limited period, the 
duration shall be appropriate for the service concerned.

The EU member states can allow the relevant NRA to impose fees for the rights of use 
for radio spectrum and numbers, as well as rights to install facilities. These fees have to 
be obHectively HustiJed, transparent, non-discriminatory and proportionate concerning their 

Telecoms & Media 2024 Explore on Lexology

https://www.lexology.com/gtdt/workareas/telecoms-and-media?utm_source=GTDT&utm_medium=pdf&utm_campaign=Telecoms+%26+Media+2024


RETURN TO CONTENTS

intended purpose and take into account the obHectives set out in the EECC /irective (article 
9: of the EECC /irective).

The EU Regulatory framework for electronic communications is technologically neutral 
(in particular, Recital 14 of the EECC /irective) and as such applies to all electronic 
communications networks and services. There is no difference in the regime applicable to 
Jxed, mobile or satellite networks and services.

Law stated - 13 May 2024

Flexibility in spectrum use
Bo spectrum licences generally specify the permitted use or is permitted 
use )fully or partlyw unrestrictedI Ws licensed spectrum tradable or 
assignableI

Permitted use restriction

Member states shall facilitate the use of radio frequencies, under Vgeneral authorisations;. 
Kowever, EU member states shall grant individual rights of use to avoid harmful interference, 
ensure technical quality of service, safeguard eFcient use of spectrum or fulJl other 
obHectives of general interest as deJned by EU member states under EU law. This set of 
principles is not only for the use of radio frequencies but also for radio spectrum (article 46 
of the EECC).

‘hen it is necessary to grant such individual rights, EU member states must comply with 
several provisions in particular concerning the eFcient use of resources under the EECC 
/irective.

Also, the now-repealed Authorisation /irective established that only certain conditions may 
be attached to rights of use for radio frequencies. As a consequence, the permitted use may 
only be restricted under spec trum licences by the following conditions attached to the rights 
of use•

D the designation of service or type of network or technology for which the rights of use 
for the frequency have been granted including, where applicable, the exclusive use of 
a frequency for the transmission of speciJc content or speciJc audiovisual services7

D effective and eFcient use of frequencies7

D technical and operational conditions necessary for the avoidance of harmful 
interference and for the limitation of exposure of the general public to electronic Jelds, 
where such conditions are different from those included in the general authorisation7

D maximum duration subHect to any changes in the national frequency plan7

D transfer of rights at the initiative of the right holder and conditions for such transfer7

D usage fees7

D any commitments that the operator obtaining the usage right has made in the course 
of a competitive or comparative selection procedure7 and

D
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obligations under relevant international agreements relating to the use of frequencies 
and obligations speciJc to an experimental use of radio frequencies.

Under the EECC /irective, these conditions have remained identical ((/) of Annex 1 of the 
EECC /irective), with additional obligations to pool or share radio spectrum or allow access 
to radio spectrum for other users in speciJc regions or at the national level.

Principles must be taken into account by EU member states where it intends to limit the 
number of rights of use to be granted for radio frequencies (article 4: of the EECC /irective).

Also, the EECC /irective introduced further harmonisation measures for spectrum 
including promoting shared use of spectrum and coordinating spectrum assignments. The 
consistency of the spectrum assignment process will be safeguarded through a process 
involving BEREC scrutiny of NRA;s planned spectrum measures (articles 4.z and z: of the 
EECC /irective).

Tradability of spectrum licences

Under the EECC /irective, EU member states shall ensure that undertakings may transfer or 
lease to other undertakings individual rights of use for radio spectrum.

EU member states shall•

D submit transfers and leases to the least onerous proce dure possible7

D not refuse the lease of rights of use for radio spectrum where the lessor undertakes 
to remain liable for meeting the original condi tions attached to the rights of use7 and

D not refuse the transfer of rights of use for radio spectrum unless there is a clear risk 
that the new holder is unable to meet the original conditions for the right of use (article 
:1 of the EECC).

‘hen an operator wishes to transfer rights to use frequencies, it shall notify the NRA 
responsible for granting individual rights of use. 5uch notiJcation must also be made once 
the effective transfer has occurred. NotiJcations shall be made public

Law stated - 13 May 2024

Ex-ante regulatory obligations 
jhich communications marDets and segments are sub’ect to ex-ante 
regulationI jhat remedies may be imposedI

In jebruary 200z, the Commission published a recommendation detailing a list of 18 markets 
susceptible to being subHect to ex-ante regulation. 5uch recommendation was updated in 
/ecember 200W, reducing the list to seven markets and then in 2014 to four markets, none 
of which were retail markets.

The recommendation was updated again on 18 /ecember 2020, reducing the list to two 
markets, namely, the market for wholesale local access and the market for wholesale access 
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to dedicated connec tivity, both deJned on the basis of competition law principles and with 
regard to the overall technological, regulatory and market trends in the European Union.

The EECC /irective introduced the implementation of ex-ante market regulations into the 
missions of the NRAs and provides that NRAs shall Vimpose ex-ante regulatory obligations 
only to the extent necessary to secure effective and sustainable competition in the interest 
of end-users and relax or lift such obligations as soon as that condition is fulJlled;, these 
obligations include the imposition of access and inter connection obligations (article 6W of 
the EECC /irective).

Also, the EECC /irective codiJed the Vthree criteria test; contained in the Commission;s 
Recommendation on Relevant Markets (2002) and used to determine whether a speciJc 
market should be regulated (eg, high barriers to entry, no dynamic tendency towards effective 
compe tition and insuFciency of competition law). The EECC /irective also extended the 
current maximum market review period from three to Jve years. Kowever, NRAs may 
still conduct such analysis within shorter intervals if market developments require it. New 
provisions are introduced for revision of remedies imposed by NRAs, for instance when 
market conditions have changed because of new commercial agreements or the breach 
of existing ones or new co-investment agreements. A double-lock system is introduced 
whereby in cases where BEREC and the Commission agree that a draft remedy would create 
a barrier to the single market, the relevant NRA may be required to amend or withdraw the 
contemplated measure.

In the context of the elaboration of the /MA intro ducing a series of rules for platforms acting 
as Vgatekeepers; in the digital sector, BEREC published on z0 5eptember 2021, a report in 
which it proposed a regulatory model for an ex-ante regulation of these platforms (for further 
information see the /MA, which entered into force on 1 November 2022).

Law stated - 13 May 2024

Structural or functional separation
Ws there a legal basis for reMuiring structural or functional separation 
betkeen an operatorHs netkorD and service activitiesI ,as structural or 
functional separation been introduced or is it being contemplatedI

The remedy of functional separation was introduced in the Access /irective in 2009 by the 
repealed Better Regulation as an exceptional measure and was reproduced identically in the 
EECC /irective. It may only be imposed on vertically integrated operators when the relevant 
NRA concludes that the other ex-ante regulatory obligations have failed to achieve effective 
competition and that there are important and persistent competition problems or market 
failures identiJed concerning the wholesale provision of certain access product markets. 
5uch measure consists of imposing on the concerned operator a duty or obligation to place 
activities related to the wholesale provision of relevant access products in an independently 
operated business. On this basis, the operator shall supply access products and services 
to its other business entities and other operators under the same terms and conditions, 
including price and service levels.

Also, the EECC /irective implemented the possibility of imposing functional separation on a 
signiJcant market power (5MP) operator if the remedies imposed following a market-review 
process have not succeeded in achieving competition.
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The now-repealed Access /irective also introduced a voluntary separation mechanism 
under which a vertically integrated operator that has been identiJed as having 5MP in 
one or several markets informs the competent NRA in advance and in a timely manner of 
its intent to transfer their local access network assets or a substantial part thereof to a 
separate legal entity under different ownership or to establish a separate business entity 
to provide to all retail providers, including its own retail divisions, fully equivalent access 
products. Upon such infor mation, the NRA shall assess the effect of the intended transaction 
on existing regulatory obligations and, in accordance, shall impose, main tain, amend or 
withdraw obligations. This has been reaFrmed in article W8 of the EECC /irective.

BEREC has published guidelines that an NRA may rely upon when considering the 
appropriateness and the manner to implement functional separation (Guidance on 
junctional 5eparation under articles 1za and 1zb of the revised Access /irective and 
national experiences).

Law stated - 13 May 2024

Universal service obligations and (nancing
Lutline any universal service obligationsz ,ok is provision of these 
services NnancedI

5cope of universal service

Under Recital 210 of the EECC /irective, universal service is deJned as a•

safety net to ensure that a set of at least the minimum services is available to 
all end-users and at an affordable price to consumers, where a risk of social 
exclusion arising from the lack of such access prevents citi’ens from full social 
and economic participation in society.

This concept is based on the now-repealed Universal 5ervice /irective but evolved to re€ect 
advances in technology, market developments and changes in user demand. The national 
NRA is in charge of ensuring all citi’ens have access to a universal service.

Operators must provide a certain number of mandatory services, including•

D provision of access at a Jxed location and provision of tele phone services7

D provision of directories and directories enquiry services7

D provision of public payphones7 and

D measures for disabled users.

The EECC /irective sets new mandatory services to which consumers should have access 
at an affordable price. EU member states may adopt different tariff options to ensure that 
the services are also affordable to consumers with low-income or special social needs such 
as older people, end users with disabilities and consumers living in rural or geographically 
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isolated areas. The new services include the provision of available adequate broadband 
internet access service and provision of voice communications services at least at a Jxed 
location, indicating that EU member states can now extend universal service to mobile 
services. VAdequate broadband; means the broadband Vnecessary for social and economic 
participation in society; (namely, minimum needed to support services, eg, email, internet 
banking, standard quality video calls and social media (as set out in Annex –)).

EU member states may consider that the need for the previous services set by the 
now-repealed Universal 5ervice /irective is established in light of national circumstances 
and shall be provided along with the new services as from 21 /ecember 2021.

EU member states can designate one or more Vproviders of services; according to the 
EECC /irective in charge of guaranteeing the provision of these services for the whole of 
the territory to be covered. /ifferent providers of services may provide different elements 
of universal services. The universal service must be affordable7 NRAs shall monitor the 
evolution and level of retail tariffs of these services. EU member states may require 
designated providers of services to provide customers with tariff options that depart from 
those provided under normal commercial conditions.

junding of universal service

The methods for designating operators or providers of services in charge of the provision 
of universal service must ensure that such service is provided cost-effectively. NRAs that 
consider that the provision of universal service may represent an unfair burden on the 
designated providers of services are given the possibility to calculate the net costs of its 
provision. If it is found that such an operator is subHect to an unfair burden, EU member 
states can, upon request, put in place a mecha nism to compensate that provider of services 
or to share the net cost of universal service obligations between providers of electronic 
communi cations networks and services. According to the EECC /irective, the net costs of 
this universal service are to be paid for either through general taxpayer funds or else through 
a speciJc levy on electronic communications networks and service providers.

The obHectives of the BEREC ‘ork Programme 2024 were aligned with the BEREC 
5trategy 2021ó202:, and its three high-level strategic priorities (promoting full connectivity, 
supporting sustainable and open digital markets, and empowering end-users). BEREC 
obHectives to its ‘ork Programme 2024 were also to focus on strengthening its monitoring 
and comprehension of emerging technologies as well as monitoring how regulatory 
mechanisms provided by the EECC work in practice. The consistent implementation of the 
EECC continues to be at the forefront of BEREC;s work.

In its ‘ork Programme 2024, BEREC recalled that in view of the review of the scope of 
the universal services, pursuant to article 122 of the EECC, the European Commission 
must carry out by 21 /ecember 202:, and every Jve years thereafter, this review in light of 
social, economic and technological developments. BEREC intends to assist the European 
Commission in the review process by providing all necessary information, collect relevant 
data from the member states and provide an opinion on relevant aspects of the report. 
BEREC announced it will review three strategic documents as to set out its obHectives for 
the period 2026ó20z0 in view of the latest and expected relevant market, technological and 
regulatory developments during the next Jve years.
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In Sanuary 2024, BEREC adopted its Outline BEREC ‘ork Programme 202: and launched on 
1 March 2024 a call to stakeholders to submit their ideas for BEREC;s work in the upcoming 
year. The Jnal BEREC ‘ork Programme 202: will be adopted in /ecember 2024.

The BEREC ‘ork Programme 202: obHectives continue to be based on the mandatory tasks 
stemming from the EECC and its four main goals coming out of article z(2) of the EECC, as 
follows•

D promoting connectivity and access to very high-capacity networks7

D promoting competition and eFcient investment7

D contributing to the development of the internal market7 and

D promoting the interest of the citi’ens of the European Union.

Law stated - 13 May 2024

Number allocation and portability
Bescribe the number allocation scheme and number portability regime in 
your ’urisdictionz

Under article 94 of the EECC /irective, a number allocation scheme is handled by EU 
member states through their NRAs, which control the granting of rights of use of all national 
numbering resources and manage the national numbering plans. NRAs are also under the 
obligation to establish obHective, transparent and non-discriminatory assigning procedures 
for the grant of such resources. An equal treatment principle must be applied between all 
providers of publicly available electronic communications services. The national numbering 
plan and its subsequent amendments must be published subHect only to national security 
limitations.

EU member states have a role to support the harmonisation of speciJc numbers and number 
ranges within the European Union where this promotes both the functioning of the internal 
market and the development of pan-European services. Implementing measures may be 
taken by the Commission on the subHect.

‘here the assignment of numbers with exceptional economic value is concerned, EU 
member states may use, inter alia, competitive or comparative selection procedures for the 
assignment of radio frequencies.

The right to use numbers may be subHect only to the conditions listed in Annex I of the EECC. 
These conditions include, inter alia, desig nation of service for which the number shall be 
used, including•

D any requirements linked to the provision of that service7

D effective and eFcient use of numbers in conformity with the EECC /irective7

D number portability requirements in conformity with the EECC /irective7 and

D an obligation to provide public directory subscriber information for transfer of rights 
in conformity with the EECC /irective.
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According to the EECC /irective, NRAs may also grant rights of use for numbering resources 
from the national numbering plans for the provision of speciJc services to undertakings other 
than providers of electronic communications networks or services, provided that adequate 
numbering resources are made available to satisfy current and foreseeable future demand.

On 6 March 2020, BEREC published guidelines on common criteria for assessing non-ECN 
or EC5 undertakings, and the assessment of the ability to manage numbering resources 
by undertakings other than ECN or EC5. These guidelines also set out rules to avoid 
the risk of exhaustion of numbering resources if numbering resources are assigned to 
such an undertaking. Also, the EECC /irective provides that each EU member state shall 
make available a range of non-geographic numbers that may be used for the provision of 
electronic communica tions services other than interpersonal communications services and 
shall promote over-the-air provisioning, where technically feasible, to facilitate switching of 
providers of electronic communications networks or services by end users, in particular, 
providers and end users of machine-to-machine services.

Number portability is a requirement under the EECC /irective. It applies equally to Jxed and 
mobile networks and geographic and non-geographic numbers. Kowever, the requirement 
does not apply to the porting between numbers from a Jxed network to a mobile network 
and vice versa. All subscribers of publicly available telephone services are entitled to keep 
their number upon request, independently of their service provider.

Operators are required to port and activate a number within the shortest possible time and 
within a maximum delay of one working day. NRAs ensure that the prices charged between 
operators concerning the provision of portability are cost-orientated.

Appropriate sanctions must be provided for by EU member states including an obligation to 
compensate subscribers in the case of delay in the porting or abuse of porting by them.

Law stated - 13 May 2024

Customer terms and conditions
Are customer terms and conditions in the communications sector sub’ect 
to speciNc rulesI

Most of the speciJc rules underlined hereinunder have been implemented by the 
now-repealed Universal 5ervice /irective and have been reproduced identically in the EECC 
/irective.

Consumers must be offered contracts of 12 months and opera tors cannot offer contracts 
exceeding 24 months. The conditions and procedures for contract termination should not 
constitute a disincentive against changing service providers.

Consumers and other end users have a right to a contract with their operator. This contract 
must comprise several mandatory provi sions that include, inter alia, the identity and the 
address of the operator, the services provided, the details of prices and tariffs, the means 
to obtain up-to-date information on all applicable tariffs and maintenance charges, payment 
methods, duration of the contract and the conditions for renewal and termination services 
and of the contract, any compen sation and the refund arrangements applicable if service 
quality levels are not met.
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EU member states have the possibility to require that the contract include any information 
that may be provided by the relevant public authorities on the use of electronic 
communications networks and services to engage in unlawful activities or to disseminate 
harmful content, and on the means of protection against risks to personal secu rity, privacy 
and personal data.

5ubscribers also have a right to withdraw from their contract without penalty upon notice 
of modiJcation to the contractual conditions proposed by their provider. 5ubscribers 
shall receive a notiJcation not shorter than one month of such modiJcation, along with 
information on the right to withdraw, without penalty in the case of refusal of these new 
terms.

jinally, NRAs must ensure that operators publish transparent, comparable, adequate and 
up-to-date information on applicable prices and tariffs, on charges due upon termination and 
standard terms and conditions in respect of access to, and use of, services provided by them 
to end users and consumers.

The EECC /irective includes the Universal 5ervice /irective requirements, harmonises 
end-user rights and establishes additional contract requirements. The EECC introduces 
a detailed list of informa tion requirements to be included in end-user contracts, which 
include, inter alia, information about the technical characteristics of the service, the price, the 
duration of the contracts and conditions for switching, procedures for dispute settlements 
or actions to be taken in security and integrity incidents. These requirements also apply 
to contracts with micro and small enterprises acting as end users. New provisions aimed 
at facilitating the switch from one service provider to another have been introduced, for 
instance, provisions dealing with the issue of bundles as an obstacle to switching.

On 1W /ecember 2019, the Commission adopted the Implementing Regulation (EU) 
20193224z, establishing a template for the contract summary to be used by providers of 
publicly available electronic communications services.

This Implementing Regulation also sets out•

D the length of the contract7

D the presentation of the information (headings, font si’e and pagi nation)7 and

D the language requirements.

This Implementing Regulation entered into force on 21 /ecember 2020.

Law stated - 13 May 2024

Net neutrality
Are there limits on an internet service providerHs freedom to control or 
prioritise the type or source of data that it deliversI Are there any other 
speciNc regulations or guidelines on net neutralityI

The principle of net neutrality was formally taken into account on the occasion of the 2009 
reform of the Telecom Package. The now-repealed Better Regulation /irective included 
references to the principle of net neutrality.
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After intense discussions and debate, the European Parliament and the European Council 
adopted Regulation (EU) 201:32120 concerning open internet access, which enshrines the 
principle of net neutrality into EU law. BEREC published guidelines on the implementation 
by NRAs on these European net-neutrality rules in August 2016. At the end of 2019, BEREC 
announced that it had worked on an update to the BEREC Net Neutrality Guidelines, which 
have been renamed the BEREC Guidelines on the Implementation of the Open Internet 
Regulation. On 10 October 2019, BEREC launched a public consultation on these Guidelines 
that ran until 28 November 2019. The received feedback did not Hustify any maHor changes 
to the Guidelines. Kowever, it was clear that some further clariJcations were needed and 
now these are included in the Guidelines, which were published on 1W Sune 2020. These 
Guidelines are designed to guide the implementation of the obligations of NRAs. 5peciJcally, 
this includes the obligation to closely monitor and ensure compliance with the rules to 
safeguard equal and non-discriminatory treatment of traFc in the provision of internet 
access services and related end-user rights.

In its ‘ork Programme for 2022, BEREC announced that it would work on an update 
of its Net Neutrality Regulatory Assessment Methodology designed, among other things, 
to further develop the methodology regarding the measurement of the general quality of 
internet access services. This Net Neutrality Regulatory Assessment Methodology has been 
published on 1: Sune 2022. It is intended to provide guidance to NRAs in relation to the 
monitoring and supervision of the net neutrality provisions of Regulation (EU) 201:32120 
(Open Internet Regulation), and the possible implementation of net neutrality measurement 
tools on an optional basis. In the 202z work stream, BEREC monitored the implementation 
of the Open Internet provisions among NRAs for the period 1 May 2022 to z0 April 202z.

The Open Internet Regulation concerning open internet access guarantees the rights of end 
users to access and use the internet. Providers of internet access services are under the 
obligation to treat all traFc equally without discrimination, restriction or interference and 
irrespec tive of the sender and receiver, the content accessed or distributed, the applications 
or services used or provided, or the terminal equipment used. This prohibits, in particular, the 
practice of bandwidth throttling.

Kowever, this principle does not prevent providers of internet access services 
from implementing traFc management measures as long as they are transparent, 
non-discriminatory, proportionate and not based on commercial considerations. Three 
additional exceptions are provided for•

D compliance with other laws7

D preservation of integrity7 and

D security and congestion management measures.

Providers of electronic communications to the public are free to offer services other than 
internet access services that are optimised for speciJc content, applications or services 
or a combination thereof, which BEREC refers to as Vspecialised services;. Kowever, this is 
possible only where some conditions are met•

D the optimisation must be necessary to meet the requirements of the content, 
applications or services for a speciJc level of quality7

D the network capacity must be suFcient to provide these services in addition to any 
internet access services provided7
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D they must not be usable or offered as a replacement for internet access services7 and

D must not be to the detriment of the availability of the general quality of the internet 
access services for end users.

As NRAs are in charge of ensuring compliance with these provisions, they will contribute 
to the determination of the necessity and capacity tests. The recitals of the Open Access 
Regulation give examples of specialised services Vservices responding to a public interest 
or by some new machine-to-machine communications services;. BEREC also identiJes 
services such as –oice over Long-Term Evolution and linear broadcasting Internet Protocol 
television services with speciJc quality of service requirements.

The practice of ’ero-rating, whereby traFc from certain sources does not count towards 
any data cap in place for the subscriber, is not prohibited under the rules governing 
net neutrality. Kowever, BEREC considers that different forms of ’ero-rating may have 
different consequences and that the acceptability of each practice should be assessed on 
a case-by-case basis. jor instance, a ’ero-rating offer where all applications are blocked (or 
slowed down) once the data cap is reached except for the ’ero-rated applications would 
infringe net-neutrality rules. BEREC has revised and updated its Open Internet Guidelines in 
light of recent rulings of the CSEU. The new guidelines published on 9 Sune 2022 re€ect the 
CSEU;s ruling that ’ero-tariff offers are incompatible with the obligation of equal treatment 
of traFc in the Open Internet Regulation.

Law stated - 13 May 2024

Platform regulation 
Ws there speciNc legislation or regulation in place9 and have there been any 
enforcement initiatives relating to digital platformsI

As part of the /igital 5ingle Market 5trategy, a comprehensive assessment of the role 
of online platforms has been conducted. It is also one of the three emerging challenges 
identiJed in the /igital 5ingle Market 5trategy mid-term review.

In its mid-term review on the implementation of the /igital 5ingle Market 5trategy, the 
Commission identiJed actions to be implemented concerning online platforms. Thus, the 
Commission launched an action plan against disinformation and, on 26 5eptember 2018, a 
self-regulatory code of practice was published to measurably reduce online disinformation 
on online platforms, leading social networks and in the advertising industry. On : /ecember 
2018, the Commission reported on the progress made and published an action plan that 
foresees an increase of resources allocated to counter-disinformation efforts.

On 1 March 2018, the Commission also adopted a recommendation including a set of 
(non-binding) operational measures to be taken by companies and member states to 
tackle illegal content online. Also, Regulation (EU) 2019311:0 on promoting fairness and 
transparency for business users of online intermediation services was adopted on 20 Sune 
2019. This Regulation aims at establishing a legal framework that guarantees transparent 
terms and conditions for business users of online platforms (that is, that the terms and 
conditions of platform services are plain and easily available for business users, as well 
as that any modiJcation to the terms and conditions is notiJed with propor tionate and 
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reasonable advance to their business users), as well as effective possibilities for redress 
when these terms and conditions are not respected by online platforms (namely, online 
market places, online software application stores, online social media and online search 
engines). Online service providers will need to change their terms and conditions to include 
these new requirements. The Regulation entered into force with direct effect in EU member 
states on 12 Suly 2020.

On 2: March 2022, an agreement was reached by the European Council and the European 
Parliament on the Regulation on contestable and fair markets in the digital sector (the /MA), 
which will introduce further rules for large platforms service providers (including social 
media, search engines and operating systems) designated as gatekeepers. Under the /MA, 
gatekeepers will be subHect to a number of requirements and restrictions, including data 
access, interoperability and self-preferencing. Non-compliance might lead to Jnes of up to 
10 per cent of the gatekeeper;s worldwide turnover, or up to 20 per cent in the event of 
repeated infringements to ensure the effectiveness of the new rules. The /MA entered into 
force on 1 November 2022 and became applicable on 2 May 202z. ‘ithin two months of 
that date, companies providing core platform services had to notify the Commission if they 
met the quantitative thresholds and provide all relevant information. The Commission then 
had 4: working days to adopt a decision designating a speciJc gatekeeper. The designated 
gatekeepers then had a maximum of six months after the Commission decision to ensure 
compliance with the obligations and prohibitions laid down in the /MA. 5ince W March 2024, 
all gatekeepers must comply with the /MA.

On 19 October 2022, the 5ingle Market jor /igital 5ervices (the /igital 5ervices Act) (/5A) 
was adopted. The /5A regulates the obligations of online intermediary services providers 
to counter illegal content, while promoting traceability and effective safeguards for users. 
The /5A is directly appli cable across the European Union. As of 1W jebruary 2024, the /5A 
rules apply to all platforms. 5ince the end of August 202z, these rules had already applied to 
designated platforms with more than 4: million users in the European Union (10 per cent of 
the European Union;s population), the Vvery large online platforms; or Vvery large online search 
engines;.

Law stated - 13 May 2024

Next-Generation-Access )NGAk networKs 
Are there speciNc regulatory obligations applicable to C(A netkorDsI Ws 
there a government Nnancial scheme to promote basic broadband or C(A 
broadband penetrationI

The European Regulatory jramework for electronic communications and the EECC /irective 
are technologically neutral so it applies to NGA networks in the same manner that it applies 
to other networks. Kowever, the 2010 Commission Recommendation of 20 5eptember 
2010 on regulated access to the NGA sets out a common approach for promoting the 
consistent implementation of remedies concerning NGAs and provides for regulatory 
principles that NRAs should follow. NGAs are also dealt with in the 201z Commission 
Recommendation on consistent non-discrimination obligations and costing methodologies 
to promote competition and enhance the broadband investment environment.
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/irective 20143613EU on measures to reduce the cost of deploying high-speed electronic 
communications networks also aims at facilitating and incentivising the rollout of 
high-speed electronic communications networks by reducing its cost. It includes measures 
such as the sharing and reuse of existing physical infrastructure, which are expected to 
create conditions for more cost-eFcient network deployment.

The EECC /irective introduced a new mission for NRAs, which is to promote access to, 
and take-up of, very high-capacity connectivity for both Jxed and mobile networks. The new 
EECC /irective sets out provisions concerning co-investment and NGAs, in particular, Vvery 
high-capacity networks;. The EECC /irective establishes an exception on access market 
and price regulation for operators with VsigniJcant market power; undertaking to build or to 
co-invest in the infrastructure necessary for the creation of high connectivity networks.

On 6 March 2020, BEREC published guidelines on very high-capacity networks. The 
Guidelines set out the criteria that a network must fulJl to be considered a very high-capacity 
network, particularly in terms of down and uplink bandwidth, resilience, error-related 
parameters, latency and variation. The Guidelines shall contribute to the harmonisation of 
the deJnition of the term Vvery high capacity network; in the European Union.

On 2z jebruary 202z, the European Commission published a package to make deployment 
and utilisation of digital infrastructure, including electronic communications networks, more 
eFcient. The package includes a proposed to the European Parliament and the Council of 
the European Union a draft regulation on measures to reduce the cost of deploying the 
gigabit electronic communications network, the Gigabit Infrastructure Act, which will replace 
and repeal /irective 20143613EU. The new rules, which are aligned with those of the EECC 
that entered into force in 2020, will, once adopted, be directly applicable in all EU member 
states. The European Commission has submitted a draft Recommendation on the regulatory 
promotion of gigabit connectivity to the BEREC for opinion on 2z jebruary 202z. This 
Recommendation will replace the 2010 Recommendation on regulated access to the NGA 
and the 201z Recommendation on consistent non-discrimination obligations and costing 
methodolo gies. The European Commission also launched a consultation on the potential 
developments of the connectivity sector of and its infrastructure. The aim is to review the 
connectivity sector through consultation and gather views on the changing technological 
and market landscape and how it may affect the sector for electronic communications.

Law stated - 13 May 2024

Data protection
Ws there a speciNc data protection regime applicable to the 
communications sectorI

/ata protection and privacy in the European Union is currently governed by Regulation (EU) 
201636W9 (General /ata Protection Regulation) (G/PR) and /irective 20023:83EC (ePrivacy 
/irective), as amended by the Citi’ens; Rights /irective.

5ince 2: May 2018, the G/PR directly applies in all EU member states, without having to be 
transposed into national law. The G/PR fully regulates the processing of personal data in 
the European Union. By setting uniformly high standards of data protection, it ensures the 
free €ow of personal data in the European Union. It has, in particular, a signiJcantly broader 
territorial scope than the previous EU /ata Protection /irective. It places, among others, 
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greater emphasis on the documentation obligations of data controllers to demonstrate their 
accountability and signiJcantly strengthens data subHects; rights to give them more control 
over their personal data. The G/PR also introduced signiJcant Jnes for any data breaches in 
the amount of up to 4 per cent of a company;s global revenue or Q20 million, depending on 
whichever is higher. These pose a signiJcant Jnancial risk to data controller organisations, 
such as telecommunication service providers. Many telecommunication service providers 
use third-party service providers that process and store data on their behalf and thus, must 
comply with the provisions outlined in G/PR to avoid any sanctions by the competent 
authority.

The ePrivacy /irective ensures the protection of fundamental rights and freedoms, in 
particular the respect for private life, the conJdentiality of communications and the 
protection of personal data in the electronic communications sector. It obliges EU member 
states to ensure the privacy of communications and related traFc data. Under the ePrivacy 
/irective, any interception or surveillance of communications (including listening, storage or 
tapping) is prohibited, unless explicitly permitted under national law. To be permissible, such 
inter ception would have to be necessary, appropriate and proportionate for speciJc Vpublic 
order; purposes7 namely, to safeguard national security, defence or public security or for the 
purposes of law enforcement and would have to comply with the general principles of EU 
law and the European Convention on Kuman Rights.

As a part of the /igital 5ingle Market 5trategy, the ePrivacy /irective is currently under 
evaluation. In 201:, the Commission considered it necessary to verify whether its rules have 
achieved their main obHectives (ensuring adequate protection of privacy and conJdentiality 
of communications in the European Union) and whether they are still Jt for purpose in the 
regulatory and technological context.

It shall now be adapted to the new EU data protection framework as well as recent 
technological and economic developments in the EU market since the last revision 
of the ePrivacy /irective in 2009. 5uch new technologies include, among others, new 
internet-based services such as –oIP, instant messaging and web-based email services, 
which are not subHect to the current ePrivacy /irective.

On 10 Sanuary 201W, the European Parliament and the European Council published the Jrst 
draft of a new Regulation on Privacy and Electronic Communications, which shall replace the 
current ePrivacy /irective and shall be directly applicable in the EU member states, without 
having to be transposed into national law. The key aspects of the proposal are the following•

D applicability of privacy rules to providers of electronic communica tions services (eg, 
‘hatsApp, jacebook Messenger or 5kype)7

D enhancing security and conJdentiality of communications (including content and 
metadata, such as sender, time, location of a communication), while reducing 
unHustiJed barriers to the free €ow of data7

D new opportunities for telecommunication operators to provide additional services 
and develop their business, once consent is given for communications data content 
or metadata or both7

D more user-friendly and simpler rules on cookies7 and

D protection against unsolicited electronic communications (spam).
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The proposal includes Jnes for breaches in the amount of up to 4 per cent of a company;s 
global revenue or Q20 million, depending on whichever is higher. To date, the European 
Council published several amended drafts of the proposal since 5eptember 201W and no 
Jnal draft has yet been voted upon.

On : Sanuary 2021, the Portuguese presidency released a new version of the draft proposal 
and succeeded in convincing the EU member states to agree on a common position. In May 
2021, the trialogue negotiations with the European Parliament Jnally began but there are 
some points of contention regarding the current text of the Regulation. To date, the ePrivacy 
Regulation is still not in force.

In October 2022, the European data protection authorities established a list of topics 
requiring harmonisation of national laws to ensure better implementation of the G/PR in 
the European Union. This list is part of the actions included in the EP/5 –ienna /eclaration 
on law enforcement cooperation and has been sent to the European Commission for 
consideration. The list addresses, among others, investigative powers of data protection 
authorities, practical implementation of the cooperation procedure at national level, status 
and rights of parties to administrative proceedings, procedural deadlines, requirements for 
the admissibility or reHection of complaints by data protection authorities.

On 4 Suly 2024, the European Commission introduced a new law aimed at enhancing 
cooperation between /ata Protection Authorities (/PAs) in enforcing the G/PR in 
cross-border cases. This new regulation outlines speciJc procedural rules for authorities to 
follow when handling G/PR cases that impact individuals in more than one member state.

The proposed law is designed to minimise disputes and promote consensus among 
authorities from the early stages of the process. It will clarify the requirements for individuals 
when Jling a complaint and ensure their active participation in the process. jor businesses, 
the regulation will provide clarity on their rights during an investigation by a /PA into a 
potential G/PR violation, leading to faster case resolutions, quicker remedies for individuals, 
and increased legal certainty for businesses.

jor /PAs, the new rules will streamline cooperation and improve the eFciency of 
enforcement. The regulation also includes speciJc rules to facilitate the effective operation 
of the cooperation and consistency mechanism established by the G/PR.

Law stated - 13 May 2024

Cybersecurity 
Ws there speciNc legislation or regulation in place concerning cybersecurity 
or netkorD security in your ’urisdictionI

The Commission has launched several initiatives concerning cybersecurity.

In /ecember 2020, the European Union released its new Cybersecurity 5trategy, aimed at 
tackling cyberattacks and at strengthening resilience against maHor security breaches by 
proposing several new initiatives. The strategy identiJes three priorities•

D the increase of cyber resilience and technological sovereignty7

D to build operational capacity to prevent deter, and respond to cyberattacks7 and
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D to advance a global and open cyberspace through increased cooperation.

It also provides concrete proposals for regulatory, investment and policy initiatives to 
safeguard a global and open internet and to protect European values.

jurther, the Commission adopted the Communication 5trengthening Europe;s Cyber 
Resilience 5ystem and jostering a Competitive and Innovative Cybersecurity Industry on : 
Suly 2016. It sets a series of measures aiming, inter alia, at stepping up cooperation across 
the European Union, promoting the emerging single market for cybersecurity products 
and services. /uring this event, as part of the /igital 5ingle Market 5trategy presented 
in May 201:, a public-private partnership (PPP) on cybersecurity was signed. It aims to 
foster cooperation between public and private actors to allow people in the European 
Union to access innovative and trustworthy European solutions including information and 
communications technology (ICT) products, services and software. The PPP also aims 
to stimulate the cybersecurity industry by helping to align demand and supply sectors, 
especially in sectors where cybersecurity solutions are important, such as energy, health, 
transport and Jnance. The PPP includes a wide range of actors, from innovative small and 
medium-si’ed enterprises, producers of components and equipment, critical infrastructure 
opera tors and research institutes.

On 18 October 2018, the European Council called for measures to build strong cybersecurity 
in the European Union. EU leaders particularly referred to restrictive measures to respond to, 
and deter, cyberattacks. The proposal sets out new initiatives, inter alia•

D building a stronger EU cybersecurity agency7

D introducing an EU-wide cybersecurity certiJcation scheme7 and

D swiftly implementing /irective (EU) 201631148 concerning measures for a high 
common level of security of network and information systems across the Union (the 
NI5 /irective).

Institutions

The European Union Agency for Cybersecurity (ENI5A) is a European cybersecurity centre 
of expertise, located in Greece. jounded in 2004 by Regulation (EC) No. 46032004, ENI5A 
actively contributes to a high level of network and information security within the European 
Union, thus contributing to the smooth functioning of the internal market.

ENI5A works closely with EU member states and the private sector to provide advice and 
solutions. This includes•

D pan-European cybersecurity exercises7

D the development of national cybersecurity strategies7

D Computer Emergency Response Team;s (C5IRT) cooperation and capacity-building7

D studies on data protection issues7

D secure cloud adoption7 and

D technology aimed at improving life and trust services.
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ENI5A also supports the development and implementation of EU Network and Information 
5ecurity policy and legislation.

After a year-long pilot phase, the EU institutions set up a permanent Computer Emergency 
Response Team (CERT-EU) for the EU institutions, agencies and bodies in 5eptember 2012. It 
is composed of a team of IT experts and cooperates closely with other CERTs in EU member 
states as well as with companies specialising in IT security.

On 1z 5eptember 201W, the Commission issued a proposal for a regulation on ENI5A, the EU 
Cybersecurity Agency, and on Information and Communication Technology cybersecurity 
certiJcation (the Cybersecurity Act). The Cybersecurity Act was adopted on 1W April 2019. 
This Regulation grants a permanent mandate for ENI5A and introduces the creation of an EU 
certiJcation framework for ICT products and services. The certiJcations will be recognised 
in all EU member states, making it easier for businesses to trade across borders and for 
purchasers to understand the security features of the product or service.

Legislation

In 2010, the Commission published a proposal for a directive on attacks against information 
systems, which was eventually adopted in 201z (/irective 201z3403EU on attacks against 
information systems and replacing Council jramework /ecision 200:32223SKA). Under this 
/irective, EU member states are required to criminalise the Vintentional access, without right, 
to the whole or part of an information system;, at least concerning cases deemed not to 
be minor. It also requires that illegal system interference and illegal data interference be 
punished as criminal offences. Provisions also oblige EU member states to crimi nalise the 
instigation or aiding and abetting of any of these acts.

The NI5 /irective is the Jrst EU-wide piece of legislation on cybersecurity. It was adopted 
in Suly 2016 and EU member states were required to transpose it at the latest by 9 May 
2018 and to identify operators of essential services by 9 November 2018. It provides for 
legal measures to boost the overall level of cybersecurity in the European Union and requires 
EU member states to adopt a national strategy on the security of network and information 
systems deJning the strategic obHectives and appropriate regulatory measures to achieve 
and maintain a high level of security of network and information systems.

On 1z 5eptember 201W, the European Commission and the Kigh Representative of the Union 
for joreign Affairs and 5ecurity Policy published a Soint Communication on Resilience, 
/eterrence and /efence• Building 5trong Cybersecurity for the European Union. This 
wide-ranging cybersecurity package builds on existing instruments and presents new 
initiatives to further improve EU cyber resilience and response in three key areas•

D building EU resilience to cyber-attacks and stepping up the European Union;s 
cybersecurity capacity7

D creating an effective criminal law response7 and

D strengthening global stability through international cooperation.

On 11 /ecember 2020, Regulation (EU) 2021388W establishing the European Cybersecurity 
Industrial, Technology and Research Competence Centre and the Network of National 
Coordination Centres was adopted. It was published on 8 Sune 2021. The Centre, in 
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coopera tion with the Network, is the EU;s new framework to support innovation and industrial 
policy in cybersecurity and relies upon Jnancial support from the Kori’on Europe and /igital 
Europe programmes. The Centre and the Network together will enhance EU technological 
sovereignty through Hoint investment in strategic cybersecurity proHects. The Centre is 
currently being set up and will be located in Bucarest, Romania.

On 1z 5eptember 201W, the Commission adopted Communication COM(201W)4W6 Jnal32, 
(NI5 Toolkit), which aims at supporting EU member states in their efforts to implement the 
/irective swiftly and coherently across the European Union. It presents the best practices 
from the EU member states and provides an explanation and interpreta tion of speciJc 
provisions of the /irective to clarify how it should work in practice.

On 6 /ecember 2020, the European Commission published its proposal for a directive 
on security of network and information systems (NI52 /irective). The NI52 /irective was 
designed to update the current NI5 /irective and extend its scope to strengthen European 
cooperation on cybersecurity. Indeed, although NI51 signiJcantly improved the EU level 
of cyber resilience, its review has revealed shortcomings that prevent it from responding 
effectively to current and emerging cyber security challenges. On 12 May 2022, the European 
Parliament and the Council reached an agreement on the NI52 /irective. It was published in 
the OFcial Sournal on 2W /ecember 2022, and entered into force 20 days after publication, 
on 16 Sanuary 202z. It replaces and repeals NI51.

The NI52 /irective reiterates the obHectives of NI51 and takes into account the evolving cyber 
threats to strengthen the cybersecurity requirements and enhance cooperation between EU 
member states.

The NI52 /irective extends the scope of the current NI5 /irective. ‘hile NI51 addressed the 
energy, transport, banking and Jnancial institutions, health and water sectors, NI52 /irective 
signiJcantly expands the list of sectors covered and make a new distinction between•

D sectors of high criticality•

D health7

D drinking water7

D waste water7

D digital infrastructure7

D ICT services management7

D public administration7

D space7 and

D other critical sectors• postal and courier services7

D waste management7

D manufacturing, production and distribution of chemicals7

D food7

D manufacturing7

D digital services providers7 and

D research.
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The NI52 /irective also abolished the former distinction established by NI51 between 
operators of essential services and digital service providers. Entities would be classiJed 
based on their importance, and divided into two categories• essential and important entities, 
according to the importance of the sectors in which they operate. These entities are 
subHected to different supervisory regime, with an ex ante and (or) ex post supervision 
depending on the whether the entity is essential or important.

Under the former NI5 /irective, EU member states were responsible for determining which 
entities were considered to be operators of essential services. The NI52 /irective introduces 
a si’e-cap rule provides that all public as well as private medium-si’ed and large entities 
operating in the sectors it covers are automatically considered to be Vessential; or Vimportant; 
entities if they met the following criteria•

D employ more than 2:0 persons7

D have an annual turnover of more than Q:0 million7 or

D have an annual balance sheet of more than Q4z million.

The /irective also leaves it to each EU member state to establish a list of further essential 
and important entities as well as entities providing domain name registration services by 
1W April 202:. EU member states could decide that the requirements of NI52 would apply 
to public administration at national level. This list will have to be regularly reviewed, at least 
every two years.

The NI52 /irective imposes stricter cybersecurity obligations and requires EU member 
states to ensure that essential and important entities within its scope take appropriate 
technical, operational and organisational measures to manage the risks related to the 
security of networks and information systems.

Under NI51, each EU member state must designate a national competent authority on the 
security of network and information services, which will be in charge of monitoring the 
application of the /irective at the national level. One or more C5IRTs must be designated 
by each EU member state, covering at least the sectors listed in the /irective. These C5IRTs 
must be allocated adequate resources to carry out their tasks, which include, inter alia•

D the monitoring of incidents at a national level7

D providing early warnings, alerts, announcements and the dissemi nation of 
information to the relevant stakeholders7

D participating in the C5IRTs network7 or

D establishing cooperation relationships with the private sector.

NI52 expands the existing incident reporting requirements under the current NI5 to require 
that essential and important entities must notify any signiJcant security incident to the 
competent national NI5 authority or one of the EU member states; C5IRTs. In particular, 
the NI52 /irective introduces notiJcation phases and deadlines. Entities are required to 
submit an early warning within 24 hours of becoming aware of the signiJcant incident, and 
an incident notiJcation without undue delay and in any event within W2 hours of becoming 
aware of the signiJcant incident. The NI52 /irective also formally creates the European Cyber 
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Crisis Liaison Organisation Network, EU-CyCLONe, to support the coordinated management 
of large-scale cybersecurity incidents.

EU member states now have 21 months, until 1W October 2024, to transpose the NI52 
/irective into national law. The NI52 /irective repeals and replace NI5 /irective, with effect 
from 18 October 2024.

On 16 Sanuary 202z, Regulation (EU) 202232::4 on /igital Operational Resilience for the 
Jnancial sector (/ORA) came into force, which strengthens the management of cyber 
threats in the EU and completes the application of NI52 in the Jnancial sector. The /ORA 
Regulation addresses the digital operational resilience of the Jnancial sector and aims to 
harmonise and strengthen the rules on the ICT-related risk management for EU Jnancial 
entities.

/ORA introduces new requirements that can be categorised in Jve key pillars•

D ICT risk management7

D ICT-related incidents management, classiJcation and reporting7

D digital operational resilience testing7

D managing of ICT third-party risk7 and

D information sharing arrangements in relation to cyber-threats between Jnancial 
institutions.

/ORA also introduces a new supervisory framework for critical third-party IT service 
providers as well as new binding obligations for contractual agreements between third-party 
ICT service providers and Jnancial entities. Each critical third-party IT service provider 
will be monitored by a supervisory authority, which will assess whether the service 
provider has adequate arrangements in place to control ICT-related risks that may 
impact Jnancial institutions. The European 5upervisory Authorities will develop Regulatory 
Technical 5tandards to further specify the /ORA requirements. /ORA and related /irective 
(EU) 202232::6 will apply on 1W Sanuary 202: and the /irective will have to be transposed 
into national law by EU member states by this date.

Along with NI52 and /ORA, another EU legislative instrument aiming to strengthen 
cybersecurity in the EU entered into force on 16 Sanuary 202z, the Critical Entities Resilience 
/irective (EU) 202232::6 (CER /irective). It replaces the European Critical Infrastructure 
/irective 200831143EC of 8 /ecember 2008. The CER /irective focuses on strengthening 
the physical resilience of organisations that provide essential services to a range of threats 
(natural ha’ards, terrorists attacks, insider threats, sabotage) and covers 11 sectors•

D energy7

D transport7

D banking7

D Jnancial markets infrastructures7

D health7

D drinking water7

D wastewater7
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D digital infrastructure7

D public administration7

D space7 and

D food.

To achieve a high level of resilience, EU member states are required to adopt a national 
strategy and carry out regular risk assessments to identify entities that are considered 
critical. Critical entities will need to identify the relevant risks that may signiJcantly disrupt 
the provision of essential services, take appropriate measures to ensure their resilience and 
notify disruptive incidents to the competent authorities. EU member states have 21 months 
to transpose the /irective into national law.

On 1: 5eptember 2022, the European Commission proposed a regulation on hori’ontal 
cybersecurity requirements for products with digital elements and amending Regulation (EU) 
201931020 (EU Cyber Resilience Act). The proposal aims to address gaps in EU law that does 
not cover mandatory requirements for the security of products with digital elements. Once 
adopted, the Cyber Resilience Act would apply to all products with digital elements whose 
intended and reasonably foreseeable use includes a direct or indirect logical or physical data 
connection to a device or network.

On 18 April 202z, the European Commission proposed a regulation on the EU Cyber 5olidarity 
Act laying down measures to strengthen solidarity and capacities in the Union to detect, 
prepare for and respond to signiJcant and large-scale cybersecurity threats and incidents. It 
aims to make Europe more resilient and responsive to cyber threats, while strengthening the 
existing cooperation mechanism. The European Commission proposes the establishment 
of a European Cyber 5hield, a pan-European infrastructure composed of national and 
cross-border 5ecurity Operations Centres across the EU tasked with detecting and acting 
on cyber threats. The actions proposed under the Cyber 5olidarity Act cover situational 
awareness, information sharing, as well as support for preparedness and response to 
cyber incidents. The Regulation would also establish the Cybersecurity Incident Review 
Mechanism to assess and review speciJc or large-scale cybersecurity incidents. The EU 
Cyber 5olidarity Act also creates an EU Cybersecurity Reserve, consisting of incident 
response services from private service providers ó Vtrusted providers; ó on request of EU 
member states, EU institutions, bodies and agencies, to help them address signiJcant or 
large-scale cybersecurity incidents.

On W Sanuary 2024, the new Cybersecurity Regulation laying down measures for a high 
common level of cybersecurity at the institutions, bodies, oFces and agencies of the 
European Union entered into force The purpose of this amendment is to ensure an adequate 
level of cybersecurity for ICT products, ICT services and ICT processes in the European 
Union.

The Regulation introduces measures for the establishment of an internal cybersecurity 
risk-management, governance and control framework for each EU entity. It also establishes a 
new Interinstitutional Cybersecurity Board (IICB) to monitor and support its implementation 
by EU entities. It provides an extended mandate of the CERT for the EU institutions, bodies, 
oFces and agencies (CERT-EU). This expanded role transforms CERT-EU into a hub for threat 
intelligence, information exchange, and incident response coordination. It also designates 
CERT-EU as a central advisory body and service provider. In line with its mandate, CERT-EU 
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is renamed to Cybersecurity 5ervice for the Union institutions, bodies, oFces and agencies, 
but it retains the short name CERT-EU.

In accordance with the timeline deJned in the Regulation, the EU entities will establish 
internal cybersecurity governance processes and will progressively put in place speciJc 
cybersecurity risk-management measures foreseen by the Regulation. The IICB will be 
established and operationalised promptly, with the aim of providing strategic direction to 
CERT-EU under its expanded mandate, offering guidance and support to EU entities, and 
monitoring the Regulation;s implementation.

Law stated - 13 May 2024

Big data
Ws there speciNc legislation or regulation in place9 and have there been 
any enforcement initiatives in your ’urisdiction9 addressing the legal 
challenges raised by big dataI

Big data plays a maHor role in the European Union and was subHect to various actions taken 
by EU institutions. The European Union recognises the potential of big data as a driver of 
the economy and innovation in its EU /igital 5ingle Market 5trategy and points out that it 
is becoming essential to the development of data-driven technologies and services. The 
European Council marked big data as a high priority in its political agenda in October 201z. 
In the context of the action plan of 2 Suly 2014 on how to maximise the EU;s data-driven 
economy, the Commission recommended investing in big data solutions and infrastructure. 
In this context, it suggested setting up a Q2.: billion big data PPP, creating a network to 
help individuals build sustainable businesses using big data and adopting new rules on data 
ownership and liability.

The European /ata Protection 5upervisor (E/P5) stressed the importance of coherent rights 
enforcement in the age of big data in several opinions and initiatives. The E/P5 is an 
independent institution of the European Union responsible for ensuring the protection of an 
individual;s rights in the context of processing personal data. It set up the Ethics Advisory 
Group in jebruary 2016, which assesses the ethical implications of how personal data is 
deJned and used in the context of big data and artiJcial intelligence.

As requested in the E/P5 opinion of 2z 5eptember 2016, a voluntary network of regulatory 
bodies (the /igital Clearing Kouse) was established. The goal of the /igital Clearing Kouse 
is to share information about possible abuses in the digital ecosystem and the possibilities 
to handle them. The report also recommends that the EU institutions, together with external 
experts, investigate the possibility to create a common cyberspace where individuals can 
interact without being tracked.

The text of a European Parliament resolution on the implications of big data on fundamental 
rights was tabled by rapporteur Ana Gomes in October 2016. The European Parliament 
passed this non-legislative resolution on 14 March 201W. The European Parliament stressed 
that the immense opportunities of big data could only be fully enHoyed by citi’ens and 
institutions within the European Union if public trust in new technologies was ensured by 
strong enforcement of fundamental rights, compliance with current EU data protection law 
and legal certainty for all actors involved. According to the resolution, big data analytics 
pose speciJc challenges to fundamental rights and raise concerns over discrimination 
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and security. The most pressing risks associated with data processing activities include 
security breaches, unauthorised access to data and unlawful surveillance. In that regard, the 
European Economic and 5ocial Committee has published a study concerning the ethics of 
big data and how to balance its economic beneJts and ethical questions of it in the EU policy 
context.

According to the European Parliament, the intrinsic purpose of big data analysis should be 
the achievement of comparable correlations with as little personal data as possible. 5cience, 
business and public communities should therefore focus on research and innovation in the 
Jeld of data anonymisation. The resolution also points out that it is of particular importance 
to raise the awareness of EU citi’ens about digital rights, privacy and data protection. 
It concludes that the corresponding risks in the context of big data analysis should be 
addressed with speciJc guidelines, more transparency and accountability.

Together with various initiatives in the Jeld of public-sector data, research data and 
private-sector data, the Commission announced its intention to fund a support centre for 
data sharing under the Connecting Europe jacility. This support centre will make it easier to 
share private-sector data by providing best practices and know-how. Also, the Commission 
announced several initiatives that will make different types of data available for re-use 
in Communication COM(2018)2z2 Jnal Towards a Common European /ata 5pace and 
accompanying Commission 5taff ‘orking /ocument 5‘/(2018)12: Jnal Guidance on 
5haring Private-5ector /ata in the European /ata Economy. This 5taff ‘orking /ocument 
aims to provide a toolbox on legal, business and technical aspects of data sharing and 
transfers for companies that are data holders or data users.

On 19 jebruary 2020, the Commission published Communication COM(2020)66 VA European 
strategy for data;, which outlines a strategy for policy measures and investments to 
enable the data economy for the coming Jve years. This Communication announces 
the creation of nine European common spaces and the continuation of work on the 
European Open 5cience Cloud. This data strategy is presented at the same time as the 
Commission;s Communication on V5haping Europe;s digital future; and a white paper on 
artiJcial intelligence. That same day, the Commission launched a public online consultation 
regarding the European strategy for data.

As part of its data strategy, on 2: November 2020, the European Commission released a 
Regulation on European data governance (the /ata Governance Act), which plays a vital role 
in ensuring the European Union;s future leadership in the global data economy. This new 
regula tion aims to create a framework that encourages greater reuse of data by increasing 
trust in data intermediaries and strengthening various data-sharing mechanisms across the 
European Union. It complements the Open /ata /irective of 20 Sune 2019, which regulates 
and encourages the re-use and publication of public sector information held or funded by 
public institutions (such as governments, libraries and archives). The European Parliament 
and EU member states have reached a political agreement on the European Commission;s 
proposed Regulation on European data governance in /ecember 2021. The Regulation has 
been validated in a plenary vote of the European Parliament, and in the European Council on 
16 May 2022 following EU Parliament approval. It entered into force on 2z Sune 2022 and, 
following a 1:-month grace period, will be applicable as from 5eptember 202z.

On 2z jebruary 2022, the European Commission released the European /ata Act, a proposal 
for a regulation to establish a harmonised framework for data sharing in the European Union. 
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The proposal aims at making more data available for reuse and is expected to create Q2W0 
billion of additional gross domestic product by 2028.

This proposal includes•

D measures to allow users of connected devices to gain access to data generated by 
them7

D measures to rebalance negotiation power for small and medium-si’ed companies by 
preventing abuse of contractual imbalances in data-sharing contracts7

D measures for public entities to request access and use of the data held by the private 
sector that is necessary for exceptional circum stances7 and

D measures on cloud and data processing services to further allow customers to switch 
between services providers.

The /ata Act entered into force on 11 Sanuary 2024, after lengthy EU-level negotiations. The 
/ata Act will become applicable on 12 5eptember 202:, except for certain provisions that 
will be implemented at a later date. The new rules will encourage the use of data and ensure 
it is shared, stored and processed in full respect of European rules.

The /ata Act also enables the public sector to access and use data held by the private 
sector to help respond to public emergencies, such as €oods and wildJres. It will also protect 
European businesses from unfair contractual terms in data sharing contracts, so that small 
businesses can take part more actively in the data market.

On 1z April 2024, the European Parliament approved the ArtiJcial Intelligence Act (AIA), 
which aims to establish a common hori’ontal regulatory framework for artiJcial intelligence 
systems within the EU internal market. It provides for the implementation of a compliance 
approach, based on the adoption of data governance throughout the life cycle of a product 
or service based on artiJcial intelligence.

The AIA stands as the world;s Jrst comprehensive AI legislation. Its primary obHective is to 
shield fundamental rights, democracy, rule of law, and environmental sustainability from the 
risks posed by high-risk AI, while simultaneously fostering innovation and positioning Europe 
as a global leader in the AI sector. The regulation imposes obligations on AI based on a 
risk-based approach, categorising AIs into Vunacceptable;, Vhigh;, Vlimited;, Vminimal; risk, and 
a category for general-purpose AI (GPAI).

On z0 April 2024, the corrigendum of the text has been released. This document corrected 
the language of the AIA.

The regulation is expected to be Jnally adopted before the end of the legislature (through the 
corrigendum procedure). The law also needs to be formally endorsed by the Council. It will 
enter into force 20 days after its publication in the OFcial Sournal. The law will be applicable 
after varying delays depending on the type of AI application•

D six months for Vunacceptable risk; AI systems7

D nine months for codes of practice for general-purpose AI systems7

D 12 months for general-purpose AI systems7

D z6 months for certain Vhigh-risk; AI systems7 and

D 24 months for all other obligations.
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The AIA also provides for clear deJnitions for the different actors involved in the AI 
ecosystem• AI providers, deployers, importers and distributors.

Most obligations fall on the providers of high-risk AI systems, whether they are based 
within the European Union or in a third country. Indeed, like the G/PR, the AI Act has an 
extraterritorial effect, applying to providers outside the European Union, if the outcomes 
produced by the system are intended for use within the European Union. The focus is 
therefore on whether the impact of the AI system occurs within the European Union, 
regardless of the provider location.

The maHority of the Act;s provisions focus on high-risk AI systems, which are subHect to 
regulation. ‘hile AI applications deemed to pose unacceptable risks are prohibited, AIs with 
limited risk are subHect to lighter transparency obligations• developers and deployers must 
ensure end users are aware they are interacting with an AI system. AIs with minimal risk are 
not subHect to regulation. jor general-purpose AI, transparency requirements are enforced, 
with additional obligations required for general-purpose AI with systemic-risk.

Unacceptable risk AI systems

AI systems that pose an unacceptable risk are Vprohibited; under the AIA, as they are 
considered a threat to the fundamental rights of individuals, will be banned. These include•

D subliminal manipulation• AI systems that employ subliminal, manipulative, or 
deceptive techniques to alter behaviour7

D exploitation of vulnerabilities• AI systems that exploit the vulnerabilities of speciJc 
groups (such as the elderly or disabled people or children) to alter behaviour7

D biometric categorisation• AI systems that categorise individuals based on sensitive 
characteristics such as race, political opinions, trade union membership, religious or 
philosophical beliefs, sex life, or sexual orientation7

D social scoring• AI systems that evaluate or classify individuals based on their 
behaviour, socio-economic status, or personal traits, leading to detrimental or 
unfavourable treatment7

D real-time remote biometric identiJcation• AI systems used in publicly accessible 
spaces for the purpose of law enforcement, such as facial recognition systems, are 
prohibited, subHect to narrow exceptions7

D emotion recognition• AI systems used for emotion recognition in workplaces and 
educational institutions, unless it;s for medical or safety reasons7 and

D untargeted scraping• the untargeted scraping of the internet or CCT– for facial images 
to build or expand databases is prohibited.

Kigh-risk AI systems

AI systems that have negative impacts on safety, fundamental rights, the environment, 
democracy and the rule of law will be classiJed as high risk. These will be the most regulated 
systems permitted in the EU market. Kigh-risk AI systems are divided into two categories•
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D AI systems that are incorporated into products subHect to the EU;s product safety 
legislation. This includes items such as toys, aviation, automobiles, medical devices 
and lifts7 and

D AI systems that fall into speciJc sectors that must be registered in an EU database. 
These include AI systems used in health, education, recruitment, critical infrastructure 
management, law enforcement or Hustice.

Kigh-risk AI providers must establish a risk management system before they are placed on 
the market and also throughout the high-risk AI system;s lifecycle, provide instructions for 
use and ensure human oversight. Citi’ens may submit complaints about AI systems and 
receive explanations about decisions based on high-risk AI systems that may affect their 
rights.

General Purpose AI systems

A General Purpose AI (GPAI) system is an AI model designed to serve a wide range of 
functions. It can be used directly or incorporated into other AI systems. GPAIs are will have 
to comply with transparency requirements (users may be inform that the content has been 
generated by AI) and EU copyright law. The AIA considers the potential systemic risks that 
could arise from GPAI models, including large generative models like the advanced GPT-4 
AI model. GPAI models that may pose systemic risks are subHect to extra requirements 
(namely, performing model evaluations, assessing and mitigating systemic risks, and 
incident reporting).

Limited-risk AI systems

AI systems that fall under the limited-risk category, such as chatbots, speciJc emotion 
recognition systems, biometric categorisation systems, and systems that produce 
deepfakes, will be subHect to minimal transparency requirements. Any content that has been 
created or altered using AI must be clearly marked as AI-generated so that users can easily 
identify when they encounter such content.

All other AI systems not speciJcally addressed by the new regulations can be developed and 
used subHect to the existing legislation without additional legal obligations. Providers may 
voluntarily opt to comply with the requirements for trustworthy AI and adhere to voluntary 
codes of conduct.

To facilitate a smooth transition before the AIA comes into full effect, the European 
Commission is launching the AI Pact. This initiative encourages industry players to 
voluntarily commit to anticipating the AIA and begin implementing its requirements ahead 
of the legal deadline.

Law stated - 13 May 2024

Data localisation
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Are there any laks or regulations that reMuire data to be stored locally in 
the ’urisdictionI

The G/PR contains provisions concerning international transfers of data, but it contains no 
data localisation obligations. Conversely, the principle of the free €ow of data is enshrined in 
the G/PR. At the time of writing, no speciJc legislation or regulation is yet in place at the EU 
level concerning data localisation.

5ome EU member states have adopted data localisation laws. jor instance, Germany has 
passed the /ata Retention Act, which requires public electronic communication and internet 
providers to retain various call detail records for law-enforcement purposes. The European 
Union is concerned that this type of rule might hinder the free €ow of data. The then /igital 
5ingle Market vice president, Andrus Arsip, declared that•

/ata should be able to €ow freely between locations, across borders and within 
a single data space . . . in the EU, data €ow and data access are often held up 
by localisation rules or tech nical and legal barriers.

The Building European /ata Economy initiative, part of the /igital 5ingle Market strategy, 
aims at fostering the best possible use of the potential of digital data to beneJt the economy 
and society. jollowing the adoption of a Communication on Building a European /ata 
Economy, a 5taff ‘orking /ocument in Sanuary 201W and a public consultation, Regulation 
(EU) 20183180W on a framework for the free €ow of non-personal data in the European 
Union was adopted. The Regulation entered into force in /ecember 2018, with effect in Sune 
2018. This Regulation prohibits EU member-state governments from putting in place data 
localisation restrictions, except if they are required for national security and similar obHectives 
because these represent a form of protectionism for which there is no place in a true single 
market. The goal is to create legal certainty for businesses, with reassurance that they can 
process their data anywhere in the European Union. According to the Council of Europe, it 
will, in the long run, increase trust in cloud computing and counter vendor lock-in, resulting 
in a more competitive cloud-computing market and a boost of operational eFciency for EU 
businesses that operate across borders.

Law stated - 13 May 2024

>ey trends and expected changes
Summarise the Dey emerging trends and hot topics in communications 
regulation in your ’urisdictionz

New Regulation (EU) 20223612 on roaming on public mobile communication networks 
(recast) within the Union was published in April 2022. This Regulation is an update to 
Regulation (EU) No. :z1320212. The purpose here is to extend it for another 10 years, while 
adHusting the maximum wholesale charges to ensure the sustainability of the provi sion 
of retail roaming services at domestic prices, introducing new measures to increase 
transparency and ensuring a genuine roam-like-at-home experience in terms of quality of 
service and access to emergency services while roaming. The new European roaming rules 
introduced by the Regulation came into force on 1 Suly 2022.
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On z0 5eptember 2022, BEREC published guidelines on the application of article z of 
Regulation (EU) 20223612 on roaming on public mobile communications networks within 
the (‘holesale Roaming Guidelines), and on 12 /ecember 2022, BEREC published guidelines 
on Regulation (EU) 20223612 and Implementing Regulation (EU) 201632286 (Retail Roaming 
Guidelines).

On 18 November 2022, the European Commission issued the Proposal for a Regulation 
laying down measures for a high level of public sector interoperability across the EU 
(Interoperable Europe Act). The obHective of the proposal is to promote the cross-border 
operability of network and information system used to provide or manage public service by 
introducing a cooperation framework for public administrations across the European Union.

Law stated - 13 May 2024

MEDIA 

Regulatory and institutional structure
Summarise the regulatory framekorD for the media sector in your 
’urisdictionz

Articles 16W and 1Wz of the Treaty on the junctioning of the European Union (TjEU) can 
be considered the legal basis for audiovisual policy in the European Union, with the main 
obHective being to create a single European market for audiovisual services. It encourages 
cooperation between the EU member states, in particular, in the audiovisual sector, and 
supports them where necessary. ‘ithin the European Union, the European Commission (the 
Commission) is responsible for any media policy.

‘ithin the European Union, audiovisual media services (including broadcasting and 
on-demand services) are broadly regulated under /irective 201031z3EU (Audiovisual Media 
5ervices /irective) (A–M5 /irective). The A–M5 /irective was adopted to codify and 
harmonise the existing legislation concerning audiovisual media services. Audiovisual media 
service is deJned under article 1, paragraph 1a, of the A–M5 /irective, as a service that is•

under the editorial responsibility of a media service provider and the principal 
purpose of providing programmes, to inform, entertain or educate, to the 
general public by electronic communications network

On 6 November 2018, the Commission adopted a revised version of the A–M5 /irective, 
/irective 201831808 (A–M5 /irective 2.0). EU member states had to transpose the new 
rules into their national legislation by 19 5eptember 2020. A–M5 /irective 2.0 ensures that 
EU regulation is adapted to the advanced convergence of audiovisual media services and 
current technological developments.

A–M5 /irective 2.0 applies to broadcasts over terrestrial, cable, satellite and mobile networks 
as well as over the internet (platform and technology neutrality). It distinguishes between 
linear services (which push content to viewers, eg, by broadcasting via traditional television, 
internet or mobile phones) and non-linear services (which pull content from a network, 
eg, video-on-demand services), as well as video-sharing platforms (which, without bearing 

Telecoms & Media 2024 Explore on Lexology

https://www.lexology.com/gtdt/workareas/telecoms-and-media?utm_source=GTDT&utm_medium=pdf&utm_campaign=Telecoms+%26+Media+2024


RETURN TO CONTENTS

editorial responsibility, provide programmes and user-generated videos, or both). Under 
A–M5 /irective 2.0, all three services are subHect to tight regulations.

In 2014, the European Regulators Group for Audiovisual Media 5ervices was established, 
which is responsible for advising on the implementation of the A–M5 /irective.

The A–M5 /irective, in particular, aimed to harmonise national rules on•

D regulation of television broadcasts, including satellite broadcasts, under the country 
of origin, including the right for EU member states to restrict the retransmission of 
unsuitable broadcast content from another EU member state7

D promotion, production and distribution of television programmes within the European 
Union, including quotas for EU-produced content and content made by independent 
producers7

D access by the public to maHor (sports) events7

D television advertising, product placement and programme sponsorship7

D protection of minors from unsuitable content7 and

D the right of reply (of any natural or legal person whose legitimate interest has been 
damaged by an assertion in a television programme).

A–M5 /irective 2.0 added in particular the following new elements•

D providing broadcasting companies with more €exibility on the time frame of television 
advertising7

D the general permission of product placement7

D simpliJcation of the country-of-origin principle7

D clariJcation of cooperation procedures between EU member states7

D extension of the provisions on EU-produced content to on-demand service providers7

D alignment of the rules on the protection of minors for television broadcasting and 
on-demand services7 and

D extension of the scope of applicability of the A–M5 /irective on video-sharing 
platforms.

In jebruary 2018, Regulation (EU) 20183z02 on addressing unHustiJed geo-blocking and 
other forms of discrimination (Geo-Blocking Regulation) was adopted, which entered into 
force on 22 March 2018. The regulation took effect on z /ecember 2018 and shall 
prevent geo-blocking (namely, businesses from discriminating (private or commercial)), end 
customers, in obtaining goods or certain services being offered within the European Union. 
To this end, the following measures are prohibited•

D electronic measures blocking or restricting the access of end customers to online 
offers of goods or (non-Jnance, gambling, healthcare and transportation) services 
based on the nationality, residence or customer place of establishment7 and

D indirect restrictions on cross-border online trade, including discriminatory use of 
general terms and conditions (including prices, conditions and acceptance of 
payment methods).
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The Geo-Blocking Regulation currently does not cover audiovisual content (eg, e-books, 
online music, software and video games). On 20 November 2020, the Commission published 
a report on the Jrst short-term review of the Geo-Blocking Regulation. Concerning extending 
the scope of the Geo-Blocking Regulation, the report identiJes potential beneJts, particularly 
for audiovisual content, the availability of which is often limited within the national territory. 
Kowever, the report also identiJes possible challenges for investment in content production 
and implications for the overall sector ecosystem and welfare impact requiring further 
assessments. Overall, the effects of extending the scope of the Regulation would largely 
depend on copyright-licensing practices and copyright-law considerations. Therefore, it 
remains to be seen whether the scope of the Geo-Blocking Regulation will be extended 
shortly.

Law stated - 13 May 2024

Ownership restrictions
Bo any foreign oknership restrictions apply to media servicesI Ws the 
oknership or control of broadcasters otherkise restrictedI Are there 
any regulations in relation to the cross-oknership of media companies9 
including radio9 television and nekspapersI

The ownership of broadcasters is, to a great extent, regulated by the EU member states under 
their national broadcasting laws. National law must, however, comply with EU law, including 
(among others) the provisions of the TjEU and A–M5 /irective 2.0.

EU law prohibits, in particular, any discrimination on grounds of nationality. Consequently, 
foreign ownership restrictions are generally prohibited. EU law also prohibits any actions 
that can prevent or impede the activities of persons or companies established in other EU 
member states. The TjEU outlines the following fundamental freedoms with which any 
national laws must comply•

D article z4• prohibition of national restrictions on the freedom of movement of goods 
within the European Union (eg, including material, sound recordings and other 
apparatus for broadcasting)7

D article 49• the right of EU citi’ens and companies to establish busi nesses in other EU 
member states (eg, including broadcasting businesses)7

D article :6• prohibition of national restrictions on the freedom to provide services by EU 
citi’ens (eg, including television and radio broadcasting)7 and

D article 6z• free movement of capital in the European Union (eg, including, capital for 
purchasing shares in a company).

National laws restricting any of these fundamental freedoms may be compliant with EU laws 
under certain circumstances (eg, where neces sary for public safety or public health reasons) 
or in the case of an overriding public interest (eg, maintenance of the social order, protection 
of consumers; rights, guarantee of the freedom of speech and plurality of media). Kowever, 
such restrictions have to be interpreted narrowly and must be obHectively HustiJed.
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According to recitals 8 and 94 of the A–M5 /irective, EU member states shall prevent 
any actions that create dominant positions or a concentration of media ownership 
and shall contribute to the promotion of media pluralism. A–M5 /irective 2.0 includes 
new provisions on the transparency of media ownership (recitals 1: and 16, article :). 
According to the Commission, these provisions will have positive spill over effects on 
media pluralism. The revised /irective particularly allows EU member states to adopt 
legislative measures, obligating service providers under their Hurisdiction to make accessible 
information concerning their ownership structure, including the beneJcial owners.

Law stated - 13 May 2024

Licensing requirements
jhat are the licensing reMuirements for broadcasting9 including the fees 
payable and the timescale for the necessary authorisationsI

The licensing requirements, fees and timescales for authorisations are generally regulated 
by the EU member states. The A–M5 /irective, however, speciJes which EU member state 
is competent to regulate a broadcaster (under the country-of-origin principle) and sets out 
certain common minimum requirements and standards with which broad casters have to 
comply and that are enforceable by national authorities. These minimum standards include, 
among others•

D transparency and information obligations7

D prohibition on discrimination based on race, religion or nationality7

D accessibility for users with a visual or hearing disability7

D prohibition of surreptitious or subliminal commercial communication7

D rules on commercial communications for alcoholic beverages7

D protection of cinematographic works7

D protection of minors7 and

D promotion of EU and independent works.

A–M5 /irective 2.0 further introduced, among other things•

D prohibition of incitement to violence or hatred directed against any groups or 
members of such groups because of an aFliation to one of the categories that are 
subHect to equal treatment principles (eg, race, religion or nationality), article 21 of the 
EU Charter of jundamental Rights7

D prohibition of public provocation to commit a terrorist offence7 and

D even stronger rules on commercial communications for alcoholic beverages.

EU member states are not entitled to apply less stringent rules to broadcasters but may 
impose stricter rules on audiovisual media service providers under their Hurisdiction, provided 
that these do not violate fundamental rights.
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In light of the war in Ukraine, legislation has been put into force to invalidate the broadcasting 
licences of Russian broadcasters and ban them from broadcasting. Pursuant to Regulation 
(EU) No. 8zz32014, as amended, broadcasting licences or authorisation, transmission and 
distribution arrangements with certain media outlets, such as Russia Today and 5putnik, are 
suspended from 1 March 2022 onwards.

Law stated - 13 May 2024

Foreign programmes and local content requirements 
Are there any regulations concerning the broadcasting of 
foreign-produced programmesI Bo the rules reMuire a minimum amount 
of local contentI jhat types of media fall outside this regimeI

According to the A–M5 /irective, EU member states shall ensure, where practicable, that 
broadcasters reserve a maHority of their production, budget and transmission time (except 
for time allocated to news, sport, games, advertising, teletext services and teleshopping) for 
VEuropean works; (as deJned in article 1 of the A–M5 /irective). EU member states shall 
report on the implementation of this obligation. 5uch report shall, in particular, include a 
statistical statement on the achievement of the proportion for each television programme.

EU member states shall also ensure, where practicable, that broadcasters reserve at least 10 
per cent of their transmission time for European works supplied by independent producers. 
Alternatively, EU member states may reserve at least 10 per cent of their program ming 
budget for independent European works. EU member states shall deJne such Vindependent 
works;, taking into account the ownership of the production company, the number of 
programmes supplied to the same broadcaster and the ownership of secondary rights.

The A–M5 /irective does not distinguish services through trans mission (eg, online or mobile 
content). It rather distinguishes between linear and non-linear services. To the extent online 
or mobile content qualiJes as audiovisual media services, they are, thus, regulated in the 
same way as Vtraditional; broadcast networks and fall under the scope of the A–M5 /irective.

A–M5 /irective 2.0 introduced a content quota according to which providers of non-linear 
services must secure at least a z0 per cent share of European works in their catalogues 
and ensure prominence of those works. Kowever, this quota shall not apply to media service 
providers with a low turnover or a low audience.

In light of the war in Ukraine, legislation has been put into force to invalidate the broadcasting 
licences of Russian broadcasters and ban them from broadcasting. Pursuant to Regulation 
(EU) No. 8zz32014, as amended, it is prohibited for operators to broadcast or to enable, 
facilitate or other wise contribute to broadcast, any content by certain media outlets, such 
as Russia Today and 5putnik, including through transmission or distribution by any means 
such as cable, satellite, internet protocol T–, internet service providers, internet video-sharing 
platforms or applications, whether new or pre-installed, from 1 March 2022 onwards.

Law stated - 13 May 2024

Advertising
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,ok is broadcast media advertising regulatedI Ws online advertising 
sub’ect to the same regulationI

The delivery of television advertising, sponsorship and teleshopping are broadly regulated by 
the A–M5 /irective. A prerequisite for the applicability of the A–M5 /irective is that the online 
service is qualiJed as an audiovisual media service or as a video-sharing platform.

The A–M5 /irective aims at protecting consumers against excessive television advertising. 
It, therefore, outlines strict rules to ensure consumer protection, stipulating, in particular, 
that television advertising and teleshopping shall be recognised as such and shall be 
distinguishable from editorial content, either by optical, acoustic or spatial means. It allows 
for an interruption of the transmission of Jlms (excluding series, serials and documentaries) 
once for each scheduled period of at least z0 minutes. Under the A–M5 /irective, the 
proportion of television advertising and teleshopping spots within a given hour was not 
permitted to exceed a total of 20 per cent. Under the A–M5 /irective 2.0, broadcasting 
companies are provided with more €exibility on the time frame of television advertising, 
changing the limit for advertising from 20 per cent per hour to 20 per cent per day (between 
6am and 6pm and between 6pm and 12pm).

The A–M5 /irective prohibits certain types of advertising, namely, advertising or 
teleshopping inserted during religious services and tele shopping for medicinal products 
subHect to a marketing authorisation or medical treatment. It also restricts the advertising 
of alcoholic beverages to a large extent. Kowever, A–M5 /irective 2.0 widely waived the ban 
on product placement.

In addition to the restrictions under the A–M5 /irective, /irective 200z3zz3EC (Tobacco 
Advertising /irective) contains an EU-wide ban on cross-border tobacco advertising and 
sponsorship in the media other than television. The ban covers print media, radio, internet 
and events; sponsorship involving several EU member states (eg, the Olympic Games or 
jormula One racing).

Any form of advertising is also subHect to the fundamental principles of human dignity, 
non-discrimination on the grounds of race, nationality, religious or political belief as well as 
the protection of minors, health, safety and the environment. jurther, /irective 200631143EC 
concerning misleading and comparative advertising stipulates general requirements for 
advertising, irrespective of the means of transmission. Additionally, article 1z of /irective 
20023:83EC on privacy and electronic communications establishes certain requirements for 
unsolicited communications such as electronic mail for direct marketing. These rules must 
be implemented into national law by the EU member states.

In 1992, advertising industry representatives in Europe launched the European Advertising 
5tandards Alliance (EA5A), an independent coordinating body promoting responsible 
advertising. EA5A provides detailed guidance on how to advertise self-regulation for 
the beneJt of consumers and businesses. It has become the single authoritative 
voice on advertising self-regulation and promotes high ethical standards in commercial 
communications. In 2016, the Commission explicitly recognised the role and effectiveness 
of advertising self-regulation.

/epending on the sector, additional national legislation on advertising remains possible. jor 
example, with regard to gambling advertising, there are separate member-state regulations. 
Most states of the European Union have imposed certain restrictions, including the 
requirement to obtain a licence to be allowed to advertise. In many cases, the national 
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regulations are aligned with the 2020 VCode of Conduct on Responsible Advertising for 
Online Gambling; by the European Gaming and Betting Association. jor example, in 2021, 
Germany;s new 5tate Treaty on Gambling (Glá5t– 2021) came into force. According to the 
Glá5t– 2021, holders of a licence for games of chance pursuant to paragraph 4 of the 
Glá5t– 2021 are allowed to advertise their services, subHect to provisions for the type and 
scope of advertising set out in paragraph : of the Glá5t– 2021 (which are in addition to the 
require ments set out in other applicable legislation, eg, media law).

Law stated - 13 May 2024

Must-carry obligations
Are there regulations specifying a basic pacDage of programmes that 
must be carried by operatorsH broadcasting distribution netkorDsI Ws there 
a mechanism for Nnancing the costs of such obligationsI

According to article z1, paragraph 1 of /irective 20023223EC (Universal 5ervice /irective), 
EU member states may impose must-carry obliga tions for the transmission of speciJc 
broadcast channels or services on companies providing electronic communications 
networks for the distribution of radio or television broadcast (eg, cable companies or 
telecoms operators). The prerequisite is that a signiJcant number of end users use such 
networks as the principal means for radio and television broadcasts.

Must-carry obligations shall only be imposed to the extent necessary to meet clearly deJned 
obHectives of general interest (eg, media plurality). According to the Court of Sustice of 
the European Union, economic considerations would not be considered general-interest 
obligations.

The rules for must-carry obligations must be transparent, proportional and subHect to 
periodical review at least every three years. They must be clearly identiJed and based on 
obHective non-discriminatory criteria known in advance. Broadcasters and network operators 
have to be able to know their speciJc rights and obligations.

Must-carry obligations may also entail a provision for proportional remuneration. Kowever, 
it must be ensured that there is no discrimination in the treatment of different companies 
providing electronic communications networks in similar circumstances.

Article z1, paragraph 1 of the Universal 5ervice /irective does not cover the content 
of the services delivered (eg, which broadcasters beneJt from must-carry obligations). 
5uch content issues are, however, subHect to the principles of non-discrimination and 
proportionality.

A–M5 /irective 2.0 introduced a content quota of z0 per cent share of European works. 
‘here EU member states require media service providers under their Hurisdiction to 
contribute Jnancially to the produc tion of European works, including via direct investment 
in content and contribution to national funds, they may also require media service providers 
targeting audiences in their territories, but established in other EU member states to make 
such Jnancial contributions, which shall be proportionate and non-discriminatory.

5uch Jnancial contribution shall be based only on the revenues earned in the targeted 
EU member states. If the member state where the provider is established imposes such 
a Jnancial contribution, it shall take into account any Jnancial contributions imposed 
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by targeted EU member states. Kowever, the obligation to contribute Jnancially to the 
production of European works shall not apply to media service providers with a low turnover 
or a low audience.

Law stated - 13 May 2024

Regulation of new media content
Ws nek media content and its delivery regulated differently from traditional 
broadcast mediaI ,okI

The delivery of new media content is regulated by the A–M5 /irective, if and as far as it 
qualiJes as an audiovisual media service.

Regulation (EU) 201W31128 on cross-border portability of online content services (the 
Portability Regulation) obliges providers of online content, including audiovisual media 
services, to enable paying subscribers to access and use such service under terms equal 
to the offering at each subscriber;s residence, within all EU member states.

If a service does not qualify as an audiovisual media service, it is covered by /irective 
20003z13EC (e-Commerce /irective). A prerequisite for the applicability of the e-Commerce 
/irective is that the service qualiJes as an information society service. According to article 1, 
para graph 1 of /irective 983z43EC (Information 5ociety 5ervices /irective), such information 
society service is any service normally provided for remuneration, at a distance, by electronic 
means and at the individual request of the recipient of the service (eg, web-based content, 
video portals, e-commerce and web-hosting).

5imilar to the A–M5 /irective, the e-Commerce /irective is also based upon the 
country-of-origin principle. A provider of information society services is therefore generally 
subHect to regulation in the EU member state in which it has its establishment. In general, 
providers of information society services do not require prior authorisation under the A–M5 
/irective or the e-Commerce /irective.

On 16 November 2022, Regulation (EU) 20223206: on a 5ingle Market jor /igital 5ervices 
(/igital 5ervices Act) (/5A), entered into force, amending the e-Commerce /irective. The 
expressed purpose of the /5A is to update the EU;s legal framework, in particular by 
modernising the e-Commerce /irective adopted in 2000. The /5A will be directly applicable 
across the European Union and will apply from 1W jebruary 2024.

The /5A contains EU-wide due diligence obligations that will apply to all digital services 
that connect consumers to goods, services, or content, including new procedures for faster 
removal of illegal content as well as comprehensive protection for users; fundamental rights 
online.

In the scope of the /5A are various online intermediary services. Their obligations under 
the /5A depend on their role, si’e, and impact on the online ecosystem. These online 
intermediary services include (among others)•

D intermediary services offering network infrastructure7

D hosting services such as cloud computing and web hosting services7 and

D
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online platforms bringing together sellers and consumers such as online 
marketplaces and social media platforms.

On 6 May 201:, the Commission adopted the /igital 5ingle Market 5trategy, which 
announced a legislative initiative on harmonised rules for the supply of digital content and 
services and online and other distance sales of goods. These initiatives were followed by 
two new directives.

/irective (EU) 20193WW0 on certain aspects concerning contracts for the supply of digital 
content and digital services was enacted on 10 Sune 2019. It shall be transposed into EU 
member states; national law by 11 Sune 2021. This /irective creates a holistic framework 
for business-to-consumer transactions regarding digital content and digital services. V/igital 
content; means data created and made available in digital form (eg, audio and video content, 
video games and other software). /igital services are such that enable processing of or 
access to digital data7 or interaction with data uploaded by any user of the service (eg, 
over-the-top communications services). EU member states are free to adopt this framework 
for business-to-business transactions as well. The /irective stipulates criteria for defects in 
digital content and services, and minimum standards for sellers; warranty obligations (eg, 
provision of updates). Guidance on the relation between (IT and cybersecurity) vulnerabilities 
and defectiveness in such products, however, is not included. ‘arranty obligations for 
digital content and services might also be imposed on sellers of hardware with pre-installed 
software (apart from those according to /irective (EU) 20193WW1).

/irective (EU) 20193WW1 on certain aspects concerning contracts for the sale of goods 
entered into force on 11 Sune 2019. It shall be transposed into EU member states; national 
law by 1 Suly 2021 and enforced no later than 1 Sanuary 2022. The initial proposal envisages 
the regulation of online and other distance sales of goods. Kowever, the enacted version 
aims to ensure the proper functioning of the internal market, while providing consumers with 
a high level of protection. It does so by laying down certain common rules on sales contracts 
between sellers and consumers. These cover•

D conformity of goods with the contract7

D remedies if there is no conformity7

D ways to exercise these remedies7 and

D commercial guarantees.

Law stated - 13 May 2024

Digital switchover
jhen is the skitchover from analogue to digital broadcasting reMuired or 
khen did it occurI ,ok kill radio freMuencies freed up by the skitchover 
be reallocatedI

According to the Commission, the European Union is leading the world in switching from 
analogue to digital television. The Commission recommended that switch-off in all EU 
member states should be completed by 2012. By the end of 201:, all EU member states 
had Jnally completed the switchover.
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The re-farming of freed-up spectrum is mainly regulated by the R5PP, which was established 
in 2012. The R5PP covers all types of radio spectrum use and sets general regulatory 
principles and policy obHectives to enhance the eFciency and €exibility of spectrum use in 
the European Union. A key aspect of the programme is the establishment of an inventory 
of spectrum bands identifying the current use of spectrum together with an analysis of 
technology trends, future needs and spectrum-sharing opportunities. Through the use of 
spectrum bands, the Commission aims to identify ineFcient spectrum allocations and to 
free up capacity for new (more economic and eFcient) uses of such spectrum.

Law stated - 13 May 2024

Digital formats
Boes regulation restrict hok broadcasters can use their spectrumI

No. This is regulated by the EU member states themselves.

Law stated - 13 May 2024

Media plurality
Ws there any process for assessing or regulating media plurality )or 
a similar conceptw in your ’urisdictionI .ay the authorities reMuire 
companies to taDe any steps as a result of such an assessmentI

Media pluralism is protected at the EU level as a part of the fundamental right to information 
and freedom of expression, which is stipulated in article 11 of the EU Charter of jundamental 
Rights. Also, article z0 of the A–M5 /irective assumed the independence of audiovisual 
media regulators. Kowever, under the A–M5 /irective, there were no clear and enforceable 
safeguards available to ensure the independence of regulators.

In October 2011, the Commission appointed a high-level expert group on media pluralism 
and freedom to provide recommendations on media plurality. The Commission also 
established the Centre for Media Pluralism and Media jreedom (CMPj). The CMPj;s 
obHective is to accompany the process of EU integration regarding media pluralism and to 
develop policy reports on EU competencies in this area.

In 201z, the CMPj conducted a pilot test implementation of the Media Pluralism Monitor 
Tool (MPM Tool). The MPM Tool was to identify potential risks to media pluralism in the 
European Union and provide support to policy and rulemaking processes. On z0 Sune 2014, 
the Commission adopted the ‘ork Programme for VMeasures concerning the digital content 
and audiovisual and other media industries; and related pilot proHects in the Jeld of media 
pluralism and freedom to Jnance the implementation of the MPM Tool.

In 2016, an examination of the 28 EU member states, as well as two candidate countries, was 
carried out via the MPM Tool. The result showed that none of these countries was free from 
risks relating to media pluralism and media freedom. It also showed the erosion of freedom 
of expression and protection for Hournalists in one-third of the countries. The key Jndings of 
the examination were the following•

D
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high concentration of media ownership with a signiJcant barrier to a diversity of 
information and viewpoints represented in media content as a result7

D lack of transparency of media ownership, which makes it diFcult for the public to 
understand the biases in media content7

D media authorities in many countries were under strong political pressure, particularly 
concerning appointment procedures and the composition of authorities7

D underdeveloped media literacy policy7

D lack of adequate access to media7 and

D underrepresentation of women in media.

In November 2016, the Commission organised a colloquium on funda mental rights focusing 
on media pluralism and democracy, including topics such as•

D how to protect and promote media freedom and independence from state 
intervention or undue political or commercial pressures7

D how to empower Hournalists and protect them from threats of phys ical violence or 
hate speech7 and

D the role of media and ethical Hournalism in promoting fundamental rights.

A–M5 /irective 2.0 includes new provisions on the independence of regulators (recital :z, 
article z0) and transparency of media ownership (recitals 1: and 16, article :). According 
to the Commission, these provi sions will have positive spill-over effects on media pluralism 
(European Commission, 8 November 2018, answering the parliamentary question on the 
concentration of media ownership). A–M5 /irective 2.0 particularly allows EU member 
states to adopt legislative measures, obliging service providers under their Hurisdiction to 
make accessible information concerning their ownership structure, including the beneJcial 
owners. As far as Germany is concerned, the new 5tate Media Treaty, in force since W 
November 2020 and aimed to implement A–M5 /irective 2.0, does not make use of such 
legislative permission.

On 16 5eptember 2021, the Commission published the Commission Recommendation 
on ensuring the protection, safety and empowerment of Hournalists and other media 
professionals in the European Union. EU member states are expected to ensure full 
implementation of the European and national legal frameworks on conJdentiality of 
communications and online privacy with a view to ensuring that Hournalists and other media 
professionals are not subHect to illegal online tracking or surveillance.

On 10 Sanuary 2022, the Commission published an open public consultation on the 
upcoming European Media jreedom Act, an initiative aimed to safeguard the pluralism and 
independence of the media in the EU internal market. It will build on the revised A–M5 
/irective 2.0, which currently gives a framework for the media sector. The Media jreedom Act 
aims to unify different national substantive rules and scrutiny procedures over media market 
operations, to create more transparency on media ownership and to establish comparable 
audience measurement mechanisms.

Consideration is being given to whether the Commission should only make 
recommendations or whether EU legislation is necessary to reach this goal. EU legislation 
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would establish common principles for national scrutiny procedures of media market 
transactions and other restrictions to market entry and operation of the media. It would also 
envisage measures to enhance the transparency of media markets.

Law stated - 13 May 2024

>ey trends and expected changes
Grovide a summary of Dey emerging trends and hot topics in media 
regulation in your countryz

On 2: November 2021, the Commission published a proposal on transparency and targeting 
of political advertising, as part of measures aimed at protecting election integrity and open 
democratic debate. The proposed rules would require any political advert to be clearly 
labelled as such and include information such as who paid for it and how much. Political 
targeting and ampliJcation techniques would need to be explained publicly in unprecedented 
detail and the use of sensitive personal data for such activities without the explicit consent 
of the individual would be banned. The proposed Regulation builds on and complements 
relevant EU law, including Regulation (EU) 201636W9 (General /ata Protection Regulation) 
and the /5A.

Law stated - 13 May 2024

REGULATORY AGENCIES AND COMPETITION LAW

Regulatory agencies
jhich body or bodies regulate the communications and media sectorsI 
Ws the communications regulator separate from the broadcasting 
or antitrust regulatorI Are there mechanisms to avoid con:icting 
’urisdictionI Ws there a speciNc mechanism to ensure the consistent 
application of competition and sectoral regulationI

The responsible administrative body for telecoms and media policy at the EU level is the 
European Commission (the Commission). It is also responsible for the enforcement of EU 
competition law and EU competition policy.

‘ithin the Commission, the following bodies are relevant for the communications and media 
sectors•

D the /irectorate-General for Communications Networks, Content and Technology 
(/G Connect)• responsible for carrying out and developing the Commission;s /igital 
5ingle Market 5trategy (including policies on the digital economy and media) and for 
supervising and monitoring the implementation of the EU telecoms and broadcasting 
regulations in the EU member states7

D the /irectorate-General for Competition (/G Comp)• responsible for the application 
and enforcement of EU competition law in the area of telecoms and broadcasting at 
the EU level7

D
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the /irectorate-General for Internal Market, Industry, Entrepreneurship and 5mall and 
Medium-si’ed Enterprises (/G GRO‘)• responsible for ensuring an open internal 
market for goods and services in the European Union, in particular relating to 
electronic and online commerce7

D the /irectorate-General for Sustice and Consumers• (/G SU5T) responsible for EU 
policy on Hustice, fundamental rights and consumers, including the protection of EU 
citi’ens; personal data anywhere in the European Union and other data protection 
policies at the EU level7 and

D the /irectorate-General for Communication (/G COMM)• responsible for informing 
the public about EU policies as well as political developments and trends in public 
opinion and the media.

The Commission;s /irectorate-Generals cooperate with each other. /G Comp will, in 
particular, consult the other /irectorate Generals if the telecommunications, media or data 
protection sector is involved, before adopting a decision in a competition law case. /G Comp 
and /G Connect cooperate, in particular, in developing speciJc policies that may have an 
impact on competition law in the telecommunications or media sectors.

There are several other competent EU bodies and committees within the Jeld of 
communications and media at the EU level, including, in particular, the following•

D the Body of European Regulators for Electronic Communications (BEREC)• 
comprising the heads of the national regulatory authorities within the European Union 
and is responsible for the promotion of greater coordination and coherence between 
the national authori ties regarding the establishment and regulation of the electronic 
communications market within the European Union7

D the Communications Committee (COCOM)• comprising representatives of the EU 
member states and responsible for the provision of opin ions on draft measures of 
the Commission, in particular regarding the regulation of roaming and notiJcation 
obligations for personal data breaches7

D the Radio 5pectrum Committee (R5C)• comprising EU member-state representatives 
and responsible for the harmonisation of the use of radio spectrum at the EU level, 
in particular, advice on the speciJc technical measures required to implement the EU 
Radio 5pectrum Policy7

D the European Union Agency for Cybersecurity (ENI5A)• assists the Commission and 
the EU member states in meeting the require ments of network and information 
security7

D the Radio 5pectrum Policy Group (R5PG)• comprising governmental oF cials and 
experts in the Jeld of radio spectrum regulation and assisting the Commission in the 
development of radio spectrum policy at the EU level7

D the European Regulators Group for Audiovisual Media 5ervices (ERGA)• while 
cooperation between EU national supervisory authorities in the broadcasting sector 
has constantly increased since 2000, the resulting structures were formalised by 
/irective 201831808 (A–M5 /irective 2.0). ERGA essentially operates as a consulting 
organ of the Commission but will be replaced by a new European board for media 
services established by the European Media jreedom Act (EMjA)7 and
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D the newly established AI OFce, which shall coordinate and coordinate the 
implementation of the AI Act in all member states and oversee the compliance with 
the rules of the AI Act.

As far as regulatory supervision of the broadcasting sector is concerned, A–M5 /irective 
2.0 introduced requirements on the independence of national regulatory authorities. These 
obliged EU member states to ensure that such authorities are legally distinct, functionally 
independent and remain free from any undue instructions of their governments and 
any other public or private body. EU member states shall also oblige their national 
regulatory authorities to exercise their powers impartially, transparently and in a manner 
fostering media pluralism, cultural and linguistic diversity, consumer protection, acces sibility, 
non-discrimination, as well as fair competition and functioning of the internal market. jinally, 
national regulatory authorities must be adequately funded to carry out their functions 
(including contributing to the work of the ERGA) effectively.

To ensure EU-wide consistent application of its regulations, /irective 201031z3EU 
(Audiovisual Media 5ervices /irective) (A–M5 /irective) provides for information obligations 
of its EU member states (towards each other as well as the Commission) regarding any 
informa tion required for the application of this /irective. A–M5 /irective 2.0 has reinforced 
these obligations as follows•

any media services to be wholly or mostly directed at the audience of another 
member state shall be notiJed between informed and concerned national 
regulatory authorities, and the former shall assist the latter on information 
gathering on such service providers; activities.

Law stated - 13 May 2024

Appeal procedure
,ok can decisions of the regulators be challenged and on khat basesI

Any EU member state, the European Parliament or the Council can appeal decisions of the 
Commission to the General Court of the European Union on points of law or fact, article 26z, 
paragraphs 1 and 2 of the Treaty on the junctioning of the European Union (TjEU). A further 
appeal on points of law can be made to the Court of Sustice of the European Union. Natural 
or legal persons are only entitled to challenge a decision of the Commission if such decision 
is either addressed to that person or of direct and individual concern to that person, article 
26z, paragraph 4 of the TjEU. Natural or legal persons are also entitled to challenge an EU 
regulatory act, if such act is of direct concern to them and does not require its transposition 
into national law by the EU member states.

Concerning decisions of the national regulatory authorities, EU law obliges the EU member 
states to provide effective appeal mechanisms to challenge such decisions under their 
Hurisdictions. According to A–M5 /irective 2.0, however, any such appeal shall normally not 
suspend the enforceability of the contested regulatory decision7 such effect shall only be 
granted if the plaintiff also seeks interim measures according to applicable national laws.
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Law stated - 13 May 2024

Competition law developments
Bescribe the main competition lak trends and Dey merger and antitrust 
decisions in the communications and media sectors in your ’urisdiction 
over the past yearz

Legislative changes and trends

In the course of the past year, EU authorities have been rather active in the regulatory sphere 
affecting competition law. The most important new pieces of related legislation that also 
particularly impact the telecommunications and media sectors are•

D Regulation (EU) 20223192: (the /igital Markets Act) (/MA)7

D Regulation (EU) 202z328:4 (/ata Act)7

D the proposal for a Regulation on standard essential patents7 and

D proposal for an amendment of the screening of foreign investments Regulation (EU) 
201934:2.

The /MA entered into force on 12 October 2022, and its rules generally will start applying on 
2 May 202z.

The /MA is a novel form of regulation that is speciJcally intended to promote the 
contestability and fairness of digital platform markets in addition to and alongside 
competition law enforcement. The /MA is intended to limit the market power of large 
platforms and create standardised framework conditions across Europe. The /MA imposes 
a series of behavioural obligations on Vgatekeepers;. Gatekeepers are large digital companies 
that exceed certain turnover and (or) user thresholds and hold a strong economic position 
with a signiJcant impact on the internal market and operate at least one of the legally 
deJned platform services, which include search engines, video platforms and advertising 
networks. The largest tech companies such as Alphabet, Ama’on, Apple, Byte/ance, Meta 
and Microsoft have been designated as gatekeepers. 5amsung, on the other hand, escaped 
being designated a gatekeeper. 5ome of the obligations gatekeepers will need to adhere 
to are particularly relevant to telecommunications and media companies that depend on 
these tech companies. jor instance, a gatekeeper supplying online advertising services 
is obligated to provide, upon request and free of charge, each of its customers who 
are publishers with certain daily information concerning the advertisement displayed on 
the publisher;s inventory. The obligations of gatekeepers include enabling third parties to 
cooperate with the gatekeeper;s own services or enabling their business users to access 
data that they generate when using the gatekeeper platform. jollowing the designation, 
the Commission gave the gatekeepers a deadline of 6 March 2024 to comply with the 
requirements of the /MA.

The Commission published a proposal for the /ata Act at the beginning of 2022. It entered 
into force on 11 Sanuary 2024 and will be fully applicable from 12 5eptember 202:. The /ata 
Act aims to remove barriers to access to data and incentivise investment in data generation. 
The /ata Act is intended to enable a fair distribution of data by establishing clear and fair 
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rules The /ata Act introduces rules on who can use and access data generated in the 
European Union in all sectors of the economy. The rights to access and use data generated 
in the European Union are deJned in all sectors of the economy and the exchange of data, 
especially machine-generated data, is facilitated. The /ata Act obliges manufacturers and 
service providers to provide access to and re-use the data generated by their products and 
services. In relation to connected devices, the /ata Act aims to introduce data access or 
data sharing rights that are similar to current access claims based on competition law 
but without the requirement of a dominant position. The key area is therefore to grant 
users or third parties designated by them cross-sector access to data generated by their 
networked products and associated services. Users should have control over data generated 
by internet-of-things products. The G/PR remains fully applicable alongside the /ata Act.

In recent years, the Commission has been eyeing patent licensing practices as part of its 
standard essential patents (5EPs) initiative. On 28 jebruary 2024, the European Parliament 
approved the EU Commission;s proposal after the Commission published its proposal for 
a regulation on standard essential patents on 2W April 202z. 5EPs are patents covering 
features of technical standards, such as the cellular standard :G or the Kigh EFciency 
–ideo Coding video compression standard. A 5EP must necessarily be used or infringed 
by companies wishing to implement such standards in their products. The implementer 
of a standard needs to seek licences from all 5EP holders. 5EP licensing negotiations 
between patent holders and implementers are often criticised for their lack of transparency 
and the unequal access to relevant information among the parties. Even though 5EP 
holders are obliged to offer licences to 5EP on fair reasonable and non-discriminatory 
(jRAN/) terms under competition law, 5EP licensing discussions often lead to high-proJle 
patent litigation, namely, in the mobile phone industry, which is now broadening into the 
internet of things space. The Commission published its proposal for a Regulation on 
standard essential patents on 2W April 202z. The primary function of the proposed regulation 
appears to be the creation of a competence centre for 5EPs within the European Union 
Intellectual Property OFce (EUIPO). Among other things, this competence centre would 
be tasked with maintaining a 5EP register, conducting essentiality checks of 5EPs and 
administering aggregate and individual determinations of jRAN/ royalty rates for 5EPs. 
Under the proposed regulation, 5EP owners would be required to register their 5EPs to the 
competence centre and could lose their patent enforcement rights if they fail to do so. 
5EPs that have been found invalid will be removed from the 5EP register. The proposed 
5EP Regulation was met with criticism both by 5EP holders and implementers who obHected 
to having licensing rates set by a third party such as the EUIPO;s competence centre. The 
outcome of the legislative process remains to be seen.

The Commission published a proposal to repeal its joreign /irect Investment screening 
regulation (EU) 201934:2. The Commission;s proposal aims at ensuring that all member 
states have a screening mechanism in place, with better harmonised national rules, 
identifying minimum sectoral scope where all member states must screen foreign 
investments as well as extending the EU screening to investments by EU investors that are 
ultimately controlled by individuals or businesses from a non-EU country. ‘ith regard to 
the sectors that should come under scrutiny the Commission;s proposal includes critical 
infrastructure, critical technologies and also the freedom and pluralism of the media among 
others.

Qey merger and antitrust decisions
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In Suly 202z, the Commission has conditionally approved Broadcom;s proposed acquisition 
of –Mware following an in-depth investigation. The Commission;s investigation showed 
that the acquisition could restrict competition in the supply of Network Interface Cards, 
jibre Channel Kost-Bus Adapters and storage adapters. Broadcom offered comprehensive 
access and interoperability commitments to Marvell and any potential future entrants 
to address the concerns voiced by the Commission. The commitments include access 
to interoperability application programming interfaces, source code for all of Broadcom;s 
current and future Jbre channel host bus adapter drivers, and protection of conJdential 
information.

Already in 2016, the Commission adopted a decision in which it blocked the proposed 
acquisition of TelefRnica Europe (O2) by Kutchison zG UQ Investments (now CQ Telecoms 
UQ Investments Ltd (CQ Telecoms). CQ Telecoms brought an action before the General 
Court seeking to have that decision set aside. In May 2020, the General Court set aside 
the Commission decision. The Court of Sustice of the European Union (CSEU) has annulled 
the Hudgment by the General Court in Suly 202z and found that the General Court applied 
a standard of proof that does not follow from the Merger Regulation. The CSEU also found 
that the General Court erred in its interpretation of the Merger Regulation and the concepts of 
Vimportant competitive force; and Vclose competitors;. The CSEU has referred the case back 
to the General Court for a new ruling, taking into account the clariJcations provided.

The Commission blocked the proposed acquisition of eTraveli by Booking in 5eptember 
202z. The Commission found that the concentration would have allowed Booking 
to strengthen its dominant position in the hotel online travel agencies (OTAs). The 
Commission;s investigation revealed that the acquisition would have increased costs for 
hotels and possibly consumers by strengthening Booking;s dominant position, allowing it to 
acquire a main customer acquisition channel, and expanding its travel services ecosystem. 
Booking offered remedies to address concerns voiced by the Commission, including a choice 
screen powered by its metasearch service QAYAQ. The Commission deemed the remedies 
to be insuFcient to address the competition concerns as the selection and ranking of 
offers by competing hotel OTAs were not suFciently transparent and non-discriminatory, 
and ultimately the commitments would have been diFcult to monitor effectively.

The Commission has conditionally approved the creation of a Hoint venture by Orange and 
MSsMRvil in jebruary 2024. The Commission raised concerns in its in-depth investigation 
that the transaction would restrict competition in the retail markets for mobile and Jxed 
internet services in 5pain. Orange and MSsMRvil offered commitments to divesting spectrum 
held by MSsMRvil to /igi across three frequency spectrum bands and entering an optional 
national roaming agreement. The Commission approved /igi as a suitable purchaser for 
the divested spectrum. In the antitrust sphere, there were again notable decisions by the 
Commission or the EU courts, which include among others•

D the General Court conJrmed a Commission decision that the geo-blocking of 
activation keys for the streaming platform violates EU competition law on 2W 
5eptember 202z. The video game developer –alve has thus lost its case against an 
antitrust Jne of Q1.6 million. The European Commission imposed this Jne on –alve in 
2021 for restricting the cross-border sale of online video games7 and

D on 4 March 2024, the Commission Jned Apple over Q1.8 billion for abusing its 
dominant position on the market for the distribution of music streaming apps to 
iPhone and iPad users through its App 5tore. The Commission found that Apple 
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applied restrictions on app developers that prevented the developers from informing 
users about alternative and cheaper music subscription services. The Commission 
found these restrictions to amount to anti-steering provisions, which are illegal under 
EU competition law. Apple has already announced an appeal to the Jne.

Law stated - 13 May 2024
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