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Chapter 2

Cybersecurity and
Digital Health:
Diabolus ex Machina?

Simmons & Simmons LLP

Paolo Caldato

David Fitzpatrick

1 Introduction

In July 2018, Singapore experienced its most severe cyber-attack
to date. Hackers targeted the city-state’s largest healthcare group,
copying the personal data of 1.5 million patients' and leaking the
details of medicine dispensed to about 160,000 people, including
the Prime Minister.> While few attacks have taken place on such a
grand scale, this is by no means an isolated incident, and the evidence
suggests that the incidence of further attacks on the healthcare
industry will accelerate.’

The adoption by healthcare organisations and consumers of the
Internet of Things, cloud-based services and “big data” analytics is
now the norm.* A key feature of this new landscape has been the
explosion of mHealth apps and other digital health technologies on
the market (and in the pipeline). These products push the boundaries
of innovation, and enable an enhanced and more efficient healthcare
delivery service that does not operate exclusively within large
healthcare organisations but is available at consumers’ fingertips.
This promises to transform and disrupt how consumers access
medical services and receive (and take responsibility for) bespoke
healthcare in the developed world, and has already allowed medical
technology to leap-frog traditional infrastructure challenges in Africa.

Digital health has also revolutionised the collection and processing
of personal medical data, particularly in terms of the categories and
volumes of data being collected. The analytical possibilities offered
by the availability of these data, and their consequent socio-medical
applications, are endless and promise very real opportunities for
consumers to receive personalised, real-time healthcare services
that could materially reduce the cost for national health services
of treating chronic and lifestyle diseases and associated medical
complications.

However, with the increased availability of data comes both increased
interest in stealing those data and increased vulnerability to attempts
to do so. Despite the pressing need for effective defences against
cybersecurity breaches, many of these innovations are not sufficiently
well-equipped to withstand the tide of attacks on the horizon; in many
cases, the issue of cybersecurity is relegated to an afterthought. This
has led to medical devices (including digital health technology) being
described as “the next security nightmare”.

In order to play catch-up with this new technological reality, the
European Union has introduced a raft of new regulation over the
past two years. In reality, much of this is intended to address other
subjects, and at times, references to cybersecurity remain few and
far between, and difficult to pinpoint. That said, it is undeniable
that the regulatory burden on companies engaged in digital health
has increased, and will continue to do so; in this respect, neglect of

cybersecurity goes far beyond a major hindrance to service delivery,
but can be the catalyst for potentially crippling fines, unwelcome
litigation and, ultimately, reputational meltdown.

These difficulties can leave potential investors in these technologies
with a headache: any up-side in investing will not be predicated
solely on product quality or innovation, but also on the robustness of
the company commercialising the product or innovation in question,
and its ability to prevent, and (perhaps more realistically) reduce the
impact of, cybersecurity incidents.

2 The Vulnerability of Medical Devices

Digital health technology has rapidly evolved in recent years: non-
networked and isolated equipment has quickly made way for fully-
fledged networked equipment with features such as remote access,
wireless connectivity and pre-installed software, used widely both
within healthcare organisations and by consumers at home. Often,
this technology is connected to smart devices, such as mobile phones
and tablets. Wearable devices incorporating medical apps and
software are also on the rise. Increasingly, these products require
personal data to function. However, vulnerabilities are not limited to
data leaks; in the most extreme cases, hacks can give access to other
networks, install ransomware or achieve control of the device itself.

These concerns have played out in practice and have the potential
to be life-threatening. In October 2016, Johnson & Johnson warned
its patients that a security vulnerability in its networked insulin
pumps could potentially enable hackers to administer insulin
overdoses to diabetic users.® In August 2017, around 465,000 of
St Jude Medical’s pacemakers were recalled by the U.S. Food and
Drug Administration (the “FDA”) owing to concerns over their
connections to mobile devices and diagnostic systems that left them
vulnerable to tampering.” Such concerns were not lost on former U.S.
Vice President, Dick Cheney, who asked that his doctors modify his
heart defibrillator so as to thwart its vulnerability to hacking.®

Often, it is not large, established organisations well-versed in risk and
regulation that are behind these products. Instead, they are frequently
conceived, marketed and supported by start-ups, who may be tempted
(or financially compelled) to forgo the integration of security
mechanisms in order to expedite the launch of their products onto
a fast-moving market. Although coding errors, insecure protocols,
out-of-date software and password flaws remain possible, product
quality and associated patient care issues, rather than security, are
likely to be their primary concerns. This is reflected in much of the
regulation that governs medical devices, which contains no shortage
of information on matters concerning patient health, but offers sparse
detail to address the prevention, and remediation, of cybersecurity
breaches.
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Clearly, these difficulties present fertile ground for hackers, who
employ all manner of tactics, such as spoofing or impersonation,
social engineering, phishing, and malicious code, in order to
compromise medical devices. A current phenomenon is the use
by criminals of malware to encrypt information before demanding
payment via digital currency to recover the information (including
patient records). And, of course, there is always the risk of a data
breach being committed by a disgruntled employee with access to
sensitive information.

3 Regulatory Framework

The regulatory framework that governs the security of medical
devices in the European Union is patchwork in nature and lags
behind the US regime, where the FDA has issued several pieces
of guidance on the issue that directly address cybersecurity.” This
disparity is, in no small part, due to the fact that current European
regulations tend to focus on patient safety but contain very few
direct references to cybersecurity risk. Furthermore, no single set of
standards can be found in one place, but must be filtered through three
separate lenses: (i) regulations in relation to medical devices; (ii)
cybersecurity-specific regulation; and (iii) data protection regulation.
Cognisant of the need for regulation to catch up with the exponential
increase in new technologies, the EU has been legislating in each of
these three fields. As a result, cybersecurity can no longer tenably
be considered an issue that permits a reactive approach; instead
proactive engagement will be required from stakeholders throughout
a product’s supply chain and lifespan.

Medical Devices Regulation

The European Parliament recently conducted a comprehensive
revision of European legislation of medical devices, pursuant to
which, amongst other things, the Medical Devices Directive'® and the
Active Implantable Medical Devices Directive!! are being phased out
and replaced by a new Medical Devices Regulation (the “MDR”).!?
The MDR entered into force on 25 May 2017, with a transitional
period of three years.'?

The Medical Devices Directive, as amended, already confirmed that
software in its own right can fall under the definition of medical
device, where the software is intended by the manufacturer to be
used for the purpose of:

(i)  diagnosis, prevention, monitoring, treatment or alleviation of
disease;

(ii)  diagnosis, monitoring, treatment, alleviation or compensation
for an injury or handicap;

(iii) investigation, replacement or modification of the anatomy or
of a physiological process; or
(iv)  control of conception.

The MDR expands this definition to include devices used for the
“prognosis” and “prediction” of diseases'* and, by association, their
accessories (that is, articles intended by manufacturers to be used in
accordance with the device’s purpose or to assist its functionality).'®
A list of product groups that, despite having no intended medical
purpose (notably, products introduced into the body via surgically
invasive means in order to modify anatomy, and equipment using
electrical or magnetic currents to stimulate the brain) will also be
treated as medical devices,'® and the European Commission has
reserved the right to add new groups by means of delegated acts.!”
However, the MDR stops short of including in the definition software
intended for general purposes, such as lifestyle and well-being
apps. While there are sure to be grey areas, this broader definition

presents challenges for an exponentially growing market; what a
manufacturer may consider to be the latest home-health gadget could
actually transpire to be a medical device that requires strict regulatory
compliance (including in relation to cybersecurity) in order to be
commercialised legally.

The MDR goes further than previous legislation in its explicit
reference to cybersecurity. It requires devices to be designed and
manufactured in such a way as to: (i) remove or reduce as far as
possible the risks associated with the possible negative interaction
between software and the IT environment with which it operates and
interacts;'® and (ii) protect against unauthorised access that could
hamper the device from functioning as intended."” Manufacturers are
also required to set out minimum requirements concerning hardware,
IT network characteristics and IT security measures, including
protection against unauthorised access.?

General Data Protection Regulation

The General Data Protection Regulation (the “GDPR”),?! which came
into force on 25 May 2018 and is supplemented in the UK by the
Data Protection Act 2018 (the “DPA”),?? requires data controllers to
comply with six data protection principles? with respect to personal
data (a broad concept that encompasses any information, including
health data, that can be used to identify an individual).* The sixth
data principle states:
“Personal data shall be processed in a manner that ensures
appropriate security of the personal data, including protection
against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate
technical or organisation measures.””
While much GDPR-related discussion in the healthcare industry has
centred on the issues of the collection, storage and use of patient
data, and associated consent, the GDPR increases the demands on
healthcare organisations and app developers from a cybersecurity
perspective: both data controllers and processors are required to
implement security measures that are appropriate, taking into account
factors such as data type, the nature and purpose of processing, the
risk to individual rights associated with any security breach and
the costs of implementation.® The following examples are given
in the legislation: (i) anonymisation (or “pseudonymisation”)*
and encryption; (ii) ensuring the ongoing confidentiality, integrity,
availability and resilience of the systems that process the data; (iii)
the ability to restore access in a timely manner following an incident;
and (iv) a process to test, access and evaluate the effectiveness of
those security measures.?

Personal data breaches must be notified by data processors to data
controllers, and by data controllers to the relevant supervisory
authority (in the UK, the Information Commissioner’s Office (the
“ICO”)) without undue delay.” In the case of data controllers, this
notification should, where feasible, take place within 72 hours of the
data controller becoming aware of the breach, but no notification
need take place if the breach is unlikely to result in a risk to the
rights and freedoms of natural persons.** Where such a risk is high,
however, the data controller must, without undue delay, notify the
data subjects of the personal data breach, unless: (i) appropriate
technical and organisational protection measures were applied to
the data affected by the breach; (ii) the data controller has taken
subsequent measures to ensure that the risk to rights and freedoms
of data subjects is no longer likely to materialise; and (iii) it would
involve disproportionate effort (in which case, there would instead be
a public communication or similar measure whereby the data subjects
would be informed in an equally effective manner as that prescribed
by the notification requirements).! Breaches are not to be taken
lightly and can lead to fines of up to 4% of global annual turnover.*
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NIS Directive

Comparatively little attention has been given to the EU Directive
on the Security of Networks and Information Systems (the “NIS
Directive”),”* which is often referred to as “the Cybersecurity
Directive”. The NIS Directive was implemented in the UK on 10
May 2018 by the Network and Information Systems Regulations
2018 (the “NIS Regulations™). The NIS Directive subjects operators
of essential services (“OESs”), such as healthcare providers, and
relevant digital service providers (“RDSPs”), including cloud
computing services, to additional risk management and reporting
requirements.’* A myriad of medical devices and digital health apps
fall under the scope of the NIS Directive by virtue of constituting
network and information systems under the terms of the legislation.>

In the UK, the NIS Regulations favour broad outcome-based
principles over prescriptive rules. The National Cyber Security
Centre (the “NCSC”) has published four top-level objectives for
OESs (under which sit 14 high-level compliance principles). These
are: (i) managing security risk; (ii) defending systems against cyber-
attacks; (iii) detecting cybersecurity events; and (iv) minimising the
impact of cybersecurity incidents.

OESs are required to report any incident that “has a significant impact
on the continuity of the essential service which that OES provides”,*
while RDSPs must report “any incident having a substantial impact
on the provision of any of the digital services [that applies]”.”’
Reporting timeframes mirror those in the GDPR, in that notification
to the relevant competent authority®® must take place “without
undue delay” and no later than 72 hours after the OES or RDSP
becomes aware of the incident.* Relevant competent authorities
are empowered to monitor compliance with security and notification
duties by conducting, or ordering, inspections (the reasonable costs
of which will be borne by the relevant OES or RSDP).* The most
serious breaches of the NIS Regulations can leave a company liable
for a fine of £17,000,000.

Although the NIS Directive and the GDPR are products of different
EU concerns (the former is intended primarily for companies that
are involved in providing critical infrastructure services, while the
latter addresses all organisations that process personal data) there is
a considerable degree of overlap between the Regulations as they
pertain to cybersecurity. For example, if a digital health provider or
healthcare organisation were hacked, both the personal data that it
holds (in respect of which the GDPR would apply) and its service
delivery (in respect of which the NIS Directive would apply) would
likely be compromised.

4 Breach and Liability

A business that has fallen victim to a cybersecurity breach will
have to invest substantial sums in internal remediation measures,
which will require a full exploration of the breach, as well as of the
proposed measures to contain, and eradicate, the threat and the steps
to ensure that the system is future-proofed against similar attacks.
However, a breach can have an impact far beyond the immediate
aftermath and remediation process: large regulatory fines, litigation
and reputational damage are very real prospects. It is, therefore,
important for investors to consider these risks and assess where
liability may lie in the event of a breach.

ICO fines

The ICO has had the power to issue fines for failures to follow
security obligations from as early as 2010. These fines were linked

regularly to breaches of the seventh data protection principle (often
in connection with other principles) under the Data Protection Act
1998,% the wording of which (much like that in the GDPR’s sixth
principle) required:
“...appropriate technical and organisational measures...
against unauthorised or unlawful processing of personal data
and against accidental loss or destruction of, or damage to,
personal data.”
For example, in February 2017, the ICO fined private health
company, HCA International Ltd, £200,000 for its failure to safeguard
the confidential personal information of fertility patients.*

It remains to be seen how enforcement action will look in the post-
GDPR climate. The severity of the sanctions now available to the
ICO, coupled with an increase in the ICO budget for 2018/2019
from £24 million to £34 million (partly owing to the need for more
enforcement officers),* might suggest that higher fines will become
the norm. Indeed, in one of its first instances of enforcement action
following the entry into force of the GDPR, the ICO penalised
Facebook with the maximum available fine under the Data Protection
Act 1998 of £500,000 (and noted that the sum would have been more
hard-hitting had the breaches occurred after the commencement of
the GDPR on 25 May 2018) for the social media titan’s role in the
Cambridge Analytica scandal, which resulted in the harvesting of,
allegedly, 50,000,000 user profiles. Some experts consider this to be a
warning shot from the ICO and an indication that future enforcement
action will have more teeth than previously was the case.*® Such
assertions may, however, be premature: the ICO has indicated
that it has “no intention of changing the ICO’s proportionate and
pragmatic approach” and that “hefty fines will be reserved for those
organisations that persistently, deliberately or negligently flout the
law”. Whichever view one takes, the digital health industry should
pay particular attention to the ICO’s intended focus on large-scale
data and cybersecurity breaches involving sensitive information.*

Civil litigation

Irrespective of whether or not regulatory action has been taken,
digital health companies remain vulnerable to court claims as a result
of cybersecurity attacks involving their products. Under English law,
claims may be brought pursuant to various causes of action, such as:
(i) tortious misuse of private information; (ii) tortious or contractual
breach of confidence; (iii) breach of a contractual term (express or
implied) that customer data will be stored securely and with due care;
(iv) tortious or contractual negligence, for a failure to take reasonable
security precautions when storing customer information; and (v)
under Article 82 of the GDPR for damage caused by a breach of
the GDPR, and/or under section 169 of the DPA for a breach of data
protection legislation, in the form of a compensation claim against
the defendant data controller and/or processor.

Traditionally, UK cybersecurity cases have occupied little court
time, largely owing to the uncertainty surrounding whether or not
individuals have suffered damage (and, if so, how to quantify it).
Claims made, or threatened, against businesses for a breach of the
Data Protection Act 1998 were often low-value, and alleged offenders
tended to opt for confidential settlements over the prospect of a PR
disaster.

The GDPR may signal the dawn of a more litigious culture in
healthcare, at least in relation to breaches involving personal data.
Whereas previously, consumers may have been kept in the dark as to
a breach, the new self-reporting requirements mean that they will now
be notified of a breach at the same time as the regulatory authority;
large regulatory fines may encourage “knock-on” litigation (or even
motivate particularly vexed consumers to bring claims during the
ICO’s enforcement process).
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Prohibitively expensive claims may also become less of an issue: data
subjects are now entitled to appoint certain non-profit bodies to lodge
a complaint on their behalf and exercise their right to compensation,*’
which could enable groups of claimants to be brought together
through, for example, group litigation orders. Although the GDPR
is very much in its infancy, it is not difficult to imagine opportunistic
claims management companies heavily advertising the possibility
of knock-on litigation following major data breaches. Furthermore,
whilst pecuniary loss was formerly a prerequisite, the GDPR confirms
the Court of Appeal’s decision in Vidal-Hall et al v Google*® that
“damage” caused to consumers by data controllers and processors
can include emotional distress alone; the terminology used in the
GDPR is “material” or “non-material” damage.*

Contracts may also provide a basis for further liability in the event
that a business’s cybersecurity systems are compromised, although
the relevant contractual nexus (and therefore, where that liability
lies) will be heavily dependent on the way in which the product
is delivered to, and operated in, the market. Where digital health
companies not only design and manufacture products, but also
support or run those products as third-party service providers for
healthcare organisations, they may face claims for termination or
contractual damages, pursuant to data protection clauses that have
been breached as a result of cybersecurity failures. Consideration
should also be given to any misrepresentations made to healthcare
organisations, direct customers, or other third parties, as to the
robustness of the app’s cybersecurity systems. Such statements
may have made their way into, for example, responses to RFPs, or
prospectuses or marketing materials (as well as, of course, contractual
documentation), and could result in misrepresentation claims by
shareholders, suppliers, customers, or even investors.

Irrespective of whether or not the cybersecurity incident in question
causes a data breach, in the absence of enforceable contractual
restrictions on liability, claims can arise where the disruption to a
business caused by a cybersecurity incident leaves the business unable
to fulfil other contractual duties owed to its business counterparts.

Investors considering board seats after the acquisition of a digital
health company should also be aware that they themselves may
be potentially exposed to creative consumer claims, most likely
for alleged breaches of fiduciary duties under the Companies Act
2006. Attempts could be made, for example, to argue that a failure
to mitigate, and remedy, a cybersecurity incident constitutes a breach
of a director’s duty to promote the success of the company,*® and/or
to exercise reasonable skill and diligence in the conduct of his role,
which, if made out, could give rise to personal liability on the part of
the director.”! Furthermore, and although it is no easy task to pierce
the corporate veil and establish personal liability, that same creative
claimant might attempt to fix a shareholder that was not on the board
but was nonetheless active in the management of (or could be shown
to be particularly knowledgeable about the business of) the digital
health company with liability in respect of any such consumer claim.

Even if litigation does not materialise, where customer data have
been compromised, companies can find themselves feeling pressure
to offer to their customers significant ex gratia goodwill payments
in order to mitigate any damage that the breach has caused to the
customer relationship. And, of course, additional pressure to reach
such an accommodation (on a confidential basis) is likely to arise
from the fact that consumers (particularly those within patient groups)

are heavily active on social media, and awareness of a successful
claim is consequently likely to spread rapidly (and thereby generate
copy-cat claims).

Whatever the nature and basis of a potential dispute, investors
should be live to the fact that litigation is uncertain, and even where
claims asserted are meritless, they still require time and money to
be properly defended, and can lead to the business in question being
irreparably damaged from a PR perspective.

5 Practicalities

Any consideration of an investment in a digital health entrepreneur
should not be predicated solely on product quality. The investment
decision should be influenced by a deep understanding of the business
through which it is commercialised, or supplied to consumers or
healthcare organisations. Ultimately, even the most innovative
product on the market is likely to fail (and destroy any investment
value) if it is commercialised in a way that leaves it vulnerable to
significant losses, including through a failure to pay due regard to
cybersecurity and the consequences of a data breach. The principal
means of mitigating against this is proper due diligence, including
a thorough understanding of the technology’s genesis, purpose and
method of operation, and an assessment of the business’s ability to
meet the regulatory requirements outlined above.

There is no shortage of resources available for those trying to navigate
the complex issues that cybersecurity threats pose to investment in
this sphere. Various guidance has been published by organisations
such as the NCSC*? and the British Standards Institution, the latter of
which has published a paper that directly addresses the cybersecurity
of medical devices.”> Lessons can also be taken from the more
developed US model.

As a guide, we set out below a (by no means exhaustive) checklist of
relevant overarching considerations, divided into four categories: (i)
risk assessment; (ii) contract; (iii) business culture; and (iv) incident
response. It seems likely that, owing to the nature of digital health
entrepreneurs, investors will have to be prepared to bring to the table
ready-made solutions to these issues, rather than expecting a small
digital health company with little experience, manpower or interest
in commercial matters beyond innovation, to be market-ready on its
own. Investors should, as with any potential investment, exercise
a healthy sense of scepticism when weighing the opportunity, and
should not be distracted from detailed enquiries by, for example,
grandiose assurances about the product’s robustness and commercial
promise, and/or an eye-catching and high-profile set of non-executive
directors (particularly where those directors are not themselves
subject-matter experts).

Perhaps the best overarching question that one can ask in respect of a
potential investment target is “would I honestly be willing to entrust
my own most sensitive and valuable secrets to this company?”.
The checklist below is designed as a starting-point to assist with
answering that fundamental question.
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‘é How strong is the business’s network(s) and IT security?

% What consideration has been given to cybersecurity during product development?

é Has product testing been carried out, including in appropriate “live” operational environments?

é Does the product/business rely on any third-party performance?
How does the business routinely contract around, and out of, its commercial risks?
How are cybersecurity risks limited or apportioned in the contract?

-

;f: What is carved out of liability?

=

8 What representations as to security have been given?
Does the contract counterparty have the financial substance to stand behind its contractual commitments (and to satisfy any damages award
against it), and how difficult would it be to enforce those contractual commitments against it?
What are the business’s security practices like?

§=: How are passwords distributed within the business?

% What information control policies are in place, and how are these implemented, enforced and periodically reviewed?

@

g Are employees aware of their personal security responsibilities?

2

5 What auditing is performed in relation to use of/access to/restrictions on/tracking of cloud and other external storage systems?
Is there regular training on regulatory requirements and security awareness?

2 What incident management and crisis recovery/business continuity policies are in place?

=3

? Is there an incident response team?

§ Can the business co-operate with regulators’ requests for information and/or access to data?

E Is there appropriate insurance in place to deal with a cybersecurity threat?
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