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FINTECH LANDSCAPE AND INITIATIVES

General innovation climate
jhat is the general state of Nntech innovation in your ?urisdiction,

There is a progressive and ambitious vision around ,ntech innovation in the UAEj with some 
,ntech subsectors generating more notable and scaled innovation than others. Government 
and public-sector entities and regulators play a key role in the innovation strategies across 
most industry verticals and this is also the case for ,ntech. From a general ,nancial services 
regulatory perspectivej the UAE has three notable separate and independent :urisdictions•

D the ;ubai International Financial Centre (;IFC)‘

D the Abu ;habi Global Market (A;GM)‘ and

D the remainder of the UAE (often referred to as ’onshoreH or ’onshore UAEH).

Federal-level ,nancial services regulators have :urisdiction over onshore UAE‘ howeverj the 
;IFC and the A;GM each have their own regulatory bodiesj and all the various regulators 
across all three :urisdictions have identi,ed ,ntech innovation (albeit with some different 
Savours) as a key priority.

In the ;IFCj the ;IFC FinTech 1ive runs a now well-established accelerator programme that 
has focussed on ,ntechj insurtechj regtech and Islamic ,ntech start-ups. In tandemj the 
;IFCHs ,nancial services regulatorj the ;ubai Financial 7ervices Authority (;F7A) launched 
its Innovation Testing Licence (ITL)j a regulatory sandbox in 203V. These initiatives are in 
line with the goals of the ;ubai Plan 2023 strategy to develop ;ubaiHs economy. The ;F7A 
has also signed a number of bilateral ,ntech agreements with other regulators globallyj 
to cooperate in the development of ,ntech and to foster innovation in their respective 
:urisdictions.

In 202–j the ;IFC introduced the ;IFC Launchpad as the worldHs ,rst venture studio platform 
exclusively focused on promoting the growth of innovative start-ups and scale-ups in the 
region. To accompany this initiativej the ;IFC introduced the zenture 7tudio Regulations 
202– as the ,rst global legal framework for the venture-building model.

7imilarlyj the A;GMHs ,nancial services regulatorj the Financial 7ervices Regulatory Authority 
(F7RA) launched its regulatory sandboxj the Regulatory Laboratory (RegLab) following the 
implementation of its ,ntech legislative framework. The A;GM has also partnered with 
the Association of 7outheast Asian Nations Financial Innovation Networkj which launched 
a digital marketplace W the Application Programming Interface Exchange (APIX) W for 
7outh-East Asia to support ,nancial inclusionj to test the cross-border connectivity between 
the A;GM ;igital 7andbox and APIX. It has additional bilateral agreements to provide 
international ,ntech growth and collaboration.

Both the ;F7A and the F7RA are members of the Global Financial Innovation Network (GFIN)j 
toj among other ob:ectivesj assist with cross-border testing of ,ntech solutions.

Beyond the ;IFC and A;GM ,nancial free Konesj there are a number of other initiatives to 
foster innovation in the UAE that cross over into the UAE ,ntech sector. Additionallyj the 
7mart ;ubai initiative is the Emirate of ;ubai government oJce charged with facilitating 
;ubaiHs citywide smart transformationj to empowerj deliver and promote an eJcientj 
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seamlessj safe and impactful city experience for residents and visitors. Among its key 
initiatives are the development of ;ubaiHs ,rst Arti,cial Intelligence 7mart lab and the ;ubai 
Blockchain 7trategyj which is a collaboration between the 7mart ;ubai OJce and the ;ubai 
Future Foundation to continually explore and evaluate the latest technology innovations. The 
UAE created the ,rst Minister of Arti,cial Intelligence with a mandate that will cross over into 
,ntech innovation and in 2024j the Emirate of Abu ;habi established an AI and Advanced 
Technology Council to oversee strategy and investment.

In May 2023j another key freeKonej the ;ubai Multi Commodities Centre (;MCC) launched 
the ;MCC Crypto Centre to provide an ecosystem for businesses operating in the 
cryptographic and blockchain sectors. The ;MCC inked a memorandum of understanding 
with the UAE 7ecurities and Commodities Authority (7CA) to provide a regulatory framework 
for crypto-related businesses. Following on from thisj it should be noted that 2022 was a 
hugely signi,cant year for the UAEHs crypto ambitions with the introduction of the zirtual 
Assets Regulatory Authority as the worldHs ,rst independent regulator for virtual assets.

In October 202–j the UAEHs ,rst qeb –.0-focused commercial free Konej the Ras Al $haimah 
;igital Assets Oasis (RA$ ;AO) was launchedj with a focus on non-regulated digital and 
virtual asset companies in new and emerging sectors such as blockchainj gaming and other 
qeb –.0 businesses. The RA$ ;AO intends to stand out in this space by providing specialist 
guidance and support as well as an ecosystem of likeminded businesses to foster growth.

In February 202–j the UAE Central Bank issued a press release announcing the launch 
of the Financial Infrastructure Transformation (FIT) Programme to promote the digital 
transformation across the ,nancial services sector in the region. The FIT Programme is 
set to be integrated by 2026 and is divided into nine key pillarsj one being central bank 
digital currency (CB;C). This initiative is part of the ,rst stage of the implementation of the 
programmej which aims to develop a number of digital payment infrastructures and services 
such as the issuance of CB;Cs for cross-border and domestic uses. The UAE Central Bank 
is poised to accelerate and deepen its enablement role in the ,ntech sectorj and in /une 2024 
issued a 7andbox Conditions Regulation to foster innovation.

This and other notable initiatives around cryptoj digital assetsj open bankingj embedded 
,nancej qeb –.0 and other payments innovation geared towards supporting the UAEHs 
ambitions reinforce the widely held view that in this regionj the UAE is breaking new ground 
in ,ntech innovation.

Law stated - 5 July 2024

Government and regulatory support
Do government bodies or regulators provide any support speciNc to 
Nnancial innovation, If so( what are the key beneNts of such support,

The UAEHs ,nancial services free Kones (namelyj the A;GM and the ;IFC) each have their 
own regulators that have launched initiatives to enable ,ntech businesses to participate and 
test their solutions in environments with lighter-touch regulation.

In the A;GMj the F7RA has created a RegLab. Participants in the RegLab are not sub:ected to 
the full suite of authorisation regulations and rules from the outset‘ ratherj a customised set 
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of rules will be appliedj which will depend on the business modelj the technology deployed 
and the risk pro,le of the ,ntech participant.

Under the RegLab frameworkj ,ntech participants are given two years to developj test 
and launch their products and services in a controlled environmentj after which ,ntech 
participants with viable business models will be transferred to the full authorisation and 
supervisory regime (provided they meet the authorisation criteria). Firms that are not ready 
after the two-year period will exit the RegLab framework.

In the ;IFCj the ;F7A has created the ITLj which ,ntech companies can apply for to test 
an innovative product or service for six to 32 months. In exceptional casesj the ;F7A will 
consider extending that period. If an ITL licensee has met the outcomes detailed in its 
regulatory test planj and it can meet the full ;F7A authorisation re8uirementsj it will migrate 
to full authorisation. If it does notj the company will have to cease carrying on activities in 
the ;IFC that need regulation. The ;IFC also launched a ,ntech fund of U79300 million fund 
with a stated ob:ective to help promising start-ups raise growth capitalj while also supporting 
their outreach and connections within the wider ,nancial services industry.

To further the ambition of innovation of ;ubai and the UAE in the ,nancial worldj the ;F7A 
and the F7RA are committed to cross-border testing under the direction of the GFIN. The 
purpose of such a pilot scheme is to assist in providing eJcient ways for ,ntech ,rms to 
engage with regulators across multiple :urisdictions.

qhere strategically aligned ,ntech businesses with proven technology re8uire capitalj a 
range of government linked fund vehicles often show interest and can come to the aid of 
such business provided there is some domestic growth mandate as part of their business 
plans.

Law stated - 5 July 2024

FINANCIAL REGULATION

Regulatory bodies
jhich bodies regulate the provision of Nntech products and services,

For banking and lending-related activities in onshore UAEj the ,nancial services regulator 
is the UAE Central Bankj while for securities and capital markets-related mattersj the UAE 
7ecurities and Commodities Authority (7CA) is the relevant regulator. Following the merger 
between the UAE Central Bank and the UAE Insurance Authority under ;ecretal Federal Law 
No. 25 of 2020j the UAE Central Bank is now also the Onshore UAE insurance sector regulator.

In February 2022j Law No. 4L2022 Regulating zirtual Assets in the Emirate of ;ubai (the 
;ubai zirtual Assets Law)j creating the zirtual Assets Regulatory Authority (zARA)j was 
passed. zARA regulates businesses relating to virtual assetsj including cryptoassets and 
non-fungible tokens (NFTs) in the Emirate of ;ubai including all special development Kones 
and free Kones in ;ubaij other than the ;ubai International Financial Centre (;IFC). 7ince 
zARAHs introductionj it has enacted the zirtual Assets and Related Activities Regulations 
202– (the zirtual Assets Regulations)j establishing a central legal framework for virtual asset 
service providers (zA7Ps) to advance zARAHs regulatory ob:ectives in ;ubaiHs virtual assets 
space.
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For all regulated ,nancial activities in the ;IFCj the regulator is the ;ubai Financial 7ervices 
Authority (;F7A). For all regulated ,nancial activities in the Abu ;habi Global Market (A;GM)j 
the regulator is the Financial 7ervices Regulatory Authority (F7RA).

It should also be noted that the UAE Central Bank established the FinTech OJcej following 
its announcement at the FinTech Abu ;habi 2020j to foster the development of the ,ntech 
sectorj placing the country at the forefront of the market. 1oweverj it is important to highlight 
that the FinTech OJceHs aim is to embrace innovation and digital transformation but does 
not have its own regulatory mandate and has no regulatory purposes.

Law stated - 5 July 2024

Regulated activities
jhich activities trigger a licensing requirement in your ?urisdiction,

The onshore UAE regulatory regime is separate and different from the regulatory regime 
found in the ;IFC and the A;GM. 7oj when considering the UAEj it is important to ,rst ask 
which speci,c :urisdiction and ,nancial regulatory regime is applicable.

As ,nancial free Konesj both the ;IFC and the A;GM have their own common law-based 
commercial and civil legal and ,nancial services regulatory frameworksj as well as their own 
dedicated courts. The ;F7A is the ,nancial services regulator for activities conducted in or 
from the ;IFC and the F7RA regulates ,nancial services activities in or from the A;GM. The 
relevant federal onshore UAE (namelyj in the UAE but outside the ;IFC and A;GM) ,nancial 
regulators are the 7CA and the UAE Central Bank. The UAE Central Bank is the prudential 
regulator for onshore UAE and mainly regulates activities relating to banking and lending 
activities such as•

D deposit-taking (including sweep deposit accounts)‘

D foreign exchange trading‘

D guarantees and commitments‘

D payment services (including the issuance of payment instruments and other means 
of payments)‘

D primary lending‘

D factoring‘

D invoice discounting‘

D arranging primary loans‘

D secondary market loan trading‘ and

D secondary market loan intermediation.

Outside the banking and lending contextj the UAE Central Bank was historically the sole 
,nancial services regulator for onshore UAE prior to the establishment of the 7CA (in 2003) 
and the UAE Insurance Authority (IA) (in 200V). 1oweverj the IA has now been absorbed by 
the UAE Central Bank. There are therefore some other areas of ,nancial activity that the 
UAE Central Bank continues to regulate W such asj among other thingsj currency brokeragej 
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money exchange and some activities that would be typically associated with investment 
banking.

Generallyj the types of regulated activities in onshore UAEj the ;IFC and the A;GM includej 
among other things•

D the marketing and sale of securities‘

D providing investment advice‘

D dealing in products and investments (either as principal or agent)‘

D underwriting and placing ,nancial products‘

D offering and providing discretionary investment management services‘

D marketing or selling funds (including the provision of investment advice)‘

D accepting deposits‘

D providing credit‘

D providing money services‘

D arranging deals in investments‘

D managing assets‘

D managing a collective investment fund‘

D advising on ,nancial products‘ and

D insurance intermediation.

7ecurities and ,nancial products that are regulated by the respective ,nancial services 
regulators across onshore UAEj the ;IFC and the A;GM includej but are not limited toj e8uity 
securitiesj debt securitiesj linked productsj derivativesj structured productsj depositsj notes 
and warrants.

7ecurities and Commodities Authority ;ecision No. 26LRML202– in relation to zirtual Assets 
Platform Operators (the zirtual Assets Regulation) develops the regime for the trading of 
virtual assets within the UAE. The zirtual Assets Regulation is applicable to exchangesj 
crowdfunding platforms and other related ,nancial services based on leveraging virtual 
assets. The following are considered to fall under the ambit of the zirtual Assets Regulation•

D promotingj offering or issuing virtual assets in the UAE‘

D providing virtual asset custody servicesj operating an exchange for virtual assets or 
operating a crypto fundraising platform in the UAE‘ and

D carrying on any other ,nancial activities relating to virtual assets such as promotion 
and marketingj issuance and distributionj advicej brokeragej custody and safekeepingj 
fundraising and operating an exchange.

More recentlyj zARA imposes the obligation to obtain an express authorisation from zARA 
when carrying out seven virtual asset activitiesj including•

D advisory services‘

D broker-dealer services‘
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D custody services‘

D exchange services‘

D payments and remittances services‘

D management and investment services‘ and

D transfer and settlement services.

zA7Ps that ful,l zARAHs licensing re8uirements are also re8uired to comply with 
activity-speci,c rulebooks (in addition to the ,ve zARA compulsory rulebooks) relating to 
their provision of the relevant virtual asset activities.

Law stated - 5 July 2024

Consumer lending
Is consumer lending regulated in your ?urisdiction,

Yes. Article 65 of UAE ;ecretal Federal Law No. 34 of 203M Regarding the Central Bank and 
Organisation of Financial Institutions and Activities provides that the UAE Central Bank will 
regulatej among other thingsj the activities of ’providing credit facilities of all typesHj ’providing 
stored values servicesj electronic retail payments and digital money servicesH and ’providing 
virtual banking servicesH.

qith regard to the provision and booking of these services ’in or fromH either the ;IFC or 
the A;GMj these activities are likely to be considered as ’providing creditHj which will re8uire 
a licence from either the ;F7A or F7RA respectively. To the extent that these services are 
only ’advisedH on or ’arrangedH from the same :urisdictionsj an appropriate licence would 
also be re8uired from either the ;F7A or F7RA. If these services are merely promoted 
(with no ’advisingH or ’arrangingH) ’in or fromH either ,nancial free Konej unless an exemption 
appliesj a Representative OJce licence would be re8uired from either the ;F7A or the F7RA 
respectively.

In November 2020j the UAE Central Bank issued the Consumer Protection Regulations 2020 
to ensure the protection of consumersH interests in their use of any ,nancial productj service 
or relationship with licensed ,nancial institutions. This ensures that the licensed ,nancial 
institutionsH approach to consumer protection is in line with international standards. Along 
with the ob:ective of promoting a culture within licensed ,nancial institutions of respecting 
and acting in the best interest of consumersj it speci,cally aims to protect consumers by 
de,ning the institutional obligations for the protection of consumers.

Law stated - 5 July 2024

Secondary market loan trading
Are there restrictions on trading loans in the secondary market in your 
?urisdiction,
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7econdary market loan trading is an activity regulated by the UAE Central Bank. It constitutes 
primary lending and is regulated whether or not the loan has been fully drawn. The trading of 
loans would also constitute a regulated ,nancial services activity in the ;IFC and the A;GM.

Law stated - 5 July 2024

Collective investment schemes
Describe the regulatory regime for collective investment schemes and 
whether Nntech companies providing alternative Nnance products or 
services would fall within its scope@

In onshore UAEj there is a general prohibition on marketing unregistered collective 
investment schemes (iej funds) unless they have been registered with the 7CA accordingly 
(either for private or public promotion). 1oweverj the onshore UAE marketing prohibition does 
not apply to the promotion of foreign funds to a non-natural ’8uali,ed investorH. A non-natural 
8uali,ed investor is de,ned in the 7CA rules and includes the federal governmentj among 
others.

There is a private placement regime under the 7CA rulesj where if the potential investor is 
a natural personj foreign funds can be registered for private placement by an 7CA-licensed 
promoter sub:ect to several conditions.

qith regard to the ;IFCj there is a prohibition on marketing unregistered funds in the ;IFC 
except through a ;F7A-licensed intermediary with the appropriate type of licencej unless 
an exemption applies. The prohibition on the offer or sale of a fund only applies where this 
activity is carried out ’in or fromH the ;IFC. It is not possible to register a foreign fund for 
distribution in the ;IFC. Funds need only be registered with the ;F7A if they are domiciled 
in the ;IFC. There are currently relatively few funds domiciled in the ;IFC and so most 
funds marketed in the ;IFC are foreign (iej non-;IFC-domiciled) andj thereforej unregistered. 
1oweverj all funds and collective investment schemes promoted ’in or fromH the ;IFC need 
to meet a fund eligibility criteria.

Once a marketing entity holds the appropriate licence it may market foreign-domiciled funds 
or ;IFC-domiciled fundsj provided it markets only to investors within the scope of its licencej 
and in the case of any foreign fund•

D the fund 8uali,es as a ’designatedH or ’non-designated fundH‘

D the marketing entity has a reasonable basis for recommending a fund as suitable to 
a particular client‘ or

D the fund offered discreetly to persons who are professional clients and the minimum 
subscription per investor is U7950j000.

7imilar provisions exist with regard to the A;GM.

Following a public consultationj the ;F7A updated its rules to include ’operating a 
crowdfunding platformH as a regulated activity.

qith regard to onshore UAEj Circular No. VL2020j the Loan-Based Crowdfunding Activities 
Regulationj was published in October 2020 by the UAE Central Bank. This regulates the 
operation of crowdfunding companiesj platformsj borrowersj lending and controls over client 
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money. The regulation sets out rules on the re8uirements for entities that can be involved in 
such regulated activities and the segregation of crowdfunding money to be held within UAE 
banks with such accounts being re8uired to be audited regularly.

1oweverj depending on the speci,c activities undertaken (iej where the platform merely 
introduces two independent contracting parties or if the platform is actively establishing a 
fund or offering securities)j the activity may potentially fall under existing UAE Central Bank 
or 7CA regulation.

Law stated - 5 July 2024

Alternative investment funds
Are managers of alternative investment funds regulated,

Yesj managers of alternative investment funds are regulated in onshore UAEj the ;IFC and 
the A;GM.

Law stated - 5 July 2024

Peer-to-peer and marketplace lending
Describe any speciNc regulation of peer-to-peer or marketplace lending in 
your ?urisdiction@

Lending is a regulated activity whereby intermediary platforms are re8uired to obtain 
approvals to operate from the UAE Central Bankj which would trigger compliance 
re8uirements on the platform including the proper vetting of borrowers and anti-money 
laundering checks.

qhile interest is prohibited under articles 45M to 45N of Federal ;ecree-Law No. –3L2023 On 
the Issuance of the Crimes and Penalties Law and is void under articles 204 and V34 of the 
Civil Codej interest is permitted under articles V2 of the Commercial Codej provided it does 
not exceed N per cent. In any casej UAE Federal 7upreme Court ;ecision No. 34LN of 2M 
/une 3NM3 permits the charging of simple interest in connection with banking operations. 
Furthermorej in /anuary 2024j the UAE Federal 7upreme Court determined that compound 
interest is prohibited under shariah lawj article 323 of Federal ;ecree-Law No. 2–L2022 on 
the Central Bank and the regulation of ,nancial activities and article MM of Federal Law No. 
50L2022 Promulgating the Commercial Transactions Law.

On 3 August 203Vj changes to the ;F7A rules came into force that introduced rules relevant 
to crowdfunding. Additional rulesj which included investment limits and property valuation 
re8uirements in the context of property crowdfundingj came into force on 3 /uly 203N.

In 7eptember 203Mj the A;GM launched the Guidance on the Regulatory Framework for 
Private Financing Platforms after holding a consultation on the matter. This framework 
intends to regulate operators of private ,nancing platforms serving e8uity investmentj debt 
,nancing and trade receivables funding needs of start-upsj private enterprises and small 
and medium-siKed enterprises (7MEs). It contains rules on loan-based or investment-based 
crowdfundingj which affects private ,nancing platform operators that seek to connect 
clients or investors to their stakeholders.
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Law stated - 5 July 2024

Crowdfunding
Describe any speciNc regulation of crowdfunding in your ?urisdiction@

Financial services in the UAE are regulated either by the UAE Central Bank or the 7CA 
depending on the nature of the activity. In respect of ,nancial free Kones in the UAEj such 
activities are regulated by the ;F7A in the ;IFCj and the F7RA in the A;GM. In particularj 
issues of securities by UAE companies are regulated under the UAE Companies Law (Federal 
Law No. 2 of 2035) (as amended by Federal ;ecre
e-Law No. 26L2020 on the amendment of certain provisions of Federal Law No.
 2L2035 on Commercial Companies) and regulations issued by the 7CA. As suchj under 
the UAE Companies Lawj only public :oint-stock companies may offer securities by way of 
a public subscription through a prospectus. Other companiesj whether incorporated in the 
UAE (onshore or in a free Kone) or in a foreign :urisdictionj are prohibited from advertising 
including the invitation to a public subscription without the approval of the 7CA. In practicej 
private :oint-stock companies are entitled to issue securities to sophisticated investors by 
way of a private placement. Accordinglyj this regulatory limitation restricts the ability of 
limited liability companiesj the legal form adopted by most 7MEs in the UAEj from raising 
funds through e8uity-based crowdfunding.

In recent timesj changes to the ;F7A rules came into force that introduced rules relevant 
to crowdfunding. Additional rulesj which included investment limits and property valuation 
re8uirements in the context of property crowdfundingj came into force on 3 /uly 203N.

The F7RA previously issued the Guidance on Regulatory Framework for Private Financing 
Platformsj which seeks to regulate crowdfunding activities aimed at private companies 
(start-ups to 7MEs) to source alternative ,nancing from private and institutional investors. 
Regulatory re8uirements include capital re8uirementsj risk analysisj due diligencej marketing 
restrictions and limits on exit options.

The UAE Central Bank has published Circular No. V of 2020 Loan-Based Crowd Funding 
Activities Regulations containing a framework for licensingj regulating and monitoring 
load-based crowdfunding platforms (CFPs)j safeguarding the ,nancial system from the risks 
posed by such platformsj assisting in administering the loans resulting from CFP operations 
as well as to safeguard the interests of the consumers in the UAE.

In March 2022j UAE Cabinet ;ecision No. –6L2022 Regulating the Activity of the Operator of 
a Crowdfunding Platform (later amended by Cabinet ;ecision No. 3–NL202–) was issued to 
allow the 7CA to regulate crowdfunding operators in both the public and private sectors. The 
law sets the re8uirements and obligations for operatorsj and restricts entities such as banks 
and investments funds from becoming operators.

Law stated - 5 July 2024

Invoice trading
Describe any speciNc regulation of invoice trading in your ?urisdiction@
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Invoice trading currently falls within the activity of ’arranging creditH within the ;IFC and is 
regulated as such by the ;F7A. 7imilar provisions exist in the A;GM. qith regard to onshore 
UAEj invoice trading will re8uire a form of regulatory licence either from the UAE Central Bank 
(if its activities fall under Federal ;ecree-Law No. 36L2023 on Factoring and Transfer of Civil 
Accounts Receivable) or the 7CA (if invoices were to be considered as a ,nancial product 
falling within the 7CAHs Promoting and Introducing Regulations W Regulation –LRM of 203V). 
To the extent that services are merely promoted within onshore UAEj the ;IFC or the A;GMj 
a Representative OJce licence in the respective :urisdiction would be re8uired.

Law stated - 5 July 2024

Payment services
Are payment services regulated in your ?urisdiction,

Yes. In 203Vj the UAE Central Bank published its Regulatory Framework for 7tored zalues 
and Electronic Payment 7ystemsj which singularly covered digital payment services.

This was then replaced by the UAE Central BankHs 7tored zalue Facilities Regulation (the 7zF 
Regulation)j issued in 7eptember 2020. In additionj the UAE Central Bank issued the Retail 
Payment 7ystems Regulation (the RP7 Regulation) and the Large zalue Payment 7ystems 
Regulations (the LzP7 Regulation) in /anuary 2023j and the Retail Payment 7ervices and 
Card 7chemes Regulation (the RP7C7 Regulation) was issued in /uly 2023. The most recent 
addition to this UAE Central Bank suite of instruments has been the Payment Token 7ervices 
Regulation (the PT7 Regulation) in /une 2024. Togetherj the ,ve regulations now cover 
the regulatory framework for payment system providers in the UAE (the Payment 7ervices 
Regulations).

The 7zF Regulation covers the licensingj enforcement and supervision of 7zF in the UAE as 
well as non-UAE entities that promote 7zF on a cross-border basis.

The RP7 Regulation sets out the licensingj designation and oversight framework that the 
Central Bank intends to follow with respect to the licensing and designation of RP7. It 
aims to ensure the safety and eJciency and smooth and eJcient operation of the ,nancial 
infrastructure system.

The LzP7 Regulation applies to LzP7 operating in the UAE or those that accept clearing 
or settlement of transfer orders denominated in the UAE dirham both within the UAE and 
outside. The LzP7 Regulation re8uires compliance with the provisions of the Principle of 
Financial Market Infrastructures. It also covers the licensing obligations and re8uirements in 
relation to LzP7 as well as the ongoing re8uirements for designated LzP7.

The RP7C7 Regulation sets out the rules and conditions for ac8uiring and maintaining 
a licence for the provision of retail payment services and operating a card scheme. 
The term ’retail payment servicesH comprises nine de,ned categories of retail payments 
services• payment account issuance servicesj payment instrument issuance servicesj 
merchant ac8uiring servicesj payment aggregation servicesj domestic and cross-border 
fund transfer servicesj payment token servicesj payment initiation services and payment 
account information services.

The PT7 Regulation sets out the rules and conditions for the granting and maintaining 
of a licence for the provision of payment token servicesj including conversionj custody 
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and transfers. The PT7 Regulation also sets out rights and obligations for customers and 
service providers and restricts the use of certain forms of stablecoins and tokens. The PT7 
Regulation does not cover any licences already under the remit of the other Payment 7ervices 
Regulations.

The Payment 7ervices Regulations each point to various other UAE Central Bank instruments 
and should therefore be considered in a wider context. qhere there are any gaps in 
substance or areas of ambiguityj the older UAE Central Bank instruments that remain in force 
can be used for guidance.

In the ;IFCj following the publication of the ;F7AHs Consultation Paper No. 325 on Proposals 
for Money 7ervices in 203Nj the ;F7A Rulebook Conduct of Business Module (COB Module) 
was amended to introduce re8uirements for the provision of money services in relation to 
electronic money in the ;IFC.

The F7RA issued enhancements to its Regulations and Rules concerning providing money 
services (PM7) in November 2020. The improvements include amendments to the scope of 
PM7 as well as the introduction of a new set of rules in the F7RAHs COB Rulebook for payment 
accounts and stored value services as well as more risk-sensitive capital re8uirements for 
such services.

The recent zirtual Assets Regulations also provide ’payment and remittances servicesH as 
one of the seven virtual assets activities covered by the new regulations. All zA7Ps operating 
in ;ubai must now be licensed by zARA and must also comply with the compulsory and 
activity-speci,c rulebooks. The payments-related rulebook was published in /une 202–.

Law stated - 5 July 2024

Open banking
Are there any laws or regulations introduced to promote competition that 
require Nnancial institutions to make customer or product data available 
to third parties,

Other than in the context of a regulatory or oJcial investigationj there is no speci,c obligation 
in UAE legislation re8uiring the disclosure of data to third parties.

The general position is that ,nancial institutions that are in a position to collect and store data 
from the public are bound by a duty of con,dentiality. A breach of this duty of con,dentiality 
could attract criminal liability under article 4–2 of the UAE Penal Code. Furtherj article 306 of 
the Banking Law re8uires the UAE Central Bank to keep con,dential all banking data that it 
receives.

In February 202–j the Central Bank of the UAE issued a press release announcing the 
launch of the Financial Infrastructure Transformation (FIT) Programme to promote the digital 
transformation across the ,nancial services sector in the region. The FIT Programme is 
set to be integrated by 2026 and is divided into nine key pillarsj one being open ,nance. 
This initiative is part of the second stage of the implementation of the programmej which 
aims to develop a number of digital infrastructuresj including the establishment of open 
,nance platforms to foster cost-eJciencyj innovationj customer experience and improve 
regulatory compliance security and operational resilience. In particularj by developing open 
,nance infrastructuresj the UAE Central Bank wishes to strengthen collaboration in the 
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,nancial services sectors through interconnectivity and interoperability among all players 
and institutions.

In April 2024j the Central Bank issued its Open Finance Regulation to establish a framework 
for licensingj supervising and operating an Open Finance Framework in the UAE. The 
regulation will be mandatory for a host of ,nancial institutionsj but will be implemented in 
phasesj with banks being the ,rst to be included. 

Law stated - 5 July 2024

Robo-advice
Describe any speciNc regulation of robo-advisers or other companies that 
provide retail customers with automated access to investment products 
in your ?urisdiction@

The F7RA has issued a regulatory framework for digital investment managers 
(robo-advisers) operating in the A;GM. To supplement thisj the F7RA has also released 
guidance to illustrate how its regulatory framework applies to robo-advisers in the A;GM. 
In particularj the guidance outlines•

D the regulatory permission that may be re8uired to provide digital investments services 
in or from the A;GM‘ and

D how the F7RA will apply its authorisation criteria in key existing areas of 
technology governancej suitability and disclosurej and newer areas such as algorithm 
governance.

Law stated - 5 July 2024

Insurance products
Do Nntech companies that sell or market insurance products in your 
?urisdiction need to be regulated,

Nothing in current ;IFC or A;GM legislation speci,cally regulates ,ntech companies that 
wish to sell or market insurance productsj andj thereforej the general regulation around the 
sale and marketing of insurance products in the relevant :urisdictions applies.

Insurance operations in onshore UAE are now regulated by the UAE Central Bank following 
the merger between the Insurance Authority and the UAE Central Bank under Federal 
;ecree-Law No. 25 of 2020. The UAE Central Bank has assumed regulatoryj supervisoryj 
licensing and enforcement functions for the insurance sector.

The Electronic Insurance Regulations 2020 (Insurance Authority Board of ;irectorsH 
Resolution No. 3M of 2020) was introduced to regulate insurance agentsj actuariesj 
brokersj surveyors and insurance consultants carrying out insurance activities via electronic 
operations. Prior approval must be obtained to conduct insurance activity electronically and 
re8uires a raft of safeguards relating to electronic transactions including risk analysis and 
contingency plans for system disruptions.
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The UAE Central Bank is committed to facilitating the advancements of new technologies 
across the ,nancial sector as part of its ,ntech strategy. This includes adopting insurtech 
for insurance services.

Although the Insurance Authority and the UAE Central Bank have mergedj the rules and 
regulations issued by the Insurance Authority under Federal Law No. 6 of 200V will continue 
to apply to all licensed organisations until their replacement by the UAE Central Bank.

Law stated - 5 July 2024

Credit references
Are there any restrictions on providing credit references or credit 
information services in your ?urisdiction,

Yes. Pursuant to the 7CA Board of ;irectorsH ;ecision No. 3MLRM of 203M Concerning the 
Regulations as to Licensing Credit Rating Agenciesj a credit rating is ’a periodic measure 
to determine and assess the ability of the rated entity to meet its ,nancial liabilitiesj and 
potential risks that may affect itj and to evaluate the ,nancial products and potential risks 
of ac8uiring them by the investorH and credit rating activities are regulated. To be eligible 
for a licence to carry on credit rating activitiesj an entity must havej among other thingsj a 
minimum of 2 million UAE dirhams in capital and consent from the UAE Central Bank (should 
the licence application be sub:ect to their mandate).

In the ;IFCj ’operating a credit rating agencyH is a regulated activity that would re8uire a ;F7A 
licence. 7imilar provisions exist in the A;GM.

1oweverj individual credit reference and information services are possible in the UAE through 
the Al Etihad Credit Bureau (AECB)j which is a public :oint stock company wholly owned by 
the UAE federal government. According to UAE Federal Law No. 6 of 2030 concerning Credit 
Informationj the AECB is mandated to regularly collect credit information from ,nancial 
and non-,nancial institutions in the UAE. The AECB aggregates and analyses this data to 
calculate credit scores and produce credit reports that are made available to individuals 
and companies in the UAE. The AECB collects information on individuals and companies 
from banksj ,nance companies and telecoms companies. Additional information from other 
sources such as utilitiesj real estatej government and other entities are planned to be added 
in the future. Financial institutions in the UAE are mandated by law to supply the AECB with 
all credit information on a monthly basis.

Law stated - 5 July 2024

CROSS-BORDER REGULATION

Passporting
Can regulated activities be passported into your ?urisdiction,

In March 203Nj the Emirates 7ecurities and Commodities Authorityj Financial 7ervices 
Regulatory Authority (F7RA) and the ;ubai Financial 7ervices Authority (;F7A) announced 
that a new fund passporting regime would be available to facilitate the promotion of funds 
licensed by each authority across the UAE. The passporting of a UAE fund allows the licensed 
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,rm to promote units to ’8uali,ed investorsH domiciled in the other relevant :urisdiction. A 
noti,cation specifying to which other :urisdictions the fund is to be promoted needs to be 
given to the relevant regulator and the details of the passported UAE fund should be listed 
in the relevant regulatorsH Register of Passported Funds. This regime removes the need for 
multiple regulatory licences and reduces the costs for the promotion of funds across the 
UAE. The funds will still have to comply with the relevant re8uirements and the regulators 
have the power to take a fund off the Register of Passported Funds if they are non-compliantj 
wound upj or if one of the other regulators of fund managers re8uests that the fund be 
removed.

Other than in respect of fundsj there is no passporting arrangement applicable to regulated 
activities although there is an industry desire to push for this and enable businesses to have 
wider reach.

Law stated - 5 July 2024

Requirement for a local presence
Can Nntech companies obtain a licence to provide Nnancial services in 
your ?urisdiction without establishing a local presence,

Yesj formal licences from regulators in the UAE :urisdictions re8uire the applicant to have a 
UAE legal entity. Certain types of licences are prescriptive about which type of entity and 
where in particular the applicant needs to be incorporated.

1oweverj it is possible for ,ntech companies to market on a cross-border basis into onshore 
UAE without having to obtain a licence. If marketing activities are undertaken on a genuinely 
cross-border basis (namelyj by telephonej website or email from outside the UAE) they should 
not be sub:ect to UAE regulation. To ensure that marketing activities are conducted on a 
true cross-border basis and not deemed to be conducting business in the UAEj several 
guidelines should be followedj which include not having a physical or legal presence in the 
UAEj marketing only towards non-natural 8uali,ed investors and processing any subscription 
payments outside the UAE.

In relation to cross-border marketing into the ;ubai International Financial Centre (;IFC)j 
there are several guidelines that should be followed to reduce the risk of marketing activities 
being treated as having taken place ’inH the ;IFCj such as not having a physical or legal 
presence in the ;IFCj keeping marketing materials generic and only made to certain types of 
pre-identi,ed ’professional clientsH (as de,ned under the ;F7AHs Conduct of Business Rules) 
and performing all generic marketing from outside the ;IFC.

qith regard to regulated activities where a licence is re8uired from a UAE ,nancial services 
regulator (including the UAE Central Bankj the 7ecurities and Commodities Authorityj the 
;F7A or the F7RA)j a ,ntech company would need to be locally established in the relevant 
:urisdiction to obtain a licence. Notej howeverj that the initiatives launched by the Abu ;habi 
Global Market and the ;IFC re8uire lighter regulatory oversight for 8uali,ed participants.

Law stated - 5 July 2024

SALES AND MARKETING
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Restrictions
jhat restrictions apply to the sales and marketing of Nnancial services 
and products in your ?urisdiction,

There are a number of restrictions on the offering or promotion of ,nancial services in 
onshore UAEj the ;IFC and the Abu ;habi Global Marketj and in many cases corresponding 
exemptions relating to these promotionsj all of which differ according to the type of product 
or service offered.

In February 202–j the new zirtual Assets and Related Activities Regulations 202– issued 
by the zirtual Assets Regulatory Authority came into forcej which imposes a number of 
restrictions on the sales and marketing of cryptoassets. This is mentioned in more detail 
in the Cryptoassets 8uestion of this chapter.

Law stated - 5 July 2024

CRYPTOASSETS AND TOKENS

Distributed ledger technology
Are there rules or regulations governing the use of distributed ledger 
technology or blockchains,

The UAE federal government and certain emirate-level governments have publicly committed 
to the creation of problem statements and use cases to enable government services to 
bene,t from distributed ledger technology (;LT) andj in particularj blockchain. Examples of 
this include the government of ;ubaiHs public commitment to have all government services 
and transactions on the blockchain by 2020.

In some areasj UAE law is permissive as regards the use of ;LT and distributed digital 
ledgers or databases in scenarios where parties intend to create legal relations‘ for examplej 
article 32 of Federal Law No. 3 of 2006 on Electronic Commerce and Transactionsj which 
seems to have foreseen ’smart contractsH by con,rming the validity and enforceability 
of contracts formed through computer programs that include two or more electronic 
information systems present and pre-programmed to carry out the transactionj even if 
no individual is directly involved. The UAE government launched the Emirates Blockchain 
7trategy 2023j with the aim of transforming government transactions into the blockchain 
platform.

The ;ubai zirtual Assets Law is designed to help regulate the operation of virtual asset 
platforms that utilise ;LT. The ;ubai zirtual Assets Law is applicable to the Emirate of 
;ubai including all special development Kones and free Kones in ;ubaij other than the ;ubai 
International Financial Centre (;IFC). The zirtual Assets Regulatory Authority (zARA) will 
be responsible for issuing licences for the provision of any virtual asset platform operation 
and management services. An increasing number of virtual asset service providers (zA7Ps) 
have demonstrated compliance with the zARA re8uirements and been granted licences in 
this regardj and it has been reported that many institutions are currently working to obtain 
licensing status.

The current zARA licence types that zA7Ps can seek to obtain are as follows•
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D Preparatory Minimum ziable Product (MzP) Licence• zA7Ps must satisfy all of the 
licensing re8uirements under the zARA MzP Licence Conditions ;ocument. The 
zA7P must obtain an Operational MzP Licence before it can begin offering virtual 
asset services‘

D Operational MzP Licence• zA7Ps that satisfy all of the operational re8uirements under 
the zARA MzP Licence Conditions ;ocument. It allows zA7Ps to offer approved 
virtual asset services to institutional clients and 8uali,ed investors‘ and

D Full Market Product (FMP) Licence• zA7Ps must satisfy all of the re8uirements as 
speci,ed under the zirtual Assets Regulations. It allows a zA7P to offer approved 
virtual asset services to retail customers as well as institutional customers and 
8uali,ed investors.

qith the passing of zARAHs licence application deadline in November 202–j an increasing 
number of zA7Ps are being granted Operational MzP licences. The remaining zARA licence 
recipients are currently at the MzP Provisional or MzP Preparatory stage. 1oweverj following 
the bankruptcies of renowned crypto institutions like FTXj those in the space have reported 
that zARA has tightened its licensing re8uirements and will likely be re8uesting additional 
information from applicantsj thus presenting additional regulatory obstacles for prospective 
zA7Ps seeking licences in the near future.

In March 2023j the ;ubai Financial 7ervices Authority (;F7A) issued Consultation Paper No. 
3–M on the Regulation of 7ecurity Tokens (CP3–M). Although this proposal went through the 
consultation stagesj it appears that no formal Feedback 7tatement was publicly released 
in this regard. As suchj the ;F7A launched a regulatory framework for investment tokens 
on the back of CP3–M and updated its rulebook to reSect the same. Investment tokens are 
broadly de,ned as•

D a security or derivative in the form of a cryptographically secured digital 
representation of rights and obligations that is issuedj transferred and stored using 
;LT or other similar technology‘ or

D a cryptographically secured digital representation of rights and obligations that is 
issuedj transferred and stored using ;LT or other similar technology and•

D confers rights and obligations that are substantially similar in nature to those 
conferred by a security or derivative‘ or

D has a substantially similar purpose or effect to a security or derivative.

In this regardj the marketingj issuingj trading or holding of investment tokens in or from the 
;IFC will be regulated.

Furthermorej in March 2024j the ;IFC enacted ;igital Assets Law No. 2 of 2024 (;AL). The 
;AL formally recognises digital assets as intangible property and sets out concepts such 
as what it means to controlj and have title and rights toj digital assets. Additionallyj through 
amendments to other ;IFC laws (such as the Contract Law)j the ;AL formally recognises 
and incorporates into the law key blockchain concepts such as coded contracts.

In November 202–j following consultations that took place earlier that yearj the Registration 
Authority of Abu ;habi Global Market (A;GM)j enacted the ;istributed Ledger Technology 
Foundations Regulations 202– (the ;LT Regulations) that provide for a new legal 
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framework for foundations that facilitate ;LT and token issuance. The ;LT Regulations 
include provisions around the structure of ;LT foundationsj governance and controlj 
tokensj reporting obligationsj disclosures and publicationj bene,cial ownershipj supervisionj 
insolvencyj li8uidation and voluntary strike-off.

Law stated - 5 July 2024

Cryptoassets
Are there rules or regulations governing the promotion or use of 
cryptoassets( including digital currencies( stablecoins( utility tokens and 
non-fungible tokens FJ)Ts’,

The 7tored zalue Facilities Regulation allows the use of crypto or virtual assets as a stored 
value when purchasing goods and services. 1oweverj it was later clari,ed that such assets 
are not recognised legal tenders in the UAEj with the oJcial legal tender being the UAE 
dirham. These assets may also be used as a form of investment and as such be sub:ect 
to the UAE 7ecurities and Commodities Authority (7CA) Regulations.

In May 202–j the 7CA issued Board of ;irectorHs ;ecision No. 26LRM of 202– in relation to 
zirtual Assets Platform Operators (abrogating ;ecision No. 2–LRM of 2020 Concerning the 
Regulation of Cryptoassets). The new regulations follow developments in the virtual asset 
space and incorporate similar changes to those seen in the ;IFC and A;GM to allow trading 
by 7CA regulated and licensed zA7Ps according to a list of accepted virtual assets.

The 7CA has also issued Board of ;irectorHs ;ecision No. 2VLRM of 202– amending Board 
of ;irectorHs ;ecision No. 3–LRM of 2023 in relation to the 7CA Rulebook. The regulation 
amends the 7CA Rulebook to include virtual assets as listed products that can be dealt by 
,rms regulated by the 7CAj and extends the list of licensed 7CA activities to cover virtual 
assets.

The ;ubai zirtual Assets Law is also relevant to the regulation of virtual assetsj which 
are broadly de,ned as ’a digital representation of the value that can be digitally traded or 
transferred or used as an instrument for exchangej payment or investment purposesH. This 
de,nition would therefore include cryptoassets such as security tokensj cryptocurrencies 
and NFTs. There is a general prohibition under the ;ubai zirtual Assets Law preventing 
entities from carrying out any virtual asset services to consumers unless they have received 
a licence from zARAj operate in ;ubai and have a trade licence from the relevant commercial 
authority in ;ubai. Applicants are currently granted an initial MzP licence by zARAj which 
allows them to provide products and services to select groups of investorsj before they are 
fully authorised. In August 2022j zARA enforced Administrative Order No. 3L2022 Relating 
to Regulation of Marketingj Advertising and Promoting Related to zirtual Assets (Marketing 
Regulations) to govern the promotion of virtual asset-related activities in ;ubai (excluding the 
;IFC). To accompany thisj zARA issued Administrative Order No. 2L2022j which lists certain 
,nes and penalties for breaches of the Marketing Regulations. Relevant businesses will be 
liable to pay penalties ranging between 50j000 UAE dirhams to 200j000 UAE dirhams for 
independent offencesj with ,nes being doubled (up to a maximum of 500j000 UAE dirhams) 
for repeat violations within the following year.
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The A;GM regulatory framework for virtual assets (,rst introduced on 25 /une 203M and 
amended in February 2020) features a number of guidance points related to virtual assets 
and digital wallets.

In November 203Nj the ;F7A published Consultation Paper No. 325 on Proposals for Money 
7ervices. In the paperj the ;F7A set out its proposal to allow certain activities relating to 
money services that have emerged owing to rapid advancements in technologyj with the 
;F7A recognising that these activities could promote the growth of regulated ,nancial 
services activities in ;IFC and provide greater protection and choices to users of money 
services. One of the activities it proposed to allow was the provision of money services 
(as de,ned in the ;F7A Rulebook Conduct of Business Module (COB Module)) in respect 
of electronic currency. Amendments to the ;F7A Rulebook COB Module came into force 
on 3 April 2020j introducing re8uirements for the provision of money services in relation to 
electronic money in the ;IFC.

In April 202–j the ;F7A announced (through Consultation Paper No. 350) its plans to 
make several changes to the ;F7A Rulebooks particularly to clarify elements of the money 
servicesj crypto tokens and crowdfunding regimes in the ;IFC. 7ubse8uently it released its 
Consultation Paper No. 35– (CP 35–) in /anuary 2024.

Although crypto tokens and investment tokens both form an integral part of the ;F7AHs 
broader digital assets regime in ;IFCj they are both regulated under separate frameworks. 
The crypto tokens regime went live in November 2022 following the ;F7AHs publication of 
its Consultation Paper No. 34– on the Regulation of Crypto Tokens (CP34–) in March 2022 
and the subse8uent release of its Feedback 7tatement on the CP32– in October 2022. The 
crypto tokens regime is very comprehensive and regulates a wider scope of cryptoassets 
compared to the investment tokens regimej covering not only the de,nition and promotion 
of crypto tokens but also establishing clear rules for other categories of tokens including 
’excluded tokensH and ’prohibited tokensHj as well covering other regulatory re8uirements in 
this regard such as market abusej Islamic ,nance and token custody.

Law stated - 5 July 2024

Token issuance 
Are there rules or regulations governing the issuance of tokens( including 
security token offerings FSTOs’( initial coin offerings FICOs’ and other 
token generation events,

Following a public consultationj in /une 203M the Financial 7ervices Regulatory Authority 
(F7RA) issued its framework for the regulation of spot cryptoasset activitiesj including those 
undertaken by exchangesj custodians and other intermediaries in the A;GM. 7peci,callyj the 
F7RA introduced the new regulated activity of ’operating a crypto asset businessH that coversj 
among other thingsj the arrangingj buyingj sellingj custody provisionj marketing and advising 
on the merits of the buying or selling of ’accepted cryptoassetsH. The regime also included 
a regulatory framework for the operation of a ’cryptoassets exchangeH and a ’cryptoasset 
custodianH.

On 34 May 203Nj the F7RA issued its updated guidance addressingj among other things•

D
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7tablecoins and ,at tokens• stablecoins that are fully backed by ,at currencies (,at 
tokens) will be treated as a form of digital representation of money. qhere used as 
a payment instrument for the purposes of money transmission as de,ned under the 
A;GMHs Financial 7ervices and Markets Regulations 2035 (F7MR)j the activity will be 
licensed and regulated as ’providing money servicesH.

D Custody• further clarity on the types of cryptoasset custody activities that can be 
undertaken and setting out F7RA expectations in terms of custody governance and 
operations.

D Technology governance• further enhancements and clari,cations are introducedj 
including in relation to changes in the underlying protocol of a cryptoasset that results 
in a fork (coding change)j and the associated governance and control expectations 
for cryptoasset exchanges and licence holders.

D F7RA Anti-Money Laundering and 7anctions Rules and Guidance• as the Anti-Money 
Laundering Rulebook applies in full to the regulated activity of cryptoasset operators 
or holdersj the guidance has been updated with the latest local and global changes 
and provides further clarity on the use of new regulatory and surveillance technologies 
in this area.

As part of its ongoing commitment to regularly update and improve its crypto-regulatory 
framework based on global developmentsj the F7RA updated its virtual asset regulatory 
framework in February 2020.

Among other thingsj the key amendments include•

D changing the de,nition of ’cryptoassetH to ’virtual assetH (to align the terminology with 
that of the Financial Action Task Force)‘ and

D moving the applicable regulations and rules from the bespoke category of ’operating a 
crypto asset businessH to the respective underlying regulated activities (egj providing 
custodyj operating a multilateral trading facility and dealing in investments). This is to 
better reSect the nature of the underlying activities in relation to virtual assets.

In October 203Nj the 7CA issued draft legislation W the Regulation for Issuing and Offering 
Crypto Assets W thatj when implementedj will directly regulate cryptoassets in the UAEj 
including crypto exchanges. In 202–j the 7CA issued Board ;ecision No. 26LRM 202–j which 
applies to exchanges based on virtual assets.

In /une 2023j the UAE Central Bank issued the Retail Payment 7ervices and Card 7chemes 
Regulation. This regulates payment service providers and re8uires ,rms providing payment 
token services in onshore UAE (excluding the ;IFC and the A;GM) to obtain a licence from 
the UAE Central Bank. The de,nition of payment token is narrowj howeverj only covering 
,at-backed stablecoins.

The Payment Token 7ervices Regulation (PT7 Regulation) issued in /une 2024 by the UAE 
Central Bank provides speci,c rules and conditions for the grant and maintenance of a 
licence for the provision of payment token servicesj including for the issuance of tokens‘ 
however these are still only applicable to ,at-backed stablecoins.

Following the ;F7AHs CP35–j as of /une 2024j new amendments to the ;F7AHs regulatory 
framework are in effect. The ;F7A has introduced a regulatory regime that recognises 
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stablecoins and updates the regime for the custody and staking of crypto tokens. The 
amendments also enable certain investments by managers into both recognised and 
unrecognised crypto tokens. 

The ;ubai zirtual Assets Law applies onshore in the Emirate of ;ubai (excluding the ;IFC) 
and covers both ’virtual assetsH (digital representations of value) and ’virtual tokensH (digital 
representations of sets of rights that can be offered and traded through digital platforms). 
It also re8uires platforms to obtain licences from zARA to provide services of exchange 
(namelyj exchange between virtual assets and ,at currencies or between one or more forms 
of virtual assets) and services relating to the offering of or trading in virtual tokens. In Autumn 
202–j zARA introduced two signi,cant updates to its virtual assets regulatory frameworkj 
speci,cally the Custody 7ervices Rulebook and zirtual Asset Issuance Rulebook. zARA 
now allows for zA7Ps providing custody services to also provide staking services without 
the need for a separate licencej greatly bene,tting zA7Ps. Additionallyj zARA also updated 
its regulations for stablecoins and introduced new issuance re8uirementsj obligations for 
issuers and restrictions on incentives to encourage customers to ac8uire the stablecoins.

As a general pointj in February 202–j the UAE Central Bank issued a press release announcing 
the launch of the Financial Infrastructure Transformation (FIT) Programme to promote the 
digital transformation across the ,nancial services sector in the region. The FIT Programme 
is set to be integrated by 2026 and is divided into nine key pillarsj one being central bank 
digital currency (CB;C). This initiative is part of the ,rst stage of the implementation of the 
programmej which aims to develop a number of digital payment infrastructures and services 
such as the issuance of CB;Cs for cross-border and domestic uses.

Law stated - 5 July 2024

ARTIFICIAL INTELLIGENCE

Arti9cial intelligence
Are there rules or regulations governing the use of artiNcial intelligence( 
including in relation to robo-advice,

The Financial 7ervices Regulatory Authority (F7RA) has issued a regulatory framework 
for digital investment managers (robo-advisers) operating in the Abu ;habi Global Market 
(A;GM). To supplement thisj the F7RA has also released guidance to illustrate how its 
regulatory framework applies to robo-advisers in the A;GM. In particularj the guidance 
outlines•

D the regulatory permissions that may be re8uired to provide digital investments 
services in or from the A;GM‘ and

D how the F7RA will apply its authorisation criteria in key existing areas of 
technology governancej suitability and disclosurej and newer areas such as algorithm 
governance.

In additionj certain sector-focused regulationsj particularly data protection lawsj cover topics 
such as automated decision-making and pro,lingj whichj by extensionj are likely to govern 
the activities of certain arti,cial intelligence (AI) systems and machine learning (tools that 
are commonly used in the ,ntech space) from a data privacy perspective. More recentlyj 
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in 7eptember 202–j the ;ubai International Financial Centre (;IFC) issued amendments to 
the ;IFCHs existing ;ata Protection Regulations 2020. 7uch updates include obligations on 
controllers and processors who process personal data through the use of autonomous and 
semi-autonomous systems.

In 203Nj 7mart ;ubai introduced the ’ethical AI toolkitH that lays out non-binding guidelines 
and standardsj for the providers of AI services and systemsj in respect of the ethical and 
responsible use of AI.

In May 2024j with the launch of the ;ubai Universal Blueprint for AIj the Emirate of ;ubai 
announced its intention to create a ;ubai Commercial Licence for Arti,cial Intelligence to 
attract specialist AI companies to the emirate‘ howeverj as at the time of writingj few details 
have been released about the regulation and administering body for the licence.

Otherwisej there are currently no formal rules or regulations governing the use of arti,cial 
intelligence or automated investment advice (namelyj robo-advisory services) in the ;IFC or 
onshore UAE. Those conducting these automated investment activities will need to ensure 
that they are authorised to provide investment advicej irrespective of the method of delivery.

The ;ubai Financial 7ervices AuthorityHs (;F7A) Innovation Testing Licence regime has 
been used to issue licences relevant to automated investment advisory services. In these 
casesj there are bespoke disclosuresj reporting conditions and monitored progress in line 
with an agreed ’regulatory test planH. Firms intending to provide robo-advisory services have 
also been accepted into the A;GMHs Regulatory Laboratory (which provides a controlled 
environment for ,ntech participants to develop and test innovative ,ntech solutions).

Law stated - 5 July 2024

CHANGE OF CONTROL

Noti9cation and consent
Describe any rules relating to notiNcation or consent requirements if a 
regulated business changes control@

Under the ;ubai International Financial Centre and Abu ;habi Global Market frameworksj 
there are detailed provisions relating to changes of controlj including where noti,cations 
need to be made with the ;ubai Financial 7ervices Authority (;F7A) or the Financial 7ervices 
Regulatory Authority respectivelyj or where their prior approval needs to be obtained. In both 
casesj these are contained in the general modules of the respective regulatorHs rulebook. 
7imilarj although less detailedj provisions exist within the regulatory frameworks relevant 
to the UAE Central Bank and the UAE 7ecurities and Commodities Authority. Federal and 
sector-speci,c competition law provisions also often overlap with the 8uestions around 
changes of control. 

Law stated - 5 July 2024

FINANCIAL CRIME

Anti-bribery and anti-money laundering procedures
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Are Nntech companies required by law or regulation to have procedures 
to combat bribery or money laundering,

In March 2023j the 7ecurities and Commodities Authority (7CA) introduced the Board of 
;irectors ;ecision No. 2–LRM of 2020 Concerning the Regulation of Cryptoassets and 
Administrative ;ecision No. 33 of 2023 Concerning Guidance for Cryptoasset Regulations. 
It is now a speci,c re8uirement for persons conducting ,nancial activities in respect of 
cryptoassets to apply the Financial Action Task ForceHs guidance and recommendations 
in respect of the mitigation of anti-money laundering (AML) risks for virtual assets and 
virtual asset services providers (zA7Ps)j in addition to any standards issued by the UAE 
Central Bank in respect of Financial Action Task Force guidance. The 7CAHs regulations 
on virtual assetsj which entered into force in 2020j have also introduced ,nancial crime 
controlsj including AML protections and market abuse provisionsj to all market participants. 
The regulations permit regular enhancements to the standards and re8uirements in line with 
global developments.

In 2023j the UAE Central Bank issuedj among othersj the updated Guidelines for Financial 
Institutions on Anti-Money Laundering and Combating the Financing of Terrorism and 
Illegal Organisationsj which is applicable to ,nancial institutions. The guidelines provide 
additional clarity on the preferred risk-based approach and standards expected of a ,nancial 
institutionHs AML and sanctions programmes. In con:unction with thisj in May 202–j the UAE 
Central Bank issued further guidance to assist licensed ,nancial institutions identify the 
money laundering risks and vulnerabilities related to virtual assets and zA7Psj and to assist 
such institutions comply with their legal obligations in this regard. 1oweverj these guidelines 
are not intended to have force of law and are to be read in con:unction with the relevant lawsj 
cabinet decisionsj regulations and regulatory rulings in force.

Outside the cryptoasset regulationsj the UAEHs AML provisions apply directly to ,nancial 
institutions and designated businesses and professions. qhile the UAEHs anti-bribery and 
corruption (ABAC) provisions apply to all individuals and entities in the UAEj there are 
currently no positive re8uirements in relation to ABAC‘ howeverj it is a positive obligation to 
notify the authorities if you become aware of any criminal offence.

In the ;ubai International Financial Centre (;IFC)j under article V3(3) of the ;IFC Regulatory 
Law No. 3 of 2004j the ;IFC regime re8uires compliance with the federal regime. The federal 
legislation governing money laundering and terrorist ,nancing is also applicable in the ;IFC. 
The Anti-Money Launderingj Counter-Terrorist Financing and 7anctions Module to the ;ubai 
Financial 7ervices Authority (;F7A) Rulebook applies to entities in respect of their activities 
carried on in or from the ;IFC. The procedures that must be put in place include applying 
a risk-based approach that is ob:ective and proportionate to the risksj based on reasonable 
groundsj properly documented and reviewed and updated at appropriate intervals. Effective 
AML systems and controls must also be established and maintained to prevent opportunities 
for money laundering. A risk-based assessment must be undertaken for every customer to 
assign the customer a risk rating proportionate to the customerHs money laundering risks. 
Customer due diligence must be undertaken to verify the identity of the customer and the 
bene,cial owner and understand the source of funds. This should be ongoing by monitoring 
transactions and complex and unusual transactions. A money laundering reporting oJcer 
must be appointed with responsibility for implementing and overseeing compliance‘ the 
oJcer must have an appropriate level of seniority and independence to act in the role and 
be resident in the UAE.
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7imilar to the ;IFCj the federal legislation governing money laundering and terrorist ,nancing 
also applies within the Abu ;habi Global Market (A;GM). The A;GMHs AML rules are 
contained in the Anti-Money Laundering and 7anctions Rules and Guidance Module to the 
Financial 7ervices Regulatory Authority Rulebook (the A;GM AML Module). According to 
the A;GM AML Modulej an entity must have policiesj proceduresj systems and controls that 
ensure compliance with the federal lawj enable suspicious customers and transactions to 
be detected and reportedj ensure the entity can provide an appropriate audit of a transaction 
trailj and ensure compliance with any other obligations as contained in the A;GM AML 
Module. The ;IFCHs AML rules are contained in the ;F7AHs Anti-Money Launderingj Counter 
Terrorist Financing and 7anctions Module.

In March 2022j the UAE was added by the Financial Action Task Forcej the global ,nancial 
crime watchdogj to the Grey Listj a list of counties that are under increased monitoring 
because of de,ciencies in their AML and countering the ,nancing of terrorist regimes. 
The UAE committed to implementing the recommendations of the Internal Cooperation 
Review GroupHs Action Plan to remove itself from the Grey List and improve its regimes. 
7ubse8uentlyj in February 2024j the UAE was removed from the Grey List. 

Law stated - 5 July 2024

Guidance
Is there regulatory or industry anti-Nnancial crime guidance for Nntech 
companies,

There is no guidance speci,cally targeted at ,ntech companies. The regulatory guidance on 
,nancial crime is contained in the ;F7A AML rulesj the A;GM AML rules and the applicable 
federal laws and regulations. Federal legislation targeting ,nancial criminal activities applies 
e8ually to individuals and companies operating or present in the commercial-free Konesj 
,nancial fee Kones and throughout all Emirates of the UAE.

Law stated - 5 July 2024

DATA PROTECTION AND CYBERSECURITY

Data protection
jhat rules and regulations govern the processing and transfer Fdomestic 
and cross-border’ of data relating to Nntech products and services,

The Federal ;ecree-Law No. 45L2023 On the Protection of Personal ;ata (the UAE P;P 
Law) has been issued but will only be fully enforceable six months after the issuance of the 
corresponding executive regulations (the P;PL Regulations). The P;PL Regulationsj which 
will contain further details and conditions of the UAE P;P Lawj have yet to be issued.

Until thenj the UAE still does not have a speci,cj enforceable standalone data protection 
law. Insteadj various general and sector-speci,c laws and regulations govern aspects of the 
processing of personal data in the UAE. For example•

D the UAE Constitution provides for a right to freedom and secrecy of communications‘
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D the Penal Code and Cybercrime Law provide for a range of criminal offences 
prohibiting the disclosure or publication of private information and the interception 
of personal communications‘

D the Civil Code and Labour Law set out certain obligations on employers when dealing 
with employee information‘

D another law governs the collectionj processing and disclosure of credit-related 
information‘ and

D telecoms operators are sub:ect to special regulations regarding the protection of 
subscriber information.

In additionj certain health-related laws such as the Federal ;ecree-Law No. 2L203N 
Concerning the Use of Information and Communication Technology in 1ealth Fields cover 
certain re8uirements in respect of the processingj securityj retention and transfer of health 
data W which ,ntech businesses providing healthcare-related products and services may 
need to consider.

The Abu ;habi Global Market (A;GM) and the ;ubai International Financial Centre (;IFC) 
have each introduced standalone laws governing the processing of personal data by 
organisations operating in their respective Kones.

The ;IFCHs refreshed ;ata Protection Lawj ;IFC Law No. 5 of 2020j was enacted on 3 /une 
2020. The ;IFC ;ata Protection Law is enforced by the Commissioner of ;ata Protection 
and is also supplemented by the ;ata Protection Regulations 2020. In March 2022j the 
;IFC introduced the ;IFC Laws Amendment Lawj ;IFC Law No. 2 of 2022j which includes 
amendments to several ;IFC lawsj including the ;IFC ;ata Protection Law. 7uch changes 
include clari,cation on the :udicial redress processj increased accountability obligations 
on controllers and processorsj the granting of additional powers to the Commissioner of 
;ata Protectionj and the introduction of a new monetary penalty. Further key amendments 
to ;IFCHs existing ;ata Protection Regulations 2020 were made in 7eptember 202–. 7uch 
updates include obligations on controllers and processors who process personal data 
through the use of autonomous and semi-autonomous systems. 

In February 2022j the ;IFC granted ade8uacy recognition to 7ingaporej 7outh $orea and 
other countries that are part of the Asia Paci,c Economic Cooperation Cross-Border Privacy 
Rulesj for the purpose of cross-border personal data transfers with the ;IFC.

In ;ecember 2022j the ;IFC chief executive oJcer and the Commissioner of ;ata Protection 
issued a :oint statement with the U$ Minister of 7tate for Mediaj ;ata and ;igital 
Infrastructure regarding positive progress on the building of a ’data bridgeH to promote trusted 
and secure data Sows between the two :urisdictions. 7imilar announcements were also 
made by A;GM.

In February 2023j the A;GM enacted the ;ata Protection Regulations 2023j which replaced 
the A;GMHs ;ata Protection Regulations 2035. The 2023 regulationsj which formally came 
into effect inFebruary 2022j have been modelled on international best practice andj in 
particularj the European UnionHs General ;ata Protection Regulation. A key feature of the new 
regulations is the establishment of an independent OJce of ;ata Protection headed by a 
Commissioner of ;ata Protection.
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The ;IFC and A;GM laws re8uire that personal data is processed in a manner that is fairj 
lawful and secure.

Fintech-speci,c rules and regulations

The UAE Central BankHs 7tored zalue Facilities Regulation (the 7zF Regulation) re8uires 
licensees to maintain ade8uate systems and policies related to data protection to ensure 
the protection of information from unauthorised accessj ensure encryption of sensitive dataj 
retrieval access controls must also be enforced to ensure con,dentiality and integrity of the 
databases. The 7zF Regulation also re8uires licences to implement an information retention 
and disposal policy to limit the data storage amount and retention time. In additionj the Retail 
Payment 7ystems Regulation (the RP7 Regulation) also imposes data protectionj security 
and integrity obligations on RP7 licensees.

The UAE Central Bank has also issued the Consumer Protection Regulation (Circular No. 
ML2020)j which regulates the way ,nancial institutions have to deal with consumer data 
in the UAE. A few of the changes introduced include the re8uirement to report signi,cant 
data breachesj the establishment of a department dedicated to managing consumer data 
protectionj the need to have security measures to protect consumer data and a limit on the 
amount of data collected from consumers (namelyj data is to be used and stored for the 
duration necessary to provide ,nancial services).

More recentlyj the zirtual Assets and Related Activities Regulations 202– (the zirtual 
Assets Regulations) would re8uire applicable ,ntech businesses (operating as virtual 
asset service providers (zA7Ps) under the regulations) to comply with activity-speci,c 
rulebooks (in addition to the ,ve zirtual Assets Regulatory Authority (zARA) compulsory 
rulebooks) relating to their provision of the relevant virtual asset activities. Most notablyj 
zARAHs compulsory rulebook on technology and information re8uires zA7Ps to comply with 
applicable UAE data protection and privacy laws W including the re8uirement to appoint a 
data protection oJcerj establish an organisational function responsible for the management 
and protection of personal dataj data breach noti,cation re8uirementsj as well as other 
controls and procedures.

Anonymisation and aggregation of personal data

There are no speci,c legal re8uirements or regulatory guidance in the UAE dealing with 
the anonymisation or aggregation of personal data used for commercial gain. Thisj and 
the absence of a speci,c data protection law in the UAE (outside the ,nancial free Kones) 
(sub:ect to the UAE P;P Law becoming enforceable)j has resulted in a wider scope for the 
commercial exploitation of data for commercial purposes in the UAE.

The de,nitions of ’personal dataH in the A;GM and ;IFC data protection laws each re8uire 
the individual to whom the data relates to being identi,able. The guidance published by the 
;IFC Commissioner of ;ata Protection suggests thatj as data that is stripped of all personal 
identi,ers will no longer relate to an identi,able individualj the ;IFC data protection law will 
no longer apply.

The guidance cautions that complete anonymisation may be diJcult to achieve in practicej 
as data will still be protected if it is possible to identify an individual indirectly using the data. 
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The guidance also reminds organisations that the act of anonymisation is itself an activity 
that must be conducted in compliance with the ;IFC data protection law. The guidance 
published in respect of the A;GM data protection regime does not provide further comment 
on the anonymisation or aggregation of personal data.

Law stated - 5 July 2024

Cybersecurity
jhat cybersecurity regulations or standards apply to Nntech businesses,

Fintech businesses must comply with the UAE Federal ;ecree-Law No. –4L2023 Concerning 
the Fight Against Rumours and Cybercrime (the Cyber Crimes Law)j the provisions of which 
broadly relate to IT securityj state security and political stabilityj morality and proper conduct 
and ,nancial and commercial issues arising from the use of the internet or IT infrastructure. 
It also addresses cybercrimes that are preparedj plannedj directedj supervised or ,nanced 
in the UAE. The Cyber Crimes Law has extraterritorial effect.

zarious ongoing cybersecurity obligations apply to applicants of payment services licenses 
from the UAE Central Bank in the Payment 7ervices Regulations.

For the purposes of the zirtual Assets Regulationsj zARAHs compulsory rulebook on 
technology and information re8uires zA7Ps to create and implementj among other thingsj 
a cybersecurity policy containing mandatory terms and security controls as set out in that 
rulebook.

Law stated - 5 July 2024

OUTSOURCING AND CLOUD COMPUTING

Outsourcing
Are there legal requirements or regulatory guidance with respect to the 
outsourcing by a Nnancial services company of a material aspect of its 
business,

The UAE Central Bank has issued Central Bank Circular No. 34L2023 (the Outsourcing 
Regulations) to adopt minimum acceptable risk management standards for outsourcing 
arrangementsj particularly when international service providers are engaged. qith the new 
Outsourcing Regulationsj and the accompanying Outsourcing 7tandards for Banks 34L2023 
(the Outsourcing 7tandards)j the UAE Central Bank makes explicit its ob:ective to guarantee 
the soundness of UAE banks and improve ,nancial stability in the banking sector. The 
Outsourcing Regulations impose obligations on the internal audit and operational risk 
functions of UAE banks and are expected to implement various new policiesj procedures 
and controls. In particularj banks will need to create a comprehensive risk management 
framework that takes into account the additional risks that arise when business activities 
are outsourced.

Furtherj new minimum standards for outsourcing agreements have been introduced 
including certain contractual terms that have become standard inclusions across the marketj 
for examplej the re8uirement that banks retain full ownership of the data they share with 
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outsourcing service providers. The Outsourcing Regulations also provide that data re8uired 
to conduct the core activities of the bank must be maintained and stored within the UAE 
and any customersH con,dential data must not be shared outside the UAE without the UAE 
Central BankHs approval and consent of their customers.

The ;ubai International Financial Centre (;IFC) and Abu ;habi Global Market (A;GM) also 
each have rulebooks that re8uire that the outsourcing of certain functions for regulated 
entities will need to be compliant and acceptable to the regulator.

Law stated - 5 July 2024

Cloud computing
Are there legal requirements or regulatory guidance with respect to the 
use of cloud computing in the Nnancial services industry,

There are regulations that set parameters around the use of cloud computing in the context 
of outsourcingj which includes those within the ,nancial services industry.

Organisations carrying out functions that are regulated by the ;ubai Financial 7ervices 
Authority (;F7A) (in the ;IFC) or the Financial 7ervices Regulatory Authority (F7RA) (in the 
A;GM) have speci,c obligations in relation to material outsourcingsj which in practice will 
include many cases of the use of cloud computing services. In respect of each material 
outsourcingj the organisation must implement policies and risk management programmesj 
enter into an appropriate contract with the service provider incorporating certain minimum 
termsj and notify the relevant regulator of the outsourcing arrangement. The 7tored zalue 
Facilities Regulation allows licensed businesses to outsource processes to third-party 
service providersj including independent third parties or companies within the licenseeHs 
groupj sub:ect to approval from the UAE Central Bank. A separate section of rules governing 
outsourcing applies when an outsourcing is considered for an operational function or activityj 
although no speci,c distinction or guidance is given in relation to cloud computing solutions.

Law stated - 5 July 2024

INTELLECTUAL PROPERTY RIGHTS

IP protection for software 
jhich intellectual property rights are available to protect software( and 
how do you obtain those rights,

Original computer programs and related software applications are protected by copyright 
as literary works. ;atabases underlying software programs can also attract copyright 
protection. Copyright arises automatically as soon as the relevant literary work is createdj so 
when a computer program is recordedj software lines are codedj or a database is created. 
There is no re8uirement to register these rights to be able to have them recognised or enforce 
them against a third party in the UAE.

If the software code has been kept con,dentialj it may also be protected as con,dential 
information and unauthorised disclosure can attract criminal sanctions. No registration is 
re8uired.
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As computer programs are not speci,cally excluded from patentability under UAE legislationj 
so long as registration formalities are followedj it is possible in principle to obtain patent 
protection for software-implemented inventions and business methods. It is likely to be 
more diJcultj howeverj for these inventions to meet the criteria of noveltyj inventiveness and 
industrial applicability as re8uired by UAE legislation.

Law stated - 5 July 2024

IP developed by employees and contractors
jho owns new intellectual property developed by an employee during 
the course of employment, Do the same rules apply to new intellectual 
property developed by contractors or consultants,

The Federal Law No. –M of 2023 concerning Copyright and Neighbouring Rights (the New 
Copyright Law) replaces the old Federal Law No. V of 2002 as of /anuary 2022 (the Old 
Copyright Law). The New Copyright Law now reverses the position under the Old Copyright 
Law by con,rming the ’work for hireH doctrine. Article 2M of the new Copyright Law states 
that any intellectual property created during the course of employment belongs to the 
employer and not the employee. 1oweverj any copyright made by an employee unrelated 
to the business of the employer that does not use the employerHs resources will remain with 
the employee.

In the context of patentsj provided that an employeeHs role includes inventive activitiesj 
inventions created by an employee in the course of an employment contract are 
automatically owned by the employerj unless otherwise agreed. ;ifferent rules apply if the 
employeeHs role does not include inventive activities. In these casesj the employer may 
exercise an option to take ownership of the invention within four months of becoming aware 
of the invention and the employee is entitled to receive fair compensation.

7imilar to the New Copyright Lawj under ;ubai International Financial Centre (;IFC) Law 
No. 4 of 203N on Intellectual Propertyj the employer has automatic ownership rights over 
works created by employees when produced within the scope of employment or while using 
the employerHs resourcesj unless otherwise agreed by them. The same position applies 
to patents. The law also regulates ownership rights over works created by contractors or 
consultants.

Law stated - 5 July 2024

Joint ownership
Are there any restrictions on a ?oint owner of intellectual propertyHs right 
to use( license( charge or assign its right in intellectual property,

/oint owners of a copyright-protected work in which it is not possible to separate the 
contributions of each owner cannot exercise their rights to usej license or assign the work 
individuallyj unless otherwise agreed in writing (article 26 of the New Copyright Law).

qhere multiple authors contribute different kinds of art to a single workj they may each 
exploit their individual contributions provided that this does not damage the exploitation of 
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the :oint work. The legal position is less clear in relation to works that include contributions 
of the same kind of art from multiple contributors.

A :oint owner of a patented invention may exploit or assign his or her rights independently of 
the other patentees. 1oweverj :oint patentees may only license the exploitation of the patent 
:ointly with the other patentees.

Under ;IFC Law No. 4 of 203N on Intellectual Propertyj rights over an invention created by two 
or more personsj will be shared e8ually between them unless otherwise agreed in writing.

Law stated - 5 July 2024

Trade secrets
5ow are trade secrets protected, Are trade secrets kept conNdential 
during court proceedings,

The UAE legislation dealing with patents and industrial designs also includes speci,c 
protection for trade secrets and know-how. Employees have speci,c statutory duties to keep 
the commercial and industrial secrets of their employers con,dential and may be criminally 
liable in cases of unlawful use or disclosure of information. Trade secrets and con,dential 
information more broadly are commonly protected by way of contractual obligations.

Court proceedings in the UAE are not held in public and there is therefore less of a concern 
about maintaining the con,dentiality of trade secrets in this context.

Law stated - 5 July 2024

Branding
jhat intellectual property rights are available to protect branding and how 
do you obtain those rights, 5ow can Nntech businesses ensure they do 
not infringe ezisting brands,

Brands can be protected as registered trademarks in the UAE. An application for registration 
and other formalities must be pursued to obtain protection. A law recognising a uni,ed 
trademark regime for Gulf Cooperation Council countries has been decreed in the UAE but 
has not yet entered into force.

The UAE trademark database can be used to identify registered trademark rights andj 
thereforej help ensure that a ,ntech business does not infringe on existing brands. The 
database is not available to the public but the law provides for a right to obtain a certi,ed 
extract of the contents of a register upon payment of a fee. Applicants must pay a separate 
fee to search each class for existing trademark rights.

It is highly advisable for new businessesj perhaps using the services of specialist trademark 
attorneysj to check whether the database en8uiry results indicate earlier registrations that 
are identical or similar to their proposed brand names and marks. It may also be advisable 
to conduct internet searches for any unregistered trademark rights that may prevent the use 
of the proposed mark.

Law stated - 5 July 2024
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Remedies for infringement of IP
jhat remedies are available to individuals or companies whose 
intellectual property rights have been infringed,

Remedies available to individuals or companies include•

D precautionary measuresj including re8uirements to cease the use of an infringing 
item‘

D con,scation or destruction of infringing items‘

D damages‘ and

D publication orders.

The UAE legislation dealing with intellectual property rightsj including in respect of patentsj 
designsj trademarks and copyrightj provides for criminal liability in various cases of 
infringement.

;IFC Law No. 4 of 203N on Intellectual Property introduces penalties for infringement of 
intellectual property rights. The ;IFC courts can also issue in:unction orders and award 
damages resulting from the violation of intellectual property law.

Law stated - 5 July 2024

COMPETITION

Sector-speci9c issues
Are there any speciNc competition issues that ezist with respect to Nntech 
companies in your ?urisdiction,

7ince the enactment of Federal Law No. 32 of 2032j the UAE has had a stand-alonej federally 
applicable competition law that covers anticompetitive agreementsj abuse of dominance 
and merger control. Up until ;ecember 202–j the law also had a list of sectors that were 
entirely excluded from its scope W including the ,nancial sector. 1oweverj since ;ecember 
202–j through Federal Law No. –6 of 202–j a new competition law and merger control regime 
has been in place without the sector exclusions contained in the earlier law.

Law stated - 5 July 2024

TAX

Incentives
Are there any taz incentives available for Nntech companies and investors 
to encourage innovation and investment in the Nntech sector in your 
?urisdiction,

There are no special incentives. 1oweverj onshore UAEj the ;ubai International Financial 
Centre and the Abu ;habi Global Market are all currently low or Kero-tax :urisdictions.
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Law stated - 5 July 2024

Increased tax burden
Are there any new or proposed taz laws or guidance that could 
signiNcantly increase taz or administrative costs for Nntech companies 
in your ?urisdiction,

In October 2022j the UAE introduced Federal ;ecree-Law No. 4V of 2022 on the Taxation 
of Corporations and Businessesj which created a UAE corporate tax regime effective from 
/anuary 2024. This new tax regime introduces a N per cent corporate tax rate for 8ualifying 
onshore entities (iej ’8ualifying free Kone personsH).

Law stated - 5 July 2024

IMMIGRATION

Sector-speci9c schemes
jhat immigration schemes are available for Nntech businesses to recruit 
skilled staff from abroad, Are there any special regimes speciNc to the 
technology or Nnancial sectors,

Once an employee enters the UAE on an entry permitj the employer must make an application 
for a residence visa to the immigration authorities. Before the visa is grantedj the employee 
must pass a medical examination. These re8uirements must be satis,ed within 60 days of 
the employeeHs entry into the UAE on the entry permit. Residence visas are typically valid for 
two years outside the free Kones and three years for employees within a free Kone. The total 
cost of the residence visa and the re8uired permits depends on the nature of the companyHs 
activity and whether the employee is hired within or outside the UAE. The cost outside the 
free Kones ranges from U79400 to U793j200. Free Kone costs can differ.

Both ,nancial free Kones in the UAE offer start-up-speci,c licences thatj if obtainedj provide 
for the recruitment of skilled staff from outside of the UAE. In 203Mj the Abu ;habi Global 
Market (A;GM) introduced the A;GM Tech 7tart-up Commercial Licencej under which it 
is possible to secure up to four UAE residence visas. In the ;ubai International Financial 
Centre (;IFC)j the ;IFC FinTech Commercial Licence enables ,ntech start-ups to apply for 
residence visas for their staffj the number of which is dependent on oJce space (generally 
one visa per M0 s8uare feet).

Investor visas are available to shareholders and proprietors.

The UAE government announced the UAE 7trategy for Talent Attraction and Retentionj an 
initiative aimed at enhancing the countryHs attractiveness to foreign investments and talents. 
The strategy aims to position the UAE among the top 30 countries in the global talent 
competitiveness indicesj ensure the availability of talented workforce all across strategic 
sectors and cement the UAEHs image as an ideal destination for living and working.

The UAE also announced its remote working visas for overseas professionals and the ;ubai 
virtual working programme for a period of one year to attract talent and expertise from all 
over the world.
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Law stated - 5 July 2024

UPDATE AND TRENDS

Current developments
Are there any other current developments or emerging trends to note,

No updates at this time.

Law stated - 5 July 2024
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