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List of webinars and dates

3 December: GDPR considerations in contracting for Al solutions
Enforcement of Al issues under data privacy law

Incident Response - GDPR vs EU AI Act
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Agenda

 Defining roles and responsibilities under the GDPR
 Addressing Automated Decision-Making risks
 Managing training data: value, protection, and usage

e (Questions?



Defining roles and responsibilities under the GDPR
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Key Roles: GDPR and AI Systems

Generative Al Systems
Controller Processor

Determines the Acts on Development Developer
purposes + means of instructions from .
processing of controller Provider
personal data More limited
Primarily liable for responsibility for Importer
GDPR compliance GDPR compliance

Distributor

. Deployment Deployer

Joint
Controller

Common objective /
determination of
processing
Joint and several
liability



Further Guidance: Controller vs. Processor

Controller

e Source and nature of data used to
train AI model

« Target output of model

ML algorithms used to create models
from the data (e.g. decision trees,
neural networks)

 Features used in each model

« Key model parameters

« Key evaluation metrics

« Continuous testing and updating
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Processor

Implementation of generic ML
algorithms (e.g. programming language
and code libraries)

Storage of data and models

Measures to optimise algorithm/model
to reduce consumption of computing
resources

Architectural details of how model will
be deployed (e.g. API)
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Further Guidance: Joint Controllership and
“Closed Access” Models

Joint controller Shared objective: Developing, training and fine-tuning Al system, significant influence in both
"why” and “how” the data is processed to achieve that objective

“Closed Access” models

« Joint controllership: Closed-access models rarely fit a simple controller-processor
arrangement, but often developers and deployers share control over purpose and means

 Developers’ influence at deployment: Training data, model architecture, risk mitigations,
and distribution decisions

« Risk: Deployers may lack full control - Important to consider information and levels of
control developer provides

« Common misconception: Joint controllership # equal responsibility - Obligations to be
clearly allocated in an agreement

« (Contracts cannot override reality - Fact-based assessment determines roles, not
contractual labels



Example 1: Cloud-Based ML Service
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Example 1  An organisation provides a cloud-based service consisting of a dedicated cloud computing

Controller

Client

Data and models to use
Key model parameters

Process for evaluating, testing and
updating those models

environment with processing and storage, and a suite of common tools for ML.

 These services enable clients to build and run their own models, with data they have
chosen, but using the tools and infrastructure the organisation provides in the cloud.

Processor

Provider

Programming language and code
libraries tools written in

Configuration of storage solutions

Graphical user interface and cloud
architecture
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Example 2: Live Al Prediction Service

 An organisation provides live Al prediction and classification services to clients.

« It develops its own AI models, and allows clients to send queries via an API (‘what objects
are in this image?) to get responses (a classification of objects in the image).

Controller Processor
Phase 1: Development Phase 1: Development
* Prediction service provider « N/A
Phase 2: Deployment Phase 2: Deployment

 Client  Prediction service provider
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Example 3: Isolated Client-Specific Models

Example 3  An Al service provider isolates different client-specific models.

This enables each client to make overarching decisions about their model, including

whether to further process personal data from their own context to improve their own
model.

Controller Processor

Client (sole) Provider

Key point Isolation between different controllers being complete and auditable
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Example 4: Generative Al Tool for HR

Example 4

« Party A develops a generative Al tool to support HR functions (e.g., drafting job descriptions,
screening CVs, summarising interview notes).

* The tool integrates LLMs from a third-party provider (e.g., OpenAl).

» Party A collects and ingests datasets for training and decides on prompt structure.

« During development, Party A determines the purposes (streamlining recruitment workflows)

and means (data selection, prompt design).

* The third-party LLM provider does not decide purposes or means for EUI-D’s training process.

« After development, Party B purchases the tool and uses it for its HR department, inputting
internal HR data and defining prompts and configurations.

« Party A does not access Party B's system or data.

« If Party A and Party B jointly developed the tool and jointly fed data for shared HR objectives,
they would share influence over purposes and means.

Controller Processor None
Development Party A N/A Third-party LLM provider (unless bespoke LLM built upon
Part A’s request, then processor)
Deployment Party B N/A Party A (unless jointly developed Al tool with Party B, then

joint controller)

12



Practical implications

e L|awful basis
Controller e Individual's rights
e DPIA
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e Article 26 ‘arrangement’ - compliance responsibilities and

3 Joint controllership obligations
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Addressing Automated Decision-Making Risks
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Automated decision-making: Key concepts

Article 22(1) “The data subject shall have the right not to be subject to a decision based solely on
automated processing, including profiling, which produces legal effects concerning him or her
or similarly significantly affects him or her”

ADM Profiling
Process of making a decision by . Automated form of processing
technological means without ADM & PfOfIlIng carried out on PD, objective is
human involvement e.g. creating a profile to evaluate personal aspects
e.g. auto-approving payments then making an about a natural person
based on credit limits automated decision

(approve/reject) based
on that profile with no
human intervention

15
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Art. 22(1) - Scope

Article 22(1) “The data subject shall have the right not to be subject to a decision based solely on
automated processing, including profiling, which produces legal effects concerning him or her
or similarly significantly affects him or her”

1. Is the decision solely automated?

2. Does it have legal / similarly significant effect?

3. Do any exceptions apply? (e.g. necessary for contract, required or
authorised, consent), consider category of data

16



Individual rights and AI-specific challenges

Key obligations:

Inform
the data subject
about the existence
of ADM and profiling

Opportunity
for human
intervention
and right to
contest

Significance
and envisaged
consequences

for the data

subject

Meaningful
information
about the logic
involved
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Challenges:
Black box Al Automation bias
and lack of and overreliance
transparency, on Al output
complex Al systems without critical
assessment

Discrimination
and amplification
of biases in
training data

17
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Contractual solutions - Addressing ADM Risks

Contractual Considerations

Ensure the contract includes obligations to comply with relevant GDPR provisions, such
as cooperation in responding to data subject requests, assistance with regulatory
investigations, and notification of ADM/profiling activities.

GDPR
provisions

Require provision of clear, accessible information that can be shared with individuals
Transparency about the existence of ADM/profiling, the logic involved, and the likely consequences.
Include obligations for ongoing review and updates as regulatory standards evolve.

Human Set out requirements to enable meaningful human intervention in relation to relevant Al
oversight systems.

Include obligations for to sharing of information and training materials to enable

UL regular training of staff involved in ADM/profiling.
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Managing training data: value, protection, and
usage



Key Concerns for Customers and Suppliers

Training Data: Key Concerns

Customer concerns

 Ensuring personal data is lawfully
obtained and processed

e Clarity on how data will be used and
shared

* Protection of confidential and
proprietary information

« Transparency about data sources and
use

* Quality and volume of data used
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Supplier concerns

Right to use, process, and improve
models with customer data

Managing risks from third-party or
aggregated datasets, ensuring lawful
sourcing and respecting restrictions

Maintaining data quality, accuracy, and
relevance as models are retrained or
updated

Balancing innovation and improvement
with contractual and regulatory
obligations

20
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Contractual Solutions: Training Data

Contractual Considerations

GDPR
Provisions

Permitted Use

IP / licences

Confidentiality

Transparency

Ensure the contract includes clear obligations to comply with all relevant GDPR
requirements, including lawful processing, cooperation on data subject rights, data
minimisation, accuracy, and support for regulatory investigations.

Clearly define how training data can be used, including any restrictions on combining
with other datasets, use for model improvement, or sharing with third parties.

Set out the intellectual property position and licensing terms for both the training data
and any resulting models.

Include robust confidentiality provisions to protect commercially sensitive, proprietary,
or personal data.

Require the supplier to provide clear, accessible information about the source, nature,
and use of training data, and to support the customer in meeting transparency
obligations to individuals and regulators.
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Useful resources

CtrlTransfer Digital Regulation Tracker Al Literacy Programme
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Next session > 13 January: Enforcement of Al issues under data privacy law
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