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Introduction
Al & Data Security: Double edged

1.

Al is a cybersecurity tool: anomaly detection, threat pattern recognition, phishing
detection

Al is a cybersecurity risk: vast amounts of data, leakage, hallucination, insider risk,
complications post breach

Intensification of regulatory scrutiny: e.g. UK - ICO, FCA, NCSC, CMA, and UK Al
Safety Institute all active.
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Current regulatory / legislative framework
Overarching trends

1. Increase in laws addressing security and cyber issues

2. No one stop shop across the EU

3. Extra-territorial effect of new laws

4. Greater vendor due diligence required

5. Combination of EU Directives and EU Regulations making harmonisation more challenging
6. Higher 'GDPR style' fines

7. UK divergence



Current regulatory / legislative framework
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EU and UK GDPR

1.

Organisations (controllers and processors) must implement appropriate technical and
organisational security measures to ensure the security of personal data taking into
account what is state of the art, cost, scope and risk (Article 32)

Technical measures include pseudonymisation and encryption, ensuring confidentiality,
integrity, availability and resilience, restoring the availability and access to personal data

Organisational measures include training, policies and procedures - ensuring awareness
of security risks and issues

Regular testing, assessment and evaluation of those measures

Notification of breaches to individuals, controllers and regulators (Articles 33 and 34).
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Current regulatory / legislative framework
EU AI Act for high-risk Al systems

1. Risk Management System: ongoing risk assessment and mitigation, including data security
risks

2. Data Governance: secure, high-quality data; compliance with GDPR; data integrity and
management

3. Documentation: record keeping, maintain records of cyber security measures

4. Cybersecurity: implement robust cybersecurity measures; resilience against potential
third party attacks

5. Monitoring & Reporting: detect and report serious incidents, including data breaches

6. Deployer/User Responsibilities: use systems as instructed; monitor and report risks
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UK NIS Regs and EU NIS2 Directive

1.

UK NIS Regs 2018: focus on operators of essential services and some digital service providers
(‘critical infrastructure’), contains security duties, obligations to report incidents impacting services.
Extra-territorial effect and high fines.

EU NIS2 Directive: replaces NIS. Extra-territorial effect. Expands coverage to other sectors
including other digital services (inc. cloud computing service providers and data centres), managed
service providers and managed cyber security service providers. Covers security duties, incident
reporting, management responsibility, supply chain management, registration obligations. “GDPR-
style” penalties.
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Current regulatory / legislative framework
EU DORA

1.  Focus on financial entities and third party service providers to boost operational resilience.

2. Requires ICT risk management, incident reporting to relevant competent authorities, digital
operations resilience testing, third party risk management.

3.  Requires proportionate approach when defining risk exposures and remediation measures.
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Al and data security
Challenges and risks

1.

Corruption of training datasets or data poisoning leading to incorrect outputs, inaccurate data

Model vulnerabilities including malicious inputs, model inversion attacks reconstructing training
data, data leakage

Unauthorised access or use of Al tools and shadow AI, open-source Al models
Risk of exposure of personal data or re-identification of anonymized personal data

Third party tools may contain vulnerabilities, ability to manipulate tool or agent to divulge sensitive
data

Lack of secure deployment and monitoring
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Compliance and risk mitigation
Practical steps

1.

2.

DPIA before using new Al tools and systems

Training to provide guidance on safe use of Al systems and raising awareness of risks and attacks
Strong data provenance, verification and minimisation

Vendor risk assessments

Secure deployment using encryption and access controls

Ongoing monitoring to detect use of Al tools, Al agents, exfiltration of data, breaches or mis-use

Other governance steps

11
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Security incident and breach response

Key Issues

1. Detection: Al can both help and hinder breach identification (false positives, opaque logs).

2. Containment & notification: Art 33 UK GDPR — notify ICO within 72 hrs if risk to rights and freedoms.
Art 34 — notify individuals if high risk. Consider other notifications - other regulators, insurers,
counter-parties (including Al provider).

3. Root-cause analysis: Was Al itself compromised, or did its output contribute?

4. Preserving evidence & privilege: Secure logs, maintain forensic chain, involve legal early.

5. Cross-regulatory lens: FCA / PRA operational-resilience, NIS Regulations, DORA (for EU operations).

12



Litigation / disputes / liability

1. Regulatory exposure

« ICO investigations into Al security failures or unfair processing.
« FCA / PRA enforcement if operational-resilience breached.

« CMA scrutiny where algorithmic decisions affect consumers.

2. Civil & collective claims

« Misuse of private information / negligence / breach of confidence following Al-driven data
loss.

« Group-litigation potential post-Lloyd v Google and Prismall v Google.

3. Contractual & vendor liability
* Allocation of Al-related risk in outsourcing and SaaS contracts.
 Warranties on data integrity, limitation clauses, indemnities.

4. Reputational issues
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Security incident and breach response
Practical steps

1.  Ensure IRP, playbooks still fit for purpose
2.  Ensure training and testing still fit for purpose
3. Pre-emptive review of contractual rights and safeguards

4. Sufficient consideration of mid to long term effects
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List of webinars and dates

Al and data security

GDPR considerations in contracting for Al solutions
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Useful resources

CtrlTransfer Digital Regulation Tracker Al Literacy Programme
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Next session > Date: GDPR considerations in contracting for Al solutions
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