Welcome to
SANS

Offensive
Operations East

June 8-14 | Baltimore, MD

GENERAL INFORMATION

Venue

The Royal Sonesta Harbor Court Baltimore
550 Light Street, Baltimore, MD 21202
Phone: 410-234-0550

Event Check-In | Badge & Courseware Distribution
Location: Prefunction (LEVEL2)

Sunday, June 8 ... 5:30-7:00 PM
Monday, June 9. ...... .o 7:00-8:30 AM

Registration Support
Location: Caucus (LEVEL 2)

Monday, June 9-Friday, June 13 ............... 8:00 AM-5:30 PM
Saturday, June 14 ... 8:00 AM—2:00 PM

CLASS INFORMATION

Parking

Parking is available at a discounted rate of $12 per day or $28 per
night self parking. If you are staying overnight, please give the
Front Desk agent your license plate number when checking in to
receive discount. If you are driving in daily, please give the Front
Desk agent your license plate number prior to leaving for the day.

Course Breaks

Morning Coffee . ... 7:00-9:00 AM
Morning Break™. ... ..o 10:30-10:50 AM
Lunch(onyourown) ............cooeiiineeann... 12:15-1:30 PM
AfternoonBreak*........... ... ... ... L. 3:00-3:20 PM

*Snack and coffee to be provided during these break times.

All courses will run 9:00 AM-5:00 PM (unless noted) NOTE: All courses will start at 8:30 AM on Day 1

SEC504: Hacker Tools, Techniques, and Incident Handling™
(6-DAY COURSE)

INSTRUCTOR: Joshua Wright . .................... Whitehall South (LEVEL?2)
HOURS: 8:30 AM-7:15 PM (COURSE DAY 1)

SEC535: Offensive Al — Attack Tools and Techniques™
(3-DAY COURSE)
INSTRUCTOR: Foster Nethercott...................... Ravenhurst (LEVEL2)

SEC542: Web App Penetration Testing and Ethical Hacking™
(6-DAY COURSE)
INSTRUCTOR: Bojan Zdrnja ..........ooevvnnn.... Whitehall North (LEveL2)

Enhance your training
experience. Add a GIAC
Certification attempt

and OnDemand Bundle
to your course.

GIAC Certifications Distinguish yourself as an information security
leader and get certified. giac.org

OnDemand Bundle Extend your training experience with four months of
supplemental online review and 24/7 online access
to your course lectures, materials, quizzes, and labs.
sans.org/ondemand/bundles

SEC560: Enterprise Penetration Testing™ (s-0av course)
INSTRUCTOR: Jon Gorenflo ......oovevviinennnnnn... Brightons (LEVEL2)

SEC617: Wireless Penetration Testing and Ethical Hacking™
(6-DAY COURSE)
INSTRUCTOR: Monta ELKins ..., Seton (LEVEL?)

SEC660: Advanced Penetration Testing, Exploit Writing,

and Ethical Hacking™ (6-bav course)

INSTRUCTOR: Stephen Sims ............coveiinnnn. Guilford (LOBBY LEVEL)

HOURS: 8:30 AM~-7:00 PM (COURSE DAY 1); 9:00 AM-7:00 PM (COURSE DAYS 2-5);
9:00 AM-5:00 PM (COURSE DAY 6)

3 WAYS TO ORDER

ONLINE: Add to your order via your
Portal Account: sans.org/account

CALL:  1-301-654-SANS (7267)

EMAIL: registration@sans.org



SPECIAL EVENTS

WORKSHOP:
SANS Villages

DATE/TIME: Sunday, June 8 | 10:00 AM-5:00 PM

LOCATION:  Brightons (LEVEL2)

WORKSHOP:
Artificial Infection:
Using Al to Write Malware

DATE/TIME: Sunday, June 8 | 10:00 AM=12:00 PM

LOCATION: Whitehall South (LeveL2)

SPECIAL EVENT:
Workshops Gratis Lunch

DATE/TIME: Sunday, June 8 | 12:00-1:00 PM
LOCATION: Westminster (LOBBY LEVEL)

WORKSHOP:
Follow the SSRF Rabbit

DATE/TIME: Sunday, June 8 | 1:00-3:00 PM
LOCATION: Whitehall South (LeveL2)

WORKSHOP:
Active Directory Privilege Escalation

DATE/TIME: Sunday, June 8 | 3:15-5:15 PM
LOCATION: Whitehall South (LeveL2)

HOTEL FLOOR PLAN

RECEPTION:
Welcome Reception & Courseware
Distribution

DATE/TIME: Sunday, June 8 | 5:30-7:00 PM
LOCATION: Pre-Function (LEVEL2)

RECEPTION:
Breakfast Networking Reception

DATE/TIME: Tuesday, June 10 | 7:30-9:00 AM
LOCATION:  Pre-Function (LEVEL2)

RECEPTION:
SANS@Night Reception

DATE/TIME: Tuesday, June 10 | 5:30-6:30 PM
LOCATION: Pre-Function (LEVEL2)

SANS@NIGHT:
Accelerating Multi-Discipline

Cybersecurity Analysis with ClickHouse

SPEAKER:  Joshua Wright
DATE/TIME: Tuesday, June 10 | 6:30-7:30 PM
LOCATION: Whitehall South (LEvEL2)

COMMUNITY NIGHT:
Strengthening Connections in
Cybersecurity

DATE/TIME: Wednesday, June 11 | 5:30-6:30 PM
LOCATION: Pre-Function (LEVEL2)

SANS@NIGHT:

Fighting the Impossible:
Supply Chain Attacks
SPEAKER:  Bojan Zdrnja
DATE/TIME: Wednesday, June 11 | 6:00-7:00 PM
LOCATION: Whitehall South (LEvEL?)

CYBER RANGE:
Core NetWars

DATE/TIME: Thursday, June 11 | 6:30-9:30 PM
LOCATION: Whitehall South (LeveL2)

CYBER RANGE:
Core NetWars

DATE/TIME: Friday, June 11 | 6:30-9:30 PM
LOCATION: Whitehall South (LeveL2)

LOBBY LEVEL

LEVEL 2
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