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Incident response (IR) capabilities play a major
role in an organization’s security posture. IR teams
and their capabilities determine how well
organizations will be able to respond in the event
a threat actor strikes. The SANS 2023 Incident
Response survey will examine the tools, processes,
and people involved in IR. We will look into rising
technologies, response and recovery times, and
employment trends in the industry. In addition,
gathered data will be compared to results from
previous years’ surveys to identify trends and
changes in the industry.

Specific topics covered include:

» How long are organizations taking to identify,
respond to, and remediate incidents?

» What technologies are proving most useful in
supporting incident response teams?

» Common issues and challenges organizations
are facing when it comes to IR

- What is the biggest challenge in your
organization’s IR?

- How does your organization gather and store
data for IR?

* How are organizations supporting their IR staff?

- What training has been beneficial to
supporting your organization’s IR staff?
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