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SANS 2022 ICS SECURITY SUMMIT

Orlando, FL | In-Person and Virtual

June 2: Expo Day 1 & Summit Bonus Sessions
June 3: Expo Day 2 & Summit Solutions Track

OVERVIEW

CHAIRPERSON
Adversaries targeting Industrial Control Systems (ICS) and

Operational Technology (OT) environments have demonstrated
an understanding of control systems with a skilled ability to
develop ICS-capable attack tools to gain access and cause
negative effects through cyber-kinetic attacks. As ICS security
managers and practitioners, we know ICS attacks can change
physical conditions or render unexpected or dangerous output.
Consider a cyber-compromised active safety instrumented
system (SIS) that fails to monitor and safely shut down a gas
pipeline operation or refinery process in an over-pressurized
condition. The focus of this event is to show how ICS Defense is
Doable across:

Dean Parsons
SANS Certified Instructor

Dean brings over 20 years of technical and
management experience to the classroom. He
has worked in both Information Technology

and Industrial Control System (ICS) Cyber
Defense in critical infrastructure sectors such as
telecommunications, and electricity generation,
transmission, distribution, and oil & gas refineries,
storage, and distribution. Dean is an ambassador
for defending industrial systems and an advocate
for the safety, reliability, and cyber protection of
critical infrastructure.

Distributed control systems (DCS)

Supervisory control and data acquisition (SCADA)
Industrial control systems (ICS)

Other OT control system types used to monitor events,
processes, and devices in the sector

The ICS Security Summit will focus on technical case studies and
thought leadership using specific examples relevant to helping
companies improve the security of their infrastructure.
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