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Introduction

Most organizations rely on third parties to provide important services and capabilities,
often not realizing that third-party vendors are as vulnerable to advanced attacks as the
organizations are. The increasing level of access and integration within host organization
environments can present risks and potential new avenues of compromise. To manage
these risks, host organizations must adapt their security procedures to include vendors,
partners, and even customers. In addition, to secure the third party as much as possible,
organizations must closely evaluate their own people, processes, and technology.

Third-party breaches may occur in many different ways. A software manufacturer could
be breached via malware that modifies source code, which the software manufacturer
then distributes to enterprises that use the software. This exact scenario played out with
SolarWinds in 2020-2021! Or perhaps an attacker steals a vendor’s credentials, giving
the thief remote access to an enterprise the vendor partners with or provides support
to, which then leads to infiltration of the enterprise network from an already trusted
source (the vendor network). Repeatedly, we've seen trusted access come back to bite us,
whether from vendors, partners, or other third parties that organizations work with on a
regular basis. We need to do a better job at securing our networks and assets from third
parties that, although trusted to some extent, may still represent a significant risk to our
organizations just by virtue of being connected or providing software or services to us.

We need more effective risk management for vendors and service providers that we
employ in our environments or that we use to provision business services (such as

cloud providers, for example). Defining critical vendors and service providers (as well as
partners) represents a starting point. From there we need to carefully evaluate which
types of assets and data that the third-party organizations and solutions will interact with.

With more organizations focusing on the third party than ever before, it's time to take a
hard look at what third-party products and services we have, what third-party providers
can access, and what types of behaviors vendors and service providers exhibit during the
course of business. With the third party firmly in the crosshairs of adversaries, there's no
better time than now to focus on third-party risk and third-party security.

In this paper, SANS reviews a leading third-party cyber risk management solution:
the CyberGRX Exchange. We highlight several critical features and services that any
organization could benefit from immediately.

The CyberGRX team provisioned an account for us that included a variety of associated
third-party solutions and services. When you start off with CyberGRX, you then add

any third-party vendors and services that you work with. (This was already done and
configured for us.) We found the interface easy to navigate. We could also easily access
the CyberGRX Knowledge Base, which contains a multitude of instructional articles, FAQs,
and deeper explanations on core topics. This Knowledge Base is organized by user flow
and searchable by keywords.

" “What SolarWinds Taught Us About Third-Party Risk Management,” SANS Institute,
www.sans.org/webcasts/solarwinds-taught-about-third-party-risk-management-118980/
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Building and Managing a Cyber-Relevant

Third-Party Portfolio

After we acclimated to the interface, we started to review the portfolio of vendors and
third parties associated with our account. Within the CyberGRX ecosystem, this Portfolio
Management Table (PMT) enables users to see and manage all third parties added to
their portfolio along with details about each third party’s assessment status. By clicking
the Company Name, users get quick access to their Vendor Profile Pages. The Reports
Available metric highlighted
on this screen quickly shows Portfolio Management

yo u th e p ro po rt| on Of yo ur Third Party Partfolia Actlon Required Auto Inherent Risk Analysls

portfolio that already has

DOWNLOAD DATA (XLSX)
assessment data available

to request as desired (see 648 423 2 2

Third Parties in Ecozystem Regorts Available otal Crders Ploced Total Grders Delvered

Figure 1).

Filter Companies

We requested available
risk-analysis reports for
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COMPANY NANE / INTERNAL o AVARLABLE IN —— - o
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our third-party companies
and services. Filters and ) -
correlating columns in the
PMT help users further ) R oRoen
understand which level
reports are available o s e
(those labeled as Available

()] HIOH EXPOSURE ORDER

in Exchange), and which

orders/data access requests

have been responded to Figure 1. Portfolio Management
Table Overview

by the third party (Order Status). PMT also enables users to track the progress of new
assessments they have requested (Order Progress), among other things. This function
can facilitate easier portfolio management and more accurate communication to internal
stakeholders about the status of their requested vendor, known risks with vendors, and
more. See Figure 2 for available filtering options.

Inherent Risk Order Status Order Progress In Exchange Tags Industry SERAR
High Exposure Not Ordered Questionnaire Not Started Tier 1 Validated v v
Medium Exposure Ordered Questionnaire In Progress Tier1
Low Exposure Delivered Validation In Progress Tier 2 Validated
Unconfirmed Exposure Denied Complete Tier2

Tier 3

Figure 2. Portfolio Management Filtering
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Although we didn't fully assess the CyberGRX Exchange, more than 200,000
vendors are listed there, each with a risk profile and associated risk data,

and at least 12,000 (at the time of this writing) that had a completed risk
assessment with detailed information readily available. From the main PMT
interface, clicking the Available in Exchange icon displays information about a
third party’s completed assessment, including the questionnaire submission
date. This enables organizations to decide whether the available data is
acceptable or if an update to the assessment is needed (see Figure 3).

Invitations ‘ DS v

Third Party Portfolio Action Required Auto Inherent Risk Analysis

ADD THIRD PARTY

648 423 2

Third Parties in Ecosystem Reports Available Total Orders Placed

Filter Companies

Search by company name...

t Recent Questionnaire Submitted Date:

= SHOW FILTERS Most Rec
Tier 1v: 12/01/2021

O sewecraw oispLavingsooutors«  Click on the company name to be redirected to their
company profile page for more information.

COMPANY NAME / INTERNAL AVAILABLE IN
CONTRCT - INHERENT RISK EXCHANGE ORDER STATUS ORDER PROGRESS

The following reports are available on the exchange upon third

party approval.
D UNCONFIRMED ORDER
EXPOSURE 10 Tier 1 with Remote Validation: 12/01/2021
@0 Tier 2 with Remote Validation: 12/01/2021
0 ExeosuRE* ORDER

@ Tier 2: 12/01/2021

@ Tier 3: 12/01/2021

UNCONFIRMED
& EXPOSURE ORDER

Figure 3. Risk Assessments

In addition, if an Assessment Owner is provided under the company name, the Available for Review

user can see whether the third party has registered on the CyberGRX Exchange,
which can facilitate more effective communication between customers and
their third parties. If the third party has registered, the table displays the most
relevant third-party user and the user’s role. Customers can click the username
to send an email to that user when necessary.
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Pre-Assessment Portfolio Analysis and

Third-Party Prioritization

The CyberGRX portfolio risk-analysis capabilities are particularly innovative, especially
with regard to third parties that a customer wants to consider working with. A set of
pre-assessment-impact questions help to determine potential business exposure

if the organization seeks to associate with a given third-party organization. In the
main Portfolio Management screen, the Auto Inherent Risk tab shows auto-populated
answers to the eight Impact Assessment questions that help calculate the Business
Exposure level (high, medium, or low) a specific third party has to the user based on
their relationship. This feature further refines the contextualized pre-assessment
analysis provided by CyberGRX. Here, users can edit or confirm the auto-populated
answers for any non-confirmed third parties and see the aggregate risk scoring

for their entire portfolio. We selected a random group of third parties in the listed
catalog within our account on which to perform this overall risk review, and Figure 4
shows the simple scoring dashboard across all of them in tandem.

Auto Inherent Risk

How do my third parties interact with my business assets to generate risk?

industry relationships in the CyberGRX exchange. To accept the prepopulated answers, select a third party and click submit.

163 OF 648 COMPLETED

LOW EXPOSURE MEDIUM EXPOSURE

w
4 44

outof 71 out of 358
completed completed

FILTER LOW EXPOSURE > FILTER MEDIUM EXPOSURE >

We capture the inherent risk of a third party relationship across eight areas: Business Process, People, Digital Identities, Applications, Data, Devices, Networks, and Facilities. The table
below has been prepopulated with a set of default answers, based on each third party's industry. These default answers have been calculated using inherent risk responses across similar

HIGH EXPOSURE

65

out of 219
completed

FILTER HIGH EXPOSURE >
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Figure 5 shows the menu to edit any third-party score
derived by CyberGRX so that risk scoring can be adjusted
on a subjective and more granular basis. (The name of
the third party is redacted in Figure 5.)

In addition, the Analysis tab in Figure 6 provides a
portfolio view that helps users better prioritize activities
and allocate resources to the riskiest third parties based
on Likelihood and Impact as well as both confirmed
Business Exposure (solid circles) and non-confirmed
Business Exposure (outlined circles). Along with the
Auto Inherent Risk section of the platform, this can help
companies prioritize which third parties to review more
closely (covered in the CyberGRX Predictive Risk Profile
section of this paper) and/or which assessments to
request first. See Figure 6 on the next page for a risk-
scoring breakdown in our sample portfolio.

Analyst Program Jl

How does _ interact with your

company?

Business Process v

Define the level of internal business processes that are performed by or
with your third party. This includes the level of impact to the business
process if the third party was removed or disrupted.

O Significant

QO Least (O Minimal

@ Moderate

People v

Define the level and criticality of engagement the third party has with
your people and/or organization. This includes the level of impact to the
organization if the third party was removed or disrupted.

O Significant

O Least O Minimal

@ Moderate

Digital Identities v

Define the level and criticality of system access provided to the third
party through company-issued credentials. This includes the level of
impact to the business if the third party was removed or disrupted.

O Least @ Minimal O Significant

O Moderate

Applications v

Define the criticality of the third party's applications access. This includes
the level of impact to the business if the third party's application
involvement was disrupted or degraded.

O Significant

O Least @ Minimal

O Moderate

Data v

Define the level and criticality of the third party's access to sensitive data.
This includes the level of impact to the business if the data was
compromised.

O Least O Minimal @ Significant

O Moderate

Figure 5. Modifying and Tuning Risk Scoring in CyberGRX
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Portfolio Management

Third Party Portfolio Action Required Auto Inherent Risk Analysis

INHERENT RISK INDUSTRY

How are my third parties distributed across likelihood and impact? >

cfe
B K
°
z
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x
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3 ~ a & I
a 51 ) @
¢
IMPACT
Low MEDIUM HIGH

Inherent Risk Details

All Third Parties

648 @ 485

Third Parties Unconfirmed
@®  HighExposure > 80 Companic
Unconfirmed High Exposure > 139 Companie

@  Medium Exposure > 78 Companie
O Unconfirmed Medium Exposure > 280 Companie
@  LowExposure > 5 Companies

(O Unconfirmed Low Exposure > 66 Compar

You have third parties whose inherent risk answers are pre-
populated. Complete an for each third party

to modify their potential impact on your business.

In addition, CyberGRX does a great job at categorizing industries represented in our
third-party portfolio, as shown in the second section of the Analysis tab, which we
can filter to either Likelihood or Impact (see Figure 7).

Figure 6. Risk-Analysis
Breakdown for Third Parties

INHERENT RISK INDUSTRY

Which of my third party industries are most significant according to likelihood or impact? 7

Larger circles represent those companies that have greater consequence on your day-to-day operations.

LIKELIHOOD IMPACT

Industry Details

Top 10 Industries

648 @ 485

Third Parties Unconfirmed

Software >
IT Services & Consulting > 20 Comg
Industrial Machinery & Equipment >

® Integrated Telecommunications
Services >

@® Banks >
Electrical Components & Equipment >
Ground Freight & Logistics > 5Co
Internet Services > 5C

. Investment Management & Fund
Operators >

The Industry Impact Analysis screen could provide analysts with a quick, easy visual
of the most impactful and likely risks within their third-party portfolio, classified by
industry or vertical.
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Pre-Assessment Third-Party Analysis

Using Predictive Risk Intelligence

One of CyberGRX's most powerful features is the Predictive Risk Profile, which is
based on its proprietary Predictive Risk Intelligence model. This profile provides
immediate insight into a specific third party’s risk posture and provides users
with better intelligence about a third party’s potential risk before the third party
completes an assessment by referring to the specific predictive data components.
Users can identify or map which CyberGRX controls are most important to their
organization and use the Predictive Data components to evaluate the likelihood
of a given third party having coverage in those critical control areas. This insight
enables more productive and collaborative conversations with third parties by
allowing them to discuss more specific concerns, backed by data. It also enables
users to make faster business decisions and/or remediation recommendations
based on real data before the assessment is completed.

Predictive Risk Intelligence data components available in each Vendor Profile
Page (VPP) include:

* Predicted Key Findings
 Predicted Maturity Score
* Predicted Coverage Score
* Predicted Residual Risk

Let's take a look at each of these components.

Predicted Key Findings

These are the summary risk findings that CyberGRX analyzes and presents
as a core report for each vendor. Each of these findings has a more detailed
breakdown and analysis

available, and we can export Predicted Key Findings

each report as a full report
in an Excel spreadsheet. See

< <

Figure 8.
. 3.6.1.1 Desktop and 3.3.3.2 Access 3.6.2.1 Server 3.6.3.1 Virtualized
Based on these ﬁndmgs, an Laptop Hardening Reviews Hardening Endpoint Security
organization may want to
. . . Confidence: Confidence: Confidence: Confidence:
coordinate with the third High Gap High Gap High Gap High Gap
42.8% 44.1% 33.5% 32.9%

party to further analyze

000

E:g

3.3.1.2 Least Privilege

Confidence:
High Gap
26.4%

and/or review their controls
documented in each

Figure 8. Predicted Key

Findings for a Third Party

respective area shown in Figure 8.

Analyst Program Jl Get the Risk Out! How to Manage Third-Party Cyber Risk



Predicted Maturity
Score

The predicted maturity score
for an organization combines
the documented and stated
controls status provided

by the third party with
intelligence gathered and
correlated by CyberGRX into a
map of the overall third-party
security maturity in the areas
of core security practices,
operational security, strategic
security, privacy, and
management. See Figure 9.

This map can fluctuate and
change over time, providing a
dynamic visualization of the
complete security posture of
a third-party organization.

Predicted Coverage
Score

In conjunction with the
predicted maturity score,

the predicted coverage score
breaks down each of the five
categorized areas of security
maturity with a ranking score
and confidence level, as
shown in Figure 10.

Analyst Program Jl

Mgl llanste] Maturity

Maturity measures the overall development of an organization’s cyber security posture. An organization with an immature cyber
security program may have effective controls in place, but lack the experience and overall understanding of the program to use these
controls well. Maturity is a metric calculated using the Capabilities Maturity Model, based on People, Process, and Technology and
comparable across tiers.

Operational
7
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' / \/* ’
2 "\ ’ £
e o X" ¢
P¢ e
v e
Management \
A
\
\l
Privacy

! Predicted Minimum " Predicted Value Predicted Maximum

You will be able to view relevant answers and additional coverage details once this company has leted an
questionnaire, and authorized your company to view the data.

" REQUEST ASSESSMENT

Figure 9. Predicted Maturity Score for a Third Party

Residual Risk

Risk Level
Inherent Predictive Residual
100 100 100
75 75 75
50 50 50
Fraud Predictive Risk
1155
25 . Max: 19.09 25
Minimum: 8.67
0 0 0
= QOverall === Data Loss Disruptive Attack === Destructive Attack == Fraud

Figure 10. Predicted Coverage for a Third-Party Security Maturity Analysis
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Predicted Residual Risk

Lastly, the predicted residual risk of an organization can help to demonstrate where

a third party likely has some longer-term risks that may persist over time, based on

documented controls and analysis by CyberGRX (see Figure 11).

In addition to the core
graphing and reporting of
overall risk (both stated and
predicted), CyberGRX has
partnered with several threat
intelligence services to aid

in providing reputation and

independent industry analyses

of third parties and their
observed behaviors. The first
integration is with Recorded
Future, which provides third-
party monitoring on social
networks, the dark web, and
breach monitoring. Figure

12 shows a risk-scoring
breakdown of what Recorded
Future has noted about this
third party, along with the
additional details of what
contributed to the reported
risk score.

Residual Risk

Inherent

100

75

50

25

= Qverall

Risk Level
Predictive Residual
100 100
75 75
50 50

Fraud Predictive Risk
1155

25

| Max: 19.09
i Minimum: 8.67
1 J
0 ’ 0
=== Data Loss Disruptive Attack === Destructive Attack == Fraud

Figure 11. Predicted Third-Party Residual Risk

Threat Intelligence:

11 1

Rules Triggered

of 41 HIGH

Social networks, dark web and breach monitoring.

4

MEDIUM

Pow B

‘lil-Recorded Future’

@© VIEW DETAILS

11 of 41 Risk Rules Triggered

@ Recent Validated Cyber Attack

® High Volume of Recent Attention on Dark Web Markets
® High Volume of Recent Attention on High-Tier Forums
® Domain With Overly Permissive SPF Record

® Domain With Expired SSL/TLS Certificate

@ Historically Reported by Insikt Group

@ Historical Validated Cyber Attack

® Exposed Credentials

@ Historical Typosquat Similarity to Company Domain - Non-Punycode Typo or
Homograph

@ Historical Typosquat Similarity to Company Domain - Punycode Typo or
Homograph

@ Historical Attention on Ransomware Extortion Websites

Powered By

-lil-Recorded Future’

Figure 12. Recorded Future Threat Intelligence on Third Parties
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CyberGRX performs continuous

risk monitoring of all third parties

in your portfolio and integrates

the Recorded Future threat
intelligence feature to determine
whether any notable changes or
events have occurred that likely
warrant investigation or analysis.
We configured the platform to send
us a weekly summary (timing of
this notification content adjustable
as desired). CyberGRX then sent

an email showing which potential
events of interest had occurred,

as well as the companies in the
portfolio that had triggered some of
the CyberGRX risk-analysis rules. See
Figure 13 for an example.

The second threat intelligence
provider that CyberGRX partners
with is Risk Recon, which breaks the
threat intelligence down into more
finite categories of risk, including
breach events, patching, email
security, web application security,
and more (see Figure 14).

These additional industry insights
can help organizations ascertain
what others are observing about a
given third party, which helps elevate
risk review and analysis beyond

the stated and reported controls
attestation provided by the third
parties themselves.

Analyst Program Jl

Potential Risk Digest - 3rd Party Risk

To: © Dave Shackleford

o CyberGRX <support@notifications.cybergrx.com>

CyberaGRX

In the last week, 3 rules have been triggered

by 13 of your third parties.
What does this mean?

Through our partner, Recorded Future, we noticed that several of your third
parties triggered a total of 3 critical rules within the last 7 days. This can
sometimes mean that a breach event or another serious security concern has
occurred. Additional information is available below, as well as on each of your
third party’s vendor profiles. Note that any resolved alerts will not display on the
platform.

Which rules were triggered?
Below are the rules that were triggered by members of your CyberGRX third-
party portfolio.

e Likely IT Policy Violations
¢ Recent High-Impact Abuse of Company Infrastructure
¢ Recent Validated Cyber Attack

Which companies triggered them?

Below is a list of the companies that triggered at least one of the above rules.
Clicking on a company below will take you to their portfolio page on the
CyberGRX platform for more information.

Figure 13. CyberGRX Continuous Risk Monitoring and Alerting

@© VIEW DETAILS

31st | 5.8/10 31st

Domain Ratings

riskrecen

@ mostrcors DOMAIN RATING TREND
Breach Events ‘C :
Software Patching A
Web Encryption A
DNS Security A
Email Security

System Hosting

System Reputation

Web Applications

n n ® ™
w ~N N
0 0 N

Network Filtering

Figure 14. RiskRecon Threat Intelligence Scoring and Reporting
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Third-Party Analysis Using Self-Attested

Assessment Data

When a third party completes the CyberGRX Assessment and authorizes a requesting

customer on the Exchange to have access to their assessment data, that data then

becomes available in the customer’s account, and various portfolio-level and individual

vendor-level platform features enable analysis of it. We easily searched for this

information in the main

. . Inherent Risk Order Status Order Progress In Exchange Tags Industry
portfolio pane by filtering on
High Exposure Not Ordered Questionnaire Not Started Tier 1 Validated
Delivered under the Order
Medium Exposure Ordered Questionnaire In Progress Tier 1
Status (See Flgu re 15) Low Exposure Delivered n Validation In Progress Tier 2 Validated
Unconfirmed Exposure Denied Complete Tier 2

This standardized dataset

CLEAR

enabled by the CyberGRX Ter3
assessment also enables

SELECT ALL DISPLAYING 20UT OF 2COMPANIES ~ VIEWING 10 | 20 | 50

customers to map the

COMPANY NAME / INTERNAL AVAILABLE IN
CONTACT EXCHANGE

INHERENT RISK ORDER STATUS ORDER PROORESS TAGS

assessment answers to any

DELIVERED
TIER 1 VALIDATED

—, UNCONFIRMED

EXPOSURE COMPLETE

other industry standard
controls framework, custom
framework, or event-specific

DELIVERED
TIER 1 VALIDATED

UNCONFIRMED
EXPOSURE

L <]
o
B

threat profile. This function

provides a crosswalk to Figure 15. Third Parties with

existing programs using another framework, allows for immediate insights in the wake Completed Self-Assessments

of a security event, and enables users to start analyzing data through the lens of their
organization’s specific critical controls that regulations, industry compliance standards, or
internal standards may require. See Figure 16 for insight into the mapping process.

mary Company Information Assessment Findings

DOMNLOAD MAPPING (XL8X)

Framework Mapper 234, etC) OF YOUr OWn Custon

Download Mapping

Sodoet s Magipire

The ot Profve Malnbim Excharge
Server Nemarh VLI

Theest Profve Lochiit 20w 1

Thewt Profve fissan Sate
Sporacred Techrigues and Taciis

CR3S

Thewat Profvs SclarGote Bremh

Figure 16. Exporting a Controls Mapping Report
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For many risk and compliance teams, this controls mapping will prove invaluable and
save an enormous amount of time tracking the state of controls for third parties. It proves
especially valuable for analyzing the controls for a third party in light of known threat
actor behaviors and campaigns.

CyberGRX has mapped its assessment controls with the MITRE ATT&CK® Framework,
allowing any insights resulting from the assessment to be better communicated and
understood thanks to the alignment provided by this widely adopted industry standard.
Additionally, this framework enables users to drill into the use cases, tactics, and
techniques associated with any identified gaps in a third party’'s coverage so that they
can better understand how these gaps translate into exploitable vulnerabilities. The risk
scores reported by CyberGRX are also contextually adjusted based on the relationship
with the third party. The nature of this relationship can be edited by modifying the
Business Exposure Questions, which would update the list of Findings in real time. See
Figure 17 for an example of MITRE mapping.

Control Coverage Across MITRE Tactics

The chart below identifies high level tactic vulnerabilities and inspects assessment results in view of attack post-mortems. The shaded area

indicates the degree to which your third party has controls in place to prevent, detect, or respond to these tactics. The higher the
percentage, the better the coverage.

Defense Evasion

Discovery 3% Credential Access
97.57% 96.45%
Execution /4 L~ Command and Control
96.9% K=t =g A ~ 99.24%
’ -~ %
’ .
. N
. !
ll i
\
Exfiltration ! ‘ 2 \ Collection
99.11% 3 o 97.43%
y '
'
l\ 3 g >
\ ” . J
Impact St _se Privilege Escalation
96.25% i K 97.24%
Initial Access Persistence

Control Coverage
Lateral Movement .
96.78% 2 Industry Average

Findings

The table below provides recommendations on area of focus for risk treatment and provides traceability for control gap selections.

1 HIGH PRIORITY 25 MEDIUM PRIORITY 160 LOW PRIORITY

DISPLAYING 10UT OF 1FINDINGS VIEWING 10 20 50

CONTROL GAP REMEDIATION STRATEGY ATT&CK"
3.3.24 passwiond Restrictions Improve timeliness by Ilrpl‘tln.g the ability qf users

S to reuse passwords to minimize the effectiveness DETAILS
Timeliness  VIEW

of brute force attacks.

Figure 17. MITRE ATT&CK® Mappings for a Third Party
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Last but not least, CyberGRX
can provide automatic/
scheduled validation or
remote validation of any
completed assessment. If
customers want to review
the evidence used to
confirm the implementation
of the critical controls,
CyberGRX has enabled the
sharing of raw documents
used during the remote
validation workflow.
Requests to view these
documents must be
authorized by the third
party, and access is limited
to a period of time to ensure
the security of sensitive
information. Figure 18 shows
an example of validated
information from CyberGRX.

Altogether, CyberGRX offers
a comprehensive set of
concrete and predicted

Summary Company Information Assessment Findings

Validation Results

The CyberGRX validation process focuses on measuring the accuracy of a third party’s assessment answers. CyberGRX analysts and
partners evaluate evidence provided by the third party to confirm they have implemented certain critical controls as indicated by their
assessment. Third parties are not asked to provide evidence for controls they indicate are not implemented, or that are not applicable to

their organization

¢ Auto Validation: Based on CyberGRX's dependency analytics rules, the answers provided for the controls listed conflict with the

third party's answers in other areas of the assessment. Read more

* Remote Validation: Results of CyberGRX's review of evidence provided by the third party to confirm they have implemented
critical controls as indicated by their assessment. Third parties are not asked to provide evidence for controls they indicate are not

implemented, or that are not applicable to their organization. Read more

0 AUTO VALIDATIONS S50 REMOTE VALIDATIONS VIEW DOCUMENTS

Validation Completed: Apr 30, 2021

DISPLAYING 10 OUT OF 51 CONTROLS VIEWING 0 20 50

CONTROL VALIDATION RESULY
1.1.2.1Risk Assessment « \Validated
1.1.3.1 Risk Mitigation « Validated
1.2.4.1 Cyber Security Communications « \Validated
1.3.2.1 Cyber Security Policy and Standards Development v \Validated
1.4.3.1 Cyber Security Audit and Compliance Assessments « Validated
2.1.2.1 Threat Analysis « Validated

Figure 18. CyberGRX Controls

risk-analysis reports and tools, augmented with continuous risk monitoring and
alerting from industry partners Recorded Future and RiskRecon. Organizations
can view their own company profile page to manage users on the account, adjust
settings, and to gain visibility into their own Predictive Risk Profile so that they
may understand how they are being presented to others viewing their company
on the Exchange. Because our test account was a mock company (not a real one
with legitimate business interests), we had minimal data presented here, but
some basic risk scoring was available.
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Enhanced Collaboration

The CyberGRX platform is intended to be a two-way sharing system: Customers may build
their own company profiles and choose to share controls information with requesting
parties, just as they would for their own third-party organizations.

Similarly, organizations can Your Customers on the Exchange
selectively choose to share DISPLAYING 10 OUT OF 13 COMPANIES  VIEWING 10 | 20 | 50

thelr assessment InformatIOI’] COMPANY NAME DATE ADDED ORDERED SHARE

with other participants in the

07/20/2022 SHARE ASSESSMENT
CyberGRX Exchange, as shown _

in Figure 19.

03/08/2022 ¢ GOTOAUTHORIZATIONS
All organizations are
encou raged to Complete 12/02/2021 @ & GO TOAUTHORIZATIONS
the CyberGRX Assessment
to learn more about their 10/26/2021 @ & GO TOAUTHORIZATIONS

own risk profiles and to

save time and resources 06/14/2021

typically spent on repeatedly

completing security control Figure 19. Sharing Organization
questionnaires. After completing the assessment, organizations can proactively share it Portfolios with Others
with existing or prospective customers. Receiving customers do not need to be Exchange

members to receive shared reports. This feature aims to promote assessment completion,

data freshness, and Exchange interconnectivity, and we found this to be a novel and unique

approach to facilitating coordination and collaboration among third parties (see Figure 20).

Assessment Management

Share Assessment Share Tracker Customer Portfolio

Send an Invitation

Sharing your CyberGRX results is one of the many benefits to being an Exchange Member. If you IMPORTANT NOTE:
would like to share your results with any customers or prospects, please complete and submit the If you would like to share your company's assessment with someone in your
form below and CyberGRX will provide your contact with access: organization, please CREATE A NEW USER PROFILE for that contact.

Assessment to Share

SELECT TIER e

Company Information

COMPANY NAME (SEARCH) COMPANY URL

Contact Information

+ ADD CONTACT
FIRST NAME LAST NAME EMAIL

Required SHARE ASSESSMENT

Figure 20. Upstream Sharing of Security Assessments
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The platform also provides a public API as well as Excel downloads of critical data
displayed in user accounts. These functions aim to improve communication and
collaboration with internal stakeholders. These data-delivery methods allow for more
contextualized data manipulation and analyses beyond what CyberGRX provides and allow
integration with other tools to support users’ end-to-end workflows. Download examples
include:

* Portfolio Management Table

« Customer Action Required Table

* Individual Vendor Assessment Results
* First Party Assessment Results

e Framework Mapper Outputs

We did not explore all of these various download options because it was beyond the
scope of this review, but we did note that many data export types were available.

Overall, we found the CyberGRX platform to be highly intuitive, easy to use, and capable of

providing in-depth risk-analysis information for third parties while facilitating information
exchange all the way around. The actual CyberGRX assessment questionnaire was easy

to navigate, with simple multiple-choice questions in a web interface. The questionnaire
results are easily shared and analyzed by any and all parties on the Exchange as well as
parties outside the CyberGRX ecosystem.

With the significant increase in third-party risks and breaches we've seen in recent years,
it's critical to make this type of third-party analysis and information sharing easier and
more comprehensive. We believe that CyberGRX does exactly this. Incorporating external
threat intelligence to add additional context and insight only makes the available datasets
that much more comprehensive. Any organization could make use of this platform quickly
and efficiently, and the reporting and analysis would prove useful to a broad variety of
stakeholders, as well.
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