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Cloud Security 
Engineer

Build security solutions 

Cloud Security 
Analyst

Use cloud security 
solutions to enable 

defenses and 

Cloud Security  
Architect

Design cohesive, secure 
architecture to align with 

business strategies

Cloud Detection 
and Response

Monitors, detects, and 
tests cloud environments 

to prevent attacks and 
investigate breaches

Flight Plan – Career Progression Curriculum

Cloud Security for Leaders
Strategically maximize your cloud investment.

LDR 
520

Introduction to Cloud Computing and Security
Ground school for cloud security

SEC 
388

Cloud Security Essentials
License to learn cloud security

SEC 
488

Cloud Security Architecture
Design it right from the start.

SEC 
549

Cloud Security and DevSecOps Automation
The cloud moves fast. Automate to keep up.

SEC 
540

Cloud Security Controls & Mitigations
Prevent real attacks with controls that matter.

SEC 
510

Cloud Security Threat Detection
Attackers can run but not hide. Our radar sees all threats.

SEC 
541

Cloud Penetration Testing
Aim your arrows to the sky and penetrate the cloud.

SEC 
588

Enterprise Cloud Forensics and Incident Response
Find the storm in the cloud.

FOR 
509

Application Security: Securing Web Apps, APIs,  SEC 
522

  sans.org/cloud-security    

  @SANSCloudSec    

  youtube.com/SANSCloudSecurity    

  linkedin.com/showcase/sanscloudsec
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