SECURITY
AWARENESS

Hwé&ng dan Thuwe hién Nang
cao Nhan thirc Bao mat —
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RN Rwareness

Phan Tom tat

Do dich vi rat Corona, nhiéu t6 chilrc dang chon giai phap chuyé&n nhan luc cia minh sang
lam viéc tai nha. Dy cd thé la mét thir thach vi nhiéu t6 chic thiéu chinh sach, cdng nghé
va chuong trinh dao tao d€ dam bao an toan cho nhén luc lam viéc tir xa. Ngoai ra, nhiéu
nhan vién cé thé thay la 13m hodc khong thodi mai vai y tudng lam viéc tai nha. Muc dich
ctia hudng dan nay 1a nhdm gilp quy vi nhanh chéng dao tao nhitng nhan vién dé dé dam
bado an toan nhat cé thé. N&u quy vi ¢d cau hoi ndo vé cach sir dung hudng dan nay, vui
long lién hé vdi ching t6i theo dia chi support@sans.org.

Vi nhan luc cta quy vi rat cé kha ndng sé& gdp phai nhiéu ap luc va thay ddi, con td chiic cla
quy vi thi rat c6 kha n&ng sé& bi han ché& bdi thdi gian va ngudn luc, huéng dan chién lugc
nay s& tap trung vao thuc hién ndi dung dao tao don gian nhat cé thé. Ching tdi khuyén
nghi quy vi chi tap trung vao cac rui ro quan trong nhat, cé tac dong I8n nhat nhu dugc mo
td dudi day. Hay coi day 1a diém khdi dau. Néu c6 cac rui ro hay chi dé khac ma quy Vi
mudn bd sung, xin vui 16ng thuc hién. Hdy nhd réng néu quy vi yéu cu nhan Iuc ca minh
thuc hién cang nhiéu hanh vi, quy trinh va cong nghé thi kha nang ho thuc hién dugc tat ca
cac yéu cau doé cang thap.

Cach Str dung Hwéng dan Nay

Chung toi khuyén nghi quy vi bit dau b&ng cach doc tai liéu trong hudng dan nay va xem lai
cac lién két dan dén cac tai liéu khac nhau dudc cung cdp d& ndm dugc tai nguyén nao dang
c6 sén. Quy vi sé thdy réng vdi mdi rdi ro, chiing téi d&u cung c&p nhiéu ndi dung khac nhau
ma quy Vi cb thé sir dung dé€ thu hdt va dao tao trong td chilfc cia minh. Diéu nay cho phép
quy vi chon cac mo6 hinh ma quy vi thdy hoat dong hiéu qua nhat theo nhu cau va van hda
cla té chirc. Sau khi quy vi doc xong tai liéu nay, hdy doc cd Mau Truyén dat va Bang D{r liéu
kém theo b6 cdng cu nay dé hi€u rd thém vé muc tiéu ma quy vi dang cd gdng dat dugc. Khi
quy vi da xem xong tai liéu, cé hai nhédm chinh ma quy vi can diéu phdi véi.

1. Pdi ngii BAo méat: Diéu phdi vai ddi ngli bao mét cla quy vi d€ hi€u rd hon vé cac rdi ro
chinh ma quy vi dang ¢ géng quan ly. Trong huéng dan nay, ching tdi d& xac dinh nhitng
rdi ro ma ching tdi coi la quan trong nhat, phé bién nhat ddi véi nhan luc lam viéc tai nha,
nhung rdi ro cta quy vi cé thé sé& khac. Xin Iuu y rang mét sai [dm phd bién ma ddi ngd
bao mat hay mac phai la c6 quan ly moi rdi ro va khi€n cho moi ngugi cam thdy qua tai
vdi qua nhiéu chinh sach va yéu cdu. H3y c6 gang gidi han cac rui ro ma quy vi sé dé cap
& muc thdp nhét cé thé. Khi quy vi dd xac dinh dugc va uu tién cac rdi ro nay, hdy xac
nhan cac hanh vi quan ly cac rdi ro dé. Nhu da dé cap, néu té chirc clia quy vi khdng cd
thdi gian hodc tai nguyén cho ndi dung nay, hdy s dung ndi dung ma chung toi trinh bay
bén dudi.
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2. Truyén thong: Khi quy vi da xac dinh dugc cac rui ro nhan luc hang dau va cac hanh vi
chinh @& quan ly rui ro, hdy hgp tac véi ddi ngli truyén thdng dé thu hut va dao tao nhan
Iuc vé cac hanh vi nay. Cac chuadng trinh nang cao nhan thifc bao mat hiéu qua nhat co
m&i quan hé hdp tac chat ché véi cac ddi ngli truyén théng clia ho. N&u cb thé, hdy xem
liéu quy vi cé thé mdi mot s6 nhan vién cda bd phan truyén thdng tham gia vao ddi ngil
bao méat cua quy vi hay khéng. Khi giao ti€p vdi nhan Iuc clia quy vi, quy vi cb thé sl
dung moét cach lién hé hiéu qua dé thu hat ho 1a nh&n manh réng chuong trinh dao tao
nay khong chi giip ho bao mat tai ngi lam viéc ma con gilp ho tao mo6t ngdi nha Bao
mat mang, bao vé ho va gia dinh cua ho.

Sau cung, nhd vao su phdi hgp véi hai nhdm nay, quy vi dang c6 bién bdo mat thanh néi dung

vUra don gian nhit c6 thé cho nhan su cia minh va vira tao ddng luc cho ho, la hai yé&u t&
chinh dé thay déi hanh vi. Ching tdi d& xudt quy vi hdy thanh 14p mdt Ban ¢ van, bao gém

cac thanh vién chi chét dé dua ra phan hoi va y kién d€ quy vi tri€n khai chuong trinh. Ngoai
doi ngli bdo mat va truyén thong, thi Phong Nhan su va Phong Phap ly la cac phong ban khac
quy vi nén hdp tac va phéi hgp cung.

Goi Tai xudng Ky thuat s6 MGT433

SANS Institute cung cap khoa dao tao keo dai ha| ngay MGI433. Cach Xay dung, Duy tri va
réng J . it TAc dong |8n. Khda dao tao cudng do
cao nay cung cap moi ly thuyet ky nang, bo khung va tai nguyén dé€ xay dung mét chuang
trinh ndng cao nhan thirc tadc ddng cao dé gilp quy vi quan ly hiéu qua va do ludng rui ro vé
nhan luc cua quy vi. Cling trong huéng dan nay, ching tdi s& cung cdp quyén truy cap mién
phi Géi Tai xudng K¥ thuat sd cua khéa hoc, cé chlra cdc mau va tai nguyén 1ap k& hoach.
M3c dU chiing rat c6 thé vugt qua nhu ciu cua sang kién nay, nhung cac ndi dung nay cé thé
rat hitu ich d8i v3i nhitng t6 chirc I6n hon hodc chuong trinh trién khai phic tap han.

Giai dap cac cau haéi vé nhan luc

Ngoai hoat dong lién lac véi va dao tao cho nhan luc cia quy vi, chling t6i dac biét khuyén
nghi quy vi 4p dung céng nghé hodc str dung dién dan dé tra I3i cau hoi cia moi ngudi, tét
nhéat 1a theo thdi gian thuc. Ching cé thé bao gébm moét biét danh email danh riéng, kénh tro
chuyén qua Skype hay Slack, hodc mot sé loai hinh dién dan truc tuyén nhu véi Yammer.
Mot y tudng khac 1a t& chirc mdt chuang trinh truy@n hinh truc ti€p trén mang, dudc quy vi
13p lai vai 1an moi tuan dé moi ngudi cé thé chon thai diém phu hgp nhat véi ho va tham du
su kién truc ti€p, thdm chi [a d€ dat cau hoi. Muc tiéu la d€ quy vi ddm bao réng chd dé bao
mat dé tiép can nhat cd thé cho moi ngudi va gilp giadi dap cac cau hdi cia moi ngudi. Day
la mot ca hdi tuyét vai d€ gan két vai nhan Iuc cha quy vi va khién bao méat trd thanh chu
dé gan giii, hdy c6 tdn dung cd hdi nay. Xin luu y rang, dé diéu nay dat dudc hiéu qua, quy
vi nén danh riéng mot ngudn luc dé diéu hanh bat ky kénh bao méat nao va tich cuc tra I5i
cac cau hai.
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Noi dung vé Rui ro & Dao tao

Chung t6i da xac dinh ba rui ro c6t 16i ma quy vi nén quan ly cho nhan luc lam viéc tur xa
cta minh. DAy la diém khdi dau va rat c6 kha nang la nhitng rdi ro cé gia tri I6n nhat dgi véi
quy vi. Mdi rui ro dudi day déu cé cac lién két dén nhidu ngudn tai nguyén dé gilp truyén
tai va dao tao vé chu dé dé. Ching tdi cung cdp nhiéu tai liéu truy@n dat d& quy vi cé thé
chon nhitng tai liéu cé tac dong I6n nhat cho moi trudng cla quy vi. Ngoai ra, hdu nhu tat
ca cac néi dung déu la tai liéu da ngbén ngit. Néu toan bd ndi dung nay qua nhiéu va quy vi
cé thdi gian rat han ché&, chdng t6i khuy&n nghi quy vi chi s dung va trién khai hai ndi dung
dugc liét ké bén dudi.

1. Bang D{r liéu vé Lam viéc An toan Tai nha (co trong Goi Trién khai cia quy VI)
: ' cling cé sén qua cac

Ky thuat Xa hoi
Mot trong nhifng rdi ro I6n nhat ma nhan vién lam viéc tir xa phai d6i mat, dac biét la trong
thdi gian bién d6i khén ludng va méi trudng cdp bach nay l1a cac cudc tdn cdng ky thudt xa
hoi. Ky thuat Xa hoi la mot cudc tan cong tam ly, trong d6 nhitng ké tan cong Itra nan nhan
cta chiing pham phai sai 1am, va diéu nay dudc thuc hién dé dang hon trong thdi ky thay
déi va béi réi. Diéu cét 16i 1a dao tao cho moi ngudi biét dugc ky thudt xa hdi la gi, cach phat
hién cdc ddu hiéu phd bién nhat cia mét cudc tdn cdng k¥ thuat xa hdi va diéu can lam khi
phat hién ra. Dam bao rang quy vi khéng chi tap trung vao cac cudc tdn céng llra dao qua
email, ma can tap trung vao cac phuadng thic tdn céng khac, bao gom cudc goi dién thoai,
nhan tin, mang x3 hoi hodc tin gia. Quy vi c6 thé tim ndi dung ma quy vi can dé dao tao va
clng ¢ chu d& nay trong thu muc Noi dung Ho trg K¢ thuat X& hdi cla ching toi. Ngoai ra,
dudi day la hai video Nang cao Nhan thirc Bao mat ciia SANS ma quy vi cd thé lién két vdi,
day cling la cac video da ngbn ngtr.

o KV thuat Xa héi (tiéng Anh) cling cé trong cac ngén ngit khac tai day

e |lra dao (ti€ng Anh) cling c6 trong cdc ngdn ngit khac tai day

Mat khau manh

Nhu dudc xac dinh trong DBIR thudng nién clia Verizon, méat khau yéu tiép tuc la mot trong
sO6 nhitng y€u t6 chinh gay ra cac vu xam nhap trén pham vi toan cau. C6 bén hanh vi
chinh, dugc liét ké bén dudi, d& gitp quan ly rui ro nay. Quy vi cé thé tim thdy ndi dung quy
vi cAn dé€ dao tao va cing cd cho chu d& nay va bén hanh vi chinh nay trong thu muc Mat.
kh&u cla ching téi.

https://www.sans.org/security-awareness - All materials (c) SANS Institute


https://www.sans.org/security-awareness
https://cc.sans.org/api/previews/launch/cc2cb028-089a-452e-8723-84d19591f074
https://www.sans.org/security-awareness-training/deployment-kit-videos
https://www.sans.org/security-awareness-training/deployment-kit-videos
https://ssahub.sans.org/folders/19qytvyc
https://cc.sans.org/api/previews/launch/4b52ce99-da2b-4a0f-9e56-1f1ed3dc5c68
https://www.sans.org/security-awareness-training/deployment-kit-videos
https://cc.sans.org/api/previews/launch/89005129-b9f5-42af-a66b-06246bfa973a
https://www.sans.org/security-awareness-training/deployment-kit-videos
https://ssahub.sans.org/folders/b1bslq1y
https://ssahub.sans.org/folders/b1bslq1y

RN Rwareness

e Cum tUr mat khdu (luu y la ca dd TC te ’ 3 du va hét han mat khau déu
khong hiéu qua).

e MAat khéu riéng biét cho moi tai khoan

e (Cdng cu quan ly méat khau

e MFA (Xac thuc da yéu t6). Thudng dudc goi la Xac thuc hai yéu t6 hay Xac minh hai
budc

Cac hé thong du'dc cap nhat

RUi ro th( ba 1a ddm bao rang bat ky cong nghé nao dudc nhén luc clia quy vi si dung déu
phai chay phién ban mdi nhat cia hé diéu hanh, phan mém va Ung dung di dong. Da4i vdi
nhitng ngudi s dung thiét bi cd nhan, diéu nay cé thé yéu cau bat tinh ndng tu ddng cap
nhat. Quy vi c6 thé tim ndi dung can thiét dé dao tao va cing c6 chd dé nay trong thu muc

h3 “ E,\ |hOéCI |A Nabi nha A An trén khd . Mz .

Cac chu dé khac can can nhac

e Wi-Fi: Bdo méat diém truy cidp Wi-Fi cla quy vi. Phan nay dugc dé cap trong ndi dung
IapJap_Ngm_nhaAnJ:QaniLenJghQnggLanMang Ngoal ra, quy vi hdy can nhac xem
i g

video nay trén

co trong cagﬁggnngUghagiana;(

e VPN: VPN la gi va vi sao quy vi nén st dung. Chung t6i khuyén nghi Thu tin ctia OUCH
vé VPN.

e Lam viéc Tu xa: Day la ndi dung danh cho ca nhéan, nhitng ngudi lam viéc tu xa
nhung KHONG 1am viéc tai nha, nhu lam viéc tai quén ca phé, san bay hodc khach san.
H&y can nhéc st dung ndi dung Video dao tao Lam viéc T xa (ti€ng Anh) ciling c6
trong cac ngén ngir khac tai day.

e Tré em / Khach: D& cling cd y tudng réng gia dinh / khach khdng nén truy cép cac
thiét bi lién quan dén cong viéc, hdy can nhdc ndi dung Video dao tao Lam viéc T xa_
(tiéng Anh) cling cé trong cac ngbén ngit khac tai day.

e Phat hién / Phan &'ng: Quy vi c6 muén ngudi khac thdng bdo néu ho cho rang da cé
mot su viéc khi lam viéc tai nha khong? Néu cd, quy vi mudn ho thong bao diéu gi va
khi nao? Cha dé nay dudc dé cap trong ndi dung Bj hack ctia chung to6i.
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Thw tin cia OUCH

Ngoai ra, hdy cadn nhdc st dung cdc thu tin cong khai cia OUCH dé hd trg chudng trinh cla
quy vi, mdi thu tin déu dugc dich sang han hai musi ngdén ngi. Budc liét ké & bén dudi la cac
thu tin cla OUCH ma chiing t6i thdy cé thé hd trg tot nhat cho sang kién Lam viéc Bao méat

tai Nha cda quy vi. Quy vi cé thé tim thay toan bd thu tin tai muc Luu trif Thu tin Nang cao
Nhan thic Bao mat ciia OUCH truc tuyén.

TONG QUAN
Four Steps to Staying Secure (B&n Budc dé dudc Bao mat)

secure

Creating a Cybersecure Home (Tao lap Ngb6i nha An toan trén Khéng gian Mang)

cybersecure-home

KY THUAT XA HOI
Social Englneerlng (Ky thuat Xa hoi)

Personalized Scams (Ltura ddo dugc Ca nhan héa)

CEO Fraud (Gia mao CEO)

Phone Call Attacks / Scams (Tan cong / Lua dao qua bién thoal)

Stop That Phish (Ngan chan Lira dao)

Scammmg You Through Soaal Media (Lu‘a dao Quy Vi Qua Mang Xa h0|)

https://www.sans.org/security-awareness - All materials (c) SANS Institute


https://www.sans.org/security-awareness
https://sans.org/ouch
https://sans.org/ouch
https://www.sans.org/security-awareness-training/resources/four-simple-steps-staying-secure
https://www.sans.org/security-awareness-training/resources/four-simple-steps-staying-secure
https://www.sans.org/security-awareness-training/ouch-newsletter/2018/creating-cybersecure-home
https://www.sans.org/security-awareness-training/ouch-newsletter/2018/creating-cybersecure-home
https://www.sans.org/security-awareness-training/ouch-newsletter/2017/social-engineering
https://www.sans.org/security-awareness-training/resources/messaging-smishing-attacks
https://www.sans.org/security-awareness-training/resources/personalized-scams
https://www.sans.org/security-awareness-training/resources/ceo-fraudbec
https://www.sans.org/security-awareness-training/resources/phone-call-attacks-scams
https://www.sans.org/security-awareness-training/resources/stop-phish
https://www.sans.org/security-awareness-training/resources/scamming-you-through-social-media
https://www.sans.org/security-awareness-training/resources/scamming-you-through-social-media

RN Rwareness

MAT KHAU
Making Passwords Simple (Tao Mat kh&u Daon gian)

NLLp NWW dNS.0rg ] -awdreness-uraining

Lock Down Your Login (2FA) (Khéa chat Théng tin Dang nhap)

login

CHU DPE KHAC
Yes, You Are a Target (Pung, Quy vi La Muc tiéu)

Smart Home Devices (Thiét bi Ng6i nha Thong minh)

Loi khuyén Nhanh

Cac meo va I8i khuyén quy vi cé thé chia s& dudi dang dé hiéu.

e Céc budc hiéu qua nhdt ma quy vi cé thé dp dung dé€ bao méat cho mang khdng day tai
nha la thay d8i méat kh&u quan tri vién méc dinh, bat ma héa WPA2 va s dung mét
kh&du manh cho mang khdng day ctia minh.

e Hay luu y tat ca cac thiét bi dugc két ndi véi mang gia dinh clia quy vi, bao gom thiét
bi giam sat tré, may chai tro chai, TV, thiét bi gia dung hay tham chi la xe hgi ctua quy
vi. Pam bao rang tat ca cac thiét bj d6 déu dugc bao vé bang mat khdu manh va/hodc
dang chay phién ban hé diéu hanh mdi nhat.

e M6t trong s6 nhitng cach hiéu qua nhat ma quy vi c6 thé bao vé may tinh cia minh tai
nha |a dam bao réng cd hé diéu hanh va (ng cung cla quy vi dudc va 16i va dugc cap
nhat. H3y bat ch& dd cép nhét tu ddng bat c khi cd thé.

e Sau cung thi cam nhan cua ban than la cach bao vé hiéu qua nhat ctia quy vi. Néu
email, cudc goi dién thoai hodc tin nhan truc tuyén cé vé ky la, ddng ngd, hodc qua tét
so vdi |18 thudng, thi d6 cd thé 18 mot cudce tdn cong.

e Dam bao r&ng mdi tai khodn cua quy vi cé6 mot mat khau riéng biét, duy nhat. Quy vi
khéng thé nhd hét dugc tat ca cdc mat khdu/cum tir mat khdu ciia minh? Hay can nhac
st dung trinh quan ly méat kh&u dé luu trif bAo méat chidng cho quy vi.

e Xac minh hai budc 1a mét trong nhirng budc t6t nhdt ma quy vi c6 thé ap dung dé bao
mat cho bat ky tai khodn nao. Xac minh hai budc 1a khi quy vi cdn cd mat khau 1an m3
dudc gui dén hodc dudc tao bai thiét bi di ddng clia quy vi. Cac vi du vé cac dich vu hd

https://www.sans.org/security-awareness - All materials (c) SANS Institute


https://www.sans.org/security-awareness
https://www.sans.org/security-awareness-training/resources/making-passwords-simple
https://www.sans.org/security-awareness-training/ouch-newsletter/2017/lock-down-your-login
https://www.sans.org/security-awareness-training/ouch-newsletter/2017/lock-down-your-login
https://www.sans.org/security-awareness-training/resources/yes-you-are-target
https://www.sans.org/security-awareness-training/resources/smart-home-devices

SN e
AWARENESS
trd xac minh hai buéc gom Gmail, Dropbox va Twitter.

e LUra dao la khi mot ké tan cong c6 Ira quy vi nhan vao mot lién két doc hai hoac ma
mot tép dinh kém trong email. H3y canh giac trudc bat ky email hodc tin nhan truc
tuyé&n tao cdm gidc c&p bach, cé 16i chinh ta hodc xung hd véi quy vi nhu "Khach hang
than mén".

Chi s6 do lwong

Chi s6 do ludng hanh vi rat khé ap dung cho tinh hudng nay vi viéc do ludng cach ngudi
khac cu xUr tai nha sé khd hon rat nhiéu. Ngoai ra, moét vai hanh vi trong s6 nay khong lién
quan dén cong viéc (nhu bao mat thiét bi Wi-Fi cia ho). Tuy nhién, quy vi ¢ thé do Iudng
su’ gan ké&t. Chang tdi thdy rdng cac chi dé ca nhan hay cdm xdc nhu vay co thé rat 16i
cudn, thu hut su quan tdm hon rat nhiéu cac chu dé khac. Do dd, cac chi sé do ludng nhu
vay co thé cb gid tri.
e Tuong tac: Moi ngudi dat cau hoi, dang y kién hay yéu cau trg gilp trén cac kénh bao
mat va dién dan ma quy vi dang diéu hanh & mdc dd nao?

e Mo phoéng: Thuc hién vai loai m6 phong tan cong ky thuat xa hoi, nhu lira dao, tan
cdng bang tin nhdn hodc cudc goi dién thoai.

DE biét danh sach chi s do ludng day du han, hdy tai xuéng Bang Chi s8 do ludng Nang cao
Nhan thdc Bao mat tuong tac tir Goi Tai xuéng Ky thuat s6 MGT433.

https://www.sans.org/security-awareness - All materials (c) SANS Institute


https://www.sans.org/security-awareness
http://mgt433.org/

RN Rwareness

Giay phép

Ban quyén © 2020, SANS Institute. Tat cd moi quyén dugc bao luu cho SANS Institute.
Ngudi dung khéng dudc phép sao chép, nhan ban, tai xuat ban, phan phdi, trung bay, chinh
stfa hodc tao cac san phdm phai sinh dua trén toan bé hodc mét phan tai liéu, badng bat ky
phuadng tién nao, bao gom ban in va ban dién tu, v.v, cho bat ky muc dich nao ma chua
dugc su chdp thuén rd rang tu trude cia SANS Institute bang van ban. Ngoai ra, Ngudi
dung khdng dudc phép ban, thué, cho thué, trao ddi hodc chuyén giao cac tai liéu nay dudi
moi hinh thirc, hinh dang hodac dang thic ma chua dugc su chdp thuan ro rang tu trudc cua
SANS Institute bang van ban.

Tac gia Bo cong cu Trien khai
» Lance Spitzner cé han 20 nam kinh nghiém vé bao méat trong linh vuc nghién
‘;’ clru moi de doa mang, kié€n trdc, nang cao nhan thirc va dao tao vé bao mat.
Ong da ho trg md dudng cho cac linh vuc vé thong tin Ira ddo va mang
1 \‘(Z: théng qua viéc sang tao ra kién truc honeynet va sang lap Du an Honeynet.
? e ) La mot giang vién tai SANS, 6ng d3 phat trién cdc khéa MGT433: Nang cao.
Nhan thic Bao mat va MGT521: Van hda Bao mat. Ngoai ra, Lance da xuat
ban ba cudn sach vé bao mat, lam c¢d van tai hon 25 qudc gia va ho trg han 350 t& chirc xay
dung cac chudng trinh ndng cao nhan thirc va vén hda bao mét dé quan ly rdi ro nhan su
ctia ho. Lance 1a mot dién gia ndi tiéng, thudng xuyén ding bai trén Twitter (@Ispitzner) va
tham gia vao nhiéu du an bdo mat cong dong. Trudc khi lam viéc trong linh vuc bao mat
théng tin, Ong Spitzne tiing |a mdt si quan thiét gidp thudc Luc lugng Trién khai nhanh cda
Quén doi va c6 bang MBA tai trudng Dai hoc Illinois.

Théng tin vé SANS Institute

SANS Institute dudc thanh Iap vao ndm 1989 dudi hinh thic mot t6 chlic nghién va gido duc
hop tac. SANS la té chilic dang tin cdy nhat va dén nay la nha cung c8p I6n nhat vé dao tao
bao mét va cdp ching nhan cho cac chuyén gia tai céc td chiic chinh phu va thusng mai
trén khap thé gigi. Cac giang vién lirng danh tai SANS giang day haon 60 khda hoc khac nhau
tai hdn 200 su kién dao tao bdo mat mang truc ti€p cling nhu truc tuyén. GIAC la mét dan
vi lién két clia SANS Institute, phé chudn chirng chi hanh nghé théng qua han 35 chiing

nhan thuc hanh, ky thuat vé bao mat mang. SANS Technology Institute, la mét dan vi chi
nhanh doc lap, dugc cdng nhan theo khu vuc, cdp bang vé bado mat mang. SANS cung cap

vO s8 tai nguyén mién phi cho cong ddng Bao méat Thong tin, bao gdm cac du an chung, cac
bdo cdo nghién clru, va thu tin; SANS cling van hanh hé thGng canh bao s6m cua Internet--
hé thGng Internet Storm Center. SANS quy tu nhiéu chuyén gia vé bao mat, dai dién cho
cac td chilc toan cau khac nhau tir cdc doanh nghiép dén cac trudng dai hoc, hgp tac vdi
nhau dé hd trg toan bd cdng ddng bdo mat thong tin. (https://www.sans.org)
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