SANS PROTECTS SERIES

SANS Protects: File Storage

Author: Matt Bromiley
Presentation Date: March 23rd, 2022

OVERVIEW
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SANS Protects is a series of papers focused on the most prevalent threats to specific, critical components of your
environment as well as actions you can take to mitigate those threats and thwart threat actors. In this paper, we
look at threats specific to file storage solutions. Organizations have long relied on central file servers to serve
content to employees as well as manage data leakage and unauthorized access. In recent years, we have observed a
shift to cloud-based storage, which poses its own unique threat model and attack surface.
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In this SANS Protects paper, we examine current, prevalent
threats to file storage solutions, how adversaries abuse
them, and steps your organization can take to mitigate these
threats.

This paper also includes an actionable checklist of
essential mitigation tips and tricks that you can implement
to strengthen your security posture.

Some of the threats and weaknesses we investigate
include:

Open or insecure cloud storage, allowing access to
unauthorized individuals

Misconfigured cloud storage, leading to data leakage
and theft

Ransomware versus file storage solutions

Lack of visibility into multiple file storage solutions
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LEAD SUBMISSION AND REPORT PROMOTIONS

Lead Submission

The initial installment of leads will be provided within two business
days of the live presentation. Additional leads will be provided on a
regular basis for the first three months following the presentation.
After three months, leads will be provided as requested.

Promotions

Presentation: The presentation will be promoted to the SANS community
7-8 weeks prior to the date.

Whitepaper: The whitepaper will be available in the SANS Reading Room
on the same day as the presentation and will be promoted to the SANS
community.
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