
Example Tasks                      

Gain and prove proficiency at the Linux and PowerShell command line, interrogate
network services, analyze forensic disk images, test web application security, navigate
proxies to attack adversary systems, and more.

Suggested Tools                    

Nmap, Volatility, IPTables, TCPDump, Netcat, Scapy, Bash and Python scripting, the
Metasploit Framework, John the Ripper, Proxychains, and others.

Computer Requirements     

Processor: 64-bit, x86, 2.0 GHz+
Memory: 16GB
HD: 40GB+Free
OS: Windows, Mac or Linux
VMware

Enter Core and save your ship from the alien threat! Questions and hints will guide you
through the galaxy, completing challenges spanning the full range of cybersecurity skills,
from defense to forensics to penetration testing.

NetWars Core Continuous

Example Topics                    

Powershell terminal
Hash extension exploitation & Cryptographic security controls
Packet capture analysis
Advanced traffic filtering with Wireshark/Tshark display filters
Remote File Inclusion (RFI)
LDAP injection
Password guessing with THC Hydra

Master the latest skills and technologies in the industry with NetWars Core Continuous.
All the tools needed are included with each training solution. 

For more information, speak with a SANS Advisor at sans.org/cyber-ranges/contact

https://www.sans.org/cyber-ranges/contact/
https://www.sans.org/cyber-ranges/contact/

