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SANS 2021 Ransomware Detection and 
Incident Response Report

Ransomware attacks have become some of the most prolific and public intrusions over recent years. Within a matter 
of hours, organizations can go from normal operations to having an inoperable network and being extorted for tens of 
millions of dollars. While nations convene meetings to find ways to combat these global threats, organizations remain in the 
crosshairs of opportunistic attackers.

•	 Common traits of ransomware attacks

•	 How organizations can craft better detections based on 
these traits

•	 How to build response plans catered to ransomware 
attacks

•	 Sponsors can voice their thoughts on modern detection 
and response with ransomware breaches. Since the 
focus of this report is on the correct steps for creating a 
response plan(s) aimed at ransomware attacks, sponsors 
will also have the opportunity to share how their solutions 
fit into developing a successful response plan(s).

•	 Cobrand the survey results whitepaper and webcast.

•	 Collaborate with SANS’ best cybersecurity experts who are 
at the forefront of the ever-changing war on cybersecurity.

OVERVIEW

SPONSOR 

MEET THE AUTHOR

Matt Bromiley is a principal incident response 
consultant at a top digital forensics and 
incident response (DFIR) firm, where he assists 
clients with incident response, digital forensics, 
and litigation support. He also serves as a 
GIAC Advisory Board member, a subject-matter 
expert for SANS Security Awareness, and a 
technical writer for the SANS Analyst Program. 
Matt brings his passion for digital forensics to 
the classroom as a SANS Instructor for FOR508: 
Advanced Incident Response, Threat Hunting 
and Digital Forensics, and FOR572: Advanced 
Network Forensics, where he focuses on 
providing students with implementable tools 
and concepts.

Matt Bromiley 
SANS Certified Instructor

View next page for sponsorship packages.
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SANS 2021 RANSOMWARE DETECTION AND INCIDENT RESPONSE REPORT

LEAD SUBMISSION AND PROMOTIONS

Lead Submission
The initial installment of leads will be provided within 
two business days of the live presentation. Additional 
leads will be provided on a regular basis for the 
first three months following the presentation. After 
three months, leads will be provided as requested.

Promotions
Presentation: The presentation will be promoted to the 
SANS community 7-8 weeks prior to the date.

Whitepaper: The whitepaper will be available in the SANS 
Reading Room on the same day as the presentation and 
will be promoted to the SANS community.

ADDITIONAL SPONSORSHIP

Associated Paper or Product Review
Publish a custom paper based on a segment of 
the report that is of interest to you or a product 
review that calls on the report as an entry point 
to the review. 
This associated paper also includes a webcast. 
Includes 200-lead guarantee with no cap and 
continued lead generation as a SANS archive 
webcast. 

Contact your SANS representative today to  
learn more about sponsoring this SANS report.

SPONSORSHIP PACKAGES GOLD PLATINUM

Report

Receive draft of the report for review and a final, branded whitepaper  

Report Analysis & Discussion (60-minute virtual presentation)
November 16th, 2021

Branding on the report presentation registration page  
Included in 45-minute panel discussion with the author and platinum 
sponsors (includes 3—5 minute introduction from sponsor) 

Leads 300 leads 
no cap

500 leads 
no cap
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