
DFIR JOB ROLES

FOR308 Digital Forensics Essentials

FOR498  Digital Acquisition and Rapid 
Triage (GBFA)

FOR500  Windows Forensic Analysis 
(GCFE)

FOR518  Mac and iOS Forensic Analysis 
and Incident Response (GIME)

FOR585  Smartphone Forensic Analysis 
In-Depth (GASF)

 

FOR508  Advanced Incident Response, 
Threat Hunting & Digital 
Forensics (GCFA)

FOR509  Enterprise Cloud Forensics 
and Incident Response (GCFR)

FOR528  Ransomware for Incident 
Responders

FOR532  Enterprise Memory Forensics  
In-Depth

FOR572
  Advanced Network Forensics: 

Threat Hunting, Analysis, and 
Incident Response (GNFA)

FOR578  Cyber Threat Intelligence 
(GCTI)

FOR608  Enterprise-Class Incident 
Response & Threat Hunting

FOR610
  Reverse-Engineering Malware: 

Malware Analysis Tools and 
Techniques (GREM)

FOR710  Reverse-Engineering Malware: 
Advanced Code Analysis

SEC504  Hacker Tools, Techniques, and 
Incident Handling (GCIH)
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DIGITAL FORENSICS

INCIDENT RESPONSE &  
THREAT HUNTING

sans.org/dfir   @SANSForensics           dfir.to/LinkedIn           dfir.to/DFIRCast

https://www.sans.org/cyber-security-courses/digital-forensics-essentials/
https://www.sans.org/cyber-security-courses/battlefield-forensics-and-data-acquisition/
https://www.sans.org/cyber-security-courses/windows-forensic-analysis/
https://www.sans.org/cyber-security-courses/mac-and-ios-forensic-analysis-and-incident-response/
https://www.sans.org/cyber-security-courses/advanced-smartphone-mobile-device-forensics/
https://www.sans.org/cyber-security-courses/advanced-incident-response-threat-hunting-training/
https://www.sans.org/cyber-security-courses/enterprise-cloud-forensics-incident-response/
https://www.sans.org/cyber-security-courses/ransomware-incident-responders/
https://www.sans.org/cyber-security-courses/enterprise-memory-forensics-in-depth/
https://www.sans.org/cyber-security-courses/advanced-network-forensics-threat-hunting-incident-response/
https://www.sans.org/cyber-security-courses/cyber-threat-intelligence/
https://www.sans.org/cyber-security-courses/enterprise-incident-response-threat-hunting/
https://www.sans.org/cyber-security-courses/reverse-engineering-malware-malware-analysis-tools-techniques/
https://www.sans.org/cyber-security-courses/reverse-engineering-malware-advanced-code-analysis/
https://www.sans.org/cyber-security-courses/hacker-techniques-incident-handling/

