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Next-Level App Hacking
Threat Modeling for Better Attacks



Hacker For Life
Security Advocate & Speaker

Former Software Developer

Author, Blogger, Podcaster
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My Feed Personalize Top News US News World News Crime Technology Politics Opinion Fact Che

O declares China virus outbreak an
ational emergency




What’s Important?




wWhy 1s 1t
1mportant?







Open a checking account

Consider the benefits of opening a Bank of America Advantage Banking account.

9:41PM

1830

BANK OF AMERICA %7

u Hello, Chris.

4000 1e3% 5518 9010
oz, 00/00 DEBIT

CHRIS L NARTIN VISA

Instagram ( 7 C @ Checkout

0 hudabeauty

Qv

The New Nude Palette

Total

Shipping

A DELTA S BOOK CHECKIN MYTRIPS FLIGHTSTATUS Travellnfo SkyMiles NeedHelp? SIGNUP | LOGIN ;:} Q

N YC A U A Round Trip Depart — Return [ 1 Passenger -

New York City Area Aruba, Aruba
Airports, NY

CHOPTIONS | | Shop with Miles 7 ["] Refundable Fares (- [] My dates are flexible Advanced Search ~




Log In To Delta

All fields are required

SkyMiles Number Or Username

Password

D Keep Me Logged In - New!

Forgot Login | Forgot Password




A DELTA % BOOK CHECKIN MYTRIPS [mau'rsmm% Travel Info  SkyMiles Need Help? e (9 Q)

Search By Date (Required)

Mon, Dec 28 B ex. 1049 or from &— To .

AMEBCAN EXPRESS .




3 miles

A DELTA NYC-LAX RoundTrip Jan17-22 1Passenger MODIFY v ) Alyssa L"a

My Wallet (2)

O Alyssa Miller

Amex “10§f| Primary Card +Add new card

Earn up to an additional 2 or 3 miles per dollar on this purchase when you use your Delta SkyMiles American Express Card, depending on card type. (Terms and
Conditions)

Add a Delta Gift Card
All fields required

Add a Gift Card

Amount Due - $1,196-20 USD
(1Passenger) Pay With Miles




i Burp Suite Professional

Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner I Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIerts ]

J Results T Scan queue T Live scanning TDptil:lns 1

) http://0b7bd624bab7. mdseclabs net » @ SAL injection [7]
/ @) Cross-site scripting (stored)

» @ addressbook @) HTTP header injection

» 1 admin @) Cross-site scripting (reflected)

» @ cclookup » @ Cleartext submission of password [2]

» 7 employees I 0S5 command injection

» i filestore 7 LDAP injection

» 1 labs Open redirection

» @ search - Password field with autocomplete enabled [2]

» @) settings » 1 Cross-domain Referer leakage [2]

> updates
» ] hitps://0b7bd624bab7 mdseclabs.net Jhdwsnw T Request TRESPDHSE ]

0 Cross-site scripting (reflected)

lssue: Cross-site scripting (reflected)
Severity: High




172.16.67.136

Enter your last mame; | Smith' OR "1 Gol

SELECT + FhOM user data WHERAE last pame = "S=ith"' OR

|USERID [FIRST_MAME LAST_MNAME €C_NUMBER
|101 lloe |Sniow 087654321
[101 [loe [Snow 2234200065411
102 [1ahn |Smith 2435600002222
|102 [3ahn |Smith 4352209902222
103 lJane |Plane 123456789
N§Scure >lorege |103 Jane |Plane 333458703333
. 10312 [Jolly [Hershey 176895789
men (10312  [Jolly |Hershey 333300003333
[10323 (Grumpy [youaretheweakestlink (673834489

10323 [Grumpy [youaretheweakestiing 33413003333
15603 [Peter |Sand 123608789
15603 [Peter |Sand 338893453333
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g @AlyssaM_Infosec

m [in/alyssam-infosec

https://alyssasec.com




Thank You
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