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"In my new role with the SANS Technology Institute, one of my absolute
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enthusiasm and especially their creative ideas for research. This journal is
a great summation of both aspects, as you can read the results of these
tremendous students’ hard work in pushing the envelope of cyber
security knowledge. They do so with the goal of sharing practical
techniques and solutions that make the world a safer, more secure
place. I’m so proud of and grateful for our students as they achieve that
goal and help to differentiate the SANS Technology Institute as a
premier institution of higher learning for the entire cyber security
community."

"With this second volume of our research review journal, we are again
able to showcase how our students apply and extend what they learned
in class. The topics often reflect challenges that students had to solve in
their jobs. The papers not only show solutions to these real world
projects, but they also helped students realize how what they learned in
class applied to their jobs and assisted them in creating innovative
solutions supporting their businesses.
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Dean of Research
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In the following pages, you will read rigorous, academic papers grouped
by topic. We welcome you to share any articles you find helpful or
interesting, and let us know which paper you were able to apply to your
work."
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Defense
Beyond Windows Object Auditing - An Approach to Expanding Detections
by Christopher Miller
Windows object auditing is one of the most powerful features in Windows for the customization of event logs.
Although there are a decent number of articles on Windows object auditing, very few discuss uses outside of
standard file and folder auditing. The primary focus of its use seems to be to detect insider threats through file and
folder auditing. However, some organizations have begun to expand their use of object auditing to integrate honey
tokens and other detection edge cases. It is edge cases like this that start to highlight the unique value of Windows
object auditing. This paper will explore the edge cases that extend Windows object auditing’s functionality to provide
additional value beyond what appears to be its primary use. Honey tokens have been extensively covered, but
numerous other edge cases have not. This paper will highlight how to extend the value of Windows object auditing
to detect things like Print Nightmare, process execution, USB activity, WMI persistence, and more. Read the article:
https://www.sans.org/u/1jL7.
"Most analysts will equate Windows Object
Auditing with file and folder auditing. Chris’
research demonstrates how this built-in tool
can be leveraged to detect potentially
malicious behaviors like process execution
and persistence. He also examines how it can
be used to help detect specific exploits like
Print Nightmare. This might be especially
interesting for small businesses that don’t
have the budget for expensive commercial
tools."
~Sally Vandeven
Faculty Research Advisor

More Papers on Defense
Advancing SIEM Log Management Strategies through Vendor-Agnostic Measurement
by Nate Street
The Security Information and Event Management (SIEM) system concept was introduced to the market decades ago, yet the initial promise of
the tool remains largely unrealized for many organizations. Measuring the operational effectiveness of the SIEM continues to be a challenge
due to the complexity of deployment, configuration of the numerous components, and the process of determining the logs the Incident
Response team needs to perform a comprehensive security investigation. While security engineers may be able to deploy the necessary
components according to the manual, they often lack the understanding of which logs provide valuable insight to answer the questions
necessary to identify, contain, and eradicate malicious activity. Meanwhile, vendor recommendations often suggest sending all logs to the
SIEM while simultaneously charging based on log ingestion rate. This creates a situation whereby vendors propose solutions to increase their
bottom line budget versus the best interest of the customer. This paper explores a novel approach to quantifying the value of an individual log
source sent to the SIEM. Through vendor-agnostic measurement, the algorithmic model utilized by the Log Quality Value (LQV) index enables
security engineers and incident response teams to determine which logs provide the most value for security investigations. Two common
attack patterns were assessed against the proof-of-concept tool, and a positive correlation was found between the LQV index and the critical
logs used to investigate the attack. Future opportunities exist to evaluate the LQV algorithms against a more extensive dataset from live
production environments and measure the tool effectiveness through periodically comparing the LQV index to logs used to detect security
incidents. This research ultimately proposes a call-to-action for the security community to build more vendor-agnostic methods to
independently measure the effectiveness of security products. Read the article: https://www.sans.org/u/1k6a.
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Remote Workforce Impact on Threat Defenses
by Sean Goodwin
As organizations embrace remote work, the defensive security posture needs to be reexamined to effectively address threats while facing new
or different constraints and tools. This paper investigates the prevention and detection control effectiveness against the known adversary
Tactics, Techniques, and Procedures (TTPs) documented within the MITRE ATT&CK ® taxonomy in a remote working (work from home, WFH)
environment. Read the article: https://www.sans.org/u/1jPI.

Malware Detection in Encrypted TLS Traffic Through Machine Learning
by Bryan Scarbrough
The proliferation of TLS across the Internet leads to a safer environment for the end user
but a more obscure setting for the network defender. This research demonstrates what
can be learned using Machine Learning analysis of TLS traffic without decryption. It
applies a novel approach to TLS analysis by analyzing data available in the unencrypted
portion of the handshake combined with Open-source Intelligence (OSINT) data about
Internet Protocol (IP) addresses and domain names. The metadata is then analyzed using
three different machine learning algorithms: Support Vector Machine (SVM), One-Class
SVM (OC-SVM), and an Autoencoder Neural Network. This research also addresses the
imbalanced data distribution between malicious and benign traffic with the OC-SVM
and the Autoencoder Neural Network. Finally, this research demonstrates that when
using the correct header data the SVM and OCSVM classify malware with a more than
99% F2 score and the Autoencoder approximately 95% F2. Read the article:
https://www.sans.org/u/1jPN.

How Sweet It Is: A Comparative Analysis of Remote Desktop Protocol Honeypots
by Lauri Marc Ahlman
Remote Desktop Protocol (RDP) and other remote administrative services are consistently targeted by attackers seeking to gain access to
protected systems. Honeypots are a valuable tool for network defenders to learn about attacker tools and techniques. This paper proposes an
architecture for an RDP honeypot running on a Linux host. The proposed solution includes a capability to replay RDP sessions and observe
attacker activity and keystrokes. Further, this paper presents a comparative analysis between this proposed solution and an RDP honeypot
using the open-source project PyRDP (Gonzalez, 2020) which is represented as a Windows environment.
Read the article: https://www.sans.org/u/1jQ2.

Collection and Analysis of Serial-Based Traffic in Critical Infrastructure Control Systems
by Jonathan Baeckel
There is a blind spot the size of a 27-ton, 2.25-megawatt maritime diesel generator in the
world's critical infrastructure control system (CICS) landscape. Compared to typical IT
systems, CICSs are composed of a much larger ratio of non-routable traffic, such as
serialbased Fieldbus communications, than their IT-based brethren, which almost exclusively
rely on TCP/IP-based traffic. This traffic tells field devices to take actions and reports back
process status to operators, engineers, and automated portions of the process. As vital as it
is to the process, this specialized traffic is routinely ignored by Operational Technology (OT)
architects and analysts charged with defending this type of system. They tend to favor a
TCP/IP only approach to traffic collection and analysis that is more geared toward an IT-only
environment. This paper analyzes Stuxnet to determine the effect that serial communication
monitoring and analysis may have on the situational awareness of such an event. It will pose
several questions. Could the attack have been detected without the availability of known
Indicators of Compromise (IoC)? Would the attack have been detected sooner? Would there
have been no effect at all? This information may help organizations pursue a risk-based
approach to architecting a CICS traffic collection and analysis system. Read the article:
https://www.sans.org/u/1jQc.
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Vulnerability Management Blueprint for the Clinical Environment
by Adi Sitnica
The industry-standard vulnerability management process is largely inapplicable within clinical
settings. Unique medical industry-specific devices and other complexities and limitations,
such as vendor-owned and managed systems and regulated and other nonstandard
hardware, limit the general effectiveness of the process. This document explores a standard
clinical footprint and provides guidance (or a 'blueprint') to further developing and maturing
the vulnerability management operational model for clinical settings, with the primary goal
of risk reduction within the confines of a clinical environment.
Read the article: https://www.sans.org/u/1jQr.

A Multi-leveled Approach for Detection of Coercive Malicious Documents Employing Optical Character
Recognition
by Josiah Smith
Authors of malicious documents often include a graphical asset used to lure the potential victim to “enable editing” and to “enable
content” to activate the macro’s embedded logic. While these graphical lures vary in theme, language, and content, they commonly have
similar coercive text. Using Optical Character Recognition to produce text files of the images provides the ability to anchor the images’
contents. While attackers have been known to intentionally manipulate images to bypass OCR-based detection, some additional
techniques can surface the textual contents. Optical Character Recognition can be utilized to track, pivot, and cluster malicious
campaigns, identify new TTPs, and possibly provide attribution against adversaries. Read the article: https://www.sans.org/u/1jQw.

GPS for Authentication: Is the Juice Worth the Squeeze?
by Adam Baker
For decades, location has been used as a validating factor in authentication. However, this
has almost exclusively reflected IP address-based geolocation, a far less precise data point
than a GPS coordinate. This paper will compare the precision of IP address location data to
that of GPS coordinates, to determine if the increased available precision of GPS coordinates
provides sufficient enhancement in value to justify expanding the use of GPS coordinates for
authentication. Read the article: https://www.sans.org/u/1jQB.

Deconstructing Information Security Analysis
by Daniel Severance
Security resources often simplify the analysis cycle into a single atomic unit or a series of highly contextual steps rather than outline the
process of building relationships in security data. Analysis workflows may be generalized for anomaly detection in positive security models.
This paper explores common analytical techniques to deconstruct and reconstruct security data for analyst benefit. These techniques identify
outliers and edges in behaviors and highlight contexts where these edges may occur. Methods are introduced to measure the effectiveness
and efficiency of these pivots in investigation while covert channels are introduced to contrast practical application. Methods in this paper
should supplement analyst workflows rather than replace existing processes. Read the article: https://www.sans.org/u/1jMz.
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CIS CSC Controls vs. Ransomware: An Evaluation
by Dylan Malloy
Cybercriminals continue to develop and enhance both new and existing ransomware
variants, exploiting vulnerabilities to compromise computer systems and wreak havoc on
individuals and organizations. Ransomware, while everchanging, typically relies heavily
on a lack of controls in place for it to be promptly stopped or eradicated; however,
many controls set out to reduce the overall impact of ransomware, if not stop it entirely.
Organizations often try to protect themselves from ransomware by investing money into
their security stack, Anti-virus, Endpoint Detection and Response, and Host Intrusion
Prevention System. However, these tools will not be nearly as effective without the
proper controls to align their functions. Implementing CIS Critical Security Controls can
significantly reduce the impact of ransomware, or even potentially stop it in its tracks,
meaning minimal disruptions to operations.
Read the article: https://www.sans.org/u/1jQG.

Making the Unsafe Safer: Zero-Trust Web Access Using Remote Browser Isolation
by Craig Meyer
This paper explores the potential of Remote Browser Isolation (RBI) technology configured as a reverse proxy to protect organizational web
applications from untrusted clients. RBI technology is marketed to protect client browsers from compromise when browsing the unsafe
Internet. RBI technology may provide additional security protections to web applications accessible through zero-client browser-based remote
access in a zerotrust architecture. This paper uses research to conclude that RBI technology would present practical mitigations to many
common web application vulnerabilities that can be exploited by an authenticated session on an untrusted client or network. Since these
mitigations provide a middle ground between outright blocking or allowing native access, RBI could serve a useful purpose in a zero-trust
architecture that must continue to operate for organizational purposes despite security risks. Read the article: https://www.sans.org/u/1jMp.

Next Gen SOC: Automating Alert Overload
by Jon-Michael Lacek
In every Security Operations Center (SOC) analysts continue to be flooded with alerts. As the adversary continues to develop and enhance
their attack methodologies, security vendors continue to produce new and innovative ways of detecting alerts. These technologies/solutions
leverage machine learning algorithms to build a baseline profile on user behavior and network traffic to alert when activity falls outside that
established pattern. Unfortunately, the alerts generated from the machine learning solutions add to an already overwhelmed SOC. In addition
to the growth in toolset usage, the amount of data coming in from those tools continue to grow, all while the headcount within a SOC
typically does not. While traditional SOCs focus on tuning alerts to meet their organizational behaviors, this research focuses on combining
detection mechanisms from various tools or cross-referencing data from the different sources in an automated fashion. By modifying the
fidelity of these alerts, analysts are left with more context and actionable alerts to investigate. Read the article: https://www.sans.org/u/1jMf.

Increasing Visibility by Cracking Password-Protected Malware at Scale
by Derek Thomas
Authors of malicious software seek to protect their malware from being scanned by security solutions such as anti-virus. By encrypting
their files with a password, defenders cannot scan the files without first knowing or cracking the password. Defenders can use opensource password cracking tools in conjunction with file scanning utilities to gain visibility into most password-protected malware. Using
open source tools, these cracking tools can scale to scan millions of files a day, maximize performance, and to be tuned according to
defenders' resources. Read the article: https://www.sans.org/u/1jLQ.
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Examining OpenEDR’s Effectiveness as an EDR Solution
by Christian Vrescak
Today’s cyber threat ecosystem frequently leaves defenders bested by their adversaries due to a lack of endpoint visibility. This deficiency
leads to undetected attacks leaving organizations at the mercy of attackers. To solve this issue, Endpoint Detection & Response (EDR) tools
were created to provide endpoint visibility and equip defenders to defeat their attackers (CrowdStrike, 2020a). Unfortunately, while these
tools can make a difference for defenders, the price of commercial solutions may make them unattainable for many organizations (Infocyte,
2021). Comodo’s OpenEDR collects information about system activity, including process creations, network connections, file creations,
among other artifacts (Metin, 2020). This paper examines the effectiveness of OpenEDR as a free and open-source EDR solution in providing
adequate visibility into Windows endpoint activity to detect attacker techniques, including those listed in MITRE’s ATT&CK® knowledge base.
Read the article: https://www.sans.org/u/1jM5.

Detection Engineering: Defending Networks with Purpose
by Peter Di Giorgio
Detection engineering is becoming a common term in the information security industry, but it is still a maturing concept. From the
perspective of a military philosopher, this paper will explore the tactics, techniques, and procedures behind detection engineering. The goal is
to give analysts, researchers, and decision-makers tools to apply in their organizations today. This research explores a method to template
threats to an organization, analyze a capability against the threat template for detection gaps, and engineer detections to close observed
gaps. With a handful of open-source tools, it will be possible to achieve a military-grade defensive posture. Network defenders will be able to
use detection engineering to defend networks with knowledge and purpose. Read the article: https://www.sans.org/u/1jM0.

ICS within the NIS Directive should be ATT&CK®ed
by Kory Koziar
In August 2016, the European Parliament and the Council of the European Union implemented the first piece of legislation specifically
addressing the cybersecurity of its Network and Information Systems (also known as the NIS Directive, or NISD). The NIS Directive (European
Commission, 2016) required that member states transpose the Directive into local law by May 2018 and self-select the in-scope Operators of
Essential Services (OES) by November 2018. To assist with the short time frames, the European Union Agency for Cybersecurity published a
guideline (ENISA, 2018) that maps the security requirements set out in the NIS Directive to existing industry standards for specific sectors.
Some of these included the North American Electric Reliability Corporation Critical Infrastructure Protection Standards (NERC CIP), National
Institute of Standards and Technology (NIST), and International Organization for Standardization (ISO). Given the increased focus of malicious
actors targeting Industrial Control Systems (ICS) and Operational Technology (OT) assets, does the NIS Directive provide meaningful impact to
protect industrial assets and public safety? Rather than recommending industry-specific standards, what is the effect when complemented
with common Tactics, Techniques, and Procedures (TTP) determined by the Mitre ATT&CK® for ICS (Mitre, 2020) framework? Read the
article: https://www.sans.org/u/1jLG.

SANS.edu Research Review Jan-Dec 2021

Page 8

Expired Domain Dumpster Diving
by Christopher DeWeese
Every day 200,000 domains expire ("DomCop FAQ," n.d.), become available for purchase and possible exploitation by the new owner. These
expired domains pose a risk to companies and individuals, leading to compromised accounts and resources that remain associated with
those domains. Expired domains can be purchased, and services re-established to capture all data previously directed to the domain allowing
for Domain Dumpster Diving. Five expired domains were selected and monitored for six weeks. The resultant data confirms that the data
captured could be used to access accounts and resources related to the domain's previous owner. This research focuses on selecting
candidate domains, an overview of data collected, and recommendations for defensive strategies for Domain Dumpster Diving. Read the
article: https://www.sans.org/u/1jLB.
Listen to the podcast: https://isc.sans.edu/podcastdetail.html?id=7696.

Can We Move Past Blocklists to Automated Takedowns?
by Susan Ramsey
In the struggle to prevent phishing, cyber defenders use URL blocklists. URL blocklists
are ever-changing and difficult to keep current. Attackers make use of automation
and other methods to bypass their effectiveness. Rather than everyone struggling to
keep their ever-changing blocklists accurate and up-to-date, is it possible to ease the
burden on cyber defenders by automating “verified” phishing site takedowns?
There are for-profit companies that claim they have implemented automated APIbased phishing site takedowns with trusted web host providers. Would it be
effective to implement a community-driven automated takedown request method?
Read the article: https://www.sans.org/u/1jL2.

CTI, CTI, CTI: Applying Better Terminology to Threat Intelligence Objects
by Adam Greer
Increased awareness of the need for actionable cyber-threat intelligence (CTI) has created a boom in marketing that has flooded industry
publications, news, blogs, and marketing material with the singular term applied to an increasingly diverse set of technologies and practices. In
2015, Dave Shackleford and Stephen Northcutt published findings of a survey sponsored by some of the largest names in cyber-threat
intelligence at the time in order to address the widespread confusion around what precisely cyber-threat intelligence is and how it is
generated, delivered, and consumed. In this research, they note that "...a shortage of standards and interoperability around feeds, context,
and detection may become more problematic as more organizations add more sources of CTI..." (Shackleford, 2015). However, IT security
teams have matured drastically since then, and most research has been applied to automation and standards for specific sub-domains, such as
dissemination. This paper analyzes the current CTI environment and uses a defined methodology to develop a taxonomy for the domain that
clarifies the application of CTI to security programs and serves as a foundation to further domain research.
Read the article: https://www.sans.org/u/1jQ7.

Improving Incident Response Through Simplified Lessons Learned Data Capture
by Andrew Baze
The Lessons Learned portion of the cybersecurity incident response process is often neglected, resulting in unfortunate missed opportunities
that could help teams mature, identify important trends, and improve their security. Common incident handling frameworks and compliance
regimes describe time-consuming and relatively complex processes designed to capture these valuable lessons. While an extensive and
resource heavy process may be necessary in some cases, it is often difficult for incident response teams to dedicate sufficient time to capture
this lesson data at the end of an incident. Dedicating time is even more difficult when the team is simultaneously handling other incidents.
This paper addresses the planning and implementation of a simplified approach to capturing Lessons Learned data at any time, as opposed
to at the conclusion of an incident. This approach includes a tagging schema and demonstrates how identification of lesson type, sub-type,
and associated work items can provide valuable data to further an organization’s original Lessons Learned goals.
Read the article: https://www.sans.org/u/1jPS.
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Cybersecurity Leadership
Ransomware Impact Assessments: Guidance is Common, Your
Organization is Not!
by Erik Avery
Defeating ransomware's threat has become a cyber-Sisyphean task because the cybersecurity community does not
reinforce basic standards and overcomplicates defense with complex recommendations. Security teams do not have
the right resources to defend their organizations without specific guidance for conducting risk assessments across
organization types. Published materials intended to prepare organizations for defense against ransomware lack the
appropriate flexibility to meet a wide range of audiences and instead inundate worn-out "lax" security teams with
immense lists of more standards. Business impact analysis coupled with the needs of government, for-profit, and
nonprofit organizations is critical to the continuity of essential operations in unique ways not addressed by available
resources. Criteria-based assessments and impact analysis assist decision-makers in determining where to place
funding and expend risk management or acceptance resources to adequately protect their organization's interests by
applying standards such as the CIS Controls. Read the article: https://www.sans.org/u/1jLc.
“Ransomware remains a hot topic. Many have
advised on how to reduce the impact of this
persistent threat. Erik maps three
contemporary guidance documents searching
for new and relevant guidance in this
research. What he found will surely surprise
you. His research further studies three recent
ransomware incidents in diverse
environments, noting the effectiveness of
that guidance to possibly reduce the risk of
ransomware. Do
yourself a favor and take a look at this
research!"
~Russell Eubanks
Faculty Research Advisor

More Papers in Leadership
Cyber Risk Profile of a Merger or Acquisition
by Tyler Whittington
Companies often use mergers and acquisitions to expand their market share and increase profitability. To appropriately assess a potential
target, acquiring companies regularly dedicate time and resources to identify risks and quantify the target company’s value. A company’s
cyber risk is not commonly considered a factor in pre-acquisition assessments, nor does an organization’s Information Security team frequently
play an active role in this process. Due to these gaps, acquiring companies have identified incidents both during and after an acquisition deal
has closed. These late discoveries resulted in millions of dollars in lost revenue and or breaches affecting millions of customers. Advancements
within the Information Security industry have enabled the collection of open-source information through tools and standardized
reconnaissance methodologies. Based on these accomplishments, research must be conducted to determine how this information can be used
to calculate a company’s cyber risk without the benefits of internal visibility. Read the article: https://www.sans.org/u/1jN8.
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Criticality of Advanced Audit Policy in Early Detection of Cyber-Attack
by Rebecca Harness
Windows 11, and its predecessors, install with most security and audit policies set to
a disabled state. System administrators may find the implementation of popular
security configuration frameworks, such as Microsoft’s Secure Configuration
Framework, difficult to justify unless specific benefits are identified. Audit policies, in
particular, have the potential to provide valuable information for operational
troubleshooting and early detection of security incidents. The recent release of
Windows 11 provided the opportunity to identify if these challenges remain and, if
so, demonstrate specific value to implementing Microsoft Security Configuration
Framework – Level 1 – Advanced Audit Policy Configuration.
Read the article: https://www.sans.org/u/1k6k.

Information Security Starts with the Employees
by Simone (Cy) Genna
Organizations continue to spend exorbitant budgets to combat the issue of insider threat with one source estimating it at $270B/year by 2026
(Forbes, 2020). By comparison, the cost to put a man on the moon, possibly the greatest accomplishment in the history of mankind, was
$283B (adjusted for inflation) and that was spread across thirteen years from 1960 to 1973. The cybersecurity industry’s approach to insiders
has reached a tipping point where the methodology and framework have become unscalable, inefficient, and ineffective. The only strategy
appears to be doubling down on buying more technical solutions. Organizations appear to be failing across three main areas: 1) developing a
long-term strategic risk-centric approach that fits with the globally changing political, sociological, and behavioral environments, 2) an overreliance on technical tools and related training materials to more accurately and expeditiously identify an evolving threat, and 3) an
overemphasis on employing technical rather than insider threat subject matter experts (SME). The results of this research seek to provide
organizations with critical datapoints and examples that can be used to propose solutions so they can better address the actual root-cause of
insider threats and not the symptoms and evolve their Insider Threat Programs (InTP). Read the article: https://www.sans.org/u/1jLw.

2021 Ransomware Case Study: Identifying High Priority Security Controls for Public Institutions
by Anthony Luna
Three quarters through 2021 and malicious cyber actors appear to be taking full advantage of the world’s rapid shift towards an even more
internet-dependent society. In May, nationwide oil shortages, increased consumer fuel prices, and emergency declarations were issued after a
ransomware incident forced a major U.S. oil pipeline to shut down operations (The New York Times, 2021). In February, a U.S. public water
treatment facility in Florida suffered an attack, resulting in the unauthorized adjustment of water treatment chemicals which nearly poisoned
the public drinking water supply for 15,000 people (Tampa Bay Times, 2021). Attacks against vital U.S. public institutions, specifically utilities,
K-12 schools, and municipalities, profoundly impact society (CISA, 2021). This whitepaper includes a case study analysis of three major 2021
ransomware attacks on public institutions to develop a prioritized defense guide based on the CIS Controls with the highest return on
investment. Read the article: https://www.sans.org/u/1k6f.

More Papers in Leadership

IT Service Management and Infosec: Collaborate for Mutual Success
by Kevin T. Geil
Collaboration between information security and IT is critical to the success
of both teams. Information security frameworks and IT service management
methodologies share a foundation in asset management, configuration
management, and change management. This research describes the nexus
between information security and IT service management by mapping ITIL
version 4 management practices to the CIS Critical Security Controls. It
shows that in many cases, information security controls and IT service
management practices can be implemented and audited using the same
steps. Read the article: https://www.sans.org/u/1jME.
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Offense
Striking from the Shadows: Applying and Analyzing Mitigation
Techniques to Bypass Antivirus Payload Detection
by Matthew O’Rouke
During red team engagements and penetration tests, understanding how the presence of antivirus software will
affect exploitation can make or break the success of an individual or team. With thorough reconnaissance and
enumeration, it is possible to predict what will reinforce the target environment. From this vantage point, an attacker
has an opportunity to utilize several mitigations and bypass techniques when constructing a payload but making this
determination can still be hindered by a multitude of variables or be limited by the user’s experience. Investigating
what goes into payload detection from the perspective of an antivirus and using that analysis to better formulate
strategies for mitigating detection can be a crucial tool for individuals and teams when faced with nonpermissive
environments during engagements. Strictly from the attacker’s perspective, it allows them to be better prepared for
these eventual situations. Still, for blue teams and security operations specialists, this same research can also aid in
letting them know where some of their most critical weak spots are. Modern antivirus software now has several
components that all aim to prevent exploitation and nullify payload execution. While most solutions have similarities
in how this is achieved, each vendor still has unique attributes where detection may happen with one, while not
another. It would be desirable if there was a reliable way for a one-size-fits-all solution, but a similar end-state can be
achieved through the utilization of encoders, encryptors, and obfuscation techniques and the proper application of
them given a well-analyzed attack surface. Read the article: https://www.sans.org/u/1jLV.
"A successful red-team engagement will provide an
accurate view of how an organization is exposed to
different risks. Assessing risk requires verifying the
presence and the effectiveness of a control. Mathew
did a great job outlining various evasion
techniques. The paper will guide red-teams as they
assess the effectiveness of anti malware controls. I
found the focus on malware compiled for different
architectures interesting. This will be a problem we
will face more in future architecture diverse edge
computing environments."
~Dr. Johannes Ullrich
Faculty Research Advisor

More Papers in Offense
Content Security Policy Bypass: Exploiting Misconfigurations
by Jamy Casteel
Content Security Policy (CSP) is designed to help mitigate content injection attacks such as XSS. While it can be helpful as a part of a defense-in-depth
strategy, misconfigurations may be bypassed, especially when used as a sole defensive mechanism. Content Security Policy configurations can be very
complex, leaving gaps in coverage when utilizing older or larger web applications. Bypassing Content Security Policy misconfigurations can often be
trivial in a complex application. This research analyzes how CSP works as well as bypass techniques and methodologies to help exploit policy
misconfigurations. Read the article: https://www.sans.org/u/1jLL.

Listen to the podcast: https://isc.sans.edu/podcastdetail.html?id=7618.
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Analyzed Java Code Snippets: The Corpus
by Hitarth Patel
Static Code Analysis is a way to find vulnerabilities in source code. However, this process is flawed due to the significant amount of falsepositive findings that take additional time and resources to address, taking away from remediating actual vulnerabilities. For this research, a
corpus was created to begin the process of developing a machine learning model that could potentially weed out false positives. Due to the
lack of datasets available for this project, it is focused on the process of developing the datasets that could feed the machine learning model.
This paper is a blueprint for future research and improvement of processes to find vulnerabilities without false positives.
Read the article: https://www.sans.org/u/1jLm.
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Cloud Security
Decreasing Attacker Dwell Time in Azure Active Directory
by Mark Morowczynski
As companies continue to embrace the cloud, attackers also have shifted their attack methods to target cloud
infrastructure. A popular target in 2020 has been an identity-based compromise (Verizon, 2020). Azure Active
Directory is the identity provider behind Office 365, Azure, and thousands of applications for 200,000 companies,
processing 30 billion authentications a day (Microsoft Corporation, 2021). Reducing attacker dwell time for any
infrastructure is one of the most fundamental ways to minimize a breach's scope and financial impact. This paper
provides an investigation into the effects on attacker dwell time when leveraging Microsoft’s Security Operation
Guide for Azure Active Directory. Read the article: https://www.sans.org/u/1jMk.
Listen to the podcast: https://isc.sans.edu/podcastdetail.html?id=7638.
"Cloud...changes everything. One of the most
significant changes is in how we must perceive
security. The most notable change: Identity is the
new perimeter. Microsoft Azure Active Directory
(Azure AD) is one of the most utilized IdP (Identity
Providers), both for Microsoft Azure cloud services
and 3rd-party identity federation, alike. In this
paper, Mark took on the challenge of how to leverage
key aspects of Azure AD in a manner that leads to a
faster detection of attacker activity in one's
organization. Furthermore, Mark also took into
consideration key adversarial activity ranging from
credential reuse to application consent phishing.
This paper is an absolute must read."
~Bryan Simon
Faculty Research Advisor

More Papers in Cloud
Cloud Multi-Account Policy Enforcement
by Andy Huang
Many enterprises have adopted a shift left approach for development and project implementation in the cloud. As part of this effort, many
development teams have been given administrative powers to create, deploy and maintain cloud resources and access rights. This has
created a multi-cloud account structure in many organizations, leaving each cloud account under the supervision and control of different
teams. This can lead to accidental misconfigurations which leads to vulnerability exposures. This paper looks at the implementation of a
central policy enforcement area to allow best practices in access control to be applied uniformly across the organization.
Read the article: https://www.sans.org/u/1jMa.

SANS.edu Research Review Jan-Dec 2021

Page 14

Digital Forensics and Incident Response
Cloud Forensics Triage Framework (CFTF)
by Michael Beck
Digital media forensic investigations come in multiple forms and span single assets - from thumb drives, laptops,
mobile phones, or a single email server to large-scale corporate incident response actions. Corporate network
investigations are when analysts can become overwhelmed with the volume of internal hosts of interest, which must
be forensically triaged and analyzed. The pressure to produce evidence to support or refute a case is still the same.
Analysts need to deliver the evidence as quickly as possible and maintain proper evidence handling procedures.
Endpoint Detection and Response (EDR) tools perform a great job identifying these systems and providing a platform
to collect data. The next step of preparation and analysis of these hosts must be done and is time consuming. This
circumstance is where a Cloud Forensics Triage Framework (CFTF) can leverage cloud resources to set up a scalable
and automated forensic triage framework and benefit the digital media forensic investigators. The research will
explore the possibilities of using a mixture of traditional forensic media collection processes and modern cloud
technologies to determine if reducing the time it takes to deliver processed media benefits the overall mean time to
deliver results. Will this reduce the time required to find the needle in the stack of needles? Read the article:
https://www.sans.org/u/1jLh.
Listen to the podcast:https://isc.sans.edu/podcastdetail.html?id=7658.
"Maintaining a digital media forensics lab is a costly endeavor.
It seems the rule for acquiring forensics hardware has always
been, 'Just spend as much money as you can, and then replace
your machines as frequently as you can.' Then you have the
problem of how many workstations you should buy. You must
balance the cost against the ability to acquire data from
multiple subject systems as efficiently as possible.
Michael examines the potential solution of provisioning your
forensic analysis hardware in the cloud, on-demand. In this
paper, he explores whether using a Cloud Forensic Triage
Framework (CFTF) can save both time and money while still
providing a sound foundation for forensic analysis of systems."
~Clay Risenhoover
Faculty Research Advisor

More Papers in DFIR
EDR Evasion: Stranger Things In A Payload
by Christopher Watson
Tackling enterprise security has many pitfalls. Yet, the emergence of Endpoint Detection & Response (EDR) products has paved a way for
threat hunters to act at scale. EDR tools provide greater information, faster response, and machine learning to meet the demands of large
networks. In response, threat actors have adapted by finding new ways to further their campaigns through evasion tactics. Threat hunters
must be aware of indicators unique to evasion as threat actors find new ways to hide. Read the article: https://www.sans.org/u/1jLr.
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Is it Ever Really Gone? The Impact of Private Browsing and Anti-Forensic Tools
by Rick Schroeder
Digital forensics analysts are tasked with identifying which websites a user visited. Several factors determine the level of difficulty this poses
for the forensic analyst. Network-based security tools, such as web content filters, provide a quick and easy look at a user’s browsing
history. When network-based tools aren’t available forensic analysts rely on artifacts that reside on the hard drive to paint the picture of
user activity and answer questions involving browsing history. These artifacts can be deleted or tampered with, removing key pieces of
evidence from the system. Although this adds a layer of complexity to the investigation, it does not end the investigation. Analysts should
employ multiple methods to recover evidence. Information from web browsing sessions is often written to more than one location.
Knowing where to find that data and how to interpret it will add value and credibility to an investigation. Digital forensic analysts need to
think outside the box and perform in-depth analysis to complete an investigation involving a private browsing mode.
Read the article: https://www.sans.org/u/1jPX.

ExcavationPack: A Framework for Processing Data Dumps
by TJ Nicholls
Data dumped online from breaches is rich with information but can be challenging
to process. The data is often unstructured and littered with different data types. This
research presents a framework using Docker containers to process unstructured
data. The container-focused approach enables flexible data processing strategies,
horizontal scaling of resources, the efficacy of processing strategies, and future
growth. Security professionals utilizing this framework will be able to identify points
of interest in data dumps. Read the article: https://www.sans.org/u/1jQm.

Staying Invisible: Analyzing Private Browsing and Anti-forensics on Mac OS X
by Rick Schroeder
The increasing desire to protect personal information has resulted in enhanced privacy features in web browsers. Private browsing modes
combined with the growing popularity of disk cleaning tools present a problem for forensic analysts. The increase in privacy features results
in a reduction of forensic evidence on the suspect system. This added complexity makes it difficult for an investigator to determine which
websites were browsed by the suspect. When the primary sources of forensic evidence are tampered with, it is necessary to identify
secondary sources. In Windows-based investigations, secondary evidence is often discovered within hibernation files, operating system
artifacts, or error logs. Digital forensic analysts require similar files in macOS. They need to understand how and when logs are written.
Identifying and understanding secondary sources of evidence is essential for an analyst to support the details of their case.
Read the article: https://www.sans.org/u/1jQh.

Quality Over Quantity: Comparison of Windows Security Audit Recommendations in Detecting Malware
by Nicole JeNaye
More than seventy percent of businesses operate with at least one version of Microsoft Windows in their environment (Keizer, 2020). For
security teams focused on detecting threats in these environments, the generation and collection of Windows security event logs is typically
a significant component of the detection strategy. While the refrain "just log everything and sort it out later" is often heard, this is typically
not feasible or prudent given resource limitations. Thus, triaging which events to collect becomes essential, leaving the security architect to
determine what to collect and what to ignore. Microsoft provides Windows Security Audit Recommendations, which outline the Default,
Baseline, and Stronger audit policy recommendations (Foulds, 2017), without providing specifics on what these templates are best suited for,
or how they were developed. This research paper aims to provide security professionals with quantitative analysis to help determine which of
the recommended audit policies detect malicious activity and what customizations may be helpful.
Read the article: https://www.sans.org/u/1k6z.
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Meet the SANS Technology Institute
Faculty Research Advisors
Tanya Baccam is a SANS senior instructor and courseware author. With more than 20 years of information security
experience, Tanya has consulted with a variety of clients about their security architecture in areas such as perimeter
security, network infrastructure design, system audits, web server security, and database security. She has previously
worked as a Manager at Deloitte, Director of Assurance Services for a security services consulting firm and the Manager
of Infrastructure Security for a healthcare organization. Tanya has played an integral role in developing multiple
business applications and currently holds the CPA, GIAC GCIH, GIAC GSEC, CISSP, CISM, CISA, CITP and OCP DBA
certifications. Tanya completed a Bachelor of Arts degree with majors in accounting, business administration and
management information systems.
Lori Cole began her career as a digital network intelligence analyst at the National Security Agency (NSA). She has also
held positions as a STEM educator, Security Operations Manager, and Cyber Threat Intelligence researcher. She
currently manages global cyber investigative programs at a Fortune 30 financial firm. Lori holds a BA in English and a
master’s degree in Educational Leadership from Chaminade University, a MS in Data Analytics from University of
Maryland Global Campus and holds a PhD in Business Ethics. She is currently attending the Johns Hopkins University
Carey Business School as an MBA candidate focusing on Public & Private Sector Leadership.

Domenica "Lee" Crognale is a co-author of SANS FOR585: Advanced Smartphone Forensics. As a co-author, she has
been able to share some of her challenges and experiences with students who are interested in the field, something
that's been a very rewarding experience. Lee maintains multiple certifications including the GASF, EnCE, CCE, and
CISSP. She is also a IACIS CFCE mentor and coach, providing mentorship to candidates enrolled in the IACIS
certification process.

Russell Eubanks, owner of Security Ever After and consultant for Enclave Security, is responsible for assessing the cyber
security maturity of many diverse organizations and helping them increase the maturity, while decreasing the
probability of a breach. He wrote the first paper on how to implement the Critical Security Controls, "A Small Business
No Budget Implementation of the SANS 20 Security Controls," and serves on the editorial panel for the Critical Security
Controls. As a current handler for the SANS Internet Storm Center and former chief information security officer (CISO),
he's especially passionate about helping new or aspiring cyber leaders become more effective.
David Fletcher is the network manager at Selfridge Air National Guard Base in Mount Clemens, MI. Having worked in
information technology for the United States Air Force for 20 years, he has extensive experience in information
technology and cyber security. Over the course of his career his roles have included network defense and intrusion
analysis, network administration, database administration, and web application development. Within the Air Force he has
experience supporting the legal, educational, guard/reserve, special operations, and conventional warfighting
communities. David has completed a bachelor's degree in Electrical Engineering through the University of West Florida
and the Master of Science in Information Security Engineering program through the SANS Technology Institute.
John Hally has had many technical roles specializing in security administration, engineering, design, and architecture
in high transaction, 24/365 multi-private, hybrid, and public cloud environments. John led multiple teams dedicated
to infrastructure and application security assessment, defense, and response. Additionally, John has held multiple
management roles including Technical Director and Vice President of Information Security for a U.S. Top 200
privately held company. He is currently the Principal IT Security Architect for NETSCOUT Systems. John is a graduate
of the SANS Technology Institute with a Master of Science in Information Security Engineering, and he also holds the
GIAC GPEN, GCIH, GCIA, GCFA, GCWN, GMON, and GSEC certifications.
David Hoelzer is a SANS instructor and course author who has trained security professionals from organizations
including NSA, DHHS, Fortune 500 security engineers and managers, various Department of Defense sites, national
laboratories, and many colleges and universities. Outside of SANS, David is a research fellow in the Center for
Cybermedia Research, a research fellow for the Identity Theft and Financial Fraud Research Operations Center
(ITFF/ROC), an adjunct research associate of the UNLV Cybermedia Research Lab, a research fellow with the Internet
Forensics Lab, and an adjunct lecturer in the UNLV School of Informatics. David has written and contributed to more
than 15 peer reviewed books, publications, and journal articles. David holds a BS in IT and an MS in Computer Science.
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Michael Long is a Principal Cyber Adversarial Engineer with the MITRE Corporation and a former U.S. Army Cyber
Operations Specialist. Michael has over 12 years of experience in information security disciplines including adversary
threat emulation, red teaming, and threat hunting. Michael has served on countless cyber operations for organizations
including the Army Cyber Protection Brigade and Army Cyber Command, the results of which he regularly briefed to
commanding generals, strategic executives, and congressional staffers. Michael earned a Master of Science in
Information Security Engineering from the SANS Technology Institute, and holds many information security
certifications including the prestigious GIAC Security Expert certification (GSE).
Dr. Tim Proffitt is a cybersecurity leader and published author with over 28 years of experience in the technology field.
Dr. Tim has earned over 25 industry certifications and has experience in all manner of technology security,
infrastructure, forensics, compliance, risk management, and security awareness. Dr Tim's current research interest
focuses on disaster recovery, malicious insiders, and digital forensics. Dr. Tim is a graduate of the SANS Technology
Institute's Master of Science in Information Security Management program. His hobbies include restoring cars from
the 1970s, playing golf and SCUBA diving.
Clay Risenhoover is the president of Risenhoover Consulting, Inc., an IT management consulting firm based in Durant,
Oklahoma. Founded in 2003, RCI provides IT audit and IT management consulting services to clients in multiple
sectors. Clay's past experience includes positions in software development, technical training, LAN and WAN
operations, and IT management in both the private and public sector. He has a master's degree in computer science
and holds a number of technical and security certifications, including GPEN, GSNA, CISA, CISM, GWEB and CISSP.
Jonathan Risto is a SANS Instructor and co-author. With a career spanning over 20 years that has included working in
network design, IP telephony, service development, security and project management, he has a deep technical
background that provides a wealth of information he draws upon when teaching. When not teaching for SANS, he
primarily works for the Canadian Government performing cyber security research work, in the areas of vulnerability
management and automated remediation. Jonathan holds a bachelor’s degree in Electrical Engineering, and is a
licensed professional Engineer (P.Eng.). He also earned a Master of Science in Information Security Management from
the SANS Technology Institute.
Bryan Simon is an internationally recognized expert in cybersecurity and has been working in the information technology
and security field since 1991. Over the course of his career, Bryan has held various technical and managerial positions in
the education, environmental, accounting, and financial services sectors. Bryan speaks on a regular basis at international
conferences and with the press on matters of cybersecurity. He has instructed individuals from organizations such as the
FBI, NATO, and the UN in matters of cybersecurity, on three continents. He has received recognition for his work in IT
Security, and was profiled by McAfee (part of Intel Security) as an IT Hero. Bryan holds 13 GIAC Certifications including
GSEC, GCWN, GCIH, GCFA, GPEN, GWAPT, GAWN, GISP, GCIA, GCED, GCUX, GISF, and GMON.
Dr. Johannes Ullrich is currently responsible for the SANS Internet Storm Center (ISC) and the GIAC Gold program. In
2000, he founded DShield.org, which is now the data collection engine behind the ISC. His work with the ISC has been
widely recognized, and in 2004, Network World named him one of the 50 most powerful people in the networking
industry. Prior to working for SANS, Johannes worked as a lead support engineer for a web development company and
as a research physicist. Johannes holds a PhD in physics from SUNY Albany and is based in Jacksonville, Florida. His daily
podcast summarizes current security news in a concise format.
Sally Vandeven began her career in the tech arena many years ago as a Fortran application developer. She has also
held positions as help desk technician, Linux sysadmin, security analyst and forensic analyst. She is currently a
penetration tester at Black Hills Information Security. In addition, Sally has taught computer security courses at a local
community college. Sally earned a BS in economics from the University of Michigan and a Master of Science in
Information Security Engineering from the SANS Technology Institute.

Lenny Zeltser develops teams, products, and programs that use security to achieve business results. He is the CISO at
Axonius and Faculty Fellow at SANS Institute. Over the past two decades, Lenny has been leading efforts to establish
resilient security practices and solve hard security problems. As a respected author and speaker, he has been advancing
tradecraft and contributing to the community. His insights build upon 20 years of experiences, a CS degree from the
University of Pennsylvania, and an MBA degree from MIT Sloan.
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SANS
TECHNOLOGY
INSTITUTE
Cybersecurity is all we teach - and nobody does it better.

All Programs Offer
Flexible Study Options

Industry Recognized
GIAC Certifications

World-Class Faculty

A Powerful Network

Start.
Prepare to launch a cybersecurity career with an
undergraduate program in Applied Cybersecurity. The
undergraduate certificate and bachelor's degree programs
are designed for college students and career changers.

Advance.
Funding Options Including
Veterans' Benefits

“SANS.edu gives you both the
technical knowledge and soft
skills to persuade and
convince an audience. It
offers the highest quality
technical security training on
the planet.”

Michael H. Matthee, Principal
Application Security Engineer

Strengthen technical knowledge and job-specific skills
with a graduate certificate program. These programs are
designed for working InfoSec professionals who are
looking to sharpen their skills in a specific area such as
Penetration Testing, Purple Teams, or Cloud Security. See
the full list of options here.

Lead.
Join the next generation of cybersecurity leaders with our
master's degree. This 36-credit program includes 9 GIAC
certifications, real-world leadership practicums, and an
optional focus area. Alumni of this program serve in
leadership positions in Fortune 500 companies, military
and government organizations, and leading cybersecurity
firms.
December 2021

