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Hands-On Cyber Security Training in Dallas
A note from SANS Fellow and DFIR Curriculum Lead, Heather Mahalik Barnhart: 

Welcome, Investigators!

Elevate your cybersecurity expertise at SANS DFIR Dallas 2025, featuring 
some of the most extraordinary women in cybersecurity who will lead the 
way at this unique training event. These industry-leading instructors are not 
only renowned for their deep knowledge and practical insights but also for 
breaking barriers and setting new standards in the field.

Engage in hands-on labs, simulations, and exercises meticulously designed 
to equip you with practical skills you can immediately apply in your 
workplace. Don’t miss the opportunity to learn from and be inspired by these 
exceptional instructors during networking sessions and talks, all backed by 
SANS’s legacy of excellence and expertise. 

SANS DFIR Dallas Features
• Practical cybersecurity training: Delivered by real-world practitioners 

providing actionable insights
• Real-time support: Receive immediate assistance from certified teacher 

assistants throughout your course.
• Immersive labs in a virtual environment: Hands-on practice to sharpen 

your skills in a secure setting
• Thought leadership talks and workshops: All centered around training topics
• Comprehensive courseware: Course materials provided in electronic and 

printed formats
• GIAC certification: Most courses align with the highest standard in 

cybersecurity certification
• CPE credits: Earn continuing professional education (CPE) credits towards a 

certification
• Extended learning access: Enjoy four months of access to recorded course 

lectures post-event
• Central hotel location: Courses will be held at the Hyatt Regency Orlando

Training Modalities

Live Online
SANS Live Online training offers live, 
interactive streaming sessions delivered 
directly from your instructor. It features 
many of the activities that SANS students 
love at training events, such as bonus 
topical presentations, cyber range 
challenges, networking via chat channels, 
and live access to top SANS instructors. Live 
Online is a flexible and fun way to learn.

In-Person
In-Person training offers students the 
chance to study in a focused environment 
without distraction but perhaps most 
importantly, they offer a direct access to 
SANS’s world-leading instructors.

Explore the Event

COURSES OFFERED 

https://www.sans.org/cyber-security-training-events/dfir-dallas-2025/
https://www.sans.org/
https://www.sans.org/cyber-security-training-events/dfir-dallas-2025/


Confirmed Courses

LDR512: Security Leadership Essentials for Managers™
GIAC Security 
Leadership
giac.org/gslc

GSLC

ICS515: ICS Visibility, Detection, and Response™
GIAC Response and 
Industrial Defense
giac.org/grid

GRID

LDR551: Building and Leading Security Operations Centers™
GIAC Security 
Operations Manager
giac.org/gsom

GSOM

FOR509:  Enterprise Cloud Forensics and  
Incident Response™   UPDATED

GIAC Cloud Forensics 
Responder
giac.org/gcfr

GCFR

FOR498: Digital Acquisition and Rapid Triage™   UPDATED
GIAC Battlefield 
Forensics and 
Acquisition
giac.org/gbfa

GBFA

FOR585:  Smartphone Forensic Analysis In-Depth™   UPDATED
GIAC Advanced 
Smartphone Forensics
giac.org/gasf

GASF

FOR518:  Mac and iOS Forensic Analysis and  
Incident Response™   UPDATED

GIAC iOS and 
macOS Examiner
giac.org/gime

GIME

“ SANS creates a one-of-a-kind learning experience providing world-class 
training and fascinating opportunities to network and gain new 
perspectives from your peers!”  
—Justin E., U.S. Federal Agency

“ The instruction at SANS is top-notch. I have been to several SANS training 
courses and they never disappoint. The instructors bring real-life 
experiences and show the students how the material can be applied.”  
—Thomas Seck,  Johns Hopkins APL

FOR508:  Windows Forensic Analysis™
GIAC Certified 
Forensic Examiner
giac.org/gcfe

GCFE

FOR578:  Cyber Threat Intelligence™
GIAC Cyber Threat 
Intelligence
giac.org/gcti

GCTI

FOR608:  Enterprise-Class Incident Response & Threat 
Hunting™

GIAC Enterprise 
Incident Responder
giac.org/geir

GEIR

FOR528: Ransomware and Cyber Extortion™   NEW
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