Welcome to

SANS

Pen Test Austin

April 22-27, 2024
Austin, TX

GENERAL INFORMATION

Venue

Downright Austin, A Renaissance Hotel
701 East 11th St. | Austin, TX 78701
Phone: 512-478-1111

Event Check-In | Badge & Courseware Distribution

Location: Capitol D Foyer (3rD LEVEL)
Monday, April22. ... 7:00-8:30 AM

Registration Support

Location: Capitol D (3rD LEVEL)

Monday, April 22-Friday, April 26.............. 8:00 AM-5:30 PM
Saturday, April 27 ... 8:00 AM—2:00 PM

CLASS INFORMATION

Course Breaks

Morning Coffee . ... .o 7:00-9:00 AM
Morning Break™. ... 10:30-10:50 AM
Lunch(onyourown) .........c.ovveiinnnann... 12:15-1:30 PM
AfternoonBreak* .......... ... . ... L. 3:00-3:20 PM

*Snack and coffee to be provided during these break times.

Parking

A $20 discount on self-parking per day plus applicable taxes for
attendees is available for day and overnight parking. Please visit
the hotel’s website or contact them directly at 512-478-1111 for
prevailing parking rates that are subject to change prior to the
official meeting dates.

All courses will run 9:00 AM-5:00 PM (unless noted) NOTE: All courses will start at 8:30 AM on Day 1

SEC504: Hacker Tools, Techniques, and Incident Handling
(6-DAY COURSE)

Instructor: Joshua Wright ...................... Capitol E (3D LEVEL)
Hours: 8:30 AM-7:15 PM (Course day 1)

SEC560: Enterprise Penetration Testing (6-0ar courst)
Instructor: Tim Medin ...............ooooen... Capitol F (3rD LEVEL)

SEC565: Red Team Operations and Adversary Emulation
(6-DAY COURSE)
Instructor: David Mayer................... Terrace South (3rD LEVEL)

SEC575: i0S and Android Application Security Analysis and
Penetration Testing (6-0aY COURSE)
Instructor: Christopher Crowley ........... Terrace North (3RD LEVEL)

SEC588: Cloud Penetration Testing (6-0a courst)
Instructor: Christopher Elgee .................... Barton (4TH LEVEL)

Enhance your training
experience. Add a GIAC
Certification attempt

and OnDemand Bundle
to your course.

GIAC Certifications Distinguish yourself as an information security
leader and get certified. giac.org

OnDemand Bundle Extend your training experience with four months of
supplemental online review and 24/7 online access
to your course lectures, materials, quizzes, and labs.
sans.org/ondemand/bundles

SEC599: Defeating Advanced Adversaries - Purple Team
Tactics & Kill Chain Defenses (6-bav couRsE)
Instructor: Bryce Galbraith..................... Capitol G (3RD LEVEL)

SEC617: Wireless Penetration Testing and Ethical Hacking
(6-DAY COURSE)
Instructor: James Leyte-Vidal .................. Tannehill (4TH LEVEL)

SEC660: Advanced Penetration Testing, Exploit Writing,
and Ethical Hacking (6-av courst)
Instructor: StephenSims ................oi.l. Bickler (4TH LEVEL)
Hours: 8:30 AM-7:00 PM (Course day 1);

9:00 AM-7:00 PM (Course days 2-5);

9:00 AM-5:00 PM (Course day 6)

SEC699: Advanced Purple Teaming — Adversary Emulation
& Detection Engineering (s-bay course)
Instructor: Jean-Francois Maes.................. Bonnell (4TH LEVEL)

3 WAYS TO ORDER

ONLINE: Add to your order via your
Portal Account: sans.org/account

CALL:  1-301-654-SANS (7267)

EMAIL: registration@sans.org
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WELCOME RECEPTION:
Pen Test Austin Backyard Social
Monday, April 22 | 6:30-8:00 PM | LocaTion: The Backyard (LoBBY LEVEL)

Don’t miss out on this rare opportunity to chat one-on-one with
some of the offensive community’s leading professionals! Be part
of this premier event and join us for live music, food, beverages,
and networking. Share stories, make connections and learn how
to make the most of your week in Austin, TX. You won't want to
miss it! SANS event badges are required for admission.

KEYNOTE:

Yelling at the Cloud: Enterprise Edition

Speaker: Jean-Frangois Maes

Tuesday, April 23 | 6:30-8:00 PM | Locarion: Capitol E (3rD LEVEL)

In this presentation, certified instructor Jean-Francois Maes is

going to speak about what cloud vendors don’t want you to know:

your attack surface when you use cloud resources. He will cover
various services and, more importantly, the risk associated with
using these services in your organization.

Offensive Operations Coin-A-Palooza

Students enrolled in courses during this event can join us for the chance to earn up
to FIVE Offensive Operations challenge coins while participating in Core NetWars.

SANS@NIGHT:

Accidental Bug Discovery

(a.k.a. Solid Job Security for the Foreseeable Future)
Speaker: Joshua Wright

Wednesday, April 24 | 7:00-8:00 PM | Locaion: Capitol E (3RD LEVEL)

For many, cybersecurity is a calling, but it can also irrevocably
change how you look at the technology we use every day. In this
presentation, SANS Faculty Fellow Joshua Wright recounts several
web vulnerabilities found in public websites that he discovered
“by accident,” just through normal browsing. Join him to learn
about how changing your perspective on web application bug
discovery can be both a curse and a blessing.

SPECIAL EVENT:
Offensive Operations Coin-A-Palooza Netwars Tournament

Thursday, April 25 & Friday, April 26 NETWARS

6:30-9:30 PM | ocarion: Capitol E BRDLEVEL) ~ CORE

NETWARS




