
Welcome to Cyber Aces Online, Module 1!  A firm understanding of operating 
systems is essential to being able to secure or attack one.  This module dives in to the 
Microsoft Windows Operating System. In this module we will be updating your 
Windows Virtual Machine.



This training material was originally developed to help students, teachers, and 
mentors prepare for the Cyber Aces Online Competition. This module focuses on the 
basics of what an operating systems is as well as the two predominant OS's, Windows 
and Linux. This session is part of Module 1, Introduction to Operating Systems. This 
module is split into two sections, Linux and Windows. In this session, we will continue 
our examination of Windows.

The three modules of Cyber Aces Online are Operating Systems, Networking, and 
System Administration.  

For more information about the Cyber Aces program, please visit the Cyber Aces 
website at https://CyberAces.org/.



In this session will will discuss Windows updates and patching.



All systems, including Windows systems, need to be updated regularly to help protect 
them. In 2003, Microsoft changed the way they delivered patches. Instead of 
delivering patches as soon as they were completed, the patches were all released on 
the same day, the second Tuesday of the month. Releasing the patches on a regular 
schedule allows systems administrators to plan for the patch deployment and work 
them into a standard set of processes to get the patches deployed. This day became 
known as “Patch Tuesday”.

When this plan was initially revealed it was controversial, and some people still do 
not like the process. They contend that patches should be released as soon as they 
are ready to help protect the systems. The counterpoint is that systems 
administrators can’t plan to deploy the patches and the systems will not be properly 
patched. However, if a critical vulnerability is being actively exploited by malicious 
attackers, Microsoft will release an out-of-cycle patch to resolve the issue.

Another important thing to note is that Microsoft now splits feature updates and 
security updates. This means that the security patches are less likely to affect 
functionality and interrupt existing business processes. Other software vendors 
(notably Apple) do not have such a strong delineation between security and feature 
updates.



Malicious attackers make money off the systems they compromise. Typically, the 
more machines they control, the more money they can make. They work very hard to 
compromise new systems and there is a race to exploit the systems before another 
attacker can take control.

These attackers will take the patches released by Microsoft and reverse engineer 
them to determine the original flaw. They will then take advantage of the 
vulnerability on systems that are not yet patched. The speed at which they can create 
a working exploit given the patch is increasing, and in many times can occur in less 
than a day or two. The speed of exploit development leads to “Exploit Wednesday”, 
where these new exploits are released against unsuspecting users. Another reason 
that releasing all the patches at the same time (as with Patch Tuesday) is that it 
allows administrators to schedule the patches for quicker deployment, thereby 
limiting the exposure due to Exploit Wednesday.



In this exercise, your Windows VM will be patched. It is likely that your system has 
already been updated, or is in the process of updated. The "express" settings option 
you selected earlier will automatically download and apply the updates, but it is 
always good to check. You may have nothing to do here other than to verify the 
settings.



Windows 10 will automatically download available updates by default.  Most users 
will want to leave the Windows Update settings as they are set by Microsoft. Users 
have the option to pause updates temporarily and to disable automatic rebooting 
after applying updates.

Microsoft also offers a feature to ensure that all Microsoft products (not just the 
operating system) are updated. Malicious attackers will often target other Microsoft 
products, such as the nearly ubiquitous Microsoft Office suite, so it is important to 
keep this software updated.



To view the settings related to Windows Update, open the menu by typing the word 
“update” in the search box, next to the Windows icon, and click the “Check for 
updates" option. From there click the "Check for updates" button. Windows 10 will 
automatically download available updates by default.



After the updates have been installed, you may be prompted to reboot.  Windows 
may require several reboots to complete patching a new machine. 



You have updated your Windows system. Congratulations, you are done with this 
exercise!



In the next session, we will discuss the command line basics using CMD.EXE.


