HOW P LANSOURGE MAXIMIZED
THEIR SECURITY PROGRAM
THROUGH AXONIUS

BY AUTOMATING AND STREAMLINING ALL ASPECTS OF EMPLOYEE BENEFITS,

PLANSOURCE ALLOWS EMPLOYERS AND HR TEAMS TO MAKE SMARTER, MORE CONFIDENT

BENEFITS DECISIONS. HEADQUARTERED IN ORLANDO, FLORIDA, PLANSOURCE SERVES

OVER 3,500 CUSTOMERS AND MORE THAN 7.5 MILLION CONSUMERS.

EMPLOYEES

800 Employees

KEY CHALLENGES

Countless person-hours spent conducting
manual asset inventories, disparate teams

working off incomplete asset inventories, and

detecting and remediating vulnerabilities.

SOLUTION

Axonius Cybersecurity Asset
Management Platform

RESULTS

PlanSource leveraged Axonius for a
comprehensive, always-up-to-date asset
inventory to understand the impact of
zero-day vulnerabilities, reemphasize
policies and procedures, ensure deployment
of vulnerability management tools, and
identify user and access management.
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UNDERSTANDING THE
VULNERABILITY GAP

For organizations working in HR technology
and employee benefits, keeping safe sensitive
and private employee data is essential to

business operations.

And, for HR tech organization, PlanSource,
knowing what assets are in their environment —
and what the possible vulnerabilities in that
environment may be — is at the core of

protecting this very information.

“I think most organizations struggle with
understanding what inventory they have,
said David Christensen, VP and CISO

at PlanSource. “When they're doing

an assessment of vulnerability, they

struggle with understanding if they
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These gaps impacted how the PlanSource

“When we realized that the answers were
different from different teams, it ended up

turning into a project to understand the true

state of our environment,” he explained. “And

IT and security teams assessed vulnerabilities  djisruptive.”

in their environment — but gathering the

information necessary to analyze these

risks was challenging.

“We would believe
we scanned our
entire network and
understood what our
actual threat and
risks were, only to
find out later on that
we were off by 10%
to 20%,” Christensen
said. “That was
almost an accepted
risk that we really

didn't want to accept.”

those projects were time consuming and

Finding a tool that could integrate all their

services within the PlanSource environment,

@ @ WE CAN AUTOMATE MORE

TASKS BECAUSE WE HAVE A
SOURCE OF TRUTH THAT CAN
TELL US IF SOMETHING'S NET
NEW, IF SOMETHING'S OUT OF
COMPLIANCE, IF SOMETHING'S
IN A STATE THAT'S NOT WHAT

WE WOULD CONSIDER NORMAL.

BEFORE THAT, IT WOULD'VE
TAKEN A LOT OF MAN-HOURS
TO GET TO THAT POINT.”

David Christensen,
VP and CISO, PlanSource

maximizing visibility
and eliminating the
person-hours it took
for asset inventories,
was a need for their
IT and security
teams. And it all

had to happen fast.

“We needed
something that could
really highlight the

problem, without

spending so much time trying to get to the

problem,” he said. “But once we knew what

These challenges soon manifested in how

the problem was, we wanted to take action.

these teams operated every day. Multiple

Can a tool be quick to integrate, maximize our

teams, for example, supported the same

integrations, and provide value in a short

environment, but when they inventoried

period of time?”

assets, they'd have different answers.
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KNOWING THE TRUTH

ABOUT THE ENVIRONMENT  [SSWRREIBEREHE And it's always an added

WITH AXONIUS

Christensen first heard about the Axonius

platform from his peers.

“I've looked at other inventory solutions in
the past, and almost all of them took an

approach where they weren't really looking
at the source of data in a real, true sense;

he explained. “I was a little apprehensive, but

It was the platform'’s capabilities to show
true visibility into the state of their
environment, respond quickly when an
asset deviated from a policy, and expedite
vulnerability remediation that sold the
PlanSource teams on Axonius. And the

value was immediate — for everyone.

“The problem we were trying to address for
security was a problem that a lot of our

cross-functional teams were having as well,

Christensen said. [NERMAGOTAIGHARGE]
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benefit when a security solution can also
benefit non-security entities. They're more
supportive and more eager to get integrated

as fast as possible.”

With Axonius, the IT and security teams
are more proactive than ever before.
They're saving man-hours, with a more
accurate understanding of what'’s

happening in their environment.

“Let's face it, asset inventory is not a fun
thing to do,” Christensen declared. “Having
an asset inventory product like Axonius
gives us that accurate view on what we have
and what is deployed on those assets. When
we have to identify the impact of a zero

day, we're hitting 99% to 100% accuracy.”

MAXIMIZING A RETURN
ON AN INVESTMENT
IN SECURITY

Along with a more accurate asset inventory,
the PlanSource teams are also having more
visibility into areas by leveraging their
existing data. Christensen said they've

identified processes and procedures that

CUSTOMER CASE STUDY



either didn't exist before, needed updating, or

needed to be created.

The Axonius platform also provides the various

teams a more holistic view of the environment.

“We went into this thinking it was going to be
an asset inventory component, and it's really
shown us that there’s bigger pieces of our

environment that require more focus that we

wouldn’t have known about before,” he said.

Instead of taking the time to figure out if a
security solution was successfully deployed
to their assets, the teams now actually know —

saving them much-needed time in their days.

“Axonius allows us — in near real time

— to detect when there are new assets,

when assets are in a state that we don't

want them to be in, or when there are
missing components for security controls,”
Christensen said. “It's allowed us not to

have a compressed amount of work that has
to happen in a short amount of time, because

we can detect it on a day-to-day basis.”

On top of all this, the Axonius platform helped
PlanSource maximize their investment into

their security program.

“When I'm being asked: ‘Do we have adequate
controls to protect against a new vulnerability,
zero day, or active attacks that are happening
in the industry?’, | can confidently go to the
board and my executive leadership team and
say, ‘Yes, we have the right tools in place,”

Christensen explained.

Interested in what Axonius can do for you?

LET'S TALK

Axonius is the cybersecurity asset platform that tracks all devices, cloud services, software, and
users no matter where they're located. It does this by leveraging existing data, so there’s always

an up-to-date inventory. IT and security teams will have the confidence to mitigate threats, navigate
risks, uncover and remediate security gaps so they stay proactive.
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https://www.axonius.com/demo

