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SEM deployment examples

This section will help get you started planning your SEM deployment. The examples provide an
overview of your SEM deployment options.

Simple deployment

A simple deployment uses one central syslog server to collect log data from your network devices in a
local network. In this deployment, network devices use TCP or UDP to send syslog data to the SEM
Manager's syslog server, whereas SEM Agents running on workstations and servers just use TCP to
push log data to the SEM Manager.
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The syslog server receives logs on port 514 and saves the data in the SEM Manager /var/1og file
partition. The log file names vary based on the target facility configured on the network device.

(i) The SEM Manager relies on routers, firewalls, and switches to transmit syslog messages to the
syslog server running on the SEM Manager. For a list of all ports required to communicate with
SEM, see the Port requirements for all SolarWinds products.
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Complex deployment

A complex deployment uses two syslog servers located in different cities. SEM can capture logs from
multiple remote locations across wide area network (WAN) links. Because the SEM agent includes
built-in encryption, compression, and buffering capabilities, this deployment can be implemented
securely and efficiently.
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Instead of using the syslog server built in to SEM Manager, this deployment uses one syslog server
for each location. If you implement a detached syslog server, install a SEM agent on each detached
server. When you are finished, enable the appropriate connectors on the SEM agent.

After you complete and implement this configuration, the SEM connectors will normalize raw log
messages into SEM events.

(i) If you cannot add new logging hosts on your network devices due to restrictive change man-
agement processes, consider implementing this multi-syslog server deployment to leverage
your existing syslog servers.
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Prepare to install SEM

If you are installing and deploying SEM, complete the pre-installation checklist below. These
checklists help you:

« Verify that system requirements are met, all required software is installed, and required roles
and features are enabled.
» Gather the information required to complete the installation.

n' Be sure to reserve memory and CPU resources for SEM, and not just allocate these resources.
See The reason why SEM needs memory and CPU resource reservations for more information.

1 To prevent access by unauthorized users, SolarWinds recommends setting up the SEM
appliance with no access to the Internet or any public-facing network. See the SEM security
checklists for additional recommendations.

Plan for the installation

[l Review the Security Event Manager release notes.

L1 Identify the environment where SEM will be installed. Ensure that it meets the hardware and
software requirements for your installation.

See the system requirements for details.

L1 Create a user profile on the SolarWinds Customer Portal. This profile allows you to download
SolarWinds products and licenses.

See Access the Customer Portal for instructions.

LI Determine if your network architecture will include one or more syslog servers.

See SEM deployment examples for details.

L) Locate your local administrator account information. This account is required to install SEM.

(i) The Local Administrator Account is not the same as a domain account with local admin
rights. A domain account is subject to your domain group policies.
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[l Create a log in password for your deployment that:

Does not include the word username.

Includes between 6 and 40 characters.

Includes at least one uppercase letter.

Includes at least one lowercase letter.

Includes at least one digit.
You will need this password when you complete the installation.

[l Schedule the installation in your environment.
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Prepare the environment

Before the installation, prepare the SolarWinds environment:

Ll Prepare the servers based on your deployment size and system requirements.

[l Before the installation, run all operating system updates on all servers. As you install, if an
operating system update runs, your system may reboot and require you to restart the
installation process.

[l Open the required ports for your server ports and firewall.

See the SEM port requirements in the system requirements. SEM uses these ports to send
and receive data.

Next steps:

e See Install SEM on Microsoft Hyper-V.
e See Install SEM on VMware vSphere.
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Install and deploy SEM

You can install SEM on Microsoft Hyper-V, VMware vSphere, Microsoft Azure, and Amazon Web
Services. See the following sections for instructions.

(i) By default, SEM deploys with 8GB RAM and 2 CPUs on both hypervisor platforms.

Install SEM on Microsoft Hyper-V

Access the Customer Portal and download the Security Event Manager Hyper-V Appliance installer.
This installer includes a SEM version that you select in the portal.

You can also download a free trial version from the Security Event Manager website. The trial version
provides unlimited access to all product features for 30 days.

Prepare for the install

1. Ensure that your Microsoft Hyper-V machine meets all system requirements.

2. Ensure that Volume Shadowcopy is disabled on the Hyper-V machine.

3. Review the pre-installation checklist.

Install SEM

1. Download the installer.
Quit all other programs.

a.
b. Log in to the Customer Portal.

Click Downloads > Download Product.

o

d. Click the Products drop-down menu and select:
Server Event Manager (SEM), formerly Log & Event Manager (LEM)
e. Click the Licenses drop-down menu and select your license tier.

f. Under All Release Downloads, locate the Security Event Manager Hyper-V Appliance
installer.
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Security Event Manager Hyper-V Appliance (includes SEM
Reports) | 2022.4.0- 22 NOV 2022 - ‘

Latest version: 2022.4.0

g. Click the product version drop-down menu and select the latest release.

h. Review the information in the window, and then click Download.

Security Event Manager Hyper-V
Appliance (includes SEM Reports)

Ensure a better upgrade experience by verifying the following:

» Make sure all server(s) comply with the System Requirements for
this release.

« Read the Release Notes.

MOTE: Please backup your database before upgrading.

RELEASE NOTES FINISH DOWNLOAD

i. Follow the instructions on your screen to complete the download.

The following executable is downloaded to your desktop folder:

SolarWinds-SEM-<version>-Evaluation-HyperV.exe

where <version> is the product version you selected in the drop-down menu.
2. Extract the files.

In the desktop folder, double-click the EXE file. The extracted files and tools are added to a
folder on your desktop.

3. Import the virtual machine.
a. Open Hyper-V Manager.
b. Inthe Hyper-V Manager navigation pane, select the computer running Hyper-V.
c. Click Action > Import Virtual Machine.

d. If the Before You Begin screen displays, read the content and then click Next.
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e. Onthe Locate Folder screen, navigate to the folder that matches your version of Windows
Server, and then click Next.

If you are running Windows Server 2016, navigate to the Virtual Machines 2012 R2 folder,
and then click Next.

For example:

..\SolarWinds-SEM-2022.4-Appliance-HyperV\SolarWinds Security Event
Manager\Virtual Machines 2012 R2

f. On the Select Virtual Machine screen, select SolarWinds Security Event Manager, and then
click Next.

g. Onthe Choose Import Type screen, choose Copy the virtual machine (create a new unique
ID), and then click Next.

h. Onthe Choose Folders for Virtual Machine Files screen, change the folder locations that
the wizard will import files to (if needed). Otherwise, click Next.

i. Onthe Choose Folders to Store Virtual Hard Disks screen, change the location of the
virtual hard disks for this virtual machine (if needed). Otherwise, click Next.

j. Verify that Volume Shadowcopy is disabled for this virtual Hyper-V machine.

k. On the Configure Memory screen, configure the Startup RAM setting, and the Minimum
RAM and Maximum RAM settings for Dynamic Memory, and then click Next.

[. Onthe Summary screen, review the configuration settings and click Finish.

In this example, the installer copies the solarWinds-SEM-2022.4.vhd file to Hyper-V.
The file name will vary based on your targeted release version.

4. Connect to the SEM VM.
a. Select the newly added VM.
b. Inthe main Hyper-V Manager window, click Action > Connect.
The virtual console displays on the screen.
5. Start SEM.
a. Inthe virtual console window, click Action > Start.
The SEM VM starts.

b. Record the VM IP Address and keep it in a safe place. You will need this IP address when
you run the setup wizard. You can change the IP address later when you configure SEM.
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(i) The default SEM host name is swi-sem. To change the default host name and IP
address settings, see Run the activate command to secure SEM and configure
network settings in the SEM Administrator Guide for instructions.

6. Complete the SEM installation.

Install SEM on VMware vSphere

Access the Customer Portal and download the Security Event Manager VMware Appliance installer.
This installer includes a SEM version that you select in the portal.

You can also download a free trial version from the Security Event Manager website. The trial version
provides unlimited access to all product features for 30 days.

Prepare for the install

1. Ensure that your VMware vSphere machine meets all system requirements.

2. Review the pre-installation checklist.

Install SEM

1. Download the installer.
a. Quit all other programs.

b. Log in to the Customer Portal.

c. Click Downloads > Download Product.
d. Click the Products drop-down menu and select:

Server Event Manager (SEM), formerly Log & Event Manager (LEM)
e. Click the Licenses drop-down menu and select your license tier.

f. Under All Release Downloads, locate the Security Event Manager VMware Appliance
installer.

Security Event Manager VMware Appliance (includes SEM
Reports) ‘ 2022.4.0- 22 NOV 2022 - |
Latest version: 2022.4.0

g. Click the product version drop-down menu and select the latest release.

h. Click Download.
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i. Follow the instructions on your screen to complete the download.
The extracted files and tools are added to a folder on your desktop.
The How to Install page opens automatically.
2. Extract the files.

In the desktop folder, double-click the EXE file. The extracted files and tools are added to a
folder on your desktop. The How to Install page opens automatically.

To return to this page after it is closed, go to:
SUSERPROFILE%\Desktop\SolarWinds Security Event Manager\html\install
now.hta

3. Deploy SEM.
a. Start the VMware vSphere client.
b. Log in with VMware administrator privileges.
c. Deploy the open virtualization format (OVF) template.

d. Open the SolarWinds Security Event Manager folder located on your desktop and double-
click:

Deploy First—SEM Virtual Appliance.ova
e. Complete the setup wizard.

When prompted, select the Thin Provisioned disk format.

o' Thin provisioning offers more performance flexibility than thick provisioning, but
requires more oversight than thick provisioning. It also provides increased
performance by dedicating physical storage space.

f. Map the network interface card (NIC) to the appropriate network.
g. When the OVF deployment is completed, click Finish.
4. Start SEM.
a. Select the SolarWinds Security Event Manager virtual appliance and click Play.
b. Click the Console tab.
The SEM VM starts.
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c. Record the VM IP Address and keep it in a safe place. You will need this IP address when
you run the setup wizard. You will be able to change the IP address later during the
configuration phase.

(i) The default SEM host name is swi-sem. To change the default host name and IP
address settings, run the activate command to secure SEM and configure the
network settings.

5. Complete the SEM installation.

Deploy SEM on Microsoft Azure

SEM is not currently available in the Azure Marketplace. However, you can initiate deploying SEM
through Azure CLI 2.0.

(i) The SEM Installation Guide describes the deployment from Windows (PowerShell) and Linux
(Bash).

SolarWinds provides a ZIP archive containing two virtual hard disk (VHD) files:
e xxx-system.vhd - This file contains an operating system based on Linux Debian.

e xxx-data.vhd - This file serves as the data partition. The layout is similar to the VMware and
Hyper-V appliances.

Azure CLI 2.0 must be installed on Windows or Linux systems. After the CLI is authenticated, you can
control Azure through the API by executing CLI commands.

SEM sizing

For sizing criteria on Microsoft Azure, SolarWinds uses three basic sizes of SEM deployment: small,
medium, and large. See the SEM system requirements for details.

Configure networking

By default, the inbound firewall rule allowing SSH is enabled for a new Linux machine. If required, you
can disable SSH from public access for a SEM appliance. To view all default rules created per virtual
machine, see Default security rules located on the Microsoft Learn website for Azure (© Microsoft
2023, available at docs.microsoft.com, retrieved March 20, 2023).

Configure the firewall rules based on your specific needs. The following example shows the security
rules for a SEM Azure deployment:
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Home » Virtual machines » - Networking » Effective security rules

Effective security rules [

¥ Download O Refresh
0 Showing only top 50 security rules in each grid, click Download above to see all.
Select a network interface below to see the effective security rules and network security groups associated with it.

Scope Metwork interface | ) %

Associated NSG::[&} (Network interface)

0 Click on a rule row to see the expanded list of prefixes.

Inbound rules

NAME PRIORITY SOURCE ‘SOURCE PORTS DESTINATION DESTINATION PORTS PROTOCOL ACCESS

default-allow-ssh 1000 0.0.0.0/0 0-65535 0.0.0.0/0 22-22 TCcP @ Allow
AllowVnetlinBound 65000 Wirtual network (3 prefixes) 0-65535 Virtual network (3 prefixes) 0-65535 All @ Allow
AllowAzureLoadBalancer... 65001 Azure load balancer (1 prefixes) 0-65535 0.0.0.0/0 0-65535 All @ Allow
DenyAllinBound 65500 0.0.0.0/0 0-65535 0.0.0.0/0 0-65535 All @ Deny

Outbound rules

NAME PRIORITY SOURCE SOURCE PORTS DESTINATION DESTINATION PORTS PROTOCOL ACCESS

AllowVnetOutBound 65000 Virtual network (3 prefixes) 0-65535 Virtual network (3 prefixes) 0-65535 All @ Allow
AllowInternetOutBound 65001 0.0.0.0/0 0-65535 Internet (82 prefixes) 0-65535 All @ Allow
DenyAllOutBound 65500 0.0.0.0/0 0-65535 0.0.0.0/0 0-85535 All D Deny

Deploy SEM using Azure CLI 2.0

(i) To learn more about installing CLI on Windows and Linux, see Azure CLI 2.0 on the Microsoft
website.

To deploy SEM using Azure CLI 2.0, perform the following procedures:

1. Download and install Azure CLI 2.0 on Microsoft Windows.

Create and manage storage accounts and define resource groups and locations.

Obtain a storage access key.

Prepare to deploy the virtual hard disks.

Enable boot diagnostics.

o o & 0N

Deploy SEM from PowerShell (for Windows) or Bash (for Linux).
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Download and install Azure CLI 2.0 on Microsoft Windows

' Learn how to install Azure CLI on Linux or macOS here.

1. Download the Azure CLI 2.0 MSI installer here.

Install or update

The MSI distributable is used for installing or updating the Azure CLI on Windows. You

don't need to uninstall any current versions before using the MSI installer.

Download the MSI installer

€ Installer asks 1T It can make changes to your computer, click the "Yes" box.

2. Launch the installer, select the check box if you accept the License Agreement terms, and then
click Install.

ﬁ Aicrosoft Azure CLI Setup -

Please read the Microsoft Azure CLI License

. A t
Microsoft Azure "o
MICROSOFT SOFTWARE LICENSE TERMS

Microsoft Azure CLI

These license terms are an agreement between
Microsoft Corporation (or based on where you
live, one of its affiliates) and you. They apply to
the software named above. The terms also
apply to any Microsoft services or updates for
the software, except to the extent those have
different terms.

TFE ¥l M Y WTTH THFESF | TTFNSF

I accept the terms in the License Agreement

Print Back D Instal I Cancel
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3. From a command line (Windows Command Prompt or PowerShell), runthe az login
command.

Bl Command Prompt - O it

ft Windows [Version 16.86.16
Corporation. Al

C:“Users'john.doe>az login

i) Log in with any authentication option. Running the az 1ogin command is
recommended. For more details and other options, see Sign in with Azure CLI1 2.0 (©
Microsoft 2023, available at learn.microsoft.com, retrieved March 20, 2023).
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4. When the browser launches prompting you to log in, sign in to Microsoft Azure with your
account credentials.

Microsoft Azure

BT Microsoft

Pick an account

Doe, John
ﬁ john.doe@solarwinds.com
Signed in

—I— Use another account

Back

Create and manage storage accounts, resource groups, and locations

If you have a storage account, run the following command in the Azure CLI to display the account.

az storage account list

If a storage account does not exist, create a new account.

o' The resource group name and location are in the JSON output. For details about listing the
storage account in the command line, see az storage account on the Microsoft Learn website
(© Microsoft Corporation, available at learn.microsoft.com, retrieved March 20, 2023).

To access the Azure Portal, click Portal in the upper right of the Microsoft Azure page.
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Storage accounts, locations, and resource groups are also available in the Azure Portal under Home >
Storage accounts.

Azure services

— (%) S = sat 5

App Senvices Storage SOL databases  Azure Database

gate 3 Virtual Resource
FesoUrce machines groups a:cc;n:s{j fior Postgres...
) mmsm  Storage accounts o
Navigate
—
Subscriptions | *_| Resource groups Create Vigw
Description
Create a storage account to store up to 500TE of
Tools : storag u up
data in the ¢loud. Use a general-purpose

storage account to store cbject data, use a
Arure Manitor MoSOL data store, define and use queues for

A Microsoft Leamn of @ Azure Monitc
L message processing, and set up file shares in the
' Learn Azure with free online Maonitor your apps a .g P - = P ]
o from Microsof infrac c . cloud. Usa the Blob storage account and the hot
tranrg Trd [Lal fultulnd inrfrastructur
e s ’ or cool access tiers to optimize your costs based
on how frequently your object data is accessed.

n' The storage account name, location, and resource group names are required to run additional
commands. Create and maintain a list for later use.
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Create a storage account in the Azure Portal

1. Onthe Azure Portal Home page, click Storage accounts.

2. On the Storage accounts toolbar, click Add.

Home > Storage accounts

Storage accounts

Solanwinds

<+ Add == Edit columns O Refresh Expo

_ Add —
| Filter by narme= | | Subscription == all

Showing 0 to 0 of 0 records.

3. Under Project details, select your Subscription and Resource group from the drop-down lists.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * | Azure subscription 1 e |
Resource group ™ [ Select existing... d I
Create new

4. If you do not have a resource group, click Create new.

Basics Metworking Advanced Tags Review + create

Azure Storage is 3 Microsoft-managed servi g scalable, and
redundant. Azure Storage includes Azure Bl ueues, and Azure
Tables. The cost of your storage account dey A resource group is a container that helds related

Learn more about Azure storage 2cCounts © reepurces for an Azure solution.

Project detail
rojec ils Name *

Select the subscription to manage deployed
YOUr resources,

Subscription ® S

Resource group *

g and manage all

| YOUr-resource-group pl

I
Create new

5. Enter a name for the resource group. Record and save the name in a safe place.

6. Click OK.
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7. Under Instance details, enter a name for the storage account. Record and save the name in a
safe place.

When you create a name, ensure that the name:
e Includes between 3 and 24 characters.
e Includes numbers and lowercase letters.

» Does not currently exist in Azure.

Instance details

The default deployment model is Resource Manager, which supports the latest Azure features. You may choose to deploy using
the classic deployment model instead. Choose classic deployment model

Storage account name * (3 | semitest .
Location * | (US) East US ol

Performance () (@) standard () Premium

Account kind (0 | StorageV2 (general purpose v2) -

Replication (&) | Read-access geo-redundant storage (RA-GRS) A

Access tier (default) (@ O Cool @; Hot

8. Select a location, or use the default location. Record and save the location name in a safe
place.

9. Accept the default values for the remaining fields.

10. Click Review + create to review your settings, and then click Create.

< Previous | Mext : Networking =
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11. To verify the storage account, open a command prompt and run the following command:

B Command Prompt

ohn. doe »az storage account Tist

where john.doe is your username.

12. Scroll down and locate the name of your new storage account.

BN Command Promgt — ] bt

' Record the names of your storage account and resource group, as well as the location.
You will need them later.
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13. Now that you have a storage account and resource group, create a container. The container
holds your uploaded VHD files.

a. Onthe Azure Portal Home page, click Storage accounts.

b. Select your storage account, and then click Containers.

Py

Storage accounts X = cemtest

. Prmany: Avalable, Secondany: Avalable
Mame T
East US, Vst LIS

cy  File shares

- Servirheas SMB file shares

c. On the Containers toolbar, click + Container.
d. Enter a name for your container. Record and save the name in a safe place.

e. Click OK.

Obtain a storage access key

The storage account key is a 512b access key used to authenticate and access the storage account.
The key is generated automatically when you create the storage account.

Enter the following command in the Azure CLI to list your storage account keys:

az storage account keys list --account-name <STORAGE ACCOUNT> --resource-
group <RESOURCE GROUP>

where STORAGE ACCOUNT and RESOURCE GROUP are the storage account and resource group
names you obtained in Create and manage storage accounts, resource groups, and locations,
respectively. You can find your storage account and resource group in the Azure Portal under Home >
Storage accounts.

1 Remove the angle brackets (< >) when entering the actual account and resource group names.
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semiest

= Overview
B Activity log
Access control (1 AM)
L Tags
&2 Diagnose and solve problems
W~ Data transfer
Events

== Storage Explorer (preview)

Deploy SEM using Azure CLI 2.0

A -

= OpeninExplorer =2 Move (_) Re
Resource group (change)
Status

Primary: Available, Secondary: Available

Location

East U5, West U5

Subscription (change)

Azure subscription 1

Subscription ID
f3fb2626-20f0-407d-94b2-180ce07c40da

The command lists two storage account keys in JSON format:

e Primary (key1)
« Secondary (key2)

i) JSON is the default format. You can change this format later.

You can use either key. For example:

m' Command Prompk
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Prepare to deploy the virtual hard disks

Before you deploy the virtual hard disks (VHDs), locate the following information you obtained in the
following sections:

» Create and manage storage accounts, resource groups, and locations

e Obtain a storage access key

Each value stored in a variable in the following commands is typed as a token (for example, TOKEN),
and should replace the code snippets below.

» Storage account name: STORAGE_ACCOUNT

Find your storage account name in the Azure Portal or runthe az storage account list
command, and then search for the storage account. In the example below, the storage account
nameis semtest.

BN Select Command Prompt — O %

null,

» Storage account key: ACCESS_KEY
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e Resource group: RESOURCE_GROUP

Find your resource group name in the Azure Portal, orrunthe az storage account list
command, and then search for the resource group. In the following, the resource group is SEM-
Test.

B Select Command Prompt — 0 %

e Location: LOCATION

To find your location, look in your storage account details in the Azure Portal or run the az
storage account 1ist command, and then search for the location. In the following
example, the location is eastus, for Eastern US.

B Select Command Prompt - O X

ey
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» Storage size - sku: SKU

To find your sku, runthe az storage account 1ist command,and then search for the sku.
In the example below, the sku name is Standard LRS. The minimum requirement is Standard_
LRS. Learn more about sku types here (© Microsoft 2020, available at learn.microsoft.com,
retrieved October 5, 2020). If the returned SKU value is not supported (Standard_RAGRS, for
example), change it to a supported value (see image below) when you update your script.

B Cormmand Prompt _ 0 %

“. "srandard LRS"
"standard_gls"

C:\Users\ :j ames .moore>

e Virtual machine size: VM_SIZE

i) To learn more about virtual machine sizing, see Session virtual machine sizing guidelines
(© Microsoft 2023, available at learn.microsoft.com, retrieved on March 20, 2023). If you
are missing anything from the list above, review the previous sections.

Additionally, the virtual machine name and disk names should be considered before deployment.
« Virtual machine name: VM_NAME
You can use any name you choose. For example, solarwinds.sem.

 Disk 1 (system) name: DISKT
 Disk 2 (data) name: DISK2

Enable the boot diagnostics

Boot diagnostics is a screen shot of the virtual machine video output. Enabling this feature is optional,
but required before you open a Support case with SolarWinds Technical Support. The support
representative will require the support key displayed in the screen shot.
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Deploy SEM from PowerShell (Windows)

(i) Scripts are not supported under any SolarWinds support program or service. Scripts are
provided AS IS without warranty of any kind. SolarWinds further disclaims all warranties includ-
ing, without limitation, any implied warranties of merchantability or of fitness for a particular
purpose. The risk arising out of the use or performance of the scripts and documentation stays
with you. In no event shall SolarWinds or anyone else involved in the creation, production, or
delivery of the scripts be liable for any damages whatsoever (including, without limitation, dam-
ages for loss of business profits, business interruption, loss of business information, or other
pecuniary loss) arising out of the use of or inability to use the scripts or documentation.

PowerShell is a command-line interface that is installed by default on the latest Microsoft systems.
See Windows PowerShell System Requirements for details (© Microsoft 2023, available at
learn.microsoft.com, retrieved on March 20, 2023).

(i) Lines starting with the # character are comments. The back quote () character on the end of
lines indicates multi-line commands.

1. Open a command prompt or PowerShell window.

2. From a command ling, run the az login command.

EX Select Windows PowerShell (86) - [m] b4

(i) Log in with any authentication option. Running the az login command is
recommended. For more details and other options, see Sign in with Azure CLI 2.0 (©
Microsoft 2022, available at learn.microsoft.com, retrieved March 25, 2022).
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3. When the browser launches prompting you to log in, sign in to Microsoft Azure with your
account credentials.

Microsoft Azure

BT Microsoft

Pick an account

Doe, John
ﬁ john.doe@solarwinds.com
Signed in

—I— Use another account

Back

4. Create your script.

The script will run, upload your two VHD files, and then create your VM in the Azure Portal. You
can also download the script from SolarWinds using this link.

The following script is a template. You will need to fill in the variables for your Azure
VM environment.

<#Scripts are not supported under any SolarWinds support program or service.
Scripts are provided

AS IS without warranty of any kind. SolarWinds further disclaims all warranties
including,

without limitation, any implied warranties of merchantability or of fitness for a
particular purpose.

The risk arising out of the use or performance of the scripts and documentation
stays with you.

In no event shall SolarWinds or anyone else involved in the creation, production,
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or delivery of the scripts be liable for any damages whatsoever (including, without
limitation,

damages for loss of business profits, business interruption, loss of business
information, or other

pecuniary loss) arising out of the use of or inability to use the scripts or
documentation

#>

# How to use:

# copy script to folder that contains azure disks

# change <SEM VERSION>, <STORAGE ACCOUNT>, <STORAGE ACCESS KEY>, <RESOURCE GROUP>,
<VM_LOCATION>, <CONTAINER>

# log in to azure (az login)

# run script

#

FHHHEHAHHH A H RS AR H AR

# storage account and key set to ENV to avoid typing it to each command
$env:AZURE_STORAGE_ACCOUNT="<STORAGE_ACCOUNT>"
$env:AZURE STORAGE KEY="<STORAGE ACCESS KEY>"

Scontainer="<CONTAINER>"
$semVersion="<SEM VERSION>"

Write-Host "SEM version: $semVersion" -foreground Green

SvmName="SEM-$semVersion"
SresourceGroup="<RESOURCE GROUP>"
$sku="Standard LRS"
SpublicIpSku="Basic"
$vmSize="Standard Bls"
$vmLocation="<VM LOCATION>"

SosType="1linux"

$disklFilename="SolarWinds-SEM-Azure-S$semVersion-diskl-system.vhd"

Sdisk2Filename="SolarWinds-SEM-Azure-$semVersion-disk2-data.vhd"

SdisklName="SvmName-diskl.vhd"
Sdisk2Name="SvmName-disk?2.vhd"

# check for presence of files
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if (! ((Test-Path $disklFilename) -and (Test-Path $disk2Filename)))
{Write-Host "Couldn't find .vhd files" -foreground Red; break}

# upload system and data disks

az storage blob upload --container-name $container --type page —--file
SdisklFilename --name $disklName
az storage blob upload --container-name S$container --type page --file
Sdisk2Filename --name $disk2Name

# get blob urls
SblobUrlDiskl=az storage blob url --container-name S$container —--name S$disklName

SblobUrlDisk2=az storage blob url --container-name S$container --name $disk2Name

# create system and data disks

az disk create —--resource-group S$resourceGroup --sku $sku --name $disklName --
source $blobUrlDiskl

az disk create --resource-group SresourceGroup --size-gb "250" --sku S$sku --name

Sdisk2Name --source $blobUrlDisk2

# create a machine and enable boot diagnostics
az vm create --resource-group SresourceGroup --size S$vmSize --public-ip-sku
SpublicIpSku --location S$vmLocation

--name S$vmName --os-type $osType --attach-os-disk $disklName

az vm disk attach -g $resourceGroup --vm-name S$vmName --name S$disk2Name

az vm boot-diagnostics enable --name $vmName --resource-group SresourceGroup --

storage $env:AZURE STORAGE ACCOUNT

5. Launch PowerShell.

1 Change the directory (cd) in PowerShell to the directory where the VHD files reside on
your local system.

PS5 C:\Usersh » cd Cr:yUsersy \Desktop\AzureDeployment

6. Paste your script into PowerShell, and then press Enter.

You can monitor the progress as the script is running. If the script encounters an error (such as
a typo in your script), correct the error, and rerun the script.

When completed, you can access your new VM in the Azure Portal under Home > Virtual
machines.
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Deploy SEM from Bash (Linux)

(i) Scripts are not supported under any SolarWinds support program or service. Scripts are
provided AS IS without warranty of any kind. SolarWinds further disclaims all warranties includ-
ing, without limitation, any implied warranties of merchantability or of fitness for a particular
purpose. The risk arising out of the use or performance of the scripts and documentation stays
with you. In no event shall SolarWinds or anyone else involved in the creation, production, or
delivery of the scripts be liable for any damages whatsoever (including, without limitation, dam-
ages for loss of business profits, business interruption, loss of business information, or other
pecuniary loss) arising out of the use of or inability to use the scripts or documentation.

(i) Lines starting with the # character are just comments. The back quote (*) character on the end
of lines is for multi-line commands.

1. Run Bash shell (WSL or native) where Azure CLI 2.0 is installed.
2. Loginto the Azure Portal.
3. Create your script.

The following script is a template. When you fill in the variables for your Azure VM environment,
the script will run, upload your two VHD files, and then create your VM in the Azure Portal.

o' Replace the values in red below with the values you recorded in the previous sections
unless otherwise indicated. Enter values between the quotation marks, when present.
Copy the entire script template into a text editor, such as Notepad, to make your edits.

# storage account and key set to ENV to avoid typing it to each command
Senv:AZURE STORAGE ACCOUNT="STORAGE ACCOUNT"

$Senv:AZURE STORAGE ACCESS KEY="ACCESS KEY"
SdisklFilename="SolarWinds-SEM-Azure-<SEM VERSION>-diskl-system.vhd"
$disk2Filename="SolarWinds-SEM-Azure-<SEM VERSION>-disk2-data.vhd"
$sku="Standard LRS"

SvmSize="Standard Bls"

S$resourceGroup="RESOURCE GROUP"

SvmLocation="LOCATION"

SdisklName="SYSTEM-diskl.vhd"
Sdisk2Name="DATA-disk2.vhd"

SvmName="VM-NAME"

# upload system and data disks
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az storage blob upload --container-name CONTAINER NAME --type page —--file
SdisklFilename --name $disklName
az storage blob upload --container-name CONTAINER NAME --type page --file
Sdisk2Filename --name $disk2Name

# get blob urls

SblobUrlDiskl=az storage blob url --container-name CONTAINER NAME --name
SdisklName

SblobUrlDisk2=az storage blob url --container-name CONTAINER NAME --name
Sdisk2Name

# create system and data disks

az disk create --resource-group S$resourceGroup --sku $sku --name
SdisklName --source $blobUrlDiskl
az disk create --resource-group S$resourceGroup --size-gb "250" --sku $sku

--name $disk2Name --source S$blobUrlDisk2

# create a machine and enable boot diagnostics

az vm create —--resource-group S$SresourceGroup --size SvmSize --public-ip-
sku "Basic" --location $vmLocation --name S$vmName --os-type "linux" --
attach-os-disk $disklName --attach-data-disks S$disk2Name

az vm boot-diagnostics enable --name $vmName --resource-group

SresourceGroup --storage S$Senv:AZURE STORAGE ACCOUNT
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Below is an explanation of each value and variable. The first section below initializes the
variables. The subsequent sections of the script will execute these variables to upload the disks
and create the VM.

# storage account and key set to ENV to avoid typing it to each command
$env:AZURE STORAGE ACCOUNT="STORAGE ACCOUNT" This is the resource group
you created in the Azure Portal.

$env:AZURE STORAGE ACCESS KEY="ACCESS KEY" This is the multicharacter key
you copied in a previous section. Paste the entire key between the
quotation marks.

$disklFilename="SolarWinds-SEM-Azure-<SEM VERSION>-diskl-system.vhd"
$disk2Filename="SolarWinds—-SEM-Azure-<SEM VERSION>-disk2-data.vhd" The
names of the system and data disk names will vary based on the SEM
version. The system disk is much larger ~18GB - the data disk is
typically ~1GB.

$sku="Standard LRS" This is the minimum requirement.
$vmSize="Standard Bls" This is the minimum requirement.
SresourceGroup="PROSCRIPTIVE" This is the resource group you created in
the Azure Portal.

$vmLocation="LOCATION" For example, '"eastus" for Eastern US.

$disklName="SYSTEM-diskl" You can give these disks any descriptive name
you like.

$disk2Name="DATA-disk2"

SvmName="VM-NAME" You can give the VM any descriptive name you like.
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The only other value you need to add is the container name you wrote down in a previous
section as shown below. No quotation marks needed.

# upload system and data disks

az storage blob upload --container-name CONTAINER NAME --type page --file
SdisklFilename --name $disklName

az storage blob upload --container-name CONTAINER NAME --type page --file
Sdisk2Filename --name S$disk2Name

# get blob urls

SblobUrlDiskl=az storage blob url --container-name CONTAINER NAME --name
SdisklName

SblobUrlDisk2=az storage blob url --container-name CONTAINER NAME --name
$disk2Name

4. Launch Bash.

1 Change the directory (cd) in Bash to the directory where the VHD files reside on your local
system.

5. Paste your script into Bash, and then press Enter.

You can monitor the progress as the script is running. If the script encounters an error, such as
a typo in your script, simply correct the error, and rerun the script.

When completed, you can access your new VM in the Azure Portal under Home > Virtual
machines.

Deploy SEM on Amazon Web Services

To deploy SEM on Amazon Web Services (AWS):

1. Prepare for the deployment.

2. Deploy AWS.

See the system requirements for sizing, hardware, software, and port requirements.

(i) SolarWinds is not responsible for fees incurred when deploying SolarWinds products to AWS.
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Prepare for the deployment

1. If you are an existing SEM user, contact Customer Support to request access to the
AWS Amazon Machine Image (AMI) for SEM.

If you are evaluating SEM, contact your SolarWinds Sales representative to request access to
the AWS AMI for SEM.

2. Locate your AWS account ID and AWS Region. You will need this information in a later step.

3. Verify that you have a copy of the PuTTY SSH client. You will need this utility in a later step.

(i) You can download PuTTY from the PuTTY website.

4. Download, install, and configure the AWS Command Line Interface (CLI) for AWS account
access.

5. Create and download an access key.

In the AWS Console, navigate to user menu > My Security Credentials > Create Access Key.

My Account
My Organization

My Billing Dashboard

Switch Role

Sign Out

See Managing access keys for IAM users for details (© 2023 Amazon Web Services, Inc,
available at docs.aws.amazon.com, retrieved March 20, 2023).

6. Save the access key ID and secret access key to a CSV file on your computer.
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Deploy AWS

Deploy SEM on Amazon Web Services

1. Verify that you have access to the AWS Amazon Machine Image (AMI) for SEM.

2. Locate your AWS account ID and AWS Region.

3. When you receive notification that your AMI is available, launch the AMI from the AWS EC2

console.

a. Inthe navigation menu. maximize Images and select AMIs.

Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts 1
Scheduled Instances

Capacity Reservations

¥ Images

=

AMIs

a

b. Inthe drop-down menu, select Private images.

(e ] :“EW EC2 Experience o EC2Image Builder  Actions v

EC2 Dashboard

© AMIName - AMIID - Source - Owner - Visibility

- Status

- Creation Date - Platform

A O % 0
[~] 1to10f1

- RootDevicel- Virtualization -

SEM20204  ami-04dc 7 Private

available

November 18, 2020 at 9:08:

c. Select the SEM AMI, and then click Launch.

4. Inthe Choose an Instance Type page, select the instance type. Select at least t3.large, as this

selection covers the default specifications for SEM.

n' SolarWinds recommends you use an instance type with an SSD if this is going to be a

high volume deployment.

t3.1arge 2

8 EBS only
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5. Click Configure Instance.

6. Inthe Configure Instance Details window, adjust the allowed CPU as required. If you are using
the recommended baseline 2 CPUs 8GB, do not select a CPU option that is less than this value.

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advanta

Number of instances (j) |1 Launch into Auto Scaling Group ()
Purchasing option (i) (JRequest Spot instances
Network (i) vpc-e28e5d9f (default) 3| C create new VPC
Subnet (i) No preference (default subnet in any Availability Zont ¥ Create new subnet
Auto-assign Public IP (i) Use subnet setting (Enable) <
Placementgroup (i) (J Add instance to placement group

Capacity Reservation (j) Open ]

Domain join directory (i) No directory C create new directory
1AM role (i) None 3| C create new IAM role

CPU options  (j) (J Specify CPU options

Shutdown behavior (j) Stop 3
Stop - Hibernate behavior (j) [JEnable hibernation as an additional stop behavior
Enable termination protection (i) O Protect against accidental termination

Monitoring (i) (JEnable Cloudwatch detailed monitoring
Additional charges apply.

Tenancy (i) Shared - Run a shared hardware instance A
Additional charges will apply for dedicated tenancy

Elastic Inference (j) (D Add an Elastic Inference accelerator
Additional charges apply.

10 bntimaitad

Fradit enanifinatinn

7. Click Add Storage.

The Add Storage window displays on your screen.
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1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the senings of the root volume. You can also attach additional EBS volumes after Iauncning an instance, but not instance store volumes. Learn more about
storage options in Amazon EC2.

Volume Type (i Device (i Snapshot (i size (GiB) (i Volume Type (i 10PS (i :;
Root /devisdai snap-0f57eb38252614512 [General Purpose SSD (gp2) v] 100/3000 N/
[EBS | [Idevisdb v | [snap-0490193cc390a| |228 | [General Purpose SSD (gp2) v] 684/3000 N/

Add New Volume

N

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Leamn more about free usage tier eligibility and
usage restrictions.

8. Inthe Add Storage window, do the following:

a. Adjust the storage space, if required. Use the SSD options as they are needed to keep up
with the amount of events being received by the SEM.

b. Modify /dev/sdb for additional log retention. You can change the disk size in the Size
field if required.

9. Click Add Tags.

10. (Optional) If tags are part of your corporate policy, add a tag as required.

Step 5: Add Tags

Atag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = \Webserver.
Acopy of a tag can be applied to volumes, instances or both.

Tags will be applied to all instances and volumes. Leam more about tagging your Amazon EC2 resources.

Key (128 characters maximurm) Value (256 characters maximum} Instances (i Velumes [

This resource currently has no fags

Choose the Add tag button or click 1o add a Name tag.
[ Make sure your 1AM policy Includes permissions to create tags.

Add Tag (Up 1o 50 tags maximum)

11. Click Configure Security Group.

The Configure Security Group window displays with the firewall policy for you syslog device and
all agents.

12. Select Create a new security group, and then enter a security group name. For each firewall rule,
enter the type, protocol, port range, source, and description.
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tChooseAMI 2 ChooseinsinceTyps 3 Confgueinstasce 4 ASdSirage  5.ASdTags 6. Configue Security Group 7. Awvew

Step 6: Configure Security Group

HTTP and HTTFS ports. You £an eresse & few securily Group of sskect from Leam more 2 securiy groups.
Asign 3 securfty group: ® Creae & new secuffly greup
) Sebct an axistng secunty group

A secury group i 2 set of firewall rules that control e Baffic for your instance. On Tis page. you Can a0d nules 1o allow Speciic Faffic 10 reach your IRstance. For exampie, If you want o set up 2 web server and aliow Intemet Irafic 1o reach your instance, 20 nues That alow unnestricted access 10 e

Sacurtty group name: | |lunchwzan 1 |
Description; Bunchomizan-1 created 2020-12.01T08 24 34 098-07.00
Type (i Protoced (i Port Range (i Source (i Description i
[EZ] | TeP 2 [Cusiom_~] [00000 ] [e9 SSH R Acmin Desticp
Add Rule
]
A Wamning

Fouies with source of 0.0.0.0:0 aliow 3Nl I Aresses 1o S00ESS YOUT INSIENCE. Ve SCOMMENd SA1ING SECUty QFoUD NS 10 llow ACCEsS oM KNGWN IP Aodresses only

13. Click Review and Launch.

14. Inthe Review Instance Launch window, review and verify your instance launch details.

Step 7: Review Instance Launch

Please review your instance launch details. You can go back 1o edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process,

A Improve your instances' security. Your security group, launch-wizard-1, is open to the world.
Your instances may be accessible from any IP address. We recommend that you update your security group rules to allow access from known IP addresses only.
You can also open additional ports in your security group to facilitate access to the application or service you're running, €.g., HTTP (80) for web servers. Edit security groups

A Your instance configuration is not eligible for the free usage [ic&

To launch an instance that's eligible for the free usage tier, check your AMI selection, instance type, configuration options, or storage devices. Leam more about free usage tier eligibility and usa

* AMI Details

SEM 2020.4 - ami-04dc0775216ed6a5¢c
SEM 20204
Root Device Type: ebs  Vitualization type: hvm

L Instance Tvpe

15. Click Launch to assign a keypair to your instance and complete the launch process.

16. Generate a key pair to connect using SSH to SEM.
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Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

[ Choose an existing key pair N

Select a key pair
[No key pairs found

A No key pairs found
You don't have any key pairs. Please create a new key pair by selecting the
Create a new key pair option above to continue.

Cancel Launch Instances

(Screenshot © 2021, Amazon Web Services, Inc.)
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a. Click the first drop-down menu and select Create a new pair.

Select an existing key pair or create a new key pair X

A key pair consis's of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI .

| Create a new key pair v
Key pair name
[SEM

Download Key Pair

You have to download the private key file (*.pem file) before you can continue. Store
itin a secure and accessible location. You will not be able to download the file again
after it's created.

Cancel Launch Instances

(Screenshot © 2021, Amazon Web Services, Inc.)
b. Inthe Key pair name field, enter:
SEM
c. Click Download Key Pair.
d. Open PuTTY.
e. Import the private key into PuTTY.

See Connect to your Linux instance from Windows using PuTTY from the
AWS Documentation website for instructions.

f. Select the checkbox to acknowledge that you have access to the selected private key file
(SEM.pem). This is required to log in to your instance.
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Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

[ Choose an existing key pair v|
Select a key pair
[SEM v]

| acknowledge that | have access to the selected private key file (SEM.pem), and that without
this file, | won't be able to log into my instance.

Cancel Launch Instances

(Screenshot © 2021, Amazon Web Services, Inc.)

g. Click Launch instances.
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Complete the installation

After you run the SEM installer, do the following:

1. Run the setup wizard.

2. Activate the SEM license.

3. Secure SEM from unauthorized users.

1 To prevent unauthorized access to your deployment, SolarWinds recommends that you avoid
setting up the SEM appliance with access to the Internet or any public-facing network. See the
SEM security checklists for additional security recommendations.

Run the setup wizard

After you install and deploy SEM, run the setup wizard to accept the terms of the License Agreement
and set up the default administrator credentials. When you are finished, you can add additional
SEM users as needed.

1. Open a supported web browser.

2. Connect to the SEM Console.
In the address bar, enter the following URL and then press Enter:
https://<appliance-ip-or-hostname>

where <appliance-ip-or-hostname> is:

e The IP address or hostname of your Microsoft Hyper-V or VMware vSphere appliance you
obtained when you installed and deployed SEM

e The hostname of your Microsoft Azure, Azure CLI 2.0, or Amazon Web Services
deployment you obtained when you installed and deployed SEM

3. Inthe SEM Console Login screen, click Log in to continue. The Username and Password fields
are completed for you the first time you log in.
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=
solarwinds ¥

Username

admin

Enter domainwusername or username@domain for

Windows accounts
Password

(i) The default administrator username is admin and the password is password. You will be
prompted to change your password after you log in for the first time.
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4. If you accept the terms of the License Agreement, select the check box and then click Next.

5.

6.

Solarwinds SEM setup &)

License agreement  Change Password  Sign up for phoneho...

License agreement

IMPORTANT - READ CAREFULLY: BY DOWNLOADING, INSTALLING, AND/OR USING THE SOFTWARE (DEFINED BELOW), YOU (DEFIMED =
BELOW) AGREE TO BE BOUND BY THE TERMS OF THIS AGREEMENT (DEFINED BELOW). IF YOU DO NOT AGREE TO THE TERMS OF THIS
AGREEMENT, YOU MUST NOT DOWMNLOAD, INSTALL, OR USE THE SOFTWARE, AND YOU MUST DELETE OR RETURN THE UNUSED

SOFTWARE.

SOLARWINDS
END USER LICENSE AGREEMENT

This End User License Agreement (the “Agreement”) is hereby entered into and agreed upon by you, either an individual or an entity, and its
Affiliates (defined below) ("You™ or “Company”) and Solarwinds Worldwide, LLC ("Solarwinds Worldwide”) for the Software (as defined
below).

1. DEFINITIONS,

1.1 “Affiliates™ means an entity controlled by, under common control with, or controlling such party, where control is denoted by having
fifty percent (30%) or more of the voting power (or equivalent) of the applicable entity. Subject to the terms and conditions of this
Agresment, Affiliates may use the license granted hereunder. All references to Solarwinds shall be deemed to be references to Solarwinds

and its Affiliates, and all references to Company. You, or Your shall be deemed to be references to Company and its Affiliate(s).

1.2 "Computer” means the hardware, if the hardware is a single computer system, whether physical or virtual, or means the computer

| accept the terms of license agreement

Cancel Next >

system with which the hardware operates, if the hardware is a computer system component. -

Create a new password using the following requirements:

e Does not contain the word username.

Includes 6 to 40 characters.

Includes at least one uppercase letter.

Includes at least one lowercase letter.

Includes at least one digit.

Enter and confirm your new password, and then click Next.
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Solarwinds SEM setup @]

License agreement  Change Password Sign up for phoneho..

© —e

Change Password

New password *

Confirm password *

7. Enter your email address for contact and download verification, and then select or clear the
check box to send usage statistics to SolarWinds.

®

Solarwinds SEM setup

Change Password  Sign up for phoneh...
=)

Sign up for phonehome
Email Ttb

aa@bb.cc

Send usage statistic to Solarwinds to help us improve our products. Learn more

Cancel < Back Start using SEM

8. Click Start using SEM.

Installation and Upgrade Guide: Security Event Manager page 48



< SOLARWINDS Activate the SEM license

Activate the SEM license

After you install and deploy SEM, activate your SEM license online or offline.

(i) If you downloaded and installed an evaluation, you can use SEM for 30 days. After 30 days, you
must purchase and activate a license to continue using SEM in your environment.

Activate the license online

1. Loginto SEM as an administrator.
Open a separate browser window.

Navigate to the SolarWinds Customer Portal.

Log in with your SolarWinds ID or individual user account and password.

o 0 0N

Click Licenses > Manage Licenses.

LICENSES RENEWALS

6. Scroll down to Security Event Manager (formerly LEM).

Security Event Manager (formerly LEM) - SEM30
[& Product Documentation »
7. Click +to maximize the listing.
8. Under License Activation information, locate and copy the Activation Key to a safe location.
License Activation Information

Security Event Manager (formerly LEM) - SEM30

Dave Vrtis
Activation Key
Deactivate license manually

9. Log out of the Customer Portal.
10. Navigate back to SEM.

11. Inthe toolbar, click the Settings icon.
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12. Inthe left column, click Manage License.

13. Click Upgrade license.

Upgrade license Deactivate

14. Under Activation Type, select Online.

ACTIVATION TYPE

%Online O offline

Activate the SEM license

15. Inthe License Key field, paste the license key that you copied from the Customer Portal.

License key

16. Inthe Name field, enter your name.

MName

17. Inthe E-mail field, enter your organization's email address.

18. In the Phone number field, enter a contact phone number.

Phone number

19. Click Activate.
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The license is activated.

Activate the license offline

a & b

10.
11.
12.
13.

14.

. Log in to SEM as an administrator.

Open a separate browser window.

Navigate to the SolarWinds Customer Portal.

Log in with your SolarWinds ID or individual user account and password.

Click Licenses > Manage Licenses.

LICENSES RENEWALS

Scroll down to Security Event Manager (formerly LEM).

Security Event Manager (formerly LEM) - SEM30
[& Product Documentation »
Click + to maximize the listing.
Under License Activation information, click Activate license manually.

Activate license manually »

In the Manage License Activation page, complete the form entries, and then click Generate
License File.

Save the license file to a network share that you can access from SEM.
Log out of the Customer Portal.
Navigate back to SEM.

In the toolbar, click the Settings icon.

Settings

In the left column, click Manage License.
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15.

16.

17.

18.

19.

Secure SEM from unauthorized users

SOLARWINDS
Click Upgrade license.

Upgrade license Deactivate

Y

Under Activation Type, select Offline.

ACTIVATION TYPE
QO online %O;ﬂ'ne

Click Browse file.

File

Browse file Mo file selected yer

Navigate to the saved license file and select the file.

Secure SEM from unauthorized users

When you are finished, the Unique ID field populates with your license information.

Click Activate.

Activate

The license is activated.

After you activate the SEM license, run the Activate command to help secure SEM from unauthorized
users.

(i) You can still evaluate SEM without running the activate command. You can also turn off HTTP.

The activation procedure prompts you to:

» Configure a static IP address and hostname for the SEM VM

Configure a secure password
Verify your network configuration

» Export the SSL certificate that ensures secure communications between the SEM desktop
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(i) Port 8080 is unsecure and is automatically disabled after activation has been completed. Port
8443 is always available.

Prepare to run the Activate command

If you plan to use the SEM desktop console, copy the SEM CA SSL certificate to the Trusted Root
Certification Authorities certificate store prior to running the Activate command.

(i) By default, SEM uses a pre-made, self-signed certificate.

When the activation is complete, the SEM VM automatically exports the SSL certificate. The SEM
desktop console connects with the SEM Manager using secure communications on port 8443.

1. Open the CMC command line interface.
The default password is password.

See Log in to the SEM CMC command line interface for instructions.

2. Atthe cmc> prompt, type:
manager

3. Export the CA certificate so that you can import it into a computer running the SEM console.
At the cmc: :manager> prompt, type:
exportcert

4. Follow the prompts to export the SEM Manager CA certificate.

An accessible network share is required. Once the export is successful, you will see the
following message:

Exporting CA Cert to\\server\share\SWICAer -hostname.crt ... Success.
Locate and double-click the certificate on the network share.

Click Next.

Select Place all certificates in the following store, and then click Browse.

Select Trusted Root Certification Authorities.

Click OK, and then click Next.

© v o N o o

Click Finish.

11. Click Yes to confirm that you trust the certificate.
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Run the Activate command
1. Open the CMC command line interface.
The default password is password.

See Log in to the SEM CMC command line interface for instructions.

2. Configure SEM to use a static IP address.

n' SolarWinds recommends configuring a static IP address for the SEM VM. If you use
DHCP instead and your IP address changes, your deployed Agents may be disconnected
and require additional troubleshooting to resolve.

a. Atthe cmc> prompt, type appliance, and then press Enter.

The prompt changes to cmc: : appliance> to indicate that you are in the appliance
configuration menu.

b. Type activate, and then press Enter.
The Activation splash screen appears.

Press Enter to go to the next screen.

e o

When prompted, select Yes to configure a static IP address for the SEM VM.

®

At the cmc: :appliance> prompt, type netconfig, and then press Enter.
f. Atthe prompt, type static, and then press Enter.

g. Follow the steps on your screen to configure the Manager Appliance network parameters.

(i) Be sure to enter a value for each prompt. Leaving blank entries results in a faulty
network configuration that requires you to rerun netconfig.

h. Record the IP address assigned to the SEM VM. You will use this IP address to log in to
the SEM console.

3. When prompted to change the hostname, select Yes to specify a hostname or No to accept the
default hostname. To specify a hostname, use the following naming conventions:

» Hostname labels can only contain the following:
o ASCII letters A through Z (letters are not case sensitive)
° Digits 0 through 9
° Hyphens (-)
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» Hostnames cannot start with a digit or a hyphen, and must not end with a hyphen.
» No other symbols, punctuation characters, or white spaces are permitted.
4. Confirm your network configuration.
a. Atthe cmc::appliance> prompt, enter:

viewnetconfig

(i) To ensure secure communications between SEM and the SEM desktop console, the
SEM VM automatically exports an SSL certificate when the activation completes.
Following activation, the SEM desktop console securely connects with the SEM VM
on port 8443.

b. Follow the prompts to export the certificate to a network share.
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Install the SEM Agent

Install the SEM agent on the servers, domain controllers, and workstations you want to monitor in
your organization.

SEM Agent deployment options

Review the options for deploying the SEM Agent to multiple Microsoft Window computers in an
enterprise environment.

SolarWinds provides SEM agents for these operating systems:

» Microsoft Windows (local and remote installers)
e Linux

Solaris on Intel

Solaris on Sparc

HPUX on Itanium

o AIX

The following table lists the installers you can use to deploy the SEM Agent non-interactively in a large
Windows deployment.

Installer Instructions

Remote Agent installer See Run the SEM Remote Agent
Installer.

Local Agent Installer with software distribution policies or See Run the SEM Local Agent
local logon scripts Installer.

You can install the Windows agents with an included Java Runtime Environment (JRE) or you can
install the Windows agent and have it use the Java install on your system (customJava option).

See the release notes for the specific JRE version included with your SEM release.

See the SEM Agent pre-installation checklist for a list of tasks to complete before you install the
SEM Agent.
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SEM Agent pre-installation checklist

Before you install the SEM Agent, complete pre-installation checklist below. This checklist helps you:
» Gather the required credentials to complete the installation.

 Verify that system requirements are met and all required software is installed.

(i) See SEM Agent deployment options to learn about the options for deploying the agent.

SEM Agent installer requirements

[l Review the system See the system requirements for details about the SEM Agent
requirements hardware and software requirements.

Ll Gather the Verify that you have administrative access to the servers and
credentials workstations you plan to monitor with the agent.

Windows-based systems require Domain or Local administrative
privileges. Linux or Unix systems require root-level access.

(i) The Local Administrator account is not the same as a
domain account with local admin rights. A domain account
is subject to your domain group policies.

[ Review the SEM See Deploy the SEM Agent installation overview for information
Agent installation about attended and unattended SEM agent installations.
overview

Download the SEM Agent installers

You can download SEM Agent installers from the SEM consoles or the SolarWinds Customer Portal.

Download the installer from the SEM Console
1. Log in to the SEM Console.
2. Inthe SEM toolbar, click Configure > Nodes.

Installation and Upgrade Guide: Security Event Manager page 57


https://documentation.solarwinds.com/en/success_center/sem/content/admin_guide/4-deploy_sem_agents/sem-agent-install-overview.htm
https://documentation.solarwinds.com/en/success_center/sem/content/system_requirements/system_requirements.htm
https://customerportal.solarwinds.com/

‘7 SOLARWINDS SEM Agent pre-installation checklist

Configure -

Modes

Manager connectors

3. Inthe Nodes toolbar, click Add agent node.

(+) Add agent node

&

4. Inthe Add agent node window, follow the instructions to download the agent installer for a
remote or local installation.

Download the installer from the SolarWinds Customer Portal

(i) If you are running a SEM evaluation, download the local or remote SEM Agent installer from the
SEM Console or contact SolarWinds for assistance.

—

. Log in to the SolarWinds Customer Portal with your SolarWinds ID (SWID).

N

. Click Downloads > Download Product.
3. Click the Products drop-down menu and select:
Security Event Manager (SEM), formerly Log & Event Manager (LEM)
4. Click the Licenses drop-down menu and select a license option.
5. Scroll down to Agent Downloads.

6. Select a local agent installer for your product version.

Local Agent Installer
Latest version: AlX 2022 4.0 customJava

or select a remote agent installer for your product version.

Remote Agent Installer for Windows

Latest version: 2022.4.0

M Release Candidate available Learn more (on
thwack.com)

7. Click Download.

8. Follow the instructions on your screen to complete the download.
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1 Before you deploy SEM agents, note the formatting in any .txt files that contain host entries:
» Ensure there is only one host entry per line.

« If the format is tab separated, remove the tab spacing, and then enter a space between
each value. For example, 10.10.10.10 xxx03 xxx03 yyy abcd.net. If tab spacing is present,
the installer will not be able to parse the file correctly and will fail.

Install the SEM agents

See the following sections to install a SEM Agent:

» Install the SEM Agent on Linux and Unix
» Runthe SEM Remote Agent Installer
* Runthe SEM Local Agent Installer

Install the SEM Agent on Linux and Unix

Install the SEM Agent locally on a Linux and Unix operating system. When the installation is
completed, the agent automatically starts and connects to SEM.

(i) See SEM Agent pre-installation checklist for agent download information and a pre-install
checklist.

About the installation

By default, the SEM Agents are installed in the following folder:

/user/local/contego/ContegoSPOP

Download the SEM Agent installer

—

. Log in to the SolarWinds Customer Portal using your SolarWinds ID (SWI).

2. Click Downloads > Download Product.

w

Click the Products drop-down menu and select Security Event Manager (SEM), formerly Log &
Event Manager (LEM).

Click the Licenses drop-down menu and select your license tier.
Scroll down to Agent Downloads.

Click the Local Agent Installer drop-down menu, select a Linux release, and then click Download.

N o g B

Review the message in the pop-up window, and then click Finish Download.
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The installer is downloaded to your system.

For example:
SolarWinds-SEM-<version>-Agent-LinuxInstaller.bin
where <version> is the SEM release version.

For example:

SolarWinds-SEM-2023.2-Agent-LinuxInstaller.bin

Run the SEM Agent installer on Linux or Unix

1.

2
3.
4

Install

Copy the installer file to a local or network location.

. Open a Terminal window.

Change directories to the folder that contains the installer.

In the Terminal window, enter the following command to convert the installer into an executable
application.

chmod +x SolarWinds-SEM-<version>-Agent-LinuxInstaller.bin

where <version> is the SEM installer version you downloaded from the Customer Portal.

For example:

chmod +x SolarWinds-SEM-2023.2-Agent-LinuxInstaller.bin

Run the following command as root:

./SolarWinds-SEM-Agent-<version>-LinuxInstaller.bin

For example:

./SolarWinds-SEM-Agent-2023.2-LinuxInstaller.bin

Press Enter to start the installer.

Press Enter to page through the End User License Agreement. If you agree with the agreement,
enter y to accept the terms.

Enter a custom installation path or press Enter to accept the default (recommended).
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9. Enter the hostname or IP address of the SEM Manager.

(i) Use the fully qualified domain name for your SEM Manager when you deploy SEM agents
on a different domain. For example, enter SEMhostname.example . com.

10. Press Enter twice to accept the default port values, and then press Enter again to proceed.
11. Review the Pre-Installation Summary, and then press Enter.
12. After the installation is completed, press Enter to exit the installer.

The SEM Agent begins sending alerts to SEM.

If you need to install the agent on additional servers, see Install the Linux (or Unix) agent on
multiple servers for instructions.

Next steps:

» See Verify the SEM Agent connection to test that the agent connected to the SEM Manager.

Uninstall the SEM Agent on Linux or Unix

—

. Log in to your Linux system as root.
Stop the SolarWinds SEM Agent service.

Delete the /usr/local/contego/ContegoSPOP folder.

w0 N

Remove any startup scripts.

The SEM Agent is uninstalled.

Download the SEM Agent for Windows

The Windows Agent installer allows you to install SEM agents locally on a variety of Windows
operating systems. When the installation is completed, the SEM agent automatically starts and
connects to your SEM Manager.

Download the SEM Agent installer

If you are running a SEM evaluation, download the installer for an unlicensed SEM evaluation or
contact SolarWinds Support for assistance.

If you are running a licensed SEM version, download the installer for a licensed SEM version.
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Download the installer for an unlicensed SEM evaluation

1.
2.

3.

4.

Log in to the SEM Console as an administrator.

In the SEM toolbar, click Configure > Nodes.

Configure -

Modes

Manager connectors

In the Nodes toolbar, click Add agent node.

(+) Add agent node

&

Click the Windows agent installer for a remote or local installation, based on your environment.

Download the installer for a licensed SEM version

1.
2.

Log in to the SolarWinds Customer Portal using your SolarWinds ID (SWI).

Click Downloads > Download Product.

. Click the Products drop-down menu and select:

Security Event Manager (SEM), formerly Log & Event Manager (LEM)
Click the Licenses drop-down menu and select your license tier.
Scroll down to Agent Downloads.

Select and download the local or remote agent installer based on your deployment
requirements.

If you are installing the agent locally, locate the Local Agent Installer. Click the product version
drop-down menu, select the targeted SEM version for your Windows operating system, and then
click Download.

For example:

Local Agent Installer
Latest version: AlX 2022 4.0 customJava

Windows 2022.2.1 - 20 MAY 2022 -

If you are installing the agent(s) remotely, locate the Remote Agent Installer for Windows. Click
the product version drop-down menu, select the targeted SEM version for your Windows
operating system, and then click Download.
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For example:

Remote Agent Installer for Windows

Latest version: 2022.4.0

M Release Candidate available Learn more (on
thwack.com)

2022.2.1 - 20 MAY 2022 - |

(i) If a Release Candidate is available, this information displays in the selection.

7. If prompted, click Finish Download.
The installer is downloaded to your system.
For example:
SolarWinds-SEM-<version>-Agent-WindowsInstaller.zip
where <version> is the SEM release version.

For example:

SolarWinds-SEM-2022.4-Agent-WindowsInstaller.zip

Run the SEM Agent installer

1 If you are upgrading the SEM Agent to the latest version, uninstall the existing SEM Agent first
before you run the new installer.

For remote agent installations, see Run the SEM Remote Agent Installer.

For local agent installations, see Run the SEM Local Agent Installer.

SEM agents installed on SEM 6.7 and newer

In SEM 6.7 and newer, corresponding agent versions communicate by default using a secure
certificate, which no longer requires TLS 1.0, 3DES, or anonymous cipher.

If you need to connect to earlier agent versions, navigate to the SEM Console security tab (Settings >
Security), and switch the toggle button to enable lower security settings.
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Run the SEM Remote Agent installer

The Remote Agent Installer allows you to install the SEM Agent on multiple Windows computers
without the need to step through an installation wizard. When the installation is completed, the SEM
Agent automatically starts and connects to the SEM Manager.

(i) See the SEM Agent pre-installation checklist for agent download information and a pre-
installation checklist.

About the installation

The remote agent installer only applies to systems running Windows. You must have a user account
with privileges to write to Windows administrative shares, such as c$ or DS.

The SEM agents are installed to the following locations, based on the system processor speed:

Processor Installation folder

32.bit C:\Windows\system32\ContegoSPOP

64-bit C:\Windows\sysWOW64\contegoSPOP

If you are installing SEM agents on the far end of a WAN link, copy the remote agent installer
executable to the end of the link and run it at this location. This will avoid using your WAN bandwidth
to copy SEM agents multiple times.

If NetBIOS is not enabled, the Remote Agent Installer will require a text file of available hosts with
each IP address or hostname on its own line.

When the installation is completed, a reboot is not required.

Download the installer

See Download the SEM Agent for Windows for instructions.

Run the Remote Agent Installer for Windows

1 If you are upgrading the SEM Agent to the latest version, uninstall the existing SEM Agent first
before you run the new installer.

1. Extract the contents of the installer ZIP file to a local or network location.

2. Right-click the EXE file and select Run as administrator.
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3. Click Next to start the installation wizard.
4. If you agree with the License Agreement, accept the agreement and then click Next.

5. Specify a temporary folder on your computer to use for the installation process, and then click
Next.

The default location is:
C:\SolarWindsSEMMultiInstall

6. Inthe Manager Host field, enter the hostname of your SEM Manager. Do not change the default
port values.

If you are deploying the SEM agents on a different domain, use the fully qualified domain name
for your SEM Manager.

For example, enter:
SEMhostname.SolarWinds.com
7. Click Next.
8. Select Get hosts automatically or Get hosts from file (One host per line), and then click OK.

The following table provides a description of each option.

Option Description

Get hosts automatically Uses a NETBIOS broadcast to identify hosts on the same
subnet and domain as the computer running the installer.
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Option Description

Get hosts from file (One host Prompts you to select a text file with a list of hosts that
per line) require a SEM Agent.

(i) The text file can contain hostnames, fully qualified
domain names (FQDNSs), or IP addresses, each on their
own lines. If you plan to include DNS names, the
computer running the installer must be able to resolve
each DNS name.

Use this option if you are deploying SEM agents in one of the
following network configurations:

» To computers that are not located on the same subnet
as the host computer running the installer. The host
computer may be able to access the different subnets,
but their hosts will not be recognized by the NetBIOS
broadcast used to automatically to obtain the hosts.

» To a small segment of a large network, where choosing
hosts from a list can be time prohibitive.

* In a network with a complex naming scheme, where
choosing hosts from a list can be time prohibitive.

. Select the check boxes next to each computer that requires a SEM agent, and then click Next.

Confirm that the list is correct, and then click Next.

Specify the Windows destination for the remote installation. The default paths are provided for
all supporting Windows systems.

SolarWinds recommends using the default paths. Windows may not recognize the SEM Agent
as a service if the agent is not installed in a system folder.

By default, the installer automatically detects the host operating system. If the target hosts are
running the same operating system. you can select a specific operating system.

Click Next.

Select the USB-Defender check box to install this software with the SEM Agent. Otherwise, clear
the checkbox.
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(i) SolarWinds recommends installing USB-Defender on all systems. USB-Defender will never
detach a USB device unless you have explicitly enabled a corresponding rule. By default,
USB-Defender generates alerts for USB mass storage devices attached to your SEM
agents.

14. Click Next.

15. In the Pre-Installation Summary window, confirm the settings, and then click Install.
16. When the installation process is completed, click Next to start the SEM Agent service.
17. Inspect the Agent Log for any errors, and then click Next.

18. Click Done to exit the installer.
(i) A system reboot is not required.

The SEM Agent begins sending alerts to the SEM Manager. The SEM Agent continues running
on your computer unless you uninstall or manually stop the SEM Agent service.

Next steps:

See Verify the SEM Agent connection to verify that the agent is connected to the SEM Manager.

Run the SEM Local Agent installer

The Local Agent installer can be used for attended or unattended (non-interactive) SEM Agent
installations on a Windows system without the need to step through an installation wizard. When the
installation is completed, the SEM Agent automatically starts and connects to the SEM Manager.

You can run the Local Agent installer using a software distribution policies or local logon scripts. This
method is an alternative to the SEM Remote Agent installer used for large Windows deployment
scenarios.

(i) This procedure applies to the local installer. Do not use the Remote Agent installer for this task.

About the installation

To install the SEM Agent using the Local Agent installer:

1. Download the Local Agent Installer.

2. Configure a custom installer properties file that contains your environmental variables.

3. Run the Local Agent Installer.
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See the SEM Agent pre-installation checklist for agent download information and a pre-installation
checklist.

See Install Run the SEM Remote Agent installer for more information about installing the SolarWinds
SEM Agent.

Download the Local Agent installer

See Download the SEM Agent for Windows for instructions.

Configure a custom installer properties file

1. Open a text editor and create a file with the following two lines, followed by a carriage return:

MANAGER IP=<SEMManagerHostname>
INSTALLER UI=silent
INSTALL USB DEFENDER=<n>

where:
e <SEMManagerHostname> is the hostname or IP address of the SEM appliance.
» silent runs the installerin silent mode.
e <n>is 0 or 1. Entero to not USB defender or 1 to install USB defender.

2. Verify that a blank line with a carriage return follows the INSTALL USB DEFENDER entry.

(i) A blank line with a carriage return after the INSTALL USB_DEFENDER entry is required for
the file to work correctly.

The file contents should display as follows:
MANAGER IP=swi-sem

INSTALLER UlI=silent
INSTALL USB DEFENDER=0

3. Savethefileas installer.properties in the same folder as the .exe file.

Run the Local Agent installer

1. Verifythat .exe and installer.properties are located in the same folder.

(i) Do not use UNC paths during this installation.
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2. Run the following command using the active resource directory that matches the folder with the
two installation files:

setup -1 silent
The command immediately returns to the command prompt.
3. Right-click the EXE installation file and select Run as administrator.

When the installation is completed, the SEM Agent begins sending alerts to your SEM Manager.
The Agent runs on your system unless you uninstall or stop the SEM Agent service.

(i) The SEM Agent should also display in Apps & features in your Windows operating system
where you can remove the program (if required).

Next steps:

» See Verify the SEM Agent connection to test that the Agent connected to the SEM
Manager.

Verify the SEM Agent connection

After you install the SEM Agent on your agent nodes using the SEM Remote Agent or Local Agent
installer, verify that the agent is connected to the SEM Manager.

1. Loginto the SEM Console as an administrator.

2. Onthe SEM toolbar, click Configure > Nodes.

Configure -

MNodes

Manager connectors

3. Inthe left column under Refine results, click the Agent and Connected check boxes.

4. Inthe agent node list, ensure that all connected nodes display a green checkmark, as shown
below.
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REFINE RESULTS i « (¥) Add agent node ®©) Reload data
* Type .
O T Mame w
¢ Agent
(J .% Non-Agent O % al=1aly i S Elar
Linux Agent Version: 2020.25NAPS
* Status D ~
@ Connected é% 1995930 ‘ -.:' Server 2012 R2 AgentV
(O € not Connected 0 5?& c =
* USB Monitoring R
(O @ installed O % pET

Windows 10 Agent Version: 20

O Mot Installed

* FIM Driver

|:| ﬂ Running
(0] = stopped

O Mot Configured

(i) See Troubleshoot SEM agents and network devices in the SEM Administrator Guide to
troubleshoot the SEM agents.

5. Verify the agent status.
a. Open a Command Prompt window.
b. Execute the following command:
systemctl status swlem-agent
Next steps:

See Configure the SEM agents located in the SEM Administrator Guide for instructions.

If you installed additional SEM agents, see Create connector profiles to manage and monitor SEM
agents located in the SEM Administrator Guide for instructions.
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Upgrade SEM

The Security Event Manager upgrade package upgrades SEM and the following components:
» SEM console
e SEM agents

To upgrade your SEM deployment, perform the following procedures:

1. Determine the upgrade path to the latest SEM version.

2. Review the best practices for SEM upgrades.

3. Upgrade the SEM components.

Determine the SEM upgrade path

If you are running a SEM End of Life or End of Engineering version, you can update to the latest
version by following the designated upgrade path for your version.

(i) If you need an upgrade package for an earlier LEM version or TriGeo SIM (which is no longer
supported), open a Customer Support ticket.

About the upgrade installers

Use the following installers to upgrade your deployment:
o Security Event Manager - Recovery Boot CD
» SEM Upgrade ISO

These installers are located on the SolarWinds Customer Portal.

The Security Event Manager - Recovery Boot CD installer provides the necessary files to support
older versions in the upgrade path. If you are running an End of Life or End of Engineering version, run
the CD where indicated between each version in the upgrade path.

The SEM Upgrade ISO installer upgrades your deployment with a version you select and download in
the Customer Portal. Based on the upgrade path, you may be required to download several versions
of the SEM Upgrade ISO installer from the Customer Portal to upgrade your deployment to the latest
release.

(i) See Best practices for SEM Upgrades for additional upgrade considerations.
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Download the upgrade installers

1. Log in to the SolarWinds Customer Portal.

2. Click Downloads > Download Product.
3. Click the Products drop-down menu and select:

Security Event Manager (SEM), formerly Log and Event Manager (LEM)
4. Click the Licenses drop-down menu and select your license tier.

5. Locate your current version listed in Currently supported versions, End of Engineering versions,
or End of Life versions.

6. Under Upgrade path, record the installers that are required to upgrade your deployment to the
latest release.

7. If you are upgrading from SEM 2021.4 or earlier, download the Security Event Manager -
Recovery Boot CD located under All Release Downloads. Otherwise, go to the next step.

Security Event Manager - Recovery Boot CD IO . o
Latest version: 2022.2.2 2022.2.2-27 0ct 2022 .5;]

8. Download the SEM Upgrade ISO installer for your upgrade version.

For example, if you need to upgrade to version 2023.4.1 in the upgrade path, click the drop-down
menu, select 2023.4.1, and download this installer.

SEM Upgrade IS0 - this ISO can be used to upgrade your LEM appliance from 6.3.1

2023.4.1-1 Mar 2024 S
HF4 to 6.4 or from 6.4 to a newer version of SEM. o é‘j

9. Repeat step 8 for each additional installer required in the upgrade path, including the installer for
the latest release.

10. Upgrade the SEM components.

Example upgrade procedure

When you upgrade your SEM components from an existing version listed in the Supported upgrade
paths table to the latest version, be sure to:

» Create a snapshot of each deployment in the upgrade path

e Ensure that:
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° You can connect to the SEM Console.
° Your SEM deployment is functioning properly.

o All SEM Windows agents are upgraded, connected, and sending logs and events to the
SEM Manager.

If you encounter issues during the upgrade, you can use a snapshot to revert to a previous version, fix
any issues, and repeat the upgrade procedure.

The following procedure provides an example of how to upgrade your SEM components from an
existing version to the latest version in the upgrade path.

1. Ensure that you have a snapshot of your existing deployment.

2. Inthe supported upgrade paths table, locate the SEM version that is currently running in your
deployment.

3. Run the SEM Upgrade ISO for the first SEM version listed in the upgrade path.
4. When the installation is completed, ensure that:

* You can connect to the SEM Console.

e Your SEM deployment is functioning properly.

» All SEM Windows agents are upgraded, connected, and sending logs and events to the
SEM Manager.

5. Take a snapshot of your upgraded deployment.

6. Repeat step 3 through step 5 for each remaining SEM ISO listed in the upgrade path.

Supported upgrade paths

The following table provides the upgrade paths from a specific SEM version to the latest version.

SEM version Upgrade path

2023.4.1 Upgrade path:
Run the SEM Upgrade ISO with the latest version.

For example, if you are upgrading to version 2024.2, run the SEM Upgrade
ISO installer that includes 2024.2.
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SEM version Upgrade path

2023.4 Upgrade path:
Run the SEM Upgrade ISO with the latest version.

For example, if you are upgrading to version 2024.2, run the SEM Upgrade
ISO installer that includes 2024.2.

2023.2.1 Upgrade path:

1. Run the SEM Upgrade ISO with version 2023.4.

2. Run the SEM Upgrade ISO with the latest version.
2023.2 Upgrade path:

1. Run the SEM Upgrade ISO with version 2023.2.1

2. Run the SEM Upgrade ISO with version 2023.4.

3. Run the SEM Upgrade ISO with the latest version.
2022.4.1 Upgrade path:

1. Run the SEM Upgrade ISO with version 2023.2.

2. Run the SEM Upgrade ISO with version 2023.2.1.

3. Run the SEM Upgrade ISO with version 2023.4.

4. Run the SEM Upgrade ISO with the latest version.

End of Engineering versions

SEM version Upgrade path

2022.4 Upgrade path:
1. Run the SEM Upgrade ISO with version 2022.4.1.
. Run the SEM Upgrade I1SO with version 2023.2.

2

3. Run the SEM Upgrade ISO with version 2023.2.1
4. Run the SEM Upgrade ISO with version 2023 .4.
5

. Run the SEM Upgrade ISO with the latest version.
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2022.2.2 Upgrade path:
2022.2.1 1. Run the SEM Upgrade ISO with version 2022.4.
2022.2 2. Run the SEM Upgrade ISO with version 2022.4.1.
3. Run the SEM Upgrade ISO with version 2023.2.
4. Run the SEM Upgrade ISO with version 2023.2.1.
5. Run the SEM Upgrade ISO with version 2023.4.
6. Runthe SEM Upgrade ISO with the latest version.
2021.4 Upgrade path:
2021.2.1 1. Run the Security Event Manager - Recovery Boot CD.
2021.2 2. Run the SEM Upgrade I1SO with version 2022.4.
3. Run the SEM Upgrade ISO with version 2022.4.1.
4. Run the SEM Upgrade ISO with version 2023.2.
5. Run the SEM Upgrade ISO with version 2023.2.1.
6. Runthe SEM Upgrade ISO with version 2023.4.
7. Run the SEM Upgrade ISO with the latest version.

End of Life versions

The following table provides the upgrade paths from previous LEM and SEM versions to the latest
SEM version.

(n) Contact SolarWinds Technical Support or Customer Service for access to all End of Life ver-
sions required to upgrade your current version to the latest version.
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LEM version Upgrade path to SEM

2020.4.1 Upgrade path:

2020.4 1. Run the Security Event Manager - Recovery Boot CD.
2020.2.2 Run the SEM Upgrade ISO installer with version 2022.4.
Run the SEM Upgrade ISO with version 2022.4.1.

Run the SEM Upgrade ISO with version 2023.2.

Run the SEM Upgrade ISO with version 2023.2.1.

Run the SEM Upgrade ISO with version 2023 .4.

N o g bk~ WD

Run the SEM Upgrade ISO with the latest version.
2020.2.1 Upgrade path:

2020.2 1. Run the Security Event Manager - Recovery Boot CD.
2019.4 Run the SEM Upgrade ISO with version 2021.2.1

Run the Security Event Manager - Recovery Boot CD.
Run the SEM Upgrade ISO with version 2022.4.

Run the SEM Upgrade ISO with version 2022.4.1.
Run the SEM Upgrade ISO with version 2023.2.

Run the SEM Upgrade ISO with version 2023.2.1.

Run the SEM Upgrade ISO with version 2023 .4.

v o N oo B W N

Run the SEM Upgrade ISO with the latest version.
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6.7.2 Upgrade path:
6.7.1 1. Run the Security Event Manager - Recovery Boot CD.
6.7 2. Run the SEM Upgrade ISO with version 2020.2.2.
6.6 3. Run the Security Event Manager - Recovery Boot CD.
6.5 4. Run the SEM Upgrade ISO with version 2022.4.
6.4 5. Run the SEM Upgrade ISO with version 2022.4.1.

6. Runthe SEM Upgrade ISO with version 2023.2.

7. Run the SEM Upgrade ISO with version 2023.2.1.

8. Run the SEM Upgrade ISO with version 2023 .4.

9. Run the SEM Upgrade ISO with the latest version.
6.3.1* Upgrade path:

1. Run the Security Event Manager - Recovery Boot CD.
Run the SEM Upgrade ISO with version 6.4.

Run the Security Event Manager - Recovery Boot CD
Run the SEM Upgrade ISO with version 2020.2.2.
Run the Security Event Manager - Recovery Boot CD.
Run the SEM Upgrade ISO with version 2022.4.

Run the SEM Upgrade ISO with version 2022.4.1.
Run the SEM Upgrade ISO with version 2023.2.

Run the SEM Upgrade ISO with version 2023.2.1.

© v ® N o O bk~ W N

—_—

Run the SEM Upgrade ISO with version 2023 .4.

—_—
—_

. Run the SEM Upgrade ISO with the latest version.

Installation and Upgrade Guide: Security Event Manager page 77



’7 SOLARWINDS Determine the SEM upgrade path

LEM version Upgrade path to SEM

6.3.0* Upgrade path:

6.2.X 1. Run the Security Event Manager - Recovery Boot CD.
Run the SEM Upgrade ISO with version 6.3.1.

Run the Security Event Manager - Recovery Boot CD.
Run the SEM Upgrade ISO with version 6.4.

Run the Security Event Manager - Recovery Boot CD.
Run the SEM Upgrade ISO with version 2020.2.2.
Run the Security Event Manager - Recovery Boot CD.
Run the SEM Upgrade ISO with version 2022 4.

Run the SEM Upgrade ISO with version 2022.4.1.

© v oo N o g & 0 DN

Y

Run the SEM Upgrade ISO with version 2023.2.

Y
—_

. Run the SEM Upgrade ISO with version 2023.2.1.

—_
N

. Run the SEM Upgrade ISO with version 2023.4.

—
w

. Run the SEM Upgrade ISO with the latest version.
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LEM version Upgrade path to SEM

6.1* Upgrade path:

6.0.1 * 1. Run the Security Event Manager - Recovery Boot CD.
Run the SEM Upgrade ISO with version 6.2.x.

Run the Security Event Manager - Recovery Boot CD.
Run the SEM Upgrade ISO with version 6.3.1.

Run the Security Event Manager - Recovery Boot CD.
Run the SEM Upgrade ISO with version 6.4.

Run the Security Event Manager - Recovery Boot CD.
Run the SEM Upgrade ISO with version 2020.2.2.

Run the Security Event Manager - Recovery Boot CD.

© v o N o o bk W N

Y

Run the SEM Upgrade ISO with version 2022.4.

Y
—_—

. Run the SEM Upgrade ISO with version 2022.4.1.

—_
N

. Run the SEM Upgrade ISO with version 2023.2.

—
w

. Run the SEM Upgrade ISO with version 2023.2.1.

—
&

Run the SEM Upgrade ISO with version 2023 .4.

—
ol

. Run the SEM Upgrade ISO with the latest version.
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LEM version Upgrade path to SEM

6.0* Upgrade path:

1.

—_— =
—

13.
14.
15.
16.
17.

© v oo N o g & 0 DN

Run the Security Event Manager - Recovery Boot CD.
Run the SEM Upgrade ISO that includes 6.0.1.

Run the Security Event Manager - Recovery Boot CD.
Run the SEM Upgrade ISO that includes 6.2.1.

Run the Security Event Manager - Recovery Boot CD.
Run the SEM Upgrade ISO that includes 6.3.1.

Run the Security Event Manager - Recovery Boot CD.
Run the SEM Upgrade ISO that includes 6.4.

Run the Security Event Manager - Recovery Boot CD.

Run the SEM Upgrade ISO that includes 2020.2.

. Run the SEM Upgrade ISO that includes 2022.2.
12.

Run the SEM Upgrade ISO that includes 2022.4.
Run the SEM Upgrade ISO that includes 2022.4.1.
Run the SEM Upgrade ISO with version 2023.2.
Run the SEM Upgrade ISO with version 2023.2.1.
Run the SEM Upgrade ISO with version 2023 .4.

Run the SEM Upgrade ISO that includes the latest version.

* |f SMB1 is disabled during the upgrade process, upgrade to 6.3.1 hotfix 7 to perform an ISO upgrade

before moving to version 6.4.

(i) Server Message Block version 1 (SMB1) is no longer supported.

Installation and Upgrade Guide: Security Event Manager page 80



‘7’ SOLARWINDS Best practices for SEM upgrades

Best practices for SEM upgrades

(i) As of version SEM 6.7, L4 configuration is no longer supported.

' The upgrade overwrites the system partition and cannot be interrupted or undone. SolarWinds
recommends exporting (Hyper-V) or taking a snapshot of (vSphere) your SEM virtual appliance
before you perform the upgrade. You can delete the snapshot when the upgrade is completed.

Resize the SEM virtual appliance

You can increase the SEM virtual appliance capacity by increasing the SEM virtual appliance size in
your hypervisor. This process adds up to 15 minutes to the boot-up process to adjust the file systems.

(i) See your hypervisor documentation for information about increasing the appliance size.

During the boot-up process, do not turn off or reboot the appliance until the startup is completed.
Subsequent bootups and reboots do not require an additional amount of time.

To retain your log data for an extended amount of time, you may need to increase the SEM virtual
appliance size. You can increase your SEM virtual appliance capacity by increasing the hard disk size
in your VMWare vSphere or Microsoft Hyper-V client.

n' Always shut down the SEM virtual appliance before you reconfigure the vSphere or Hyper-V
client disk.

When you increase the size of your virtual appliance, use the following guidelines:

e You can exceed the 2 TB limit with a fresh SEM deployment.
 After you increase the virtual disk size, you cannot decrease its size using the same methods.
« If you have VM snapshots, you cannot increase the size of your virtual appliance.

Additional considerations for VMware vSphere

If you are running VMware vSphere and do not have snapshots, you can edit the VM settings and
change the disk size. During startup, the virtual appliance recognizes the change in disk size and
partitions and adjusts the file systems appropriately. If snapshots are available, the disk size field is
disabled.

If you need to increase the size of your virtual appliance, delete all VM snapshots or increase the
existing VM by cloning it onto a larger disk. See your vSphere documentation for more information
about performing these tasks.
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Upgrade the SEM components

Upgrade your SEM and components in the following order. Click each link for upgrade instructions.

1. Virtual appliance

2. Connectors

3. Consoles
4. Agents

n' When you perform a SEM upgrade, always reboot the SEM appliances.

Debian upgrade options
Upgrade 6.4 and later versions using the network SMB share.

Custom changes made on any SEM appliance (by root) will not be preserved after the upgrade.
Specifically, any unexpected configuration formats created outside of the CMC. This includes:

 |ptables custom rules

» Modified scripts

» Added scripts

» Modified chron scheduler

Upgrade the virtual appliance

You can upgrade your SEM appliance to the latest SEM version. During this procedure, the upgrade
script disconnects the SEM virtual appliance from all SEM agents and consoles.

1. Download the virtual appliance ISO package from the SolarWinds Customer Portal.
(i) The download requires about 400 MB of disk space.

a. Determine the upgrade path from your current release to the latest release. Record all
installers that must be downloaded for your upgrade path.

See Determine the upgrade path for instructions.

b. Log in to the SolarWinds Customer Portal using your SolarWinds ID (SWI).

c. Click Downloads > Download Product.
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d. Click the Products drop-down menu and select:
Security Event Manager (SEM), formerly Log & Event Manager (LEM)
e. Click the Licenses drop-down menu and select your license tier.

f. If you are upgrading from SEM 2021.4 or earlier, download the Security Event Manager -
Recovery Boot CD located under All Release Downloads. Otherwise, go to the next step.

Security Event Manager - Recovery Boot CD

P P Windows 2022.2.2 - 27 OCT 2022
Latest version: Windows 2022.2.2 o I .

g. Download the SEM Upgrade ISO installer for your upgrade version.

For example, if you need to upgrade to version 2022.4.1 in the upgrade path, click the
drop-down menu, select 2022.4.1, and download this installer.

SEM Upgrade ISO - this ISO can be used to upgrade your LEM appliance from 6.3.1
HF4 10 6.4 or from 6.4 to a newer version of SEM

2022.4.1 - 15 FEB 2023 -

h. Using your list from step 1a, repeat step g for each additional installer required in the
upgrade path, including the installer for the latest release.

i. Copy the upgrade files to a shared network folder.
(i) This step applies to any SMB share functionality in CMC.

2. Connect to the SEM virtual appliance using the virtual console (vSphere or Hyper-V Manager) or
an SSH client (such as PuTTY).

If you are using an SSH client, use port 22 or 32022, and then log in with your CMC user
credentials.

3. Access the CMC prompt.
In vSphere, arrow down to Advanced Configuration, and then press Enter.
In PUTTY, log in using your CMC credentials.

4. Locate the first installer in your upgrade path.

5. Atthe cmc> prompt, enter upgrade.

6. Follow the on-screen instructions to run the installer on the SEM appliance.
o' During the upgrade, SEM may require a reboot.

7. Repeat step 4 through 5 to install all remaining installers in your upgrade path.

Installation and Upgrade Guide: Security Event Manager page 83



‘7' SOLARWINDS Upgrade the virtual appliance

Troubleshoot errors during the upgrade

If you encounter errors during the upgrade, review the error message information below before you
contact Customer Support.

Error Message Resolution

An error occurred during the upgrade. Attempt to upgrade again. If the second attempt fails,
pull the debugging information and open a Customer
Support ticket.

You must upgrade to 2020.2 before See Determine the upgrade path for the appropriate

upgrading to 2024.2.1. upgrade procedure.

Prepare and share information with Customer Support

Use the debug command on your SEM virtual appliance to pull log files from the appliance to share
with Customer Support. These files contain debugging information used by Customer Support to
troubleshoot your issue.

Pull debugging information from your SEM virtual appliance

1. Connect to your SEM virtual appliance using the vSphere console view or an SSH client (such as
PUTTY).

If you are using an SSH client, log in to your SEM virtual appliance using your CMC credentials.
At the cmc> prompt, enter manager, and then press Enter.

At the cmc: :manager prompt, enter debug, and then press Enter.

Follow the prompts on your screen to generate the files.

Verify that the script generated the .tgz file.

o ok~ w0 N

Use Samba to share the .tgz file with Customer Support.
(i) This file does not contain alert data or other data from your SEM database.

7. Enter exit toreturn to the cmc> prompt.

8. Enter exit to log out of your SEM virtual appliance.
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Mount the ISO image file

Mount the ISO image file

Download the SEM Upgrade ISO image file from the SolarWinds Customer Portal. When you are
finished, mount the image on Microsoft Hyper-V or VMware vSphere.

Mount the image on Microsoft Hyper-V

(i) See the Microsoft Hyper-V documentation for additional information.

1. Right-click the virtual machine and select Settings.

2. In the left pane, select the DVD drive.

1024 MB
& B Processor
1 Virtual processor
= B IDE Controller 0
# u Hard Drive

svtest, vihdx

® _I:i.ardwa re - §# DVD Drive
¥ Add Hardware
A BIOS Select the controller and location on the controller to attach the OD/DVD drive.
" Boot from CT Controller: Location:
== Memory | IDE Controller 1 v [0 tnuse) v|

Spedfy the media to use with your virtual CD/OVD drive.
) None
® Image file:

| C:LEM\Upgrade.iso

l.iso

= B IDE Controller 1

&4 DVD Drive
en_windows_server_20...

# SCSI Controller () Physical CD/DVD drive:
# & Network Adapter . .
Mot connected Drive "Volume {beSao002-1df0- 1 1e4-80b5-806e6Mbe696 3]
¥ coMm 1 =
Mone To remove the virtual CD/OVD drive from this virtual machine, didc Remove.
¥ com 2

Cancel

| |

| ok

Browse...

[remove ]
I

Apply |

3. Inthe Media pane, click Browse, and then select the ISO image.

4. Click Apply, and then OK.

Unmount the image
1. Right-click the virtual machine and select Settings.
2. Inthe left pane, select the DVD drive.

3. Under Media select None.
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Media
Spedfy the media to use with your virtual CD/OVD drive.

@ Mone
() Image file:

4. Click Apply.

When you reopen Settings and DVD drive, the image file no longer displays in the window.

Mount the image on VMware vSphere

(i) See the VMware vSphere documentation for additional information.

—

. Start the VMware vSphere Client.

Log in with administrator privileges.

In the left navigation pane, right-click the VM and select Edit Settings.

In the Virtual Machine Properties window, click CD/DVD Drive 1 and select your ISO file.

In the Device Type section, select Client Device, and then click OK to save the changes.

A T

Start the VM before you mount the I1SO.
Right-click the VM and select Power > Power On.

7. Inthe top menu, click the CD-ROM icon, and then select CD/DVD Drive 1 > Connect to ISO image
on the local disk.

Upgrade to SEM 6.4 or later using an ISO

Beginning in SEM 6.3.1 Hotfix 5, you can upgrade to SEM 6.4 or later to the latest version using the
SEM Upgrade IS0 installer and the Security Event Manager - Recovery Boot CD located on the
SolarWinds Customer Portal.

The Security Event Manager - Recovery Boot CD installer provides the necessary files to support
older versions in the upgrade path. If you are running an End of Life or End of Engineering version, run
the CD where indicated between each version in the upgrade path.

The SEM Upgrade IS0 installer upgrades your deployment with a version you select and download in
the Customer Portal. Based on the upgrade path, you will download several versions of the SEM
Upgrade ISO.
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1. Back up your SEM deployment.
2. Determine the upgrade path from SEM 6.4 to the latest release.

a. Go to Determine the upgrade path.

b. Scroll down to End of Life versions.
c. Inthe LEM version column, locate version 6.4.

d. Under Upgrade path, record the SEM Upgrade ISO installers required to upgrade to the
latest version.

For example:

6.7.2 ¥ Upgrade path:
6.7.1 1. Rukrthe Security Event Manager - Recovery Boot CD.
6.7 2. Run the SEM Upgrade 150 with version 2020.2.2.
6.6 3. Run the Security Event Manager - Recovery Boot CD.
6.5 4. Run the SEM Upgrade 1SO with version 2022 .4,
64 5. Run the SEM Upgrade 150 with version 2022.4.1.

6. Run the SEM Upgrade 150 with the latest version.

3. Download the Security Event Manager - Recovery Boot CD from the SolarWinds Customer
Portal.

a. Loginto the SolarWinds Customer Portal using your SolarWinds ID (SWI).

b. Click Downloads > Download Product.
c. Click the Products drop-down menu and select:

Security Event Manager (SEM), formerly Log & Event Manager (LEM).
d. Click the Licenses drop-down menu and select your license tier.

e. Scroll down to All Release Downloads and locate the Security Event Manager - Recovery
Boot CD.

Security Event Manager - Recovery Boot CD

Wind 2022.2.2-27 OCT 2022
Latest version: Windows 2022.2.2 naows

f. Click Download.
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g. Click the SEM Upgrade ISO drop-down menu, select the targeted release version, and then
click Download.

h. When prompted, click Finish Download.
The installer is downloaded to your system.
SolarWinds-SEM-<version>-Recovery-CD.iso
where <version> is the version listed for the installer.
For example:
SolarWinds-SEM-2022.2-Recovery-CD.iso
4. Download the SEM Upgrade ISO installers from the SolarWinds Customer Portal.
a. Locate the list of installers you recorded in step 1.
b. Return to the Product Downloads page.

c. Scroll down to Upgrade Downloads and locate the SEM Upgrade ISO installer.

SEM Upgrade ISO - this IS0 can be used to upgrade your LEM appliance from 6.3.1
HF4 to 6.4 or from 6.4 to a newer version of SEM.

2022.4.0- 22 NOV 2022 - ‘

d. Click the product version drop-down menu and select a version that matches the lowest
version in your list. For example, version 2022.4.0.

e. Click Download to download the installer.

f. When prompted, click Finish Download.
The installer is downloaded to your system.
SolarWinds-SEM-<version>-Upgrade.iso
For example:
SolarWinds-SEM-2022-4-Upgrade.iso

g. Repeat step b through step f for each additional installer in your list.

5. Mount the ISO images you downloaded in step 2 and step 3 on your hypervisor.

See Mount the ISO image for instructions.

(i) During the upgrade procedure, the upgrade script disconnects the SEM virtual appliance
from all SEM agents and consoles.
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6. Connect to the SEM virtual appliance using the vSphere or Hyper-V Manager virtual console or
an SSH client (such as PuTTY).

i) Use port 22 when using an SSH client.

7. Log in with your CMC user credentials.

8. Access the CMC prompt.

9. InvSphere, arrow down to Advanced Configuration, and then press Enter.
10. In PuTTY, log in using your CMC credentials.
11. Atthe CMC > prompt, enter:

upgrade

@ 10.199.129.30 - PulTY — O X

r usability se https:/ nfigurat

2 ile that can be used from the Admin UI
this help

is it available on

12. Upload the ISO images in the listed order for your upgrade path.

n/ During the procedure, you will upload the Security Event Manager - Recovery Boot CD
installer twice. This procedure provides the needed files to support the next ISO installer
in your list.

a. Enter i for ISO, and then follow the prompts to install the first ISO in your list.
b. Reboot the SEM appliance.
c. Repeat step 5 through step 11b for each additional ISO file in the list.

13. Unmount the images from your hypervisor.

See Mount the ISO image for instructions.
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Upgrade to SEM 6.4 or later across a network share

Beginning in SEM 6.3.1 Hotfix 5, you can upgrade to SEM 6.4 or later to the latest version using the
SEM Upgrade ISO installer and the Security Event Manager - Recovery Boot CD located on the
SolarWinds Customer Portal.

The Security Event Manager - Recovery Boot CD installer provides the necessary files to support
older versions in the upgrade path. If you are running an End of Life or End of Engineering version, run
the CD where indicated between each version in the upgrade path.

The SEM Upgrade ISO installer upgrades your deployment with a version you select and download in
the Customer Portal. Based on the upgrade path, you will download several versions of the SEM
Upgrade ISO.

—

. Back up your SEM deployment.

N

. Prepare the upgrade media.

a. Complete step 1 through step 4 in Upgrade to SEM 6.4 or later using an I1SO.

b. Place the ISO installers on the network share drive.

(i) The upgrade network path should look similar to:
\\<server- IP>\<SEM>

3. Connect to the SEM virtual appliance using the vSphere or Hyper-V Manager virtual console or
an SSH client (such as PuTTY).

(i) Use port 22 when using an SSH client.
4. Log in with your CMC user credentials.

(i) During the upgrade process, the upgrade script disconnects the SEM virtual appliance
from all SEM agents and consoles.

5. Access the CMC prompt.
6. InvSphere, arrow down to Advanced Configuration, and then press Enter.

7. In PUTTY, log in using your CMC credentials.
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8. Atthe CMC > prompt, enter: upgrade

f 10.199.129.30 - PuTTY - O X

an ISO image mounted in wSphere or Hyper-V, or type (n) to

n I50 image, or is it awvailable on the net

9. Upload the ISO images in the listed order for your upgrade path.

n/ During the procedure, you will upload the Security Event Manager - Recovery Boot CD
installer twice. This procedure provides the needed files to support the next ISO installer
in your upgrade path.

a. Enter n for network, and then follow the prompts to complete the installation.

b. Reboot the SEM appliance.

c. Repeat step 3 through step 8b for each additional ISO file in the upgrade path.
10. Unmount the images from your hypervisor.

See Mount the ISO image for instructions.

Upgrade the connectors

i) For versions prior to 6.2.0, update your connectors using the CMC command interface.

Upgrade the connectors using the SEM Console

1. Log into SEM as an administrator.

2. Inthe SEM Console toolbar, click Settings.

tgi Admin
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3. In the left column, click Updates.
4. Under Connector Updates, click Update now.

A confirmation message displays on the screen, indicating the update status.

(i) To enable automatic updates, move the Allow automatic updates toggle to the right.

Upgrade the connectors using the CMC interface

1. Download the latest connectors from the SolarWinds Customer Portal.

a. Login to the SolarWinds Customer Portal using your SolarWinds ID (SWI).

b. Click Downloads > Download Product.

c. Click the Products drop-down menu and select Security Event Manager (SEM), formerly
Log & Event Manager (LEM).

d. Click the Licenses drop-down menu and select your license tier.
e. Scroll down to Upgrade Downloads.
f. Locate Latest Connector Update Package and click Download.
g. If prompted, click Finish Download.
The package ZIP file is downloaded to your system.
For example:
SolarWinds-SEM-<version>-Upgrade.zip
where <version> is the SEM release version.
For example:
SolarWinds-SEM-2022.4-Upgrade.zip
2. Prepare the update package.
a. Unzip the package file.

(i) The directory structure uses approximately 390 MB of disk space.

b. Open the package folder.
c. Copy the folder to the root of a network share.

For example:
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\\<server-IP>\<share-name>

The connector locates the SEM directory under the root of the share.

3. Connect to the SEM virtual appliance using a virtual console or SSH client.

4. Access the cmc> prompt.

5.

If you are using a virtual console, scroll down to Advanced Configuration, and then press Enter.
If you are using an SSH Client, log in using your CMC credentials.

Update the connectors.

SolarWinds

i) Press Enter after entering each command.

a. Atthe cmc> prompt, enter manager.

b. Atthe cmc: :manager prompt, enter sensortoolupgrade.
c. Press Enter to begin the upgrade process.

d. Enter your Windows destination share.

For example: \\server\share: \\share\folder\

Security Event Manager page 93



‘7 SOLARWINDS Upgrade the web console

e. When prompted (see below), enter your user name and password.
» Please enter the username, including any domain information (e.g. DOMAIN\user):
» Please enter the password:

6. Verify that the configured connectors restart after the update by monitoring the SEM console
and searching for internalTool0Online events in the default SolarWinds events filter.

7. When the update is completed, enter exit twice to exit the CMC interface.

Upgrade the web console

Upgrading the SEM appliance automatically updates the SEM web console. During the upgrade, you
may be reconnected automatically. To ensure you are running the latest web console version, you
can:

» Refresh the console in your browser
» Close the console, reopen your browser, and reconnect

Upgrade the agents

To take advantage of new enhancements such as Java Runtime Environment (JRE) and infrastructure
updates, be sure to upgrade the SEM agents.

If you selected the Enable Global Automatic Updates check box when you adjusted your Global
Automatic Update setting, your SEM agents will update automatically. If you did not enable global
automatic updates, you can manually upgrade the SEM agents by accessing the installer through the
SEM Console or using an installer downloaded directly from the SolarWinds Customer Portal.

After you upgrade the SEM agents, adjust the Agent Updates setting.

Upgrade SEM agents for Windows using the SEM Console

If your console is connected to the Internet, you can update your SEM agents through the SEM
Console.

1. Loginto SEM as an administrator.

2. Onthe SEM Console toolbar, click Configure > Nodes.
3. Onthe Nodes toolbar, click Add agent node.
4

. Select the appropriate installation type.
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Select Remote Installation to push SEM agents to Microsoft Windows hosts across your
network.

Select Local Installation to log in to the device and install the SEM agent.

5. Copy the setup.exe file to the local hard drive on the computer.

(i) The security settings in some Windows operating systems require the installer to be on
the local hard drive prior to the launch.

6. Right-click the installer, select Run as Administrator, and then complete the installation wizard.

Upgrade SEM agents for Windows using an installer

If your console is not connected to the Internet, you can update your SEM agents by downloading the
agent installer from another computer with an Internet connection.

Install your new SEM agents in the same folder as your existing SEM agents. This process allows the
installer to update the SEM agent software while maintaining all other configuration settings.

1. Download the agent installer from the Additional Components page on the SolarWinds
Customer Portal.

2. Extract the ZIP file contents to your desktop or another location.

3. Copythe solarWinds-SEM-2022.2-Agent-WindowsInstaller.exe file to the local hard
drive on the computer.

(i) The security settings in some Windows operating systems require the installer to be on
the local hard drive prior to the launch.

4. Right-click setup.exe, select Run as Administrator, and then complete the installation wizard.

Adjust the Agent Updates setting

Before you upgrade SEM, ensure that the Agent Updates setting for your SEM agents is configured
correctly. When enabled, agent upgrades occur automatically when available. Disable this option if
change management or other testing is required for agent upgrades.

On the SEM Console Settings page, you can enable automatic updates for SEM agents and set the
number of concurrent updates.

1. Loginto SEM as an administrator.

2. Onthe SEM Console toolbar, click the Settings icon.
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Adjust the Agent Updates setting
3. On the Settings page, click Updates in the left column.

4. Under Agent Updates, click the toggle button to enable automatic agent updates.

5. Set the maximum number of concurrent updates, and then click Save.

(i) This setting determines the number of agents that can be updated at the same time.
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Log in to SEM

Log in to the SEM Console using the URL provided to you or the SEM CMC command line interface to
perform the required administrative tasks to work with SEM.

Log in to the SEM Console

. Locate the SEM URL provided to you.

—

. Open a supported web browser window.

2
3. Inthe Address field, enter the URL to connect to the SEM console.
4

. Enter your user name and password, and then click Log in.

(i) If SSO is enabled, you can log in by clicking Log in with SSO and using your Windows

credentials.
solarwinds
Username
admin
Enter domainwusername or username@domain for
Windows accounts
Password
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Log in to the SEM CMC command line interface

Use the CMC command-line interface (CLI) to perform administrative tasks such as:

» Rebooting or shutting down the SEM VM

» Upgrading the SEM Manager software

» Applying connector updates

» Deploying new connector infrastructure to SEM Managers and Agents

There are two ways to log in to the CMC CLI:

» Connect using the console provided with your hypervisor
« Connect using a secure shell (SSH) client such as PuTTY

CMC Access Restrictions
The following access restrictions apply to the CMC command-line interface:

» You do not need an account with root access to administer SEM from the CMC command line.

» You need to enter the CMC user name and password to log in to the CMC command line using
SSH. The user name is cmc and the default CMC password is password. See Change the SEM
CMC password to change it.

» You need to enter the CMC username and password to login via the hypervisor console in Hyper
V and VMWare.

» SSH access to the CMC interface can be restricted by IP address or host name. If enabled, this
security feature blacklists everyone from logging in to the CMC interface except those users
who connect from an explicitly allowed IP address or host name. See Restrict SSH access to the

CMC interface for details.

Log in to the CMC command-line interface using the hypervisor virtual
console

o' See your hypervisor documentation for information about using the virtual console.

1. Open your hypervisor and connect to the SEM VM:
For VMware vSphere:
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a. Click the Console tab.

Log in to the SEM CMC command line interface

b. Select Advanced Configuration on the main console screen, and press Enter to access the
command prompt.

For Hyper-V:

a. Click Action > Connect, and then click the Console tab.

b. Use the arrow keys to navigate to Advanced Configuration, and press Enter.

2. Enter the CMC user name and password.

The CMC menu appears with a cme> prompt.

See CMC main menu for a list of top-level CMC commands.

Log in to the CMC command-line interface using SSH

(i) See CMC Access Restrictions for information about credentials and SSH access restrictions.

You can connect to SEM using a secure shell (SSH) client (such as PuTTY). The following steps show
how to configure PUTTY to open the CMC command line, but these settings will work in any SSH

client.

1. Open PuTTY and verify that Session is selected in the Category section.

25 PuTTY Configuration
Categon:

= Seszion
Logging
(= Terminal
K.eyboard
Bel
Features
(= Window
Appearance
Behaviour
Tratelation
Selection
Colours
= Connectian
Data
Prowsy
Telnet
Rlogin
= 55H
Kex
Ath
=11
Tunnels

| £

Bazic options for your PUTTY zezsion

Specify pour connection by host name or [P address

Hozt Mame [or P address] Port
10.1.1.200 |[22 |
Protocal:

() Baw () Telhet O Rlogn (2 55H

Load, save or delete a stored gession

Saved Sessions

|SEM Manager |
Default settings Load

Cloge window an exit:
i aways O Mewer (3 Only on clean exit

[ Open l l LCancel
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2. Enter the following:

» Host Name (or IP address) — Enter the IP address of the SEM VM. In this example, the IP
address is 10.1.1.200.

e Port - Enter 22.
» Protocol — Select SSH.
o Saved Sessions — Enter SEM Manager, and then click Save.

3. Click Open.

n/ The next time, double-click SEM Manager in the Saved Session box to open the
connection.

4. Loginto the appliance:
a. Atthelogin as prompt, type cmc, and then press Enter.

b. Atthe password prompt, type your password, and then press Enter.

i) The default CMC password is password. See Change the SEM CMC password to
change it. For help recovering a lost CMC password, contact SolarWinds Support.

The cmc> prompt opens with a list of available commands.

ual Platform
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Get help after you install SEM

After you install SEM, two resources are available to help you get started.

Read the SEM Getting Started Guide first to learn how to use the product.

Next, see the SEM Administrator Guide to learn more about how to configure and set up SEM for your
deployment.
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