
Directory traversal and file 
enumeration vulnerability (CVE-
2023-23838) 
 

Security Advisory Summary 

Directory traversal and file enumeration vulnerability 
which allowed users to enumerate to different folders of 
the server. 

Affected Products 

• Database Performance Analyzer (DPA) 2022.3 and 
previous versions 

Fixed Software Release 

• Database Performance Analyzer (DPA) 2023.2 

Advisory Details 

Severity 

4.0 Medium 

Advisory ID 

CVE-2023-23838 

First Published 

04/18/2023 

Last Updated 

04/18/2023 

Fixed Version 

Database Performance Analyzer (DPA) 
2023.2 

CVSS Score 

CVSS:3.1/ 

AV:A/AC:H/PR:H/UI:R/S:U/C:H/I:N/A:N 

https://documentation.solarwinds.com/en/success_center/dpa/content/release_notes/dpa_2023-2_release_notes.htm
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:A/AC:H/PR:H/UI:R/S:U/C:H/I:N/A:N
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-23838
https://documentation.solarwinds.com/en/success_center/dpa/content/release_notes/dpa_2023-2_release_notes.htm
https://documentation.solarwinds.com/en/success_center/dpa/content/release_notes/dpa_2023-2_release_notes.htm
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/%20AV:A/AC:H/PR:H/UI:R/S:U/C:H/I:N/A:N#CVSS:3.1/
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/%20AV:A/AC:H/PR:H/UI:R/S:U/C:H/I:N/A:N#CVSS:3.1/

