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How to Use This Study Guide

This study guide includes topics found on the SolarWinds Certified Professional (SCP) Architecture and
Design exam. Use the available SolarWinds documentation to search and learn more about each category.

The intention of the topics in this guide is to supplement your years of experience and hands-on training
with SolarWinds products.

This guide is not all-inclusive and should only be used as a starting place for your SCP studies.

If you have a SolarWinds product under active maintenance, you have access to virtual and on-demand
training.

To access SolarWinds Academy classes, follow these steps:
1. Log in to your Customer Portal account at https://customerportal.solarwinds.com
2. Click Education and Training > Virtual Classrooms
3. Browse the available classes and select an option:
e Click Register Now for a live class

e (lick the on-demand link to access a recorded course video

SolarWinds Academy adds available classes to the Virtual Classrooms calendar every month.

¢ Note: SolarWinds Academy classes are additional study resources and aren't explicitly designed for
the SCP exam.

For additional study resources, visit the THWACK® community.


https://customerportal.solarwinds.com/
https://customerportal.solarwinds.com/VirtualClassrooms/#/?calendar
https://thwack.solarwinds.com/
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ARCHITECTURE AND DESIGN EXAM CONTENT OUTLINE

1.1

1.2

1.3

1.4

1.5

Analyze the interaction between the SolarWinds Platform (self-hosted),
SolarWinds Observability Self-Hosted, and plug-in products.
(Questions related to these tasks make up 25% of the exam.)

1.1.1 Recall the functions of the SolarWinds Platform (self-hosted) (i.e., Internet Information Services,
Discovery, Mapping, Alerting, Reporting, etc.).

1.1.2  Identify the necessary elements in a SolarWinds Platform (self-hosted) deployment (i.e., application
server, Primary SolarWinds Observability Self-Hosted database, Flow database, etc.).

1.1.3 Recall the stand-alone products that integrate with the SolarWinds Platform (self-hosted) through
plug-ins.

1.1.4  Correlate the services that run on the SolarWinds Platform (self-hosted) server and the importance of
each.

1.1.5  Analyze the port requirements needed by the SolarWinds Platform (self-hosted) and SolarWinds
Observability Self-Hosted.

1.1.6 Determine an appropriate polling method based on set criteria (i.e., on prem, cloud, and hybrid
environments).

Design a SolarWinds monitoring environment following Centralized or

Distributed deployment methodologies using a specific product.
(Questions related to these tasks make up 27% of the exam.)

1.2.1 Remote Collector

1.2.2  Additional Polling Engine
1.2.3  Additional Web Server

124 Enterprise Operations Console
1.2.5  SolarWinds High Availability

Determine how much a single poller can handle.
(Questions related to these tasks make up 23% of the exam.)

1.3.1 Determine situations where the number of elements will work at default polling intervals.
132 Understand what will happen if the number of elements for a single poller are exceeded.

1.83.3  Analyze situations where a single web server may not be sufficient to handle concurrent users.

Best practices and performance tuning in SolarWinds Platform (self-hosted)

deployment.
(Questions related to this task make up 17% of the exam.)

1.4.1 Factors that affect the SolarWinds Platform’s (self-hosted) performance.

Employ integration with SolarWinds Platform (self-hosted).
(Questions related to this task make up 8% of the exam.)

1.5.1 Determine the steps in integrating the SolarWinds Platform (self-hosted) with other products.
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ARCHITECTURE AND DESIGN EXAM RESOURCES

TASK ITEM RESOURCES

1.1.1

1.1.3

1.1.4

1.15

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_core-orion-requirements-
sw1916;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_how-orion-works:;

https://thwack.solarwinds.com/products/the-orion-platform/b/news/posts/new-and-improved-solarwinds-platform-who-dis;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_installation_guide;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_platform-connect;

https://www.solarwinds.com/hybrid-cloud-observability/integrations/security-observability;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_onboarding advanced disco
very

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_core-orion-requirements-
sw1916;

https://documentation.solarwinds.com/en/success_center/nta/default. htm#cshid=scp_getting-started-guide_intro;

https://www.solarwinds.com/network-configuration-manager/use-cases/network-device-configuration-tool;

https://www.solarwinds.com/observability/network;

https://www.solarwinds.com/server-application-monitor

https://www.solarwinds.com/server-application-monitor;

https://www.solarwinds.com/security-event-manager;

https://www.solarwinds.com/database-performance-analyzer;

https://www.solarwinds.com/patch-manager;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_security-observability-
integration

https://support.solarwinds.com/SuccessCenter/s/article/Orion-Platform-Troubleshooting-Guide-Service-Module-Engine;

https://solarwindscore.my.site.com/SuccessCenter/s/article/Qrion-Platform-Troubleshooting-Alerts;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.ntm#cshid=scp_ha_what is_high _availability;
https://github.com/solarwinds/OrionSDK/wiki/About-SWIS;

https://documentation.solarwinds.com/en/success_center/sam/default.htm#cshid=scp_server-2020_2-main-polling-
engine_legacy;
https://support.solarwinds.com/SuccessCenter/s/article/Dependant-services-for-Orion

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_solarwinds-port-
requirements;
https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_orion_platform_scalability_e
ngine_guidelines;
https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_ha_what _is_high_availability;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_2024-
1_system_requirements;
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https://thwack.solarwinds.com/products/the-orion-platform/b/news/posts/new-and-improved-solarwinds-platform-who-dis
https://www.solarwinds.com/hybrid-cloud-observability/integrations/security-observability
https://www.solarwinds.com/network-configuration-manager/use-cases/network-device-configuration-tool
https://www.solarwinds.com/observability/network
https://www.solarwinds.com/server-application-monitor
https://www.solarwinds.com/server-application-monitor
https://www.solarwinds.com/security-event-manager
https://www.solarwinds.com/database-performance-analyzer
https://www.solarwinds.com/patch-manager
https://support.solarwinds.com/SuccessCenter/s/article/Orion-Platform-Troubleshooting-Guide-Service-Module-Engine
https://solarwindscore.my.site.com/SuccessCenter/s/article/Orion-Platform-Troubleshooting-Alerts
https://github.com/solarwinds/OrionSDK/wiki/About-SWIS
https://support.solarwinds.com/SuccessCenter/s/article/Dependant-services-for-Orion
https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_solarwinds-port-requirements
https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_solarwinds-port-requirements
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https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp 2024-
2_system_requirements

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_core-choosing-your-polling-
method-sw1223:;

https://documentation.solarwinds.com/en/success_center/orionplatform/default. htm#cshid=scp_orion-agents;

https://support.solarwinds.com/SuccessCenter/s/article/Monitoring-Multiple-Agents-With-the-Same-IP-Address-On-A-Single-
Polling-Engine;
https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_cloud-monitor-cloud

https://thwack.solarwinds.com/products/the-orion-platform/f/forum/7180/orion-platform-2020-2-1-—-orion-remote-collector;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_orion platform_scalability e
ngine_guidelines;
https://documentation.solarwinds.com/en/success_center/orionplatform/default. htm#cshid=scp_orc-support

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_orion platform_scalability e
ngine_guidelines;
https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_install-scalability-engine

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_orion platform_scalability e
ngine_guidelines;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_core-using-an-orion-
additional-web-server-sw2306

https://documentation.solarwinds.com/en/success_center/eoc/default. htm#cshid=scp_administrator_guide

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_ha what is_high_availability;

https://documentation.solarwinds.com/en/success_center/orionplatform/default. htm#cshid=scp_ha_requirements

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_core-using-an-orion-
additional-web-server-sw2306:

https://documentation.solarwinds.com/en/success_center/orionplatform/default.hntm#cshid=scp_orion platform_scalability e
ngine_guidelines;

https://support.solarwinds.com/SuccessCenter/s/article/Poller-Status-Warning-A-poller-is-either-approaching-or-in-excess-of-
its-polling-rate-limit;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_multi-module-system-
quidelines

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_orion_platform_scalability e
ngine_guidelines;

https://support.solarwinds.com/SuccessCenter/s/article/Poller-Status-Warning-A-poller-is-either-approaching-or-in-excess-of-
its-polling-rate-limit;

https://documentation.solarwinds.com/en/success_center/orionplatform/default. htm#cshid=scp_centralized-licensing-
upgrade
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https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_core-using-an-orion-
additional-web-server-sw2306;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_orion platform_scalability e
ngine_guidelines;
https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_core-optimization-website

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_orion_platform scalability e
ngine_guidelines;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_core-using-an-orion-
additional-web-server-sw2306:

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_optimization_guide;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_optimization-polling-engines;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_core-optimization-website;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.hntm#cshid=scp_optimization-historical-data;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_optimization-intro_checklist;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_core-orion-requirements-
sw1916;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_core-choosing-your-polling-
method-sw1223:;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_cloud-azure-polling;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_database-settings

https://www.solarwinds.com/service-desk/integrations/solarwinds-orion-platform;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_alert-integrations;

https://documentation.solarwinds.com/en/success_center/dpa/default.htm#cshid=scp_set-up-the-dpa-integration-module;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_alert-integrations-
servicedesk;

https://documentation.solarwinds.com/en/success_center/orionplatform/default.htm#cshid=scp_alert-integrate-servicenow;

https://documentation.solarwinds.com/en/success_center/dpa/default.htm#cshid=scp_dpa-alerting-in-the-platform;

https://documentation.solarwinds.com/en/success_center/dpa/default.htm#cshid=scp_introduction-to-dpaim
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