
Cross Site Scripting Vulnerability 

on Serv-U Web Client (CVE-

2022-38106) 
  

Security Advisory Summary  

This vulnerability happens in the web client of Serv-U 15.3.1 

and earlier release version. When the payload is entered in 

the directory creation option, it will throw an error and then 

the payload executes. 

Affected Products  

• Serv-U 15.3.1 and earlier 

Fixed Software Release  

• Serv-U 15.3.2  

 

 

  

 

   

 

  

 

   

 

CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S: 

   

https://documentation.solarwinds.com/en/success_center/servu/content/release_notes/servu_15-3-2_release_notes.htm
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-38106
https://documentation.solarwinds.com/en/success_center/servu/content/release_notes/servu_15-3-2_release_notes.htm
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:H/I:L/A:L
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:H/I:L/A:L

