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SolarWinds® Access Rights Auditor

Quickly assess security risks based on user permissions

ACCESS RIGHTS AUDITOR
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Access Rights Auditor is a standalone free tool built to scan and evaluate possible security
risks due to user access rights in your file system. Start a quick or deep scan of your Active
Directory and file server folders and explore the resulting risk dashboard on several areas
of your environment.

No installation required

Simply run the free tool from your desktop.

File Server scan

Scan any File Server (FS) and/or Network Area Storage Server (NAS) folders exposing their
shares via the CIFS protocol in the network.

Quick or Deep scan

Select either a fast overview scan or a more in-depth review of the permissions in the selected
folder structure.

Risk overview dashboard

Examine the scan results for Active Directory and file servers on a dashboard with visual indi-
cators for each risk category across the entire scanned environment.
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Scan results

See results by privileges set for each scanned folder, including sharing and NTFS permissions.
View direct permissions given to users and groups. Each category shows samples of specific
results.

Export to PDF

Easily generate a printable PDF report of the scan results.

Scan history

View results of one previous scan.

SYSTEM REQUIREMENTS

HARDWARE MINIMUM REQUIREMENTS

CPU Single core 2.0GHz

Memory 4096MB

Hard Drive >256MB Free

0s Windows” 10, Server 2012R2, Server 2016
Framework .Net Framework 4.7.1

Other requirements and limitations

The system on which Access Rights Auditor is installed needs to be part of the scanned AD
domain. The user needs to have rights to read the AD structure.

The scan size and depth are limited by the memory of the machine where the free tool is in-
stalled. More than the minimum required memory is needed to scan a large AD domain.
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ABOUT SOLARWINDS

SolarWinds (NYSE:SWI) is a leading provider of powerful and affordable IT infrastructure man-
agement software. Our products give organizations worldwide, regardless of type, size, or IT
infrastructure complexity, the power to monitor and manage the performance of their IT environ-
ments, whether on-prem, in the cloud, or in hybrid models. We continuously engage with all types
of technology professionals—IT operations professionals, DevOps professionals, and managed
service providers (MSPs)—to understand the challenges they face maintaining high-performing
and highly available IT infrastructures. The insights we gain from engaging with them, in places
like our THWACK online community, allow us to build products that solve well-understood IT
management challenges in ways that technology professionals want them solved. This focus
on the user and commitment to excellence in end-to-end hybrid IT performance management
has established SolarWinds as a worldwide leader in network management software and MSP
solutions. Learn more today at www .solarwinds.com.

LEARN MORE

sales@solarwinds.com apacsales@solarwinds.com

apacsales@solarwinds.com
emeasales@solarwinds.com

For product information about SolarWinds products, visit solarwinds.com, call, or email.
7171 Southwest Parkway | Building 400 | Austin, Texas 78735

4 For additional information, please contact SolarWinds at 866.530.8100 or email sales@solarwinds.com.
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4 To locate an international reseller near you, visit http://www.solarwinds.com/partners/reseller_locator.aspx
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