
Domain Admin Broken Access 

Control CVE-2021-35249 

Summary 

This broken access control vulnerability pertains 
specifically to a domain admin who can access 
configuration & user data of other domains which they 
should not have access to. Please note the admin is 
unable to modify the data (read only operation). 

This UAC issue leads to a data leak to unauthorized users 
for a domain, with no log of them accessing the data 
unless they attempt to modify it. This read-only activity is 
logged to the original domain and does not specify which 
domain was accessed. 

Affected Products 

Serv-U 15.3 and earlier 

Fixed Software Release 

Serv-U 15.3.1 

Advisory Details 

Severity 

5.3 Medium 

Advisory ID 

CVE-2021-35249 

First Published 

02/15/2022 

Fixed Version 

Serv-U 15.3.1 

CVSS Score 

CVSS:3.1/AV:N/AC:L/PR:L 
/UI:N/S:U/C:L/I:N/A:N 
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