A valid CSRF token is present advisory Details
in response to an invalid —_—
request (CVE-2021-35242)  s3ich

Advisory ID

Security Advisory Summary  cve2021-35242

First Published

Serv-U server responds with valid CSRF Token

when the request contains only Session. 12/3/2021
Last Updated
Affected Products 19/3/2091
o Serv-U 15.2.4 HF1 and previous versions Fixed Version
. Serv-U 15.2.5
Fixed Software Release
CVSS Score
« Serv-U152.5 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:H/

AH


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-35242
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:H/A:H&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:H/A:H&version=3.1

