
Improper Input Validation 

Vulnerability in Serv-U (CVE-

2021-35247) 

Summary 

The Serv-U web login screen to LDAP authentication was 
allowing characters that were not sufficiently sanitized. 

SolarWinds has updated the input mechanism to perform 
additional validation and sanitization. 

Please Note: No downstream affect has been detected as 
the LDAP servers ignored improper characters. 

Affected Products 

• 15.2.5 and previous versions 

Fixed Software Release 

• Serv-U 15.3 
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Advisory Details 

Severity 

4.3 Medium 

Advisory ID 

CVE-2021-35247 
 
First Published 

01/18/2022 

Last Updated 

01/18/2022 

Fixed Version 

Serv-U 15.3 

CVSS Score 

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/

C:N/I:L/A:N 

https://cve.mitre.org/cgi-bin/cvename.cgi?name=%20CVE-2021-35247
https://cve.mitre.org/cgi-bin/cvename.cgi?name=%20CVE-2021-35247
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:L/A:N
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:C/C:N/I:L/A:N

