
SolarWinds Platform Information 

Disclosure Vulnerability  

(CVE-2024-52611) 

Security Advisory Summary 

The SolarWinds Platform is vulnerable to an information 

disclosure vulnerability through an error message. While 

the data does not provide anything sensitive, the 

information could assist an attacker in other malicious 

actions 

Affected Products 

• SolarWinds Platform 2024.4.1 and older versions 

Fixed Software Release 
• SolarWinds Platform 2025.1 
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Advisory Details 

Severity 

3.5 Low 

Advisory ID 

CVE-2024-52611 

First Published 

02/11/2025 
 

Fixed Version 

SolarWinds Platform 2025.1 

CVSS Score 

CVSS:3.1/AV:A/AC:L/PR:L/UI:N/S:U/C:

L/I:N/A:N 

https://documentation.solarwinds.com/en/success_center/orionplatform/content/release_notes/solarwinds_platform_2025-1_release_notes.htm
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-52611
https://documentation.solarwinds.com/en/success_center/orionplatform/content/release_notes/solarwinds_platform_2025-1_release_notes.htm
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:A/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:A/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

