
SolarWinds Platform Local Privilege Escalation 

Vulnerability (CVE-2022-47505) 

 

Summary  
The SolarWinds Platform was susceptible to the Local Privilege 

Escalation Vulnerability. This vulnerability allows a local 

adversary with a valid system user account to escalate local 

privileges. 

 

 

Affected Products   
• SolarWinds Platform 2023.1 and earlier  

 

Fixed Software Release  
• SolarWinds Platform 2023.2 
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Workarounds 
SolarWinds recommends customers upgrade to SolarWinds Platform version 2023.2 as soon as it 

becomes available. The expected release is by the end of April 2023. SolarWinds also recommends 

customers to follow the guidance provided in the SolarWinds Secure Configuration Guide. Ensure 

only authorized users can access the SolarWinds Platform. Special attention should be given to the 

following points from the documentation: 

• Be careful not to expose your SolarWinds Platform website on the public internet. If you 

must enable outbound internet access from SolarWinds servers, create a strict allow list and 

block all other traffic. See SolarWinds Platform Product Features Affected by Internet Access. 

• Disable unnecessary ports, protocols, and services on your host operating system and on 

applications like SQL Server. For more details, see the SolarWinds Port Requirements guide 

and Best practices for configuring Windows Defender Firewall (© 2023 Microsoft, available 

at https://docs.microsoft.com, obtained on March 28, 2023.) 

• Apply proper segmentation controls on the network where you have deployed the 

SolarWinds Platform and SQL Server instances. 

 

Advisory Details 
 

Severity 

7.8 High 
 

Advisory ID 

CVE-2022-47505 
 

First Published 

04/18/2023 
 

Last Updated 

04/18/2023 
 

Fixed Version 

SolarWinds Platform 2023.2 
 

CVSS Score 

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/

A:H 

https://documentation.solarwinds.com/en/success_center/orionplatform/content/core-secure-configuration.htm
https://support.solarwinds.com/SuccessCenter/s/article/Orion-Platform-Product-Features-Affected-by-Internet-Access
https://documentation.solarwinds.com/en/success_center/orionplatform/content/core-solarwinds-port-requirements.htm
https://learn.microsoft.com/en-us/windows/security/threat-protection/windows-firewall/best-practices-configuring
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-47505
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
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