Stored XSS Vulnerability (CVE-
2024-45714)

Security Advisory Summary

Application is vulnerable to Cross Site Scripting (XSS) an
authenticated attacker with users' permissions can modify
a variable with a payload.

Affected Products

e Serv-U 15.4.2.3 and earlier

Fixed Software Release

e Serv-U15.5

Advisory Details

Severity
5.7 Medium

Advisory ID
CVE-2024-45714

First Published
10/16/2024

Fixed Version
Serv-U 15.5

CVSS Score

CVSS:
AV:A/AC:L/PR:H/UL:N/S:U/C:L/I:H/A:L



https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-45714
https://nvd.nist.gov/
https://nvd.nist.gov/

