SolarWinds Service Desk Broken
Access Control Vulnerability
(CVE-2025-26393)

Summary

SolarWinds Service Desk is affected by a vulnerability
where unauthorized authenticated requesters can override
ticket states, potentially redirecting ticket flows and
changing process behavior.

Affected Products

o SolarWinds Service Desk

Fixed Software Release

e SolarWinds Service Desk
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Advisory Details

Severity
5.4 Medium

Advisory ID
CVE-2025-26393

Fixed Version
SolarWinds Service Desk

CVSS Score

CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:
U/C:L/I:L/A:N/E:F/RL:O/RC.C/MAV
:N/MAC:L/MPR:L/MUI:N/MS:U/M
C:N/MIL:L/MA:N



https://documentation.solarwinds.com/en/success_center/swsd/content/release_notes/swsd_2025_release_notes.htm
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-26393
https://documentation.solarwinds.com/en/success_center/swsd/content/release_notes/swsd_2025_release_notes.htm
https://www.first.org/cvss/calculator/3-1#CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:F/RL:O/RC:C/MAV:N/MAC:L/MPR:L/MUI:N/MS:U/MC:N/MI:L/MA:N
https://www.first.org/cvss/calculator/3-1#CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:F/RL:O/RC:C/MAV:N/MAC:L/MPR:L/MUI:N/MS:U/MC:N/MI:L/MA:N
https://www.first.org/cvss/calculator/3-1#CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:F/RL:O/RC:C/MAV:N/MAC:L/MPR:L/MUI:N/MS:U/MC:N/MI:L/MA:N
https://www.first.org/cvss/calculator/3-1#CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:L/A:N/E:F/RL:O/RC:C/MAV:N/MAC:L/MPR:L/MUI:N/MS:U/MC:N/MI:L/MA:N

